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Abstract—Targeted adversarial attacks on vision models re-
quire selecting target labels, which strongly affects attack success.
However, target selection is often treated as a minor detail in
adversarial evaluation. Existing strategies typically rely on ran-
domness, model predictions, or static semantic resources, which
can limit interpretability, reproducibility, and flexibility. We
propose a semantics-guided framework that transfers knowledge
from pretrained language and vision-language models to guide
practical target selection. We estimate inter-class similarity from
pretrained embeddings and select the most and least semantically
related labels relative to the ground truth, defining best-case
and worst-case adversarial scenarios. Experiments with three
language and vision-language models, three vision models, and
five attack methods show that our approach produces practical
targets and outperforms static lexical databases in the worst-case
setting. We also find that static, target-only testing provides a
preliminary assessment of the compatibility of similarity sources
before attack execution. Our results support the use of pretrained
language models as a principled basis for adversarial target
selection and benchmarking.

Index Terms—Artificial Intelligence Security, Adversarial At-
tacks, Target Label Selection, Neural Network Testing, Computer
Vision, Semantic Similarity.

I. INTRODUCTION

VER the past decade, adversarial attacks have exposed

vulnerabilities in deep vision models [1]-[5], comple-
menting concerns posed by traditional security threats [6]—
[8]. As attack methods mature, the focus should shift from
proposing new attacks to building systematic evaluation pro-
tocols for security audits. In targeted attacks, though the choice
of target labels is a critical factor that can strongly affect
success, it is often treated only as an implementation detail.
As a result, many studies rely on random or probability-based
targets, which ignore the semantic structure of labels [3], [9],
[10].

The dominant label-choice strategies are difficult to in-
terpret, which limits transparency in adversarial testing. For
instance, least-likely targets can depend on image-specific
artifacts such as spurious background patterns, so it is often
unclear why a given class is selected or whether it is seman-
tically relevant. Because these strategies depend on model
predictions for each image, targets vary across instances,
which complicates verification and makes comparisons across
models less meaningful. This lack of interpretability and scal-
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ability makes image-dependent target selection poorly suited
for systematic benchmarking.

To build security-relevant adversarial benchmarks, target
selection should be standardized and grounded in an inter-
pretable structure, such as semantics. Prior work explored
similarity-driven target selection using class structure from
network weights and static lexical resources [11]. Static re-
sources such as WordNet are a reasonable baseline, but they
have practical limitations at scale. They require manual label-
to-sense mapping and often provide coarse similarity resolu-
tion for distant classes, which can produce ties and unstable
rankings [12]. Pretrained language and vision-language models
offer an alternative by learning continuous semantic relations
directly from data. Recent studies also report alignment be-
tween visual and language representations, which motivates
cross-modal transfer for target selection [13]-[17].

We propose a unified framework for semantics-guided tar-
get label selection that uses pretrained language and vision-
language models to estimate class similarity. Given a ground-
truth label, we select the most similar label as the best-case
target and the least similar label as the worst-case target,
thereby producing easy and hard test cases. Because targets are
defined at the class level, we can precompute lookup tables that
remain fixed across images, thereby improving reproducibility
and supporting standardized evaluation [11].

We also use the Dissimilarity Metric (DM) [5], [11] to
quantify how far post-attack predictions move from the ground
truth in the target model’s class space. In addition, we evaluate
a static variant of DM computed from target labels only,
which provides a lightweight indicator of compatibility be-
tween a similarity source and a target model before running
attacks. Moreover, we evaluate three similarity sources, three
ImageNet-trained vision models, and five targeted attacks
on a standard benchmark dataset [18]. The results show
that pretrained embeddings yield more challenging worst-case
targets than WordNet-based similarity, while vision-language
embeddings are competitive for best-case targets.

The main contributions of this work are: (i) a semantics-
guided, model-agnostic target selection method for tar-
geted adversarial evaluation using pretrained text and vision-
language embeddings; (ii) a comparison between pretrained
language models and WordNet for best-case and worst-case
target selection; (iii) an analysis of attack severity for different
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relative to the ground-truth label, and returns MS and LS targets that define best- and worst-case evaluation scenarios for targeted attacks.

pretrained language models using DM, including a static vari-
ant that anticipates trends observed after attacks; (iv) Evidence
that static similarity trends correlate with attack outcomes
across target models.

As our proposal is more flexible than static language
databases as a similarity source, our contribution constitutes a
crucial step toward standardizing explainable security evalua-
tion protocols. Lastly, the codes and results of this work are
freely accessible at [19].

II. RELATED WORK

There is a plethora of works on adversarial attacks in vision
primarily focusing on crafting effective perturbations [1]—
[3], [20]-[23], techniques to obtain transferability between
models [24]-[26] and attack mitigation [27], [28]. In contrast,
minimal attention has been paid to target label selection in
targeted attacks, despite its central role in interpretability,
reproducibility, and standardization in adversarial testing. The
most common strategies include choosing random labels [3],
[9], [10] and relying on probabilities of classes predicted
for a given image [29]. In the literature, works implement
predictions with the lowest- or highest-probability labels that
are not the ground truth, i.e., Least Likely or Most Likely
target labels [10], [29]. Alternatively, the K least- or most-
likely labels can be used [10]. While these approaches are
simple to implement, they inherently depend on instances.
This renders the myriad resulting target labels uninterpretable
and difficult to compare across models. Moreover, probability-
based methods are sensitive to spurious background patterns
and object co-occurrence, making it even more unclear why a
target label was assigned to a specific image. Such a lack of
transparency and scalability makes image-dependent strategies
unsuitable for systematic benchmarking.

Moreover, proposals that connect security and explainability
through semantics remain limited. Nevertheless, some works
reveal the potential of semantics for adversarial testing. For
example, Mahmood and Elhamifar proposed an optimization
approach for multi-label learning that modifies the predic-
tions of desired labels while ensuring that other labels are
unaffected [30]. Other authors have considered semantics and
other sources of similarity to build evaluation metrics [5],
[31]. While these works show the potential of including
similarity and semantics into adversarial testing, they focus on

distinct aspects, such as metrics and multi-label optimization.
In contrast, we focus on using similarity to efficiently and
effectively guide adversarial testing.

A recent work introduced a method for target label selection
that exploits similarities derived from internal model repre-
sentations embedded in weights and lexical databases, such as
WordNet, to define best- and worst-case testing scenarios [11].
In contrast to this work, we propose transferring knowledge
from trained text- and text-image neural networks to guide
cross-modal testing of vision models. Our motivation is that
recent works in the literature reported the high alignment
between different models and semantics [13]-[17], and that
representations of knowledge largely overlap between models
trained on different tasks and modalities [32]-[34]. In our
approach, we use embeddings of known classes, generated
from text-only label representations via text-only and text-
vision models, to estimate concept similarity with low compu-
tational overhead and to test vision models. We exploit these
similarities to build the best and worst adversarial cases by
choosing the most and least similar target labels. This makes
our procedure more flexible and more feasible to automate
than using Wordnet similarities (work [11]), which requires
manual label mapping. Moreover, there are many similarities
and deficiencies across certain parts of these lexical databases.
Also, using target-network weights introduces inconsistency
in testing across different target models, thereby limiting
reproducibility. Hence, our approach enhances the flexibility
and consistency of testing. We use the WordNet-based ap-
proach presented in [11] as a reference in our experiments to
assess the effectiveness of our method with respect to attack
performance measures.

III. METHODS
A. Semantic Similarity Reference

Semantic similarity measures how related two concepts are.
We use WordNet [35] with the Wu-Palmer (WUP) measure
[36], which is widely used for class-level semantic similarity
[11], [31]. For a ground-truth class cg € C, we define ct,
the Most Similar (MS) or best-case, and ¢, the Least Similar
(LS) or worst-case, as the classes with the highest and lowest
WUP similarity to cg, respectively,

ct = argextcec\{cgt}{WUP(cgt,c)}. (1)



We compute the (¢*,c¢™) pairs for all ¢ € C, where ext €
{max, min}, and store them in a lookup table.

B. Semantic Similarity via Pretrained Models

To estimate semantic similarity without WordNet, we encode
each class name (e.g., “school bus”) using pretrained text
models (BERT, TinyLLAMA) or a vision-language model
(CLIP). We refer to these as similarity source models. Let
e(c) € R? be the embedding of class ¢ € C. We determine
similarity between classes using cosine similarity cs(-). For a
ground-truth class ¢y, the MS and LS targets are defined as,

ct = argext e e} 1¢8(car, ©)} (2)
We precompute and store the (¢, ¢™) pairs for all classes,
with ext € {max, min}, in a lookup table for each language
model. This is performed once prior to evaluation and in-
curs negligible cost during testing, thereby facilitating large-
scale security evaluations. The approach supports semantics-
driven, consistent testing and improves interpretability and
reproducibility.

C. Attack Evaluation Metrics

We evaluate targeted attacks using two standard metrics: Fool-
ing Rate (FR) and Targeted Success Rate (TSR), computed on
the attacked vision model. FR is the fraction of images whose
predicted label changes, and TSR is the fraction for which the
target label is reached. These metrics are defined as follows,

FR=E{1(j" #¢**")} and TSR=E{1(¢"*" =3"")}. (3)

In both cases, 4, Vk € {pre, post, target}, stand for the i pre-
attack, post-attack, and target labels, and E{-} is expectation
w.r.t. the uniform distribution over the [N-sample dataset.

We also use the Dissimilarity Metric (DM), which measures
attack severity in the model’s class space [5]. DM quantifies
the distance between the ground truth y; and the post-attack
prediction §; based on class similarities induced by the target
model’s classifier weights. Let y;,9; € Y and let r(y;, 9;)
denote the corresponding rank distance. DM is defined as,

DM = E{d;} with d; =r(y;,9:)/(|Y|—-1), @

where || is the number of classes and d; is the normalized
dissimilarity for sample i. DM lies in [0, 1], where O indicates
correct classification and 1 indicates the maximum rank dis-
tance in the model’s class space. Compared with binary TSR,
DM captures the severity of a misclassification even when the
target label is not reached. This is relevant for LS (high DM)
and MS (low, nonzero DM; about 0.001 is ideal for ImageNet).
Using DM aligns with model-centric verification [11], [17],
[37] and evaluations beyond label flipping [31], [38], [39].

We also compute DM in a static setting, using target labels
instead of post-attack predictions. Here, ¢; denotes the selected
target for class ¢, and the mean is taken over all ImageNet
classes (N = |Y|). This static DM can be interpreted as a
measure of compatibility between a similarity source and the
target model. If static and post-attack DM show similar trends,
vulnerability to a given target-selection source can be assessed
before testing, without image inputs.

D. Experimental Setup

We evaluate five attacks: FGSM [2], C&W [3], PGD [21],
Momentum Iterative Method (MIM) [40], and Simultaneous
Perturbation Stochastic Approximation (SPSA) [41], using the
same attack strengths as in [11]. We use three similarity
source models: BERT [42], TinyLLAMA [43], and CLIP
[44], from HuggingFace' implemented in PyTorch. As attack
targets, we use MobileNetV2 [45], EfficientNetV2B0 [46],
and ResNet50V2 [47], with accuracies of 83.3%, 89.7%, and
84.2%, respectively, on the test set. All models are ImageNet-
trained [48], [49]. We test on the NIPS 2017 Adversarial Com-
petition dataset [18], which is commonly used for adversarial
evaluation [4], [50]. Moreover, the codes and results of this
work are freely accessible at [19]. A portion of the experiments
was carried out using a machine from the Grid’5000 testbed?
with an NVIDIA Tesla P100 GPU with 16 GB RAM, and
running on Linux. The other experiments were performed on
a Windows-based workstation with an NVIDIA TITAN RTX
GPU and 64 GB RAM.

IV. EXPERIMENTAL RESULTS

This section reports results and answers for four research
questions: (RQ1) reliability of text models for MS and LS
target selection (Section IV-A); (RQ2) comparison with Word-
Net (Section IV-B); (RQ3) effect on attack severity via DM
(Section IV-C); and (RQ4) static compatibility with target
models (Section IV-D).

A. Reliability of Building Adversarial Cases with Text Models

Fig. 2 summarizes results for MS and LS targets across
similarity sources. In the MS case (Fig. 2a), all sources yield
higher FR and TSR than in the LS case (Fig. 2b). This is
visible in the lower tails: MS remains above zero, whereas
LS approaches zero for some runs. In MS, all sources achieve
high FR (Avg. > 0.7961). WUP and CLIP yield the highest
average TSR (0.5563 and 0.5529), followed by BERT and
LLAMA (0.4770 and 0.4592). CLIP and WUP also show
lower variability, suggesting more stable target sets. In LS,
FR averages range from 0.7745 (CLIP) to 0.7971 (WUP),
and WUP and BERT exhibit the lowest variability (St. Dev.
0.3495 and 0.3759). TSR decreases across all sources (0.3919
to 0.4377), and CLIP and LLAMA yield the lowest average
TSR, indicating more challenging worst-case targets.

TABLE 1 reports MS and LS results across similarity
sources and target models. MS targets are consistently easier
to reach, especially for weaker attacks, while the effect of
target choice is smaller for stronger attacks. This suggests that
language and vision-language models capture class relation-
ships compatible with those of vision models, making them
suitable for target selection and evaluation. TSR reflects target-
selection effectiveness, and FR indicates that label semantics
can also influence non-targeted success.

Thttps://huggingface.co/

2The Grid’5000 project is supported by a scientific interest group hosted
by Inria and including CNRS, RENATER, several Universities, and other
organizations. Further information: https://www.grid5000.fr.
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Fig. 2. Aggregated attack performance for (a) MS and (b) LS target selection
strategies across all semantic similarity sources. Fooling Rate (FR) indicates
overall label-change success, while Targeted Success Rate (TSR) reflects the
success in reaching designated targets.

B. Comparing Similarity Sources for Target Label Selection

Using Fig. 2 and TABLE I, we identify when each similarity
source is preferable. In LS, text and vision-language embed-
dings yield harder targets than WUP, as reflected by lower
FR and TSR, consistent with expected better global distance
resolution than WordNet. In MS, WUP achieves the highest
average TSR (0.56), closely followed by CLIP (0.55), with
similar average FR. BERT and TinyLLAMA yield high FR
(0.80 and 0.81) but lower TSR, indicating slightly harder
best-case targets. Overall, text-image models and WordNet
perform slightly better on local similarity (MS), whereas text
and vision-language models perform better on global similarity
(LS). Thus, MS supports model-centric robustness evaluation,
while LS is more informative for attack-centric evaluation.
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Fig. 3. Average Dissimilarity Metric (DM) for all similarity sources under (a)
MS and (b) LS selection strategies. DM quantifies the rank-distance between
the post-attack prediction and the ground-truth label in the attacked model’s
class space, capturing attack severity even when the target is not reached.

C. Impact of Similarity Sources on Attack Severity

Fig. 3 reports DM for each similarity source under MS and
LS targets, capturing prediction drift even when TSR is low.
As expected, DM is lower for MS and higher for LS. The
results support the advantage of pretrained embeddings for LS
targets: CLIP achieves the highest average DM (about 0.31),

TABLE I
FOOLING RATE (FR) AND TARGETED SUCCESS RATE (TSR) FOR MOST
SIMILAR (MS) AND LEAST SIMILAR (LS) CASES ACROSS FIVE ATTACKS
(CW, FGM, MIM, PGD, SPSA), THREE SOURCE MODELS, AND THREE
TARGET MODELS. BEST VALUES PER ATTACK-VARIANT PAIR ARE IN
BOLD. THE MODEL ABBREVIATIONS EFFICIENTN, MOBILEN, AND RESN
CORRESPOND TO EFFICIENTNETV2, MOBILENETV2, AND RESNET50V2.

EfficientN MobileN ResN EfficientN MobileN ResN
Att. Var. FR TSR FR TSR FR TSR FR TSR FR TSR FR TSR

BERT CLIP
cw MS 0.150.150.32 032 0.12 0.12 0.27 0.28 0.47 0.47 0.26 0.26
LS 0.03 0.03 0.13 0.13 0.03 0.03 0.01 0.01 0.09 0.09 0.01 0.01
FGM MS 0.89 0.13 0.93 0.09 0.91 0.05 0.88 0.27 0.92 0.19 0.90 0.12
LS 0.88 0.01 0.94 0.00 0.92 0.00 0.88 0.01 0.94 0.00 0.92 0.00
MM MS 0.99 0.99 0.99 1.00 0.97 0.88 0.99 0.99 0.99 1.00 0.98 0.94
LS 1.00 1.00 1.00 1.00 0.98 0.86 1.00 0.97 1.00 1.00 0.98 0.80
pGD MS 1.00 1.00 0.99 1.00 0.99 0.99 0.99 1.00 0.99 1.00 0.99 0.99
LS 1.00 1.00 1.00 1.00 1.00 0.99 1.00 1.00 1.00 1.00 1.00 0.99
spsa MS 091 0.10 0.97 0.21 0.94 0.11 0.90 0.20 0.98 0.36 0.94 0.23
LS 0.93 0.01 0.98 0.03 0.95 0.00 0.90 0.00 0.97 0.01 0.93 0.00
LLAMA WUP
cw MS 0.10 0.11 0.28 0.29 0.09 0.10 0.29 0.30 0.46 0.46 0.23 0.24
LS 0.01 0.01 0.11 0.11 0.01 0.01 0.04 0.04 0.24 0.24 0.11 0.11
FGM MS 0.87 0.10 0.93 0.07 0.91 0.04 0.91 0.27 0.93 0.18 0.91 0.13
LS 0.89 0.01 0.95 0.00 0.92 0.00 0.88 0.02 0.94 0.04 0.92 0.02
MM MS 0.99 0.99 0.99 1.00 0.98 0.87 1.00 1.00 1.00 1.00 0.98 0.95
LS 0.99 0.97 1.00 1.00 0.98 0.82 1.00 1.00 1.00 1.00 0.99 0.95
pGp MS 099 1.00 0.99 1.00 0.99 0.99 1.00 1.00 1.00 1.00 0.99 0.99
LS 1.00 1.00 1.00 1.00 1.00 0.99 1.00 1.00 1.00 1.00 1.00 0.99
spsa MS 091 0.07 0.97 0.16 0.94 0.09 0.92 0.22 0.98 0.38 0.95 0.23
LS 0.91 0.01 0.97 0.03 0.95 0.01 0.92 0.02 0.98 0.09 0.94 0.04

compared with about 0.30 for text-only models and 0.29 for
WUP. Standard deviations are comparable across sources. For
MS, CLIP remains close to WUP, whereas text-only models
show larger dispersion. LS exhibits higher variability and
wider ranges than MS. Maximum DM values are about 0.5
(0.6 for CLIP) for LS and about 0.2 to 0.3 for MS, indicating
that LS can push predictions farther from the ground truth by
roughly one-third of the model’s rank distance. Therefore, we
observe that CLIP and WordNet better capture local similarity,
whereas text-only and vision-language models better support
worst-case target selection.

D. Static compatibility of source and target models

Fig. 4 reports static DM between ground-truth and target
labels, computed without images, and can be compared with
post-attack DM in Fig. 3. TinyLLAMA yields the highest MS
static DM, suggesting weaker local alignment, whereas CLIP
and WUP yield the lowest MS static DM. These trends are
consistent with FR/TSR in TABLE I, where CLIP performs
best for MobileNetV2 and ResNet50V2. For LS, CLIP yields
the highest static DM, supporting its ability to select worst-
case targets. Thus, static DM provides an a priori compatibility
check between similarity sources and vision models.

V. DISCUSSION

This work treats target label selection as a core design choice
in adversarial evaluation, rather than an implementation detail,
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and shows that semantics offers a practical path to standard-
ization. By grounding targets in pretrained representations, the
evaluation can be made more interpretable and reproducible,
enabling class-level target sets that can be reused across
images, attacks, and architectures.

The results consistently separate the best- and worst-case
regimes: MS targets are reliably attainable across settings,
whereas LS targets are substantially harder and lead to larger
semantic drift. The source of similarity matters, but the overall
trends are stable: CLIP is competitive with WordNet in the
MS regime and renders stronger separation in the LS regime,
suggesting that learned embeddings offer higher resolution
for distant classes than lexical similarity. From a practitioner
perspective, these observations support a simple recipe: use
MS to probe model-centric robustness under semantically
plausible confusions, use LS to stress-test attacks and char-
acterize worst-case behavior, and use static DM as a low-cost
screening step to select a compatible similarity source before
launching full attack pipelines.

Several limitations remain. Because similarities are derived
from class names, label ambiguity and naming conventions
can influence rankings and may vary across datasets; more-
over, the sources of similarity are not fully transparent, and
DM relies on a weight-induced class geometry that may
not reflect the full internal representation space. Future work
will study more robust label handling (e.g., disambiguation
and prompt variants), extend the approach to contextual and
image-conditioned target selection (including open-vocabulary
labels), and evaluate alternative severity measures that better
capture geometry while preserving the efficiency required
for large-scale benchmarking. We also plan to extend the
framework to tasks beyond classification. We will also focus
on extending the framework with techniques that could further
improve the interpretability of testing, e.g., by incorporating
recent advances from the mechanistic interpretability domain.

VI. CONCLUSIONS

We proposed a semantics-guided framework for targeted ad-
versarial evaluation in which target labels are selected from
pretrained text or vision-language embeddings rather than
from image-dependent heuristics. For each ground-truth class,

we estimate inter-class similarity in the embedding space and
select the Most Similar (MS) label as the best-case (easy)
target and the Least Similar (LS) label as the worst-case
(hard) target. Because targets are defined at the class level,
the resulting MS-LS pairs can be precomputed and stored in
lookup tables, rendering fixed, interpretable target sets that
remain consistent across images and architectures.

We validated the framework on a standard benchmark using
three similarity sources (BERT, TinyLLAMA, CLIP), three
ImageNet-trained target models, and five targeted attacks, and
assessed performance using the Fooling Rate (FR), Targeted
Success Rate (TSR), and the Dissimilarity Metric (DM). The
experiments show that MS targets are consistently easier to
reach than LS targets, supporting the use of MS for model-
centric robustness checks and LS for attack stress-testing. We
also found that CLIP is competitive with WordNet for best-
case targets, while embedding-based sources yield more chal-
lenging worst-case targets and higher DM, indicating better
resolution of global semantic distance than lexical similarity.
Finally, the agreement between static DM (computed from tar-
gets only) and post-attack DM suggests a practical recommen-
dation: use static DM as a lightweight, image-free screening
step to select a compatible similarity source before running
expensive attacks. Overall, the presented results demonstrate
that our target selection approach provides a principled and
effective basis for targeted adversarial evaluation.
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