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Cybersecurity: It is a Strategic Choice

Cybersecurity Is a Choice and a Balance

The goal is to build a sustainable cybersecurity program that balances the value of
protection against the needs of running the business.

There is no such thing
as “perfect protection.”
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Mainframe Pen Testing: What are the Components

At the operating system layer
you are looking at code

e SVC’s

* PC Routines

* APF Libraries

* Home-grown exits
that make SAF calls

Code & Configuration

The configurations you should
be looking at are:

* Security parameters in 3™
party products

« ESM'’s (RACF, CA ACF2, CA
Top Secret)

* Hardware configurations

* |PL parameters

e Over privileging

* Excessive access

* APF Libraries

Security Policy Mgmt.
Change Mgmt. Procedures
Patch Mgmt. Procedures

Resi;ency
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Evolving Regulation's

 PCI DSS Requirement 11.3 addresses penetration
testing, which is different than the external and
internal vulnerability assessments required by PCI
DSS Requirement 11.2.

 Annual penetration testing is required under CA-8 of
NIST SP 800-53 and is mandatory for FedRAMP
authorization.
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Why is Mainframe

Pen Testing so Important

It takes 20
years to build a
reputation, and

five minutes to
ruin It.

WARREN BUFFET

Mainframe penetration testing is a critical,
proactive security process that simulates real-
world attacks (e.g., RACF, z/0OS, TN3270) to

identify and exploit vulnerabilities.

It is @ manual process with the use of tools
provided by the Pen Tester.

It should be done by individuals who have an in-
depth understanding of z/OS, security intercepts
and the External Security Manager you are using
(CA ACF2, RACF, CA Top Secret).




Reporting?

« Mainframe penetration testing reports must deliver actionable,
risk-ranked findings focusing on z/0OS security, ESM
configurations, and privileged access.

« Key requirements include detailed vulnerability descriptions,
proof-of-concept exploit steps, remediation plans, and
alignment with compliance standards (PCI DSS, NIST, ISO
27001).

« Reports should be encrypted, secure, and include a clear scope
and executive summary for remediation.
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Reporting?

Core Reporting
Requirements

Executive Summary: A
high-level overview of the
security posture, critical
risks, and business impact

for stakeholders.

Scope and Methodology:

Defined boundaries of the

test (e.g., specific LPARs,

subsystems like CICS or

DB2) and methods used,

such as NIST SP 800-115
or custom scripts.

J
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Reporting?

- Detailed Findings & Risk Assessment: A categorized list of
vulnerabilities (High, Medium, Low) with evidence, such as:

« RACF/Security Server Misconfigurations: Over-privileged users, weak
identity mgmt., or improperly protected datasets.

« Subsystem Vulnerabilities: Weaknesses in CICS, IMS, or DB2.

« TSO/USS Exploitation: Misconfigurations allowing privilege escalation.

77/(Rocket@softvva re



Reporting?

- Remediation Recommendations: Specific, actionable advice to
fix findings, including configuration changes or patching.

« Compliance Mapping: Documentation linking findings to
regulatory requirements (e.g., HIPAA, PCI DSS, NIST, DORA) at the
request of the customer.
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https://www.vikingcloud.com/blog/penetration-testing-report
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Reporting?

- Confidentiality & Control: Reports must contain a
confidentiality statement, a controlled access list, and be delivered
via secure, encrypted methods.

- Evidence of Testing: Detailed logs or screenshots showing how
vulnerabilities were identified or exploited.

* Periodic Review: Reports should reflect regular (e.g., annual)
testing, particularly after significant system changes.
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Mainframe Penetration Testing Critical Exposures List

Authorization

Access Control
Misconfigurations:

Profile configurations in
(RACF/Top Secret/ACF2)
often allow users to access
unauthorized data.

Authentication

Privilege Escalation:

Vulnerabilities often enable
standard users to gain
elevated rights, such as APF
(Authorized Program
Facility) authorization or
supervisor state (SVC).

Code Based Vulnerabilities

Unpatched Software/Legacy
Systems:

Outdated operating systems
and software components
leave known, unpatched
vulnerabilities exposed
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https://www.google.com/search?q=Unpatched+Software%2FLegacy+Systems&sca_esv=aa86132b60f0534c&rlz=1C1GCEA_enUS1070US1070&biw=1536&bih=695&ei=WemeaZK5FdrDp84P5LnhmAM&ved=2ahUKEwju-veK2_SSAxWBQzABHU3SJrIQgK4QegQIAxAL&uact=5&oq=mainframe+penetration+testing+critical+exposures&gs_lp=Egxnd3Mtd2l6LXNlcnAiMG1haW5mcmFtZSBwZW5ldHJhdGlvbiB0ZXN0aW5nIGNyaXRpY2FsIGV4cG9zdXJlczIFECEYoAEyBRAhGKABMgUQIRigATIFECEYoAFI4ExQ2B9Yr0pwE3gAkAEAmAGkAaABpAGqAQMwLjG4AQPIAQD4AQGYAhOgAn_CAgoQABiwAxjWBBhHwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICCBAAGKIEGIkFwgIFECEYqwKYAwCIBgGQBgiSBwIxOaAH_gWyBwC4BwDCBwYwLjYuMTPIB0yACAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Unpatched+Software%2FLegacy+Systems&sca_esv=aa86132b60f0534c&rlz=1C1GCEA_enUS1070US1070&biw=1536&bih=695&ei=WemeaZK5FdrDp84P5LnhmAM&ved=2ahUKEwju-veK2_SSAxWBQzABHU3SJrIQgK4QegQIAxAL&uact=5&oq=mainframe+penetration+testing+critical+exposures&gs_lp=Egxnd3Mtd2l6LXNlcnAiMG1haW5mcmFtZSBwZW5ldHJhdGlvbiB0ZXN0aW5nIGNyaXRpY2FsIGV4cG9zdXJlczIFECEYoAEyBRAhGKABMgUQIRigATIFECEYoAFI4ExQ2B9Yr0pwE3gAkAEAmAGkAaABpAGqAQMwLjG4AQPIAQD4AQGYAhOgAn_CAgoQABiwAxjWBBhHwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICCBAAGKIEGIkFwgIFECEYqwKYAwCIBgGQBgiSBwIxOaAH_gWyBwC4BwDCBwYwLjYuMTPIB0yACAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Access+Control+Misconfigurations&sca_esv=aa86132b60f0534c&rlz=1C1GCEA_enUS1070US1070&biw=1536&bih=695&ei=WemeaZK5FdrDp84P5LnhmAM&ved=2ahUKEwju-veK2_SSAxWBQzABHU3SJrIQgK4QegQIAxAB&uact=5&oq=mainframe+penetration+testing+critical+exposures&gs_lp=Egxnd3Mtd2l6LXNlcnAiMG1haW5mcmFtZSBwZW5ldHJhdGlvbiB0ZXN0aW5nIGNyaXRpY2FsIGV4cG9zdXJlczIFECEYoAEyBRAhGKABMgUQIRigATIFECEYoAFI4ExQ2B9Yr0pwE3gAkAEAmAGkAaABpAGqAQMwLjG4AQPIAQD4AQGYAhOgAn_CAgoQABiwAxjWBBhHwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICCBAAGKIEGIkFwgIFECEYqwKYAwCIBgGQBgiSBwIxOaAH_gWyBwC4BwDCBwYwLjYuMTPIB0yACAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Access+Control+Misconfigurations&sca_esv=aa86132b60f0534c&rlz=1C1GCEA_enUS1070US1070&biw=1536&bih=695&ei=WemeaZK5FdrDp84P5LnhmAM&ved=2ahUKEwju-veK2_SSAxWBQzABHU3SJrIQgK4QegQIAxAB&uact=5&oq=mainframe+penetration+testing+critical+exposures&gs_lp=Egxnd3Mtd2l6LXNlcnAiMG1haW5mcmFtZSBwZW5ldHJhdGlvbiB0ZXN0aW5nIGNyaXRpY2FsIGV4cG9zdXJlczIFECEYoAEyBRAhGKABMgUQIRigATIFECEYoAFI4ExQ2B9Yr0pwE3gAkAEAmAGkAaABpAGqAQMwLjG4AQPIAQD4AQGYAhOgAn_CAgoQABiwAxjWBBhHwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICCBAAGKIEGIkFwgIFECEYqwKYAwCIBgGQBgiSBwIxOaAH_gWyBwC4BwDCBwYwLjYuMTPIB0yACAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Privilege+Escalation&sca_esv=aa86132b60f0534c&rlz=1C1GCEA_enUS1070US1070&biw=1536&bih=695&ei=WemeaZK5FdrDp84P5LnhmAM&ved=2ahUKEwju-veK2_SSAxWBQzABHU3SJrIQgK4QegQIAxAD&uact=5&oq=mainframe+penetration+testing+critical+exposures&gs_lp=Egxnd3Mtd2l6LXNlcnAiMG1haW5mcmFtZSBwZW5ldHJhdGlvbiB0ZXN0aW5nIGNyaXRpY2FsIGV4cG9zdXJlczIFECEYoAEyBRAhGKABMgUQIRigATIFECEYoAFI4ExQ2B9Yr0pwE3gAkAEAmAGkAaABpAGqAQMwLjG4AQPIAQD4AQGYAhOgAn_CAgoQABiwAxjWBBhHwgIGEAAYFhgewgILEAAYgAQYhgMYigXCAggQABiABBiiBMICCBAAGKIEGIkFwgIFECEYqwKYAwCIBgGQBgiSBwIxOaAH_gWyBwC4BwDCBwYwLjYuMTPIB0yACAA&sclient=gws-wiz-serp
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