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Premise: Which region is my problem??? SHRE

* Nowadays one CICS region isn’t enough to handle all the work thrown at you. Most shops have
multiple regions but instead of having them run independent of each other they work together to
handle all the workload.

* One region may be a file owning region(FOR) one may be an application owning region (AOR) or
one may also be Terminal owning region (TOR).

* These regions are connected with CICS MulitRegion Operation(MRO) also know as
IRC(Interregion Communication). MRO enables CICS systems that are running in the same MVS
image, or in the same MVS sysplex, to communicate with each other.

* The goal of this session is to be able to investigate task suspend due to a connected task in
another region.

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @O 14




PROBLEM SCENARIO
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SHARE

Regions connected via MRO start suddenly slowing down and tasks begin to
backup

Using CEMT (CEMT INQ TASK) in a region you can see many of the tasks in an
IRLINK type wait.

These task are taking up maxtask slots, and the region goes MAXTASK, affecting
normal throughput.

You need to quickly determine what is causing the tasks to wait and not complete
In a timely manner
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GATHERING DOCUMENTATION
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A
Gathering Documentation SH SRE

EDUCATE » NETWORK *» INFLUENCE

= System dumps and job output (i.e. CICS Joblog) of all connected regions involved

b If there are too many connected regions, making this an unreasonable request, then start
with a system dump only of the region where the IRLINK waits are seen. Debug of this dump
will reveal what connected region you will also need a system dump from.

» Dumps can be created via:

« DUMP command issued from the Console
« CEMT P SNAP command issued online within CICS
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https://www.ibm.com/docs/en/zos/3.1.0?topic=reference-dump-command
https://www.ibm.com/docs/en/zos/3.1.0?topic=reference-dump-command
https://www.ibm.com/docs/en/zos/3.1.0?topic=reference-dump-command
https://www.ibm.com/docs/en/cics-ts/6.x?topic=commands-cemt-perform-dumpsnap
https://www.ibm.com/docs/en/cics-ts/6.x?topic=commands-cemt-perform-dumpsnap
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Debug — Time of dump SH RE

IP IEAVDUMP
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To begin investigating the transactions we start in the dispatcher domain with IPCS
command: VERBX DFHPDXXX ‘DS’

182D7000
182CF000
182C4000
182BC000
182B4000
182AC000
182A4000
18317000
1830F000
182FF000
182F/7000
182EF000
182E7000
182DF000

(XXX corresponds to the release of CICS you are running. 730, 740, 750, etc.)

PTT

RESOURCE
TYPE

IRLINK
TRLINK
IRLINK
IRLINK
ALLOCATE
ALLOCATE
ALLOCATE

IRLINK
IRLINK
IRLINK
IRLINK
IRLINK
IRLINK

RESOURCE_NAME

8T09>AAH
8T09>AAI
8T09>AAJ
8TO9>AAA
8T0S
8T09
8T09

8T0S>AAB
8TO09>AAC
8TO0S>AAD
8TOS>AAE
8TO9>AAF
8T09>AAG

W TIME OF
SUSPEND

18:
18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:

37:
37:
37:
37:
37:
37:
37:

36:
36:
36:
36:
37:
37:

00.
01.
Q1.
17.
Q2.
02.
02.

58.
59.
59.
59.
00.
00.

DTA
(DSTSK)

495B0200
495B0380
495B0500
495B0680
495B0800
495B0980
495B0B00
495B1500
495B1680
495B1800
495B1980
495B1B00
495B1C80
A495B1E0Q0Q

ATTACHER I

TOKEN

19B37A00
19B37D00
19B47100
19B47400
19847700
19B47A00
19B47D00
183ACD00O
19B1E700
19B1EAQ0Q
19B1ED0O
19B37100
19B37400
19837700

SUSPAREA

/F2D8B10
/F2D8B70
/7F2D8BD@
7F2D8870
495B0800
495B0@980
495B0B00

7F2D88D0
7F2D8930
/F2D8990
/7F2D89F0
7F2D8A50
/F2D8ABO

XM_TXN_TOKEN

19B37A000000125C
19B37D000000127C
19B471000000129C
19B474000000131C
19B477000000133C
19B47A000000135C
19B47D000000137C
183ACD0O0000@138C
19B1E7000000113C
19B1EA000000115C
19B1ED00000@11/C
19B371000000119C
19B374000000121C
19B3//000000123C
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1687A000
1847EBQQ@
168D4000
48935000
18359000
1838E000
168BB00O0G
4894D000
1688B000O
168ECQ00Q
168FC0O00
168FDOOO
1839C000
183FB100
16883000
48966000
4896E000

NMumuwvmumumuvmmumoumnmunumoumm ununmunmon unoum
N LUK UMUK nmumomaouvmunmomuvmonovoon

2 =222 =2=2=2=2 2

ZE =2 =2=2=2=2=2= =2

USERWAIT
XMCHKWAT

ICMIDNTE
ZC

EPECQEMT
ICEXPIRY
SHSYSTEM

MPDQEMW
LGHARTBT
SODOMAIN
MNSYSTEM
IS_SCHED
FCCFQR
IS_ERROR
WAIT
RRMSEXIT

DFHQRCPU
DFHXMCHK

DFHAPTIM
DFHZNAC1
EPSUSPND
DFHAPTIX

MPSUSPND
LG_MGRST
SO_NOWORK

IS_SCHDQ

IS_ERROQ
DFHHCHK

NOTIFICATION

nm unm=Tuvun =2 UV wvEeE

(DSTSK)

16861B00
16861E00
16882200
16882380
16882500
16882680
16882800
16882C80
16882E00
168CB200
168CB300@
168CBB0Q0@
168CBC80
168CBEQ@Q@
168FF380
168FF500
4895D380
4895D500

183AC700
183BBDOO
183ACAQQ
16908100
16907400
16907000
16908400
183BB700
000C0S00
16907700
D3C7C8C2
16907A00
0000000F
183AC100
183BB100@
16908700
183AC400
16BF6B64

SH/\RE

As a comparison, here is how the Dispatcher domain looks in Fault Analyzer:

16861B00
16861E00
184E8098
16882380
16882500
169A7090
16862D70
16862B00

1696D10C
168CB300
16928230
16862950
168628F0
183DE828
168681A0
16862EF0
169460C0

We commonly use both IPCS and Fault Analyzer when reading dumps
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RESOURCE RESOURCE_NAME

TYPE

IRLINK
IRLINK
IRLINK
IRLINK

8T09>AAH
8T09>AAL
8T09>AAJ
8T09>AAA

ALLOCATE 8T09
ALLOCATE 8T09
ALLOCATE 8T09

IRLINK
IRLINK
IRLINK
TRLINK
IRLINK
TRLINK

8T09>AAB
8T09>AAC
8T09>AAD
8T09>AAE
8T09>AAF
8T09>AAG

W TIME OF

SUSPEND

118:37:00.845
118:37:01.185
1'18:37:01.503
1'18:37:17.102

18:37:02.462
18:37:02.699
18:37:02.917

1 18:36:58.211
1 18:36:59.044
1 18:36:59.424
{1 18:36:59.793
1 18:37:00.155
Y 18:37:00.507
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TIMEOUT

DUE

DTA AD ATTACHER MD SUSPAREA XM_TXN_TOKEN
(DSTSK)

49580200 XM
49580380 XM
49580500 XM
49580680 XM
49580800 XM
49580980 XM
495B0B00O XM
49581500 XM
49581680 XM
49581800 XM
49581980 XM
495B1B00 XM
495B1C80 XM
495B1E00 XM

TOKEN

19B37A00 QR /F2D3B10
19B37D0@ QR /F2D3B70
19847100 QR 7F2D8BDO
19847400 QR 7F2D8870
19847700 QR 495B0800
19847A00 QR 495B0980
19847D0@ QR 495B0B00
183ACDO@ QR

19B1E700@ QR 7F2D88D0
19B1EAG@ QR 7F2D8930
19B1EDG@ QR 7F2D8990
19B3710@ QR 7F2D89F0
19837400 QR 7F2D8A50
19837700 QR /F2D3AB0O

19837A000000125C
19837D00000012/C
198471000000129C
198474000000131C
198477000000133C
19847A000000135C
19847D000000137C
183ACD000000133C
19B1E7000000113C
19B1EA000000115C
19B1ED0Q00O00117C
198371000000119C
198374000000121C
198377000000123C

SH.ARE

Now we see that we have several transactions
in IRLINK or ALLOCATE suspends.

IRLINK transactions are waiting for a response
from a connected task in another region. These
own sessions that other transactions want .

Allocate Transactions have attempted to get a
session to another CICS region but all the
sessions are in use by the IRLINKSs

We can pick several of the oldest task based on
suspend time

Note the information under the Resource_Name
column. This indicates the Connection name
and Termid of the associated Session

Tran# 113
8TO9>AAB
(Connection 8TO9, Session >AAB)

Tran# 115
8TO9>AAC
(Connection 8TO9, Session >AAC)

@O®SG 13



Debug — Find the connection SH RE

Format Terminal Control domain to find associated Connection and Terminal with IPCS command:
VERBX DFHPDXXX ‘TCP’

Make use of the find command to find the associated System Entry representing Connection 8TO9

Command ===> F TCTSE.8T09

TCTSE.8TO9 183C61F0 MRO TCT SYSTEM ENTRY

................................................. Tran# 113
___________________________________________ 8TO9>AAB
(Connection 8TO9, Session >AAB)
............... ‘.l‘..;...“..‘.‘.. ;“l.l‘.j.l..‘l.. ‘. ... .‘.I.‘;.. .l...‘.lll‘..... .“...“....‘,l N \ N .‘...........'.. : Tran# 115

(Connection 8TO9, Session >AAC)

The System entry lets us know the Applid of the connected region is 'YNX9760.

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @O 14



Debug — Find the connection SH - RE

Next, we can use Terminal Entry for the associated sessions to find the connected sessions in the
connected region

Make use of the find command to find the Terminal Entry representing Session >AAB

Command ===> F TCTTE.>AAB

A bit under this is the Nib Descriptor Tran# 113
8TO9>AAB

(Connection 8TO9, Session >AAB)
Tran# 115

8TO9>AAC
(Connection 8TO9, Session >AAC)

The Nib Descriptor tells us that the connected task has Session <AA5
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Debug — Find the connection SH RE

We can do the same thing for Session >AAC:

Command ===> F TCTTE.>AAC

Tran# 113
8TO9>AAB
(Connection 8TO9, Session >AAB)

Tran# 115
8TO9>AAC
(Connection 8TO9, Session >AAC)

The connected task in the paired region has Session <AAG6
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SHARE

What we know so far:

Many task in ['YNX8760 were sitting in IRLINK suspends
The two oldest transactions in the suspends were tran# 113 and 115

Both transactions were waiting on a response from Connection 8TO9 which
relates to Applid IYNX9760

Session >AAB in IYNX8760 is paired with Session <AAS5 in [YNX9760
Session >AAC in IYNX8760 is paired with Session <AAG6 in [YNX9760

Next Step: Find the associated Sessions within [YNX9760 and determine why the
associated transaction not responding back to their connected transactions

ere otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @ 17




SH.ARE

EDUCATE » NETWORK » INFLUENCE

Now let's look at a dump from the connected region
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Debug — Time of dump SH o RE

IP IEAVDUMP

2001
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SHARE

Format Terminal Control domain to find associated Connection and Terminal with
IPCS command:; VERBX DFHPDXXX ‘TCP’

Use the find command to find the Terminal Entry representing Session <AAS

Command ===> F TCTTE.<AAS5

ANAR ACCI1C1FS5 D106 19A1DB20 19A1DB20 169BESOO 0000106C 00000000 00000000

0H20 ‘ A () C5D5FAQ00 0000086 AN D AN AVOAVAAYD AN NAND
0040 40000000 WO Q0000002 02930000 00000000 183DCADO

0060 ‘ D000 19A1AE30 1 20000000 000000

IC

Y VOVOVOVY VOVOVLOVOY AVOVVVOVY
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We can do the same thing for <AAG

Command ===> F TCTTE.<AA6

LuLuLnLnLnGl)

\
\

\

A000000¢ A

I \

1010

AV MO0 VOV L0100,

VIV \ !

LLuIIGLGLG)

00001001 044CC1C1 F6@86EC1 C1C34040 40400000 00000000 00000000

\

AN D

Now the sessions are connected to task# 106 and 107.
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SHARE

Now lets Format the Kernel domain to find associated stack entries for the two
tasks with IPCS command: VERBX DFHPDXXX ‘KE’

First find on the task# to get the KE. NUM

Command ===> F 0106

.'\.”V ~ n ’
ADA Summary
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SH/ARE

Now that we have the KE_NUMs we can find on them to get down to their Kernel
stack which shows the current sequence of processing for a task at the time the
dump was taken:

For most non-system task, the first ~4 entries
will be very similar as the represent the
process of starting up a task.

The Initial Link gives control to the initial
program that will run on behalf of the task
The LINK_EXEC represents an EXEC CICS
Link to program (program name to be
determined)

We can also see a call to Interval Control
program (DFHICP) via another EXEC CICS
call

And it ends with a call to Dispatcher
(DFHDSSR) to suspend the task
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SH/ARE

Format the Dispatcher domain to view what dispatcher indicates the problem task
are doing with IPCS command: VERBX DFHPDXXX ‘DS’

This domain shows our
T RTETEIIs e (\VO tasks suspended in
\6800 SM 00000002 QR 16862A70 an ICWAIT (Interval
Fobtiin iy Control wait). Our goal is
to determine the program
it that issued the wait. This
IRCISEOIISEE  program is responsible
Setethsssesennd  fOr the IRLINK waits on
the connect region
['YNX8760. Notice many
other tasks are in ICWAIT

A AAAAARGAT 11
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SHARE

Format the Application domain to find the associated Exec Interface control blocks
with IPCS command: VERBX DFHPDXXX ‘AP’

There are 2 EIBs per task —a SYSTEM EIB and a USER EIB. Use the find
command to find the SYSEIB for the task:

Command ===> F SYSEIB.00106

EIBs contains the representing the last EXEC CICS
command the task used at offset x’1B’. It is a two byte field and currently contains
x’1004" which equates to an EXEC CICS DELAY.

ere otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @ 25
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SHARE

When an EXEC CICS command completes the SYSEIB is copied to the USER EIB
Find the USER EIB for the task:

Command ===> F EIB.00106

The EIBFN value is different as it currently contains X 0E02’ which equates to an

EXEC CICS LINK. This is the last EXEC CICS command that completed. This
likely means the command represented in the SYSEIB is still processing.

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @ 2



SH/ARE

Now we want to locate where the DELAY command was issued from. We can do
this with the EIUS (EXEC Interface User Structure) which is located between the
SYSEIB and EIB. The EIUS contains the applications register save area address

at offset +x'3C’

AR

{ ) oy | ]! VIVIA
....................

AAAAAAA NAADAAAD AN AAD AAAAAAR

YVOVVOUVY VYUOUVYVVOOYOVYYOY VYUVOVYOYYVYYY 1002V 1LV0V vVOVvYvvYvvvvw

““““““““““““
UVOVYVOVYUVOY VYOYVOOYOYOVY YUYUVOYUYON

AMA (AAAAAIAIAA  (ACAAATATAANA AAAAAAAA AAAARRAAA AAAARAAAA MAAAAAAD
““““““““

AAAAAA AN AN AR

YUVVYVY VYOOYUOYUVYOY VYUOUVOYOYYOY YUOUYYVVON

A AN A0 (A0

UOVOVOVVOY YO OVOOYVOVY VYUUUN

AAAAAAAIA (ACAA AADA AR NAAAAAAD AAMARAROARAL AMAAAAAARA 1

.........................

After the command is processed CICS will restore the application register contents
from this rsa before giving control back to the application.
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Debug - Investigating transactions
An RSA has a set format as follows:

« Word 1 reserved RSA+0Q’

 Word 2 Address of the save area used by the
calling program (backward chain pointer) RSA+'4

H

« Word 3 Address of the save area set up by the
called program (forward chain pointer) RSA+'8’

« Word 4 Address to which to return (register 14)
RSA+'C’

« Word 5 Address of the entry point (register 15)
RSA+10’°

« Word 6 Contents of register 0 RSA+'14’

« Word 7 Contents of register 1 (typically this will
be the address of the parameter list) RSA+'18’

« Word 8 Contents of register 2 RSA+'1C’

SHARE

Word 9 Contents of register 3 RSA+20’
Word 10 Contents of register 4 RSA+'24’
Word 11 Contents of register 5 RSA+'28’
Word 12 Contents of register 6 RSA+'2C’
Word 13 Contents of register 7 RSA+'30’
Word 14 Contents of register 8 RSA+'34’
Word 15 Contents of register 9 RSA+'38’
Word 16 Contents of register 10 RSA+'3C’
Word 17 Contents of register 11 RSA+40’
Word 18 Contents of register 12 RSA+'44’

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @ 28



Debug - Investigating transactions SH RE

Wlthln IPCS browse mode we can dlsplay the RSA address taken from EIUS+x’3C’ (18529DEO0)

{ AATrAGAAT {
VOVLVLLVLVVY

1 C

Based on the previous sllde RSA+'C’ holds reglster 14 WhICh IS the return address. This will point within the
program that issues the EXEC CICS DELAY

R14-99C018F6
* You will need to take off the high order “80” bit, so the 31-bit address is 19C018F6
* In browse mode display this address
« Back up 2 bytes with command: L -2

| { I | { {
1RGN

« We find instruction ODEF which is a BASR where the application gives up control to CICS to process the
EXEC CICS command
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SH/ARE

Using this address in R14 (19C018F6) to identify the program that issued the command.
You can page backwards in browse mode looking for an eye catcher like “CEE"
Backing up we can find eye catcher CEE located at 19C016A0

VL0V 2038 10101010 ]19)ste

This means the program name is further down in storage by the length of the value in offset +'C’
We can use command: L +6B8

00020012 DOOOO1S9G 00000000 | ........}.......

. LENGTH(X"10°

LI L0101, SOOOVVLOY

v

19CO1DA0O C5000000 20000000 )OCE2106 0000A5BS8

Notice the name DELAYME, this is likely the program name that issued the EXEC CICS DELAY
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Debug - Investigating transactions SHRE

We can verify this in the Loader Domain with IPCS command: VERBX DFHPDXXX ‘LD’

Then 'Find' Using the first 3 digits of the return address (99C018F6) like so:

Command ===> F "99C’

Focusing on the LOAD PT. column, determine where the 31 bit return address falls inside of. In this case it is
DELAYME.

You can subtract the entry pt from R14 address to get the offset into the program where the command was
issued: 99C018F6-99C016A0= 256

The delay command was issued from offset x'256’ into program DELAYME
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Q008 SCE ESE C509C240

Q000 Q183659C 0 SO36F D/7D9CS5C4A 000010 /71 ACCI1CI1FE 00000000 0000010 24000000

1 1 1 1 1

020 000000 0000000 OO0 00000 AR AD APAQRARAD AQARADOD 0000000

040 VOLOLLOLEYL VVLLLLVLOLY VLLLLLLEYL VLLLLLVLOWY QOOUALVEY VB

QL1
QU1

Q000 0183 C @ S@36F D7D9CS5C4 000010 /¢ ACCI1C1F& Q000000E @

a

.0 QOOVLLOY ALVLVLVLVLVY VLLLLVLDE VLVLLVLLVVLY A0 CA C5D 31 ,: ' DACS4000 00000000

0040 QLOVLLLVY VLLLLLVE VLLLLLVLLVLLY QLLLLLVLY OV
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Register 14 Is the same
as in tran# 106
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SUMMARY
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* Many tasks on IYNX9760 are sitting in Interval Control waits (ICWAIT)
« Terminal (Session) <AAS5 is running task number 106 (CSMI)
» Terminal (Session) <AAG is running task number 107 (CSMI)

Both tasks issued an EXEC CICS DELAY

For both tasks program DELAYME is responsible for issuing the delay

The delay is causing the associated task on the IYNX8760 to wait in IRLINK
wait.

Application programmer, responsible for program DELAYME, should be made
aware of the cause and effect of these findings and take appropriate actions
as necessary.
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USEFUL LINKS
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A
Useful Links for similar problems SH/\RE

EDUCATE » NETWORK » INFLUENCE

e https://www.ibm.com/docs/en/cics-ts/6.x?topic=waits-investigating-terminal

 https://www.ibm.com/docs/en/cics-ts/6.x?topic=terminal-investigating-related-
task-in-remote-reqion

* https://www.ibm.com/docs/en/cics-ts/6.x?topic=waits-resources-that-cics-tasks-
can-wait
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QUESTIONS?
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Your feedback is important! SHARE

Submit a session evaluation for each session you attend:

www.share.org/evaluation

A

A

www.share.org/evaluation
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