SH.ARE

EDUCATE » NETWORK » INFLUENCE

Stronger, Smarter Operations:
How a Large Italian Bank Reinvented

Data Resiliency Management with IZBR

Salon 24 - Rosen Centre Hotel Orlando
February 24, 2026 - Orlando, FL

Rebecca Levesque Fabio Riva
Chief Revenue Officer and IBM zStack AlOps Tech Sales

Technical Advisor to IBM Senior IT Architect
rebecca.levesque@?21cs.com fabio.riva@it.ibm.com

Copyright®© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @O 1


mailto:fabio.riva@it.ibm.com
mailto:rebecca.levesque@21cs.com

DATA RESILIENCY CHALLENGES

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @



Data Resiliency challenges SHARE
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Data Resiliency Journey SHARE
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Recover Identify
Intelligent & automated Establish a clear & comprehensive
with a faster mean time understanding of your data
to recover (access, backups, resilience)
ReS pond Cybersecurity PI’O'[eCt

Framework Secure your data

from external &
internal threats

Ensure a swift, thorough
& clearly communicated
resolve across all levels

Detect

Proactively identify threats with AI & automation to
minimize the time required to detect potential issues
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IZBR supporting Data Resiliency Journey SHL’:\RE
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Statement of Direction AD25-0976 8 Apr 2025
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Simplified, Centralized, Persona-Driven Data Resiliency SHL’)\RE
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Single source of truth leveraged by All Personas

Persona based dashboards:
LOB Owner
Compliance Team
Application Owners
Storage Admins

Simplification
Reduce processing cost

Reduce excessive backups, etc

Robust Data Resiliency

Identify critical data

Identify missing backups
Identify all downstream jobs
that may need to rerun after a
restore to complete recovery

' Comply with Forensics aids

regulations and audits
PCI, DORA, Bank of England , etc
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Regulatory compliance SH.A RE
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IZBR can assist with the following
compliance items.

* Full inventory of datasets backups
* Analysis and inventory of datasets usage
« Audit reporting to prove compliance

« Complete inventory of datasets in Safe
Guarded copies (3D Virtual Catalog)

« Determining jobs/users that read or updated
files using Timeliner Cascade reports

Comply with
regulations and audits

PCI, DORA, Bank of England , etc
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Resiliency dashboards
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Use the web reporting REST
API to extract your IZBR data for
use in off-platform reporting or
graphical tools.

Sample graphs, charts, and code
are provided to help you use the
REST{ul API.

Comply with
regulations and audits

PCI, DORA, Bank of England , etc
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IZBR AS DATA RESILIENCY MANAGER FOR Z/0S
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Causes of data loss SH.ARE
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High Confidence

Natural Disaster

39% that we can recover

from 47% of data

Software loss causes

What confidence 14%
level do we have
that we can recover

from 46% of data Haﬁv;are
loss causes? :

s
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Protecting against Software and Human Caused Data
Loss - Point in Time Captures SH[_A_\RE
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Optimized for Large Scale
Recovery from Malicious Data
Destruction —

‘J Crash Consistent

Administrators

T

system

Classic

Safeguarded Copy
Managed by GDPS LCP or CSM

Optimized for Granular
Recovery from Accidental
Data Corruption -

Data Consistent

IBM Z Cyber Vault

v~ Data Validation

v Forensics Analysis

v~ Catastrophic Recovery
v Offline Backup

FlashCopy &
Cloud Backup

Courtesy of
Glenn Wilcock
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‘Data Aware’ Data Resiliency with IZBR SH ARE
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Protections  BR
against Software up
and Human enable
Caused Data Loss: 2 their

. ‘me

asslic,

FlashCopy, han

Cloud Backup !
Data Resiliency

Discrete, individual backup Discrete, individual backup Many, enterprise-wide undo
copies optimized for copies and surgical recovery logs, optimized for Large Scale
Granular Recovery from from Safeguarded Copy / Recovery from Malicious Data
Accidental Data Corruption Cyber Vault environments Destruction

Courtesy of
Glenn Wilcock
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Recovery with IZBR — automatic JCL creation SH RE
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Surgical Recovery with IZBR (single system) SHARE
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Surgical Recovery with IZBR from LCP Captures SHLA.\RE
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CUSTOMER USE CASE
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Italian Bank SH.ARE
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The Customer is one of the most important banking
institutions in Italy, having a long history of supporting
the territory and local communities.

Today, Customer is a joint stock company listed on the
Italian Stock Exchange and represents one of the
largest banking group in terms of size and capital
strength.

Customer has 3 mainframe machines with 52,000
MIPS total. In 2025 they upgraded all the z/Systems
to z17 machines, reducing power consumption by 18%
for processors and 25% for 1/O.

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses /by-nc-nd/3.0/ @@@@ 19




Customer configuration SHARE
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The initial problem SH.ARE
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In the past, the Customer used DFSMS/dss as a backup method for
application datasets. This solution, although technically OK since it was
based on established IBM technology also used by other customers, had
some disadvantages:

- First, the problem of identifying in which backup file a specific
dataset was to be recovered. In fact, the customer was using
successive levels of GDG for successive levels of RMM saving and reporting
to identify the tapes on which the backups were present. So, the procedure of
recovering one or more datasets from such backups became laborious,
having to identify which was the correct GDG level and which tapes to use,
before doing restore.

» The restore activity mandatorily required the intervention of an experienced
technician (sometimes even a systems engineer). This led to delays and use
of valuable system resources, as it was not directly managed by the

application owner. This led to taking critical skills away from the
systems maintenance activity, having to spend time on unexpected
operational requests.

« The restore activity required manual activity for some steps of the procedure,
increasing the possibilities that human error could occur.

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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The initial use of IZBR SHARE
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The use of IZBR allowed the client to automatically keep track of

where the backup of datasets were saved, regardless of the
medium used (disk, tape, etc.) and the method used for taking backup.

This facility greatly helped reduce the time to identify the correct
media or level of backup to be used. In addition, the automatic
restore JCL generation function present in IZBR made it possible
to eliminate the possibility of human error in recovery.

Another added value is the reduction of the need to have
expert sysprogs dedicated to restoring application data: by having
a product that provides this level of help, the function of
recovering corrupted datasets can be managed directly by

the application owner. In fact, all steps of the procedure are
executable from ISPF panels that the product completes with the
specific info related to the requested restore.
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Extending the use of IZBR

The customer then made a further improvement in the backup/restore
management activity by starting to use the DFSMS/hsm product for
automatic management of backup, instead of depending on JCL
DFSMS/dss managed by application owners.

IZBR has helped in this activity, as it is able to have a single view of
backups with a single interface, regardless of the type of
backup used: I1ZBR tracks both saves made with DFSMS/dss and with
DFSMS/hsm.

This facility made it easier to migrate backup management to
DFSMS/hsm, as it was possible to do the migration by managing both
methods in parallel, always using IZBR for restores (in case of
restore for backups made with dss, IZBR will create JCL that invokes dss,
in case you used hsm it will create JCL that calls hsm).

With this solution there is also an advantage that many times is not
considered: the fact that no product-specific skill is required to
do these restore tasks. It will be IZBR that will choose what
parameters to use and what statements to include in the restore JCL,
without requiring specific skills on the product used.

SH.ARE
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What we’re working on now SHARE
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The next step in the journey toward greater data resilience was then
taken with the adoption of the use of safeguarded copies. The
customer now takes a safeguarded copy every hour, and with the
dedicated resources currently in place is able to have 4 days of backups
available. This provides a high level of reliability, as the client is able to
retrieve datasets (in addition, clearly, to the saves in the DB2
environment) with the granularity of one hour.

Initially, the IBM CSM solution was used to manage safeguarded copies
but, to move toward a more resiliency solution towards a CyberVault
solution, customer decided to fully adopt IBM GDPS solution.

IZBR will be of great help in this. Through the information provided
by IZBR, it will be possible to do a surgical recovery of datasets

from SGC, knowing which save contains backups of unopened
datasets. All of this also using the automatic creation of recovery JCLs
and the other facilities described earlier.
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The journey from Operational to Cyber Resiliency SHL’:\RE
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Step 2 Step 4 Step 6

Use of automatic restore JCL Migration of backup Use of safeguarded copies with
generation. It allows the management to DFSMS/hsm. GDPS and IZBR. Use of IZBR
customer to eliminate the IZBR provided a great help, for surgical recovery from
possibility of human error in being able to provide a single safeguarded copies in test and
recovery. view of backups with a single then production

interface, regardless of the type
of backup used.

No need of product-specific
skills to do restore

Step 1 Step 3 Step 5 Step 7

Use of IZBR to automatically Reduction of the need to have Use of safeguarded copies with Complete Cyber Resiliency
keep track of where the backup expert Sysprogs dedicated to CSM and IZBR. Use of IZBR integration

of datasets were saved. restoring application data. for surgical recovery from

Reduction in time to identify the The function of recovering safeguarded copies in test

correct media or level of backup corrupted datasets can be environment

to be used. managed directly by the

application owner.
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Current Status and Next Steps SHARE

EDUCATE » NETWORK * INFLUENCE

« IBM—Customer collaboration in activating IZBR
surgical recovery functions from safeguarded copies
(both with IBM CSM and IBM GDPS)

* It's a Win-Win situation:

« Customer: possibility to have direct connection with labs for
support and help in mstall ion/setup, also mfluencmg future
directions I 4
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SOME EXAMPLES OF IZBR USAGE: #1

USING WATSONX ASSISTANT FOR Z
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IBM Watsonx Assistant for Z SHARE

EDUCATE » NETWORK * INFLUENCE

7 )
Leveraging g \
IBM Watsonx v l I
Assistant for Z \_ g,

IBM Watsonx
Assistant for Z
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Example 1: interaction with WatsonX Assistant 4 Z SHL'\.\RE

Obtain
the list of
critical
datasets

#1 of 4

@} Assistz

Type something...

Powered by IBM watsonx (D

@ Assistz

@ 1:48 PM

1ZBR Critical Dataset Endf
data.appld.filter

1 Critical

data.appld.method
1
data.status filter
1 Critical
data.status.method

1

searchLimit

160

|I-I|II|I-I|II|
LS

Powered by IBM watsonx (@

@ Assistz

1ZBR Critical Dataset Endpoint

resultRecords

Application ID

DANIELS
DANIELS
DANIELS
DANIELS
DANIELS
DANIELS
DANIELS
DANIELS
DANIELS
DANIELS

DANIELS

Type something...

Powered by IBM watsonx (3

Dataset Name

CENTER.CLIST
CENTER.ISPMLIB
CENTER.ISPPLIB
CENTER.ISPSLIB
CENTER.LOADLIB
DANIELL.AIECOI*’&XMIT
DANIELL.AIBFIX.XMIT
DANIELL.BQG.TEXT
DANIELL.CDC.OUT.D
DANIELL.CDC.PAL

DANIELL.CDC.RDEF
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Example 1: interaction with WatsonX Assistant 4 Z SHLA.\RE

EDUCATE » NETWORK » INFLUENCE
@ Assistz cC @

ATMARP {2y Assistz c M@
ATMAPP | )
@ Assistz C G}

ATMAPP |

IO

ATMAPP

u Items per page: 20V

Obtain the :
@ 1:50 PM
]
I I St Of 1ZBR Critical Dataset Endpoint
@ 1:50 PM
u n i

c rl t I c a I IZBR Criticay resultRecords

data.appld.filter

Qa L
atasets |
Application ID Dataset Name
data.appld.method
DANIELS CENTER.CLIST
for a @ » .1
\ DANIELS CENTER.ISPMLIB
. Of course, which apg data.statusfilter
S e C I fl C 1 Critical DANIELS CENTER.ISPPLIB
DANIELS CENTER.ISPSLIB
n . data.status.method
a I I Catl O n ) DANIELS CENTER.LOADLIB
I: I: DANIELS DANIELL.AIBCOMP3.XMIT
searchLimit
wol DANIELS DANIELL.AIBFIX.XMIT
Type something...
Y © DANIELS DANIELL.BQG.TEXT L
m DANIELS DANIELL.CDC.OUT.D
#2 f 4 Powered by IBM watsonx ()
O DANIELS DANIELL.CDC.RDEF
Powered by IBM watsonx |
Type something...
Powered by IBM watsonx (D
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Example 1: interaction with WatsonX Assistant 4 Z SHL.\RE

EDUCATE » NETWORK » INFLUENCE
‘ ) Assistz ¢ M@

Would you like to @ Excel File Edit View Insert Format Tools Data Window Help o % © B@ M 4 ¢ 3 ) T Q R Wed16Oct 13:52
— 3
v b~ < file:/f/Users/andyarmstrong/Desktop/WA4z%201ZBR %20Skill/demo.html @ ® h + O
es
£ Jenkins Local () Nexus FJ z0S Container Platform + £ ADDI~ A Garmin Connect [} 1BM ~ sunsynk (%] Patenting © Guacamole 1BM Z Virtual Access & zOSMF M E— a
. " ==nads ear
{w Assi @0 ® Aucsave T (R B v B table-d.csv - Read-Only ~ Q &
Home Insert Draw Pagelayout Formulas Data Review View  Automate (J Comments =)
|'j"']v & Aptos Narrow (Bod... v 12 v[ A" A" =5 & E General . [El conditional Formatting v [ insert v Zo é? v p v v ()
IEES [ Format as Table v BX Delete v ~ 2]
Paste SR 2 & === == " = . 0 «9 = Sort&  Find & Sensitivit Add-ins  Analyse
& B I U S A === E = B% 9 8 50 [ cell Styles v [ Format v € v Fiter  Selest P e
@ Possible Data Loss Some features might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an Excel file format. [ Save As... | )
K13 = fe 15:00:16 M
L]
A B c D E F G H | ] K L M N 0 P Q R s T U
1 Applicationiflags jobld level DatasetNammethod  Size(MB)  fileSeq jobMame  setDate  setTime  dateTime subAppld  userinfo  changelob BackupDate Backup Time changeDat Device Type |volumeC:
2 |DANIELS 0 JOB01615 0 DANIELS.UTIIIEBCOPY 0 DANIELSP  11/10/2024 32:45.0 32:45.0 DANIELS 11/10/2024 32:45.0 15/10/2024 19:33.0 3030200F 1
3 |INSAPP 0 JOBOE268 0 DB2GCFG.IZ IDCAMS 0 BACKIDC1  16/10/2024  00:150  00:16.0 16/10/2024 . 3030200F 1
. 4 | INSAPP 0 JER5290 0 DB2GCFG.IZ IDCAMS 0 BACKIDC1  15/10/2024  00:17.0 15/10/2024 3030200F 1
5 |INSAPP 0 JOB04314 0 DB2GCFG.IZ IDCAMS 0 BACKIDC1  14/10/2024  00:32.0 14110/2024 3030200F 1
6 |INSAPP 0JOB03349 0 DB2GCFG.IZ IDCAMS 0 BACKIDC1  13/10/2024  00:17.0 13110/2024 3030200F 1
7 |INSAPP 0 JOBO2382 0 DB2GCFG.IZIDCAMS 0 BACKIDC1  12/10/2024  00:21.0 12/10/2024 3030200F 1
& |ATMAPP 0 JOB02393 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024  00:22.0 12110/2024 3030200F |
9 |ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024  00:17.0 13/10/2024 3030200F 1 c M@
10 ATMAPP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024  00:32.0 1410/2024 3030200F Fid
11 ATMAPP 0 JOBO5291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024. : 15/10/2024 3030200F 1
- 12 ATMAPP 0 JOB06269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024 16/10/2024 3030200F 1
13 |ATMAPP 0 JOBOE269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024]  00:16.0 16/10/2024 3030200F 1
14 ATMAPP 0 JOB0S291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024 :17. ATMJDO04  15/10/2024 16/10/2024  00:28.0 3030200F 1
15 ATMARP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024 ATMIDO04  14/10/2024 16/10/2024  00:28.0 3030200F 1
16 ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024 ATMIDOO4  13/10/2024 16/10/2024  00:28.0 3030200F 1
17 ATMAPP 0 JOB02333 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024 ATMIDO04  12/10/2024 16/10/2024  00:28.0 3030200F 1
18 ATMAPP 0 JOB06269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024 16/10/2024 3030200F 1
19 ATMARP 0 JOBO5291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024 ATMIDO04  15/10/2024 16/10/2024  00:28.0 3030200F 1
20 |ATMAPP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024 ATMJDO04  14/10/2024 16/10/2024  00:28.0 3030200F 1
21 | ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024 ATMIDO04  13/10/2024 16/10/2024  00:28.0 3030200F 1
22 | ATMAPP 0 JOB02383 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024 ATMIDO04  12/10/2024 16/10/2024  00:28.0 3030200F 1
23 | ATMAPP 0 JOB06269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024 16/10/2024 3030200F 1
24 | ATMAPP 0 JOB0S291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024 ATMIDOO7  15/10/2024 16/10/2024  10:32.0 3030200F 1
25 | ATMAPP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024 ATMIDO07  14/10/2024 16/40/2024  10:32.0 3030200F il
26 | ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024 ATMIDOO7  13/10/2024 16/10/2024  10:32.0 3030200F 1 .
27 | ATMAPP 0 JOB02393 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024 ATMIDO07  12/10/2024 16/10/2024  10:32.0 3030200F 1
28 | ATMAPP 0 JOB06269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024 16/10/2024 3030200F 1| Beeccor
p dbyT 29 |ATMAPP 0 JOBOS291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024. ATMIDO04  15/10/2024 16/10/2024  00:26.0 3030200F 1
owered by 30 | ATMAPP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024 ATMIDOD4  14/10/2024 16/10/2024  00:28.0 3030200F 1| [fereooor
31 | ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024 ATMIDO04  13/10/2024 16/10/2024  00:28.0 3030200F 1
32 | ATMAPP 0 JOB02383 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024 ATMIDO04  12/10/2024 16/10/2024  00:28.0 3030200F 1
33 |ATMAPP 0 JOB06269 0 IZBRDEMO.T DSS 0 BACKATM  16/10/2024 16/10/2024 3030200F 1 Persooor
34 | ATMAPP 0 JOBO5291 0 IZBRDEMO.T DSS 0 BACKATM  15/10/2024 ATMIDO04  15/10/2024 16/10/2024  00:28.0 3030200F 1
35 | ATMAPP 0 JOB04315 0 IZBRDEMO.T DSS 0 BACKATM  14/10/2024 ATMIDO04  14/10/2024 16/10/2024  00:28.0 3030200F 1 oo
O 35 | ATMAPP 0 JOB03350 0 IZBRDEMO.T DSS 0 BACKATM  13/10/2024 ATMIDO04  13/10/2024 16/10/2024  00:28.0 3030200F 1| o
37 |ATMAPP 0 JOB02393 0 IZBRDEMO.T DSS 0 BACKATM  12/10/2024 ATMJDO04  12/10/2024 16/10/2024  00:28.0 3030200F 1
38 | AT JOB06Z6S [ZBRDEMOTDSS TEFO/2024" 00:18.0 3030200F 1/ [ercooo®
table-4 + ..
Ready %% Accessibility: Unavailable H 21 — —t 100% L.
Type sor
Type something..
Powered t
Powered by IBM watsenx (3}
L d
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Example 1: interaction with WatsonX Assistant 4 Z SHLA.\RE

EDUCATE » NETWORK *» INFLUENCE

{@ Assistz cC M@

being backed up Critical data
sets that are shared between...

@ Assistz ¢ ™

View source =

Accuracy of generated answers may vé

O I t i tI I Would you like me to see if you have I1ZBR Endpoint for Critical Dataset with Missing Backup

Yes!

list of critical
datasets
NOT @ R
BACKED-UP B

1ZBR Endpoint for Critical Dataset with Miss|
CENTER.LOADLIB

dsName DANIELL.AIBCOMP3.XMIT

i DANIELL AIBFIX.XMIT 3

DANIELL.BQG.TEXT

Apply

DANIELL.CDC.QUT.D
;; 4 Of 4 DANIELL.CDC.PAL

Powered by IBM watsonx Q) DANIELL.COC.RDEF

Type something...

Powered by IBM watsonx (3)
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SOME EXAMPLES OF IZBR USAGE: #2

USING IZBR DATA VIA REST API
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Example #2: 1ZBR provided application SHARE

EDUCATE » NETWORK * INFLUENCE

Using the
|ZBR provided

app to access > REST
data via

REST API

[

L1
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Example #2: 1ZBR provided application SHARE

EDUCATE » NETWORK *» INFLUENCE

Refresh

I
"

Count of Backups by Application and Backup Method

Number of backups, oo

shown by application and o 5 15
backup method 2 o

HSMBKUP Dss FCPYDSN INSTSMNP GEMER IDCAMS
Backup Method

Refresh

Count of Critical vs Non-Critical Backups by Media Type

|
N

3.9%37%

Backups of critical and |
non-critical data, shown by -y
media type

51.4%

I Other 3490 M Critical 3390X M Non-Critical 3... [l MNon-Critical 3... [l Other 3390X [ Critical 3490
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Example #2: 1ZBR provided application SHARE

EDUCATE » NETWORK *» INFLUENCE

[] split by Access Type

Refresh &

m
N

Number of unauthorized jobs accessing critical data sets

i Jobs accessing critical data
g, . sets that are not defined in
§ 2 the scheduling system
0
R N I I
Job Name
W Total

[] Check Critical Only

Space required to restore Data sets by Application

I
"

6,000

MEBs Required

- application, shown in MBs

4000 I Space needed to restore an
NI B

& &L &L NE
?‘Q\e\ <<'dz {9@0 Q\E}}@O 0‘2

Application

B ALLOCATED M USED
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Example #2: 1ZBR provided application SHARE

EDUCATE » NETWORK * INFLUENCE

() check Critical Only
[J check Non-Critical Only
B3 show Backed Up vs Not Backed Up

Refresh

m
'l

Count of Critical Data sets with vs without valid backup by Application

Backup status of critical : ppicaion sage

A
2 12
. E 10 Count of Data ... 3. . .
data sets, showing whether o £ Grous ot backndn
T 6
or not current backups are : I 1.1 I 11 I
available : P e e .
S S S s R L S S T e M -t s U N L
& @QOQ & S . & ’ & E):c‘a’*“@vg & :@3’% \\349“"‘30 @*’@9 e QQ’-D)Q
Application
Backed Up M Mot backed up
B Check Critical Only
S
Number of critical data
sets, shown by application .
11.5%
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SOME EXAMPLES OF IZBR USAGE: #3

FORENSIC ANALYSIS + QUICK REACTION TO THREATS
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Forensic analysis with IZBR SH/.'\.\RE

EDUCATE » NETWORK * INFLUENCE

— JOB —
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Forensic analysis with IZBR SHL’)\RE

EDUCATE » NETWORK *» INFLUENCE

JOB 1 | JOB 2 JOB 4 JOB 5 JOB 7
@ @& i“ @ © & &:5 CJ/ @ @
, JOB3 j JOB 6
W @ @: ﬂﬂ
L JOB 1 JOB 2
& (2 & @
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Forensic analysis with IZBR SHL,:\RE

EDUCATE » NETWORK *» INFLUENCE

FORWARD CASCADE

REVERSE CASCADE

JOB 1 ~ JOB2 JAR
do e &
, JOB3 j il
@& (o B
L JOB 1 JOB 2
& (2 B M

JOB 7
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Forensic analysis with IZBR SHL,:\RE

EDUCATE » NETWORK *» INFLUENCE

REVERSE CASCADE FORWARD CASCADE

JOB 1 ~ JOB2
OO O®
., JoB3 j
w LR
L JOB 1
Bz

v

A

JOB 7

JOB NOT CONTROLLED
JOB BY PRODUCTION
SCHEDULER
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Forward Cascade report shows who read my outputs looking forward in time
Red: Shows jobs who used the data sets created in the job
Use “R” command to generate restore JCL

TimelLiner Forward Cascade Report

Mame

DDAJDOGA{JOB13806)

Output DE
sy

DDﬁJD@Gﬁ!lE

CIDSEND (1081382293

Step
Input DS
Output DE
Step
Output DE
Input D&
Job
Step
Input D&
Input D&
Input D&
Input D&
Input D&
Input DS
Job
Step
Input DS
Output DE
Step
Output DE
Input DS
Job
Step
Input
Input
Input
Input
Input
Input

GEN1{1)

RECEIVE(2)

FTPPUT {JoB13823)
FTP{1)
CHRIST.FTP.SERVER
CHRIST.FTP.PUT
CHRIST.FTP.LOGOFF
SYSB.TCPIP.PARMLIB
SYSB.TCPIP.PARMLIB

FTPSEND (JOB14047)
GEN1(1)

RECEIVE({2)

FTPPUT (JOB140648)
FTP(1)
CHRIST.FTP.SERVER
CHRIST.FTP.PUT
CHRIST.FTP.LOGOFF
SYS8.TCPIP.PARMLIB
SYS8.TCPIP.PARMLIB

Active Start/Open
State DateTime

No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/22
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23
No 2021/09/23

End/Clo=se
DateT ime

2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/22
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23
2021/09/23

Details

CC=0
CC=0
DDName=3YSUT1,
DDName=3YSUT2,
CC=0
CC=0
DDName=3YSUT1,
DDName=3YSUT2,
CC=0

DDName=5Y¥ 500004,
DDName=5Y¥ 500003,

CC=0
CC=0
DDName=INPUT,
DDName=INPUT,
DDName=INPUT,

DDName=8Y¥ 500001,
DDName=8Y¥ 500005,
DDName=38Y 500008,

CC=0
CC=0
DDName=8YSUT1,
DDName=8YSUT2Z2,
CC=0

DDName=38Y 500004,
DDName=38Y¥ 500003,

CC=0
CC=0
DDName=INPUT,
DDName=INPUT,
DDName=INPUT,

DDName=8Y 500001,
DDName=8Y 500005,
DDName=8Y 500008,
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Rows 1 to 34 of 34

VOLSER=E$TAO1
VOLSER=E$TAO2

VOLSER=E$TAO2
VOLSER=E$TAO2

VOLSER=E$US01
VOLSER=E$US01
VOLSER=E$US02
VOLSER=$5$5Y01
VOLSER=$5$5Y01
VOLSER=E$STAO1

VOLSER=ESTAOZ
VOLSER=ESTAOZ

VOLSER=E$USO1
VOLSER=E$USO1
VOLSER=E$US0?2
VOLSER=$%$SY01
VOLSER=$%$SY01
VOLSER=ES$TAO1L

VOLSER=E$TAO1
VOLSER=E$TAO2

VOLSER=ESTAO1
VOLSER=E$STAOZ2



SH/\RE

« Select valid backup from list
« Version in white is most current from when selected job ran

TimelLiner Backup Record Viewer
Command ===>

System ID: COE1

Job Name : DDAJDOGA Job Active : No

Job Id : JOB13806 Job Start T 2021/09/722
Job CC 0 Job End  2021/09/22

Step Wame: DDAJDOGA Step Active: HNo
Step Hum : 1 Step Btart : 2021/09/22
Step CC 0 Step End D 2021/09/22

DS Name : IZBRDEMO.TESTING.DDA.PSS
0D : Y U 3 =

|} B ctive . Neo
DS Volser: E$TAOZ2 DS Open p 2021/09/22
Open Type: OUTPUT DE Clo=zed D 2021/09/722

Cols 1 to 7 of 7 Rows 1 to 5 of &
5 Valid Backup v Backup Backup Change GChange
DateT ime v DS Name Method Job Date/Time

DDAAPP 2021/09/23 15:05:18.00 IZBRDEMO.DR.DDAAPP.GOOG4V0O0 DSS DDAJDOGA(JOB13806) 2021/09722 11:25:45.81

—_— = = _— = —_— _— = DS DDAJDOGBA{JOB13806) 2021/09722 11:25:45.81

DDAAPP 2021/09/21 15:05:27.00 IZBRDEMO.DR.DDAAPP.GOOE2VOO0 DSS

DAAPP 2021/09/20 15:05:20.00 IZBRDEMO.DR.DDAAPP.GOOB1VOO D8E

DDAAPP 2021/09/19 15:05:18.00 IZBRDEMO.DR.DDAAPP.GOOSOVOO DSS
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« Select options for restore — i.e. RENAME or REPLACE data set
« Restore JCL is automatically generated

TimelLiner Job Records Filter
Restore JCL Generator r Backup Record Viewer

Data set name . . ! |JIZBRDEMO.TESTING DDQ PES

Backup methed . . :© D a3 DB13660
Application Id . DDAAPP Subﬁppl Id :

JCL data set or Library{Member):

'TASCFORC.I7BR. VY1R2 .RESTJCL {(RESTORE} '

Replace JCL . .

Create JCL llbrarg

Rename data set .

Replace data =set

Fl=Help F2=8Split F3=Exit FA4=Window F&e=KeysHelp
F7=Back FB=Forward F9=5wap Fl12=Cancel

Open Type: OUTPUT DS Clesed P 2021/09/22 11:25:45 .88

Cols 1 to 7 of 7 VIEW TASCFORC.IZBR.V1R2 . RESTJCL{RESTORE} 01.00 .ZII:'C.-‘I_."_‘t1 4—dn s of
Valid A =] k =] k . . . - . store
att Izp D::e¥?r11e DSCN;:IE Command === Screll ===* PAGE
R R KKK KKK R KOK R EOK R EOK KRR KRR KRR KKK KKK KK Top of Data  HEKKK KKK KK KK K KK KK 3 KK 3 K K 3K K KK KK R
No DDAAPP 2021/09/23 . . . IZBRDEMO. .DDAAPP . GOO54V00 -Warning- The UNDO ccmmand is net available until you change

No DDAAPP 2021/09/22 H H - I ZBRDEMO . .DDAAPP . GOO53VOD your edit prefile using the command RECOVERY OMN.

Yes DDAAPP 2021709721 : : . IZBRDEMO . .DDAAPP . GOOS2V0O0 000001 //BUTCHR {),CLASS=A,MSGCLASS=X, NOTIFY=&SYSUID
Yes DDAAPP 2021/09/20 H H . IZBRDEMO. .DDAAPP . GOOB1VOO 000002

. . 000003 //x VFI RESTORE JOB
Yes DDAAPP 2021/09/719 H H . IZBRDEMO. .DDAAPP . GOOS0OVOO 000004 /7% GENERATED TO RESTORE FILES BACKED UP WITH DSS

000005 //% GENERATED: DATE: 210924 TIME: 103528
000006 //X APPLID=DDAAPP

000007 //X-

000008 //% CHANGE JCLLIB STATEMENT BELOW AS NEEDED
000009 //X

000010 //VFIPROC ORDER=(TASCFORC.IZBR.V1iR2.CNTL)}
000011

000012

000013 UDSSREST,

000014 APPLID=DDAAPP

000015

000016 S10.TAPE DISP=SHR,

000017 LABEL=(0000,SL),UNIT=3390X,
000018 VOL=SER=(E$TA02),

000019 DSN=T1ZBRDEMO.DR.DDAAPP . GOO52V00
000020

000021

000022

000023

000024 //PS10.8YSIN *

000025 RESTORE INDD(TAPE) TGTGDS(ACTIVE) SPHERE -
000026 TOL{ENQF) CAT DATASET{(FILTERDD{VFIFILT))
000027 REPLACE

000028 /%
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Forensic analysis — connection with TDz

IBM Threat Detection zOS Dashboard
IBM Threat Detection for z/0S Exclusions

Anomaly Dashboard start: 2024-07-3106:25:05  End: 2024-11-04 01:3(

V Systems: @SPK, C00, C05, C06 ... Overview
@ )
< Next Signature > Analytics bound

202410

@ Sysplex Overview Anomaly Signature Mix Summary

- 9 Systems
- Baseline AI analysis - occurring over the 12-week interval (purple) -

identified 26 historically anomalous Signatures (0.84% of total), within the
Recent time-range (pink).

@@ " Mew Single Event [} New Reoccurring Waorsening

@ Total Anomaly Signatures: 3086
[

Recent (7-day) Anomaly Signatures: 26
2024-07-31 06:25:05 - 2024-10-28 07:00:00

2024-11-04 01:30:00
@ Current Signature

D # Activity Name / Anomaly Sighature Events Userid Jobname Activity Aggregate

SR4 Bytes Read ... [BASIC_READ] 1
fT015269
TPNSSVTL...]

Data Set Name System Date Time

T015269 T015269 13.1GB TPNSSVT.TSOWKLD.IST.SYSLOG Coo 20241031.160000
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SOME EXAMPLES OF IZBR USAGE: #4

ACCESSING IZBR DATA FROM LOCAL PROGRAM
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Example #3: Custom program to access IZBR SHL'\.\RE

EDUCATE » NETWORK * INFLUENCE

Example

of local T
REST _

developed - —» AP J

program
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Example #3: Custom program to access IZBR SHL’&\RE

EDUCATE » NETWORK » INFLUENCE

# 1ZBRBrows § I1ZBR Browser § IZBR Browser - User: fabio - (@] X
ps i~ Export Filtered Table ——
Endpoint: Endpoint: [] Endpoint: | /audit-check V4 v] 1 1 1 %
& Autoswe @ o) [ D & = 1 @ Nolabel v £ search s - o X
Results Tabl  Results Table|  Results Table Fle Home Inset Draw Pagelajout Formulss Data Review View Automate  Help & Comments m
Exal I lple Table Filter: Table Filter: TableFilter: ¢ IQD X ol dn A A= 2 General ~| [ Conditional Formatting ~ EHinset ~ > v o~ r %Q‘; ggj : m
DATE DATE Pate. OB s 7 u-l@E-|o-A-|E = @ - €8~ % 9 [ Fomatas Table Eodee - | @+ Lv | coa | Addins | Share Uplosd
f I 15JAN26 15JAN26 1 - s = % 58 [ Celt Styles ~ [t Format ~ o~ ¥ ‘
O Oca 15JAN26 15JAN26 18 Chipboard 1] Font ™ Alignment N Number N Styles Cells Ednting Senstvety Add.ns Box v ‘
15JAN26 15IAN6 1 oyq » fe v
15JAN26 150AN26 1
deve|o ed el | bl - ? ; E : 5 ¢ . R e R L
15IANZE 151AN2E 1 1 date 'I time 'l dsName ;' jobName 'I ACCess 'l volumeType -l volume 'I datasetDisposition 'I updated 'I ddname ﬂ
i R ;i 2 |15/AN26 13:18:11  CENTER.CUST \£ABIO INPUT DASD 200CAT oLD SYSPROC
3 15JAN26 15:23:00 CENTER.CUST  MIOYCE INPUT DASD 200CAT oL SYSPROC
p rog ral I l [ SARES VWAN2G T 4 l1sjaAN26 11:32:12 CENTER.CUST  SYSPRGL INPUT  DASD 00CAT O SYSPROC
15JAN26 15AN26 T 5 I15)AN26 13:18:17 CENTER.ISPMUB FABIO INPUT DASD 200CAT oL 1SPMUB
15JAN26 15JAN26 i g 14)AN26 1:17:36  CENTER.ISPMUB MJOYCE INPUT DASD Z00CAT oL 1SPMUIB ;
to acceSS 14JAN26 14JAN26 T 7 15JAN26 12:21:37 CENTER.ISPMUB SYSPRG1 INPUT DASD 200CAT oL ISPMUB
15JAN26 15JAN26  1: 8 |15JAN26 13:18:17 CENTER.ISPPUB FABIO INPUT DASD 200CAT oL 1SPPLIB
. 15JAN26 15JAN26 18 9 14JAN26 1:17:36  CENTER.ISPPUB MJOYCE INPUT DASD 200CAT oLD ISPPLIB
I Z B R f 14JAN26 10 15JAN26 12:21:37 CENTER.ISPPUB SYSPRG1 INPUT DASD 200CAT oL ISPPLIB
I n O 15JAN26 11 15JAN26 13:18:17 CENTER.ISPSUB FABIO INPUT DASD 200CAT oLD ISPSUIB
15JAN26 12 14JAN26 1:17:36  CENTER.ISPSUB  MJOYCE INPUT DASD 200CAT oL 1SPSUB
. 13 15JAN26 12:21:37 CENTER.ISPSUB  SYSPRG1 INPUT DASD 200CAT oL 1SPSUB
14 15JAN26  15:22:55 CENTER.LOADLIB MIOYCE INPUT DASD 200CAT oL 1SPLLIB ‘
15JAN26 = ‘
,5 | [14AaN26 | 16
15JAN26 18
15JAN26 19 ‘
15JAN26 20
15JAN26 21
15JAN26 22 ‘
15JAN26 s ‘
15JAN26 a8
15JAN26 = \
26
15JAN26 2 |
14JAN26 28 ‘
14JAN26 2 vl
14JAN26 ¢ > 1Z8R_Results + i e > |
EESEE N LTS
3 < N _ Ready T2 Accessibilty: Good to go i3] -—— 0% |
= [ ] ] —
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SH.ARE

EDUCATE » NETWORK » INFLUENCE

/

Thany
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Your feedback is important! SHARE

Submit a session evaluation for each session you attend:

www.share.org/evaluation

A

A

www.share.org/evaluation
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