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SH.ARE

IPCS is an amazing tool used by the best z/OS diagnosticians in the world

It can be used to process:

SVC dumps

IEATDUMP transaction dumps
SYSMDUMP dumps

CTRACE component traces
GTF generalized traces

It can be used to display data found in-memory on your system
It can be used to display and manage DAE on your system

* This presentation was originally envisioned as a way to help programmers,
already familiar with text-only SYSUDUMP and SYSABEND dumps, level-up
their skills using IPCS.
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SH/ARE
» This is supposed to be a BEGINNER'’S class 7 o

* | could have drawn a line at mentioning more advanced topics like traces,
ACTIVE memory, DAE, etc. and saved them for an intermediate class

* Instead, | decided to do an in-depth introduction of IPCS basic features coupled

with a high-level overview of the more advanced topics so you're aware they are
there

* | can always give additional talks with in-depth discussion on those topics
« Example: I've already done the MVS System Trace as a stand-alone presentation

« Don’t feel bad if you're unfamiliar with some of the things | present today
 Remember, it was also new to me at one time, and | am an autodidact
« Simply keep my slides around for future reference when needed
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SHARE

* You can externally invoke IPCS:
« As a command processor from TSO/E READY
* As an ISPF dialog
« All of my examples will be using the ISPF dialog
« Recommend 3270 terminal 141 columns or wider (I use 142 and sometimes 160)
* You can invoke IPCS in batch:
» To copy or initialize dumps so you don’t have to wait for them in real-time
* You can issue all IPCS commands that are available interactively

* You can invoke IPCS from a CLIST, REXX, or Python

 There is also an API available to commands issued from within IPCS
« REXX and CLIST

* We now have an open-source project called Ambitus delivering pylPCS for
Python

* | will demonstrate this tomorrow in my z/OS 3.2 User Experience session

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @


https://github.com/ambitus/pyIPCS
https://github.com/ambitus/pyIPCS

SH.ARE

. Atits heart, IPCS is a 100% command-driven product. Technically, it is a TSO/E
Command Processor which supports many subcommands. You can run original IPCS
from TSO/E READY without ISPF.

The ISPF interface is primarily a wrapper around the IPCS subcommands, which:
» Helps to make remembering the commands easier
» Provides better processing of the reports generated by those commands

Exceptions are DAE and BROWSE. Those functions are not IPCS subcommands and
have no counterparts in traditional IPCS.

Another advantage to the ISPF interface is that you can have IPCS open on as many
split screens as you wish.

There is a menu navigation tree. If you make a leaf choice that results in an IPCS
subcommand being issued, the output is put into a scrollable IPCS Dump Display
Reporter Dialog.

* You can also use the IPCS primary command to issue an IPCS command directly from
any panel in IPCS, and have the result placed into the IPCS Dump Display Reporter
Dialog. This behavior is similar to the TSO primary command in ISPF.
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ISPF Menu Hierarchy p— SHL&RE

Option Menu

EDUCATE » NETWORK » INFLUENCE
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* The primary option menu was obviously modeled after the original SPF

.01 .00 IPCS PRIMARY OPTION MENU

A K O O K K K ¥ K K
=pecify default dump and options ¥ USERID
Irowse dump data se i % DATI
Analyze dump contents * JULIARN
LTIl Perfoeorm utility functions * I I HI
INVENTORY I nventory of problem data ¥ PREFIX
SUBMIT subm i problem analysis job to batch * TERMINAI
COMMAND E nter subcommand, CLIST or |:' EXX exec *
TUTORIAI Learn how to u=se the [P C= ¥
EXIT Terminate using log and 11:t

¥ PF KEYS
O K K N K K K K N K N K N K B K K K K

0
|
2
3
pa |
5
6
T
X

Enter END command to terminate IPCS dialog

* On the next several slides | will briefly show the major options available
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* All of these options and others can be set with the IPCS SETDEF command

* | pretty much never use this screen, but | am aware that some people like to set
the dump source here

* |[t's also handy for double-checking your current settings e.g, MACHINE

————————————————————————— IPCS Default Values - - - - - - —-—-—-—-—- - - - - - - - - - - == == == = — = — = —
Command ===
You may change any of the defaults listed below. The defaults shown before
any changes are LOCAL. Change scope to GLOBAI to display global 4defaul t=s.
Scope ==2> {LOCAL, GLOBAL, ot BOTH)
I f you change the Source default, IPCSE will display the current deftault
Address Space for the new source and will ignore any data entered in
the Address Space field.
Source ==2
Address Space ==
Message Routing ==3
Message Control ==
Display Content ==}

Press=s ENTER to update defaults.

Use the END command te exit without an update.




SH

* Pressing <Enter> on the Entry Panel here takes you to the pointer list

CURRENT DEFQULTS
irce ==} D fll—\Hl ‘:_ 'SYS3.DUMP . D250904
_l_l ess space O0ALG )

RE

OVERRIDE DEFAULTS: (defaults used for blank fields)

(blank to display poin
¢

* You can delete (D), edit (E), format (F), insert (I), repeat (R) pointers
* You can add new pointers to the end of the list with the STACK command

* You can browse the memory contents at a pointer by issuing the SELECT
command or by issuing the S line command against the pointer

* Pointers keep their pointer numbers until a RENUM command is issued

DSNAME { " SYSS DUMP .D250904 . T112635 . CACONDOR . SOEO®1 ') POINTERS
=>
the default address space
Addr es space
= A6 Y AREA

SCROLL ===>

) OF POINTER STACK SN KK KK KR DK KK K KK K DK K DK K DK DK KK DK DK K DK B K K DK KK K K DK DK KK DK K K K KK K KK K K K K K K K K K
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« Sub-options on this display

« SYMPTOMS - symptom strings DAE uses to suppress dumps

« STATUS - a panel driven way of invoking the IPCS STATUS command
WORKSHEET - CPU masks and other CPU status information
SUMMARY - a panel driven way of invoking the IPCS SUMMARY command
CONTENTION - Some GRS contention information
COMPONENT - useful verb exits written by the z/OS developers
TRACES - trace formatters for CTRACE, GTFTRACE, MTRACE and SYSTRACE

corresponding option number.

S TYMHMPTOMS — ~uympPetom= EEEEEXEEEEEEEEEXEEEX XXX
=TATUS System environmen i SUUmmary * USERID EDJXADM
WORKSHEET =1 ¥ DATE - 25/709/705
=UMMARY Address spaces and tasks * JULIAN 25 ,.248
CONTENTION resource contention *¥ T IME - 17:43
COMPONERNT 1V componmnent data * PREFIX EDJXabmM

- o

¥

*

1
2
3
a
5
6
-

TRACES ~ace formatting ¢ TERMINAL- 3278
¢ P KEYS 24
KEEEEEEEXEEEEEEEE K KR

er END commanc O erminate MVE dump analy:
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« Sub-options on this display

« COPYDDIR - helps you copy DDIR data sets
COPYDUMP - helps you copy dump data sets with all kinds of options
COPYTRC - helps you copy trace data sets with all kinds of options

DSLIST - like ISPF 3.4 with the option to add dump/trace files to the inventory
» This is where | typically add dump files to my inventory

DAE - Formats DAE activity on live system and allows you to request dumps be taken
SADMP - help you manage your stand-alone dump volumes

IPCS UTILITY MENU

MK K K K K R K K XK K ¥ K X i ¥ OK XK K
COPYDDIR Copy dump directory data ¥ USERID ) JXADM
COPYDUMP o dump data set * DATI 25 9705
CORPYTRC Copy trace dutj *¥ JULIAN 25 .248

DSESLIST rocess Li=s 1t data =set name s b I I

DAE rocess DAE ¥ PREFIX ﬂjxﬁDH
SADMP ATDHMP dump e——:n—-l 1 i L1 L 4 TERMIKMNAI 328

* FI: FEI":E: - 24
END commanc: O erminate KKK K KK KK K K KK K
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« Shows all dump and trace data sets in your inventory

« Useful line commands (there are many more)
* BR - Activates the BROWSE option of the IPCS dialog for that source

* DD - Deletes description of the source and, optionally, the source data set
« LD — List dumped storage summary (good place to find your dataspace names)
« SD - Establishes the source as both the local and global IPCS default (SETDEF)

IPCS INVENTORY - EDJXADM.DDIR
Command ===
AC Dum Source
_ DSNAME({ "'SYS3 .DUMP .D250904 .T112635 .CACONDOR . S0OO®1 ") CLOSED
Title=PHOENIX TP MONITOR ERROR RECOVERY ABEND
Psym=RIDS/EJESML#I RIDSAHUNKNOIKWN AB/ASO0OCd VALUAAHFOEA4COHE3 REGS70CEHS50 REGS703050 PRCS700000010
KKK E KK EEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEREEEEEEEEEEREEEREEYX END OF IPCS INVENTORY ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ KX KKK

@O006
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* Provides several batch job utilities

RE

* To illustrate how infrequently | use these batch job options, note that the job card
s left over from when | demonstrated how to use DPfD in preparation for my
z/OS 2.4 User Experience presentations

« That was going on seven years agol!!!

——————————————————— IPCS MVS DUMP BATCH JOB OPTION MENU

OPTION ===
i SADUMP - Prepare stand alone dump for analysis * USERID -
2 SYCDUMP Prepare SVC dump for anmnalysis * DaAaTI
3 SYSMDUMP - Prepare SYSMDUMP for analysis * JULIAN -
Fa | SUPPLEMERNT Perform supplementary dump analysis * I I MI
5 EREF - Process software data using EREFP X PREFIX -
6 DF TD Data Privacy fTor Diagnostics * TERMINAL
¥ PF KEYS -
JOB STATEMENT INFORMAT I 0ON : {Verify before proceeding) *
=== 5%
:::}
=== 5%
:::}
=== 5%
:::}
Enter END to terminate batch iocb processing.

EDJIJXADM
25709705
25 .248
19:43
EDJIJXADM
3278

24
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* Provides a 234-character command line, and reminders of the names of some
common IPCS commands

IPCS Subcommand Entry

IPCSE subcommand or a CLIST or REXX exec invocation below:

IPCS Subcommands and Abbreviations

DROPDUMP, DROPD LISTDUMP, LDHMP
ANALY ZE DROPMAP , DROPH LISTHAP, LMaP RUNCHAIN, RURNC
ARCHECK DROPSYM, DROPS LISTSYM, LSYM SCAN
ASCBEXIT, ASCHX EPTRACE LISTUCB, LISTU SELECT
ASMCHECK , ASMEK EQUATE, EQU, EOQ LITERAL SETDEF ., SETD
CBFORMAT, CB FIND, | LPAMAP STACK
CBSTAT FINDMOD, FMOD MERGE STATUS, ST
CLOSE FINDUCEB, FINDU NAME SUMMARY , SUMM
COPYDDIR GTFTRACE, GTF NAMETOKN SYSTRACE
COPYDUMP INTEGER NOTE., \ TCBEXIT, TcCBX
COPYTRC IPCS HELP, H OPEN VERBEXIT, VERBX
CTRACE LIST, | PROFILE, WHERE , (]
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Popular IPCS Commands for Beginners SH RE

 These commands must be prefixed with IPCS (or just IP for shor{) o
« IPCS LIST data-description
« IPCS WHERE data-description

« IPCS EQU symname|X data-description|X
« Special symbol X always points to the last-displayed address
« Symbol names can be up to 31 chars in length and cannot start with a number
« Character set is A-Z, 0-9, $ (X'5B"), # (X'7B"), @ (X'7C")

* IPCS LISTSYM|LSYM

* IPCS STATUS

« IPCS SUMMARY [FORMAT] [ALL|CURRENT|ERROR] REGS
* IPCS SYSTRACE in some cases
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IPCS Primary Command Result Navigation SHARE

EDUCATE » NETWORK » INFLUENCE

IPCS
Primary

IPCS IPCS IPCS
Primary Primary Primary
Option Option Option

Menu Menu Menu

IPCS
Primary

Option
Menu

4

IPCS
Report
Dialog with
STATUS

Option
Menu

IPCS IPCS
Report Report
Dialog with Dialog with
STATUS STATUS

4

IPCS
Report
Dialog with
SUMMARY

Issue:
IP SUMM

Press:
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SH.ARE

* There is a line command field on the left of every line. It accepts line commands
up to six characters in length.

* The ending attribute of the line command field is cleverly placed at the first blank
on the line following the end of the six-character field. This ensures the line
command field is not noticeable and reduces the data width of each line by only

one character.
* Here is the output of the IP ST command

IPCS OUTPUT STREAM - - - - o - o oo o o o oo Line @ Cols 1 140
= SCROLL ===
KKK KKK I KK KKK I K K KK KKK K KK KK I KK K K K K K K K

Command ===)

MVE Diagnostic Worksheet

Dump Title: JOBNAME EDJXZ2 STEPNAME SIKJTESTSIKJTEST SYSTEM 0C4

CPU Model 8562 Version 00 erial n
Date: 09/ 10,2 =3 6:57:

. Here’s what it looks like when | overtype the line with X characters

MVE Diagnostic Worksheet

STEPNAME SIKJTESTSIKJTEST SYSTEM OCA4




IPCS Dump Display Reporter Dialog Line
Commands SH/A\RE

* D — delete line(s)

« Supports a single D, Dn where ‘n’ is the number to be deleted, or a DD / DD block
commands

* Be careful with this; there is no UNDO command

« X — exclude line(s)

« Supports a single X, Xn where ‘n’ is the number to be deleted, or a XX / XX block
commands

* F — show first line(s) of an excluded block
« Supports a single F or Fn where ‘n’ is the number to be shown

* L — show last line(s) of an excluded block
« Supports a single L or Ln where ‘n’ is the number to be shown

* S — show excluded line(s) with the leftmost indentation
« Supports a single S or Sn where ‘n’ is the number to be shown
* If several lines are indented equally, the first line or first ‘n’ lines are shown
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IPCS Dump Display Reporter Dialog Primary
Commands

Dump Display Reporter Dialog primary commands are not preceded by IPCS
CBFormat and Where commands work just like their IPCS counterparts
Find — find lines containing string data; redisplayed if excluded

SH/ARE

« Search for ASCIIl, EBCDIC, hex, picture specifications (like ISPF), addresses, signed binary values
» Data relationship to the specified value can be EQ, =, NE, *=, LT, <, GT, >, LE, <= GE, or >=

« Refer to the documentation for additional capabilities
Locate — scroll to a specific line in the report

MORE - allows you to resume processing after a virtual memory shortage in your IPCS session

REPORT|RPT subcmd — process some or all of the report as desired
« A few popular subcmd values shown, others found in the documentation:
* Browse [start[:end]] — place report into ISPF BROWSE
« IPCSPRNT [start[:end]] — copy report to IPCSPRNT DD
» View [start[:end]] — place report into ISPF VIEW

RESET - clears pending line commands and redisplays all excluded lines

SORT- sort the display
» Specify sort order SORT A or SORT D (A is default)
» Specify sort key column ranges e.g., SORT 10 20 40 50
« Combine order and key column ranges e.g., SORT 10 20A40 50 D
» Sort excluded or non-excluded lines e.g., SORT X or SORT NX
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SHARE

* |[f you do not yet have a DDIR data set, you can create one by issuing'the
following TSO/E command (| usually do it from READY):

. BLSCDDIR VOLUME(volser)

« Add dumps and/or traces to your inventory using the A line command from IPCS
option 3.4 (DSList)

 Remove dumps and traces from your inventory using the DD line command from
IPCS option 4 (Inventory)

CONFIRM IPCS DROPDUMP and DELETE
Command ===

You have reguested that IPCS delete information related to a data set:

DSNAME ==» 'SYS3.DUMP.D250904.T112635.CACONDOR . SO0B00O01 '

Please ensure that both actions shown reflect your wishes.

Dump directoruy records referring to the data set mau be erased.
RECORDS == {ALL, ANALYSIS, TRANSLATION, or NONE)
The data set, itself, mau be deleted.
DELETE == (YES or NO)

ENTER to continue.

Use the END command to exit without deletion.

@O006
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« Data descriptions are complex; | am just showing a subset of options.'

* The general format is:
» address [ASID(asid) [DSPNAME(dspname)]] [LENGTH(length)] [attribute]

* |use IP SETDEF LENGTH(8192) to ensure | never have to specify length.

* The address can be a previously-defined symbol, a relative address, a literal
address, a general-purpose register, a floating-point register, or an indirect
address.

 When needed, | specify ASID as a hex value i.e., X'02FB’ unless it's *"MASTER*
which is AS(1).

» To see the all the data space names in your dump, issue the LD line command
against the dump from IPCS Option 4 (Inventory) and then F DSP command.

* The only attributes | will cover are INSTRUCTION and STRUCTURE(strname)

ere otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @




SH/LRE

An indirect address is a symbolic, relative, or literal address, or a general purpose
register followed by one or more percent signs (%), questlon marks (7), or exclamation
points (!)
Once IPCS accepts a pointer, it retrieves the contents of that pointer from the dump and
interprets it thusly:

« If the address is followed by % then the pointer is interpreted as a 24-bit address

« If the address is followed by ? then the pointer is interpreted as a 31-bit address

« |If the address is followed by ! then the pointer is interpreted as a 64-bit address

The following admonishment was added to the manual with z/Architecture:

“It is not recommended that you use registers in indirect addresses. For compatibility with
TSO/E TEST, general-purpose registers will be accepted in an address expression, but the
resolution of the expression by IPCS will generally prove unsatisfactory.”

But why?

IPCS treats a register symbol just like any other pointer. It used to point to a fullword in
the dump but, in z/Architecture, registers are now eight bytes wide. Therefore, a
specification like 10R? now picks up the high half of the register instead of the low half.
10R! works if the register contains a “clean” 64-bit address. Otherwise, 10R+4? is what
you should use.
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Indirect Addressing Using a Register Specification SH/ARE

« Suppose you have the following registers:

General purpose register values
) 11FF (

plojojololofol: OOOOOOOE OO EC
FFFFFFFF FFFFFFFF_QO

» FFFFFFFI FFFFFFFI (0] 0]
FFFFFFFF FFFFFFFF_QQO0
) FFFFFFFI FFFFFFFI

FFFFFFFF_8 FFFFFFFF_062
OEOEOOE®EE

RO, R1, R13, R14 and R15 are all “clean” 64-bit addresses
 IP L 13R! will work just fine, and so will IP L 13R+4?
* |[f we wish to use R3 as a 31-bit pointer, we must specify IP L 3R+4?

« THE RULE: always think of the general-purpose registers as symbols that point
to eight-byte areas in the dump containing the register contents
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Sample Address Specifications SH/ARE

IPLCVT

IP L 0A

IP L 3456787+147
IPL10R

IP L 10R! (if “clean”)
IP L 10R!+280

IP L 10R!+280!

IP L 10R!+280!+C IPW10R!

IP L 10R!+280!+C? IP W 3456789A

IPLMYCB CBF CVT STR(CVT)

IP L MYCB+160?+40 CBF ASCB109 STR(ASCB)
IP LASCB109 TIP: For longer specifications that would

be tiresome to continually type, such as
IPL 234—56789ABC ASID and DSPNAME, | recommend you

IP L 3456789A | create pointers in the BROWSE function.

The STACK command is useful for this.
IP L MYCB AS(X'43")
IP L MYCB AS(X'43") DSP(MYDSP)

al-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @O




IPCS OUTPUT STREAM = = = == - o oo o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Command === SCROLL ===

KK KKK K K KK K K K R KK K K K K K K K K K K K K K K K K KK K K K K K K K K K K KK K K K DK K K KK KKK K XK TOP OF DATA KK K K KK KK K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K KKK K KKK DK K KK KK KK KKK K KKK K R K K
CVT Communications Vector Table

LIST FD5AZ2B. ASID(X'Q0EE1 ") POSITION{(X'-28") LENGTH{(X'0528"') STRUCTURE{(Cwvt)

ASID(X'O0OO1 ') ADDRESS(FD5EAGEG.) KEY(0G) ABSOLUTE(?7FB92A00.)

-—0OO28 0OOFD5AE. EZ2D7PF?74B F34BF 140 CBC2C2Z2F7 FP7CH5F0O40 40404040 40404040 40404040 40404040 SEP?7.3.1 HBB?7EE®

OOOO8 OOFD5SAZE. 00008562 FOF3F840 00000218 O0OFEC9EC OOFD8264 O0OOFDS5818 00000000 OOFF4D50G . L.e.038 .. B T = . Ce . e (&
+00018 0O0OFD5A40. EOOFEFEZE OOFEO7DA OOFEOS564 G1E2Z28BAB 810CC680 0O0OFEAB30 0266BO7E0 OOFDF940 s a1 s sasssancsSaya.F. .~ |
+OOEO3E8 OOFDSAGE . 012524 °7F OOFDAEFS 0OOF45000 O0OFF7EOQE OOFECA1Z 00000000 O0AQ3O7FI OOFD826C T o = T X PP =34

IPCS OUTPUT STREAM == == = = = = = = o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o -

Command ===) SCROLL ===
CVT: OOFD5AZ8
-0e28 PRODN. ... SP?7.3.1 PRODI.... HBB7?7EQ® VERID. ... MDL...... 8562 RELNO. ... ©38B
+tOOOE rcepr. e OOOEOO218 OEFOO . OOFEC9EC LINK. . .. OOFD8264 AUSCHB . . OOFDS5818 BUF . . . . lojojojojolololo) XAPG . . . OOFFA4D5 0
+0018 OVLEOE. ... OOFEFEZE PCNVT.... OQOFEQ®7DA PRLTV. ... OOFEG®564 LLCB..... O@1E28BASB LLTRM. ... B81G0CC680 XTLER. ... OOFEAB30
+tOO3IE sSYsSAD . . .. OZ266B070 BTERM. . . . OOFDF940 DATE. . .. ©125247F MSLT. . ... OOFDAEFS FABR =] =N . OOF45000 XITP. . ... OOFF /EQO
+0048 OEF®1.... OOFECA1Z2 VESE. .. ... 0000 VPEM. .... 00006 EXIT..... 0AG3 BRET. .. .. O7FE SVDCB. ... OOFDBZ2&C

+OO58 rec. ..... OOFD5840 FLGC®.,. ... 00 ICPID. N 01010 b~ CVvT...... 40C3ESE3 cucpe. . .. OOFD898S8 QTEQ® ., ... GOOFECA46

IPCS OUTPUT STREAM === = == = = = oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -

Command === SCROLL ===
REGGEN General purpose registers

LIST @E?PC. HEADER POSITION{(X'+50') LENGTH{(X'®8') ENTRY(X'+0A') STRUCTURE {Reggenbt4)

HEADER ADDRESS{(GECC. )

+00O50 OOOOAECC. 0OOOEOO 7F2F7O00 Ce

I g G e END OF DATA L B S G B
i i
IPCS OUTPUT STREAM — - = = - - - - o o o o o o o o o o o o o o o o o e e mmm e ——— -

Command === SCROLL ===
SO KK K K K K K KK R K K K K K K R K K K K DK K K K K K K K K K K K K K KK K DK K K K K K K K K K K K K K K K K K K K K TOP OF DATA SO KKK K K K K K K K K K K K K K K K K DK K K K K K K K K K K K K K K K K DK K K K K K K DK K K K K K K K K K K K DK K K K K K K
LIST FF2F 7000 | ASID(X "0O0AG ') LENGTH(X "2000 ") AREA
ASID(X '00AG6 ') ADDRESS(7F2F7000@.) KEY(80) ABSOLUTE(99C4FQOEG. )
rF2F7000 CSED1CSEZ2 C5D4D940 (O65000F3 ZZES5F6D9 FSDAF@4B CA4ESD9F3 60DB8CS5D1 FEFS5FOFQE EJESEMR . & .3 .V6R5ME®.DVR3-QEJE500
TF2F7?7020. 60FOF?61 F2F?61F2 F560F1F3 4BF2F040 ok Nol-dor-YolommoRNokiol-JolommolololoJoloR N = olololololotolo) -@7P/27/725-13 .20 e e e e e e e e e e e
FF2F 7040 QOEOEOEOEOEOE 7F3O0C1O00 O0000O0OOE 7FI3IOCOOE OEOOOEOEOEE YFIO0EQOL OOOOEOOOE 93Z29BE1A . S = T L |
TF2F7060. 12014064 120184A0 7F2F7000@ 93212000 loJoJoJoJoJoJoJommolololololololomrd w=g si=Jololouololok Noloyolo) .. ce.dl T oo 0L "

IPCS OUTPUT STREAM — == = = = = o o o o e o e e e e e e e e e e e e e e e e e e e e e e -

Command ===> SCROLL ===
SO KK KK DK K K DK RO K R K K K K K K K K K K K K K K K K K K K DR DK K K K K K K K K K K K K K K K K K K K K K K K K TOP OF DATA MK KK K K DK KK K KKK K K K K K K K K K K K K K K K K DK DK K O K K K K K DK K K K DK K K K DK DK K K DK DI K K K O K K K K K K K K X
LIST 7F30EEOE. ASID(X'00A6 ') LENGTH{(X''2000"') AREA

=
ASID{(X ' '@0A6 ') ADDRESS(7F3QPEEEPE®.) KEY{(80) ABSOLUTE(1FCBAOEO.)
FF3OEOQOO® CSEDI1CS5EZ 40C7YE4A4C1 D9C440EZ2 E3C1D9ES OEEEEOEE EEEEEEEE EEEEEEEE EEEEEEEE |EJES GUARD START. B B B e
PF3QE®20 LENGTH(X'O@FC®') >A1LL bytes contain X' '00°
[daxciol= s =NoN ololojololojojolmolololololololommololololololololololololojololo] CS5DI1ICS5EZ 460C7E4C1 D9C440C5 D5C44040 | e s e e e e e ..BEJES GUARD END |
ASID{(X''00A6 ') ADDRESS(7F30FO00.) KEY{(?7?)

IPCS OUTPUT STREAM = = == = = o oo o o o o o e e e e e e e e e e e e e e e e e e e e o

Command ===> SCROLL ===3%
KK K K K KK K K K K K K K KKK KK KKK K KKK K K K K K K K K K K K K K K K K K K K K K KK K KKK K KKK K KX TOP OF DA T A % 5 K K K K K K K KK K K K KK KK KK KK KK KKK KKK KK KK B0 K DK K 0K K KK KK KK K K 0K K KKK K K K K K K K K
ASID(X'O0AG6 ") 13212000. AREA(Sp252KeyfOR31Exy#dqg?FA40EbLGOB ) +0® IN EXTENDED PRIVATE
ASID(X"'00A6 " ) 13212000, EJESSUBS+00 IN EXTENDED PRIVATIE

EEXREEEXRERKEEEEEKEEKEER KK KKK EKE KKK EREKEE KK ERE KK KKK KKK EXKERXRKRKERKXXRXXXKE END OF DATA XXXXXXE XK XXX KK KKK KKK KX KKK KKK XK KKK K KKK XK KK XK K KK KK KKK XK K KKK XK KK XKXXXXKXXXX
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« PSW and failing instruction - * RN

« PSW usually points after the failing instruction, not at the failing instruction

« However, it points at the failing instruction for a translation exception
« PIC 0010 (segment), 0011 (page), 002B (region 1st), 003A (region 2"d), 003B (region 3m)
 All of these get lumped into 0C4 abend along with the original PIC 0004 (protection)

. Summary dump displays 6 bytes of instruction data on either side of PSW
time ef Broen dntermation N PSW NSI points here

PSKW: 47141000 3 “H::“H

Instruction | 1t h L0

Failing instruc "* ion =t 3

Breaking ewven address: 0 ol0 0 HHH

AR R OEE 0N t=10] 0 lojojololololololry
HP/ = 3 0 0J0JO1C 0L ) 7 © FFFFFFFF/
AR/AGR
AR / R
ARGR
AR / 4 o
AR R

“F_l/ =] ) :‘:UBEI:FD

ofr | s DN

Home . 0038 *rrimary ASID: 0038
Aax

PKM : YoTolo

This Task' s ASIDA/TCB: IBAOOAABO3 B

RTM was entered because a ask ques d ABEND wvia SVC

The error occurred while an LIJLI ] FE was in control.

Mo Lock=s were held. enses/by-nc-nd/3.0/ [BI0IR]6)

No super bitz were =et. T




MVS Dump Reading Landmine #2 SHL’:\RE

EDUCATE » NETWORK *» INFLUENCE

 Pairing up PSW and registers in Request Blocks
« A somewhat confusing design
« PSWs are stored in request blocks
« Current registers are always stored in the TCB
 This diagram illustrates normal running condition, with just one PRB

PRB
TCB RBLINK

TCBRBP OPSW

registers .

Our Program
IS running

@O®6

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/



MVS Dump Reading Landmine #2 (continued...) SHL'\_\RE

EDUCATE » NETWORK * INFLUENCE

 Pairing up PSW and registers
* Now consider how things look when the program abends
 RTM gets control in an SVRB to handle recovery/termination

SVRB PRB
TCB RBLINK RBLINK
TCBRBP OPSW OPSW
registers registers .
| RTM Our Program
IS running

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses /by-nc-nd/3.0/ @@@@



MVS Dump Reading Landmine #2 (continued...) SHL'\_\RE

EDUCATE » NETWORK * INFLUENCE

 Pairing up PSW and registers
* RTM issues a SYNCH macro to call our ESTAE exit
e Our ESTAE exit issues the SDUMPX macro to take the SVC dump

NOTE: If there is no
ESTAE in effect, RTM
PRB SVRB PRB will SYNCH to its own
TCB RBLINK RBLINK RBLINK code under an SVRS
TCBREBP to take the dump, so
OPSW OPSW OPSW the arrangement of
the RBs will be
essentially the same.

registers registers registers -
Our ESTAE RTM Our Program

Exit
IS running

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses /by-nc-nd/3.0/ @@@@




 TCB and RBs as represented in IPCS SUMMARY report | ‘
* Not confusing at all because registers are not formatted

Line 105 Cols 1 140
SCROLL ===>

FLG. ... 010 C e e OAFF360

RTWA .

1006 1560 : L. ... OAFFT?

OOABAA!

OOAABGO3B

DATA XX XXX KKK KKK K K K K K K K K K K K K K K K XK

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @



 TCB and RBs as represented in IPCS SUMMARY REGS report

IPCS OUTPUT STREAM
>

Command

TCB: @O0AABEO3IB <«
CMP . BOOOOFAG PKF 80 LMP . FF DSP . .
General purpose register values
Q-3 FFFOOOOQE FF443BE® YF58CF10 7TF58CFeS8
4 ¢ rFA443CE® OOOOOO34 FFFFFOGOGE rF5896D8
8-11 7F443800 TF5348ES8 PF532000 1203CROOE
12 i5 12055C38 FFA443900 rF58986IE l0Jojojojolololo)
NDSP OEEOOZ2000 JSCB. OOADFDEC BITS. lojoloJoJoJoJoJo) DAR . .
Task non—-dispatchability flags from TCBFLGSS @
Secondary non-dispatchability indicator
Task non—-dispatchability flags from TCBNDSP2 :
SVC Dump is executing for another task
\ 4
PRB : O0ABAGADB
WLIC. QEE20033 OPSW. 470C1000 9205608C LINK.
GPRO-3 . . 88BCO34C FF5B896D8 FFE5B50OOO FFAF6CF®
GPR4-7 .. PFFF7300 OOAFF3E® lojojoJoJolok NO) TF5896D8
GPRB8-11. 859FD2EC rFAF?7DG6® O59FESCO OOOOOOO1
GPR12-15. 7F5C3240 TF5B9F70O TFAFED1@ O59FE421
\4
SVRB : O0AFF 708
WLIC. OEE2000C OPSW. . ... 470C1000 859FDBDA LINK.
GPRO-3 . t=j0jolololololo) BO00O0FA® FF33F410 44040000
GPR4-7 . . t=foloJofoJoJoJo] 1205C406 OOEO041 FFFFFOOO
GPRB8-11. rFA443F0OQ@ rF5348E8 FF532000 1203COQQ
GPR12-15. 1207B8B8D@ 7F444000 9203EGF6 [oJoJoJoJoJoJoJo
\4
PRB : O0ABAA3 G
WLIC. .. QEE2000D OPSW. .... 471C1000 9203E712 L LINK.
GPRO-3 loJojojoloJololo) OOO3IB2EG® loJoJojololololo) OOO3BGAG
GPR4-7. 862D502C OEAC9940 lojojojoJoJoJoJo] OOE3BOEOO
GPRB-11. OOAC9940 OOFD5AZ28 S862E3030 O62E402F
GPR12-15. (@OEE3EE®9B OOO3FOEE OOE3IBZ2G8 OOE3B1BC
EP. . EJESTSO0O ENTPT 91F85000

K K K XK K K K XK XK K XK K KK X X XK X XK XK XK X XX XXX XK KX X XXX X XEKXX XXX XXKXX¥XXXKXXXXXXX

END OF DATA

« THE RULE: Never pair up the OPSW and

Fr TSFLG
oY) RTWA .
@OAFF7O8

OO0ABAA3 D

OOAABO3B

[0 0]

?FAF6CFO

Line 169 Cols 1
SCROLL

140

sSTAB. OOAFF360

FBYT1.... @8

KKK K K E E K K XK X K K KR XK XK XK X XK XK KX K XK X X XK XK XK XX XK XK X X X XK X XXX XX KX XXX X XXX XX XXX XXXXXXXX

registers found in an RB

* The registers, associated with the OPSW in an RB, are in the control block (TCB
or RB) that points to that RB




SH/\RE

 Clients on z/OS V2R5 and higher can use IP BLSXFnSA data-description
commands

IPCS OUTPUT STREAM ——F——F """~~~ —— T T T T T —————
Command ===> SCROLL ===>
A OK K K K K K K K K K K K K 2K K K K K K K K K K K K K K K K 2K K K K K K XK XK K K K K K K K K K XK XK K XK K XK XK XK XK XK XK XK X X TOP OF l—]nTﬂ KK 2K K K K 2K K K K K 2K K K K K K K K K K K 2K K K K K K K K K XK K K K K XK K K K XK K K K K 2K K XK K K K K XK XK K K XK K XK K XK XK XK XK X X
F1SAFMT wversion 02/03/2023

Formatting passed address 7FF18008 as a type F1 savearea.

WRDH Dec Hex Contents Desc. Save area contents points to a word containing:
0]} 010J0J0) QOO0 loJololololololo} Used by languages N/ A
1 0004 0004 loJolololojololo] Previous save area addr. OOOOOOOO
2 OOO8 0008 TF475698 Next save area addr. (oJolojojojojolo]
3 OO12 000C 814A648C Register 14 Unavail
4 OO16 0010 loJoJololoJolo]o] Register 15 [oJoJojojololojolojojololojolololololololololololojololololoOJ0NEES e e e e e e e e e e e
5 OO20 0014 000150 Register 0 4704400180000000000000000ADGOCSE = N & R
6 024 018 TFA6EEBO Register 1 Unavail
7 28 01C (0101010101501 Register 2 (oJoJolojolololololojololojololololololololololololololololofOT0NEES e e e e e e e e e e e e
8 OO32 0020 OOOOESO3 Register 3 40404040405C40404040C39695A38189 = * CONTAI
9 OO36 0024 O0AFDBAD Register 4 OOAFFFO800000000000000000ODD3FDLO = T T
10 0040 0028 8AD22742 Register 5 S8207048S8EQZ202807FED7YC1E3C3C840 = ce...\N....PATCH
11 0044 O02C [o]olololololo]o] Register 6 OOOOEEEEEEEEEOOOOEOOEEOOEEPOOERL = e e e e e e e e
12 0048 0030 OOF90800 Register 7 Cl1EZ2C3CZ00F9030000F9120000000000 = ASCB.9.. .9..
13 OO52 0034 814A5DDZ2 Register 8 Unavail
14 OOS6 038 TFA46EEBO Register 9 Unavail
15 0060 03C [oJolololoJoLeY0) Register 10 (ojojojojojolojololojololojolololololololololololojololololoJOlONEES
16 0064 0040 0001960 Register 11 Unavail
17 0068 0044 TF46EF 30 Register 12 Unavail
18 OO72 0048 Savearea end X48 72 bytes N/ A

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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* TARG field contains an actual program address to which control is passed

« PC state entry created when PC instruction issued for a “stacking” PC

 TARG field contains the PC number issued rather than the actual target address
e.g,. 00000000 000030B for STORAGE OBTAIN

* BAKR state entry created when BAKR instruction issued

IPCS OUTPUT STREAM
Command ===
L INKAGE
LSE: 7F603B0O8
GENERAL PURPOSE

STACK ENTRY 02

REGISTER

FROM

TCB .

VALUES

PO-01.... OOOOEEEEE 92005000 OGOO00OEOO OEO3BZEN
02-03.... 00OOEEOO 9O1IF86000 00000000 OOOOEOFC
®4-05.... FFFFFFFF 862DS02C FFFFFFFF 0GGOAC9940
@6-07.... FFFFFFFF 0000OOEO FFFFFFFF 0003B00O
@8-09.... FFFFFFFF 00AC9940 FFFFFFFF 0OFD5AZ28
10-11.... FFFFFFFF B862E3030 FFFFFFFF O1F85000
12-13.... FFFFFFFF OOO3EN9O8 00000000 O0003F000
14-15.... 0OPOOOEOEE O1F8521E O000O0OEOO 92005000
ACCESS REGISTER VALUES
PO-03.... 0OOOEEEE 0000 FFFFFFFF FFFFFFFF
©®4-07.... FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
®8-11.... FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
12-15.... FFFFFFFF FFFFFFFF 00000000 0S5794FF2
PKM. ..... OOCO SASN. . ... 003B SINS..... 0O0EEEEOZ EAX...... o]o]o]o) PASN. . . .. OO3B PINS..... 00000002
PSW. ..... 47140000 S800COO0 PSWE. . ... OOEEEOOO 11F8521E
TARG OPOOEEEEO 92005004 MSTA. .. .. OOOEOEEO 00000000 \ After BAKR R14’0 PSW Contains original R14 to
TYPE. . ... ac
POKR STATE ENTRY be used as return address when the PR is issued
RFS...... 0378 NES...... 0000
LIST 12005000. ASID(X'003B') LENGTH(X'1000') INSTRUCTION

ASID(X'OO3B') ADDRESS
12005000 B240
12005004 COCO

OOEO
lojojolo]

(12005000. )

BAKR

17FE LARL

KEY (Q0O)

R14,0
R12,

*+ ¥

'2FFC?

ABSOLUTE (1B556000 . )



SH.ARE
« 45 functions altogether o -

« Only a handful of them are appropriate to most diagnosticians
« GRSDATA - to see the status of ENQs held and/or contention if necessary
 LEDATA - to help diagnose abends in LE-enabled HLASM and HLLs
« LOGDATA - summary of other recent abends that have occurred on the system
« RSMDATA - information about 64-bit virtual and real memory use
« VSMDATA - information about 24- and 31-bit virtual memory use

MVE DUMP COMPONENT DATA ANALYSIS

ion name"” or enter to the 1eft
1 t

information, speci fL
I i o 1 an option o di=splay

J opt
=1 al he =

option desired. i
regarding the component suppo

Name Abstract

ALCKWAILT Allocation wail Summary

AOMDATA AOM analysis

APPCDATA APPCA/7MVE Data Analuysis

ASCHDAaTA APPCAMVYVE Scheduler Data Afinalysis
ASMCHECK Auxiliary storage paging actiwvity
ASMDATA ASM control block analysis
AVMDATA AVM control block analysis
BHIDATA BHI control block analusis
COMCHECK Operator communications data
COUPLE XCF Coupling analuysis

CSEFDATA [ CSI control block analysis




* This program copies the EXEC
parm to an area of memory
using the MVCL instruction

* The programmer accidentally
sets the target length equal to
the source length instead of the
length of the target area

LR R1,R15 should have been
 LHI R1,L’ParmData

* This allows a memory overlay
when the parm length exceeds
eight characters

 [Aside: The most observant of
you might have already noticed |
forgot to set the eyecatcher... ®]

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a

K K K K K K K K K K K K K K K K K K K K K K K XK K K K K K
EXAMPLE
EXAMPLE
EXAMPLE
EXAMPLE

31
31

CONST
Constants

¥ Module Work Area
WkArea

SaveArea

EyeCatch

ParmData
ImportantPtr
WikArea_l

en ¥ —lWkArea

,
ARCHLVL=0SREI

* Mainline Code
EXAMPLE ,

R14 ,0

Ri2 ,Constants

Constants ,R12

Re ,WkAarea_Len

OBTAIN,

LENGTH=(2)

R13 ,R1

WkrAarea ,R13

RO ,R1

R1,Re2

R15,R15

RO ,R14
* Get from EXEC
R1,R1
R1,0{,R1)
R14,2(,R1)
R1S,0(,R1)
RO ,ParmData
R1,R15
R15,B8"1000 ",
RO,R14

Parm Data Card

=C"'

R1S5,R15

R1i4 , ImportantPtr
0(8.R14),=C'ALL_GDOD"

ADK
ADK
¥ Place Literal Pool at

CONST s

Fl

EXAMPLE

KK KKK KK KKK KKK KK KKK KKk KRk kK kk%k%k Bottom of Data kkkkkkkkokkk kkkkk KKk kKKK kKK KKK

op

SH./\RE

o Dala k¥ x¥xkkkkK:kK: KKk KK:KKK:KkK:FxXk:iK:x:K:xX

Define reentrant CSECT
Indicate AMODE{(31)
Indicate RMODE(31)

Define LOCTR for the code

Define LOCTR for constants
Align to doubleword

Dunamic work area

18 fullword standard save area
Eyecatcher (WKAREA)

Data from EXEC Card

Some important pointer

Align to doubleword

Length of work area

Define register equates
Set architectural level

Resume LOCTR for the code
Save the registers

Point R12 to constants
{Synchronize base register
Get work area length
Acquire work area

Place address in R13
{Sunchronize base register
Zero the work area

Get original HRH1

Point to parm lent+data
Get parm address

Get parm length

Get target address
Get target length

Set blank pad

Copu the parm data

Set
Load

retcode = 0O

important pointer
Check important eyecatcher
if AOK
retcode

Jump
Set = 4

Return to caller

End of Constants LOCTR

Resume LOCTR for constants
Define literal pool
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* All is well until the parm length exceeds eight, then BOOM!

* (example )
¥ {example )

¥ {example )

*{example)

* | pressed <Enter> and the dump was taken to SYSMDUMP, which | had pre-
allocated to a data set with RECFM=FBS LRECL=4160 BLKSIZE=0

* We will process that dump from an unprivileged userid called JOEUSER

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @
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o |f you don’t have the full complement of SBLSxxxx data sets allocated to your
session, do it yourself or have your SysAdmin add them to your logon CLIST or
REXX

« BLSCDDIR is in SBLSCLIO which is allocated to my session

vo lume {mvspwl )

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @
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* IPCS 3.4 DSList works similarly to ISPF 3.4 DSList
« Use a mask that makes sense, then add the data set(s) to your inventory

Enter

the parameter

DSENAME LEVEL

* The

A - Add

B

D - Delete
E - Edit

fellowing

data se

- Browse data

data
data s

below:

===3

Line commands will
t teo IPCS inventory
set using ISPF

se t

et using ISPF

IPCS Data Set

List U

be awvai

v —

IPCS

tility

Lable when the list is displayed:

View data set using IPCS
Repeat last command
subcommand, CLIST or REXX exec

Row 1 of 21

IPCS DSLIST - JOEUSER - - - - - - - - mm o mm e e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —m—— —— -
Command ===) Scroll ===
Command DSNAME Message

JOEUSER . .

JOEUSER.A.CNTL

JOEUSER . ASMLANGX

JOEUSER . BRODCAST

JOEUSER .CLIST

JOEUSER.DDIR .
A=Add JOEUSER.DDIR.D

JOEUSER.DDIR.I

JOEUSER.DITPROF

JOEUSER . EXECG . . . . . . .

JOEUSER . ISPS5 /7460 . SPFLOGL1 . LIS

JOEUSER.LINKLIB . .

JOEUSER . MVEA0 ., ISPPROF

JOEUSER . MVS60 . ISPPROF . . . . . . .

JOEUSER.MVYS60 . ZHSVEAR1 . DUMP . TSOF ILE

JOEUSER . MVEG60 . ZHEVEO4AR1 .OLPQ . TSOFILE

JOEUSER . MVS60 . ZHSVEOAR1 . PROF TSOF ILE

JOEUSER.MVS70 . ISPPROF

JOEUSER.OMVS . ZFS . .

JOEUSER.OMVS . ZFS.DATA
all JOEUSER . SYSMDUMP . . . . . . . Added to IPCS inventory
AHK K K K K K K K K K K K K K KK K K KK K K K KK K KK K KK KK KKK KK KKK KKK KKK KKK KKK KKK KR END OF DATA SET LIST XX XKKK KK KKK KKK KK K K K K K K K K K K K K K K K K K K K K K K K K K K K K K XK K K K K K K K K X K K X X
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* |[PCS Option 4 is Inventory
« SD line command = SETDEF

IPCS INVENTORY - JOEUSER.DDIR
SCROLL ==

Command ===
AC Dum Source Status
=d [ESNAME ( ' JOEUSER .SYSMDUMP ") . ADDED
T1+1c‘ O AME EDJXZ2 STEPNAM 4 4 S
2 00010 PRCEA7O0000O®1L O
OK K K K K K K K K K K KK K K K K K K K K K K K K K K K K K K K K K K K K K KK K K K K K K K K K K K K K K K K K X

XAMPLE#L RIDS/ZAHUNKN - ;
3 XK K Er]l: ||F IPCSE INVENTORY

Psym=R J
K KK K K K K K K K K K X

K K K K KK K K K K K

IPCS INVENTORY - JOEUSER.DDIR
Command ===>
Status

. ADDED

AC Dum Source
__ DSNAME(' JOEUSER SYSMDUMP .

Title "ME EDJXZ2 TEP < n S

Psum=R )= XAMPLE #l R S L) } vV U/HCE REGS/COO10
K K K K K K XK X XK 2 K K K K K K K K K K XK XK X XK R K KK K K K KK K K K ND OF IPCS

« Always answer ‘Y’ to this if prompted
* The situation where ‘N’ is appropriate is for an advanced class
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 FIND ‘TIME OF ERROR'’ to find the “good” stuff you want

IPCS OUTPUT STREAM
Command ===>

PSWKW: O7850000 80000000 00000000 11FF80S0
Instruction length: 06 Interrupt code : 0010
Failing instruction text: 17FFS8EDG® DOS8DSEOY EOQOOCOOO
Translation exception address: lojojojojolojololrastolojorzyolo]
Breaking event address : OO0000OOO_01121222
AR/ GR 0O—1 (oJojolojolololoaolololololololo s Bk Bl ol akejologe) (oJololojojololoaolololololololoolololojolololo)
AR/GR 2—3 FFFFFFFF/FFFFFFFF_O00000060 FFFFFFFF/FFFFFFFF_00012040
AR/ GR 4—5 FFFFFFFF/FFFFFFFF_862D5S02C FFFFFFFF/FFFFFFFF_O0O0ACT940
AR/GR B6—7 FFFFFFFF/FFFFFFFF_O00000000 FFFFFFFF/FFFFFFFF_0O00012000
AR/ GR 8—9 FFFFFFFF/FFFFFFFF_O0ACT940 FFFFFFFF/FFFFFFFF_OOFDSAZ28
AR/GR 10—11 FFFFFFFF/FFFFFFFF_862E3030 FFFFFFFF/FFFFFFFF_O62E402F
AR/GR 12—13 FFFFFFFF/FFFFFFFF_11FF8060 FFFFFFFF/O0000000_11FF9000
AR/GR 14—15 (oJololojolojologolololololololoalisYolololololo) (clolclojojololoaolololololololoolololojololclo)
Home ASID: 006D Primary ASID: 006D Secondary ASID: 006D
PKM: 0OOCO AX : 0000 EAX: 0000
This Task's ASID/TCB: 006Df00AB8D30
RTM was entered because of a program check interrupt.
The error occurred while an enabled RB was in control.
No locks were held.
No super bits were set.
RECOVERY ENVIRONMENT
Recovery routine type: ESTAI recovery routine
Recovery routine entry point: a62D5S02C
AN SVYC dump was scheduled by a previous recovery routine.
The RB associated with this exit was not in control at the time of
User requested no I/0 processing.
IFLG bits 1—-3 are wvalid.
NO DATA EXISTS IN THE VARIABLE RECORDING AREA
IEAZ24013I FORMATTING COMPLETED SUCCESSFULLY.
CPU STATUS:
PSW=078S0000 80000000 00000000 11FF80S0O
(Running in PRIMARY, key 8, AMODE 31, DAT ON, PROBLEM STATE)
Disabled for PER
ASID (X "OO6D" ) 11FF805S0. AREA(Sp2SZ2KeyOO0OR31ExyHdqTFSO93Cd0O) +5S0
ASID (X "OOe6D" ) 11FF8050. EXAMPLE+SO IN EXTENDED PRIVATE
ASCB109 at FB9280, JOB(EDJX2) , for the home ASID
ASXB1O09 at AFDOBOBO and TCB109G at AB8D30 for the home ASID
HOME ASID: 006D PRIMARY ASID: 006D SECONDARY ASID: 006D

KK KK K K SK K K K K K K K K K K K K K K DK K K K K K K 3K SK DK K K K K K K K SK K 3K K 3K 3K 3K K K K K K K K K K K K K K K K K

END OF DATA

IN EXTENDED

FOUND: LINE
SCROLL

184 COL 1

===)»

Time of Error Information:

+ Key, State, ASC mode, Addressing mode, NSI
* Instruction length, Interrupt code

* The failing instruction text (PSW NSI points to the middle)
* Translation exception address

» Breaking event (last branch) address

* Access registers, general purpose registers

* Primary, secondary & home ASIDs (advanced)
«  PKM/AX/EAX — advanced

* This task’'s ASID & TCB address

* RTM entry reason and other flags

Recovery environment information
* In this case, recovery provided by the system

CPU Status Information

* Individual PSW bits broken down
 Module name and offset where error occurred

PRIVATE

KK K K K K K K K K K K K K K K K K 5K K K K K K K K K K K 3K K K K K 3K K K K K MK K K 3K 3K 3K K K K K K K K K 0K K K K K K K K K K K K K
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* Looking at TEA, we can see right away the address in R14 is the problem.

« We must ask, how did it get polluted with “garbage?”

* We need to look at how it was loaded, and if it was manipulated in any way since
last being loaded?

« Even when debugging without a source code listing (certainly not an ideal
situation), you can use IPCS to decode instructions:

IPCS OUTPUT STREAM
Comm > SCROLL ===
KO KKK KK KKK KK DK DK DK DK DK O KB K K DK DK DK R K I K R K BK DK DK K I I DI I K DK DK DK DK DK DK DI KK K K K K DK K K K K K SO KKK K DK KO K K K K K DK KKK KK DI DI K D DEC K K I KK I DK DK I DI K DIC I KK DK DI DK DI O I K K I DK DI DI R DK IC KK I K K DK K K K K

) LENGTH(X"1000") INSTRUGTION PSW is a symbol that points to a 16-byte area in the
dump where the z/Architecture PSW is stored. Use the
IPCS LSYM command to see all of the symbols that are

automatically set by IPCS as well as those you created
using the EQ command.

IOEE |ALL_GOOD . . . . ot e e e e e e e e e e e e |




SH/ARE

 Fundamentally, the approach is to examine the code and “play computer to
reproduce at your desk how R14 ended up with an invalid address.

* |[n our contrived example, R14 is loaded from a fullword in memory immediately
before it is used as a base register for the CLC instruction.

 Let’s use IPCS to show us the memory before and after the fullword in question.
Why? Because most overlays occur because of erroneous updates to adjacent
areas, and not just randomly.

* For random overlays, unless you get really lucky, you will probably need to
reproduce with a storage-alteration SLIP trap in place, the use of which is
beyond the scope of today’s presentation.

SCROLL === >
* * K KKK KK KK K K K

¢ K K K K AHH HAAAAAA'
/

Copyright© by SHARE Inc. Exc
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| keep an IPCS BROWSE session going as a split screen while debugging

» Go to any location (Locate) or scroll through <F7> <F8> any address space or data space
» Perform character or hex Find operations to “brute force” locate something

« Create symbols (EQuate) to remember addresses and use them in other commands

» Create pointers (STACK) to make it easier to later find and process important major areas

Command ==

CURRENT DEFAULTS:
Source ==} DENAME { " JOEUSER . SYSMDUMP " )
Address space > ASID(X'OO&D")

OVERRIDE DEFAULTS:

Source ==}

(defaults used for blank fields)

Address space >
Password ==
POINTER:

Address > {blank to display peocinter stack)

Remark == (optional text)
| |
DSNAME { " JOEUSER .SYSMDUMP '} POINTERS —— - - - - - - - - - o o o o o e o e o o m e e o e m o m o m e m e m e o m e m e m e e m e m e m - m e m e m e — e — e — e — e —— e — - — - — ==
Command ===} SCROLL ===>
ASID(X"GO&D ") is the default address space
PTR Address Address space Data type

sfee1 06 .
Remarks:

ASID(X "'OO6D" ) AREA

OO R K K K K K K K 0K K K K KK K K K O K K K K K K K R K K K K K K K K K KK K K K KK K KK K K K K K K K

END OF

POINTER

STACK

K KKK K K K B K K K K K K K DK K K K K K K K K K K K K K I DI O I K B0 K0 K0 I DI O I K DK K 0 K DK DK K K K K K K K K K

ASID(X'@O6D ") ADDRESS(00.) STORAGE - - - - - - - - = = = o o o o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - - - -
Command ===> SCROLL ===3?
loJoJojojololofo] (oJoJojolojojolol (o]lojojolololojo) (olojolojolololo) lolojololojololo] OOFDS5SAZ28 (ojojojojojojolo) fFFFFOOE rFFFFOOE® | .. .... .. B L . @, 0
loJoloJoJolob=g0] PFFFFOOE TFFFFOOE TFFFFOOQE TFFFFOOO lojoloJoJoJYoJoJo loJoJoJoJoJoloJo] TFFFFOOQO TFFFFOOE 0] 0 . ®. .. e ® 0
OEOOOOO4E (ojojojolojojolol (ojojojololololo;l (olojolojolololo) OOFD5AZB (ojojojololojolo ojojojojojololo) (oJojojojojololo] OOEOEOOEOOE | ... ... . b e e e e e e e e e e e
QEEEEE6E . : 7F. LENGTH(X 20" )--A1ll1 bytes contain X'00°

OEOOOOEEE (ojojojolojojolol QOOELEOOS OOO2EO0M1 OOE2001 1 OOEOOOEE1 OOOAO7E (oJojojoJojololo] 1 78BAS3E | v 0 e e e h e e s s e e e e a e e W
loJololofololaY0] (oJolomNoJolokl loJoJoJoloJoJoJo! loJoJoJoJoR W=y = 890FF400 loJoloJoJoJoJoJo! loJoJoJoJoJololo] OOO160EDI1 E2721DOB | ... e e e e e S T J. .
loJololofololed0] 28000000 loJoloJoJoJoJoJo] FBFFFFFB FEFFFF7?C FFDEEQO® loJoloJoJoJololo] FF36EFDS QEEEEEEE | ... ... R Q.
QEPEEEEEE. :FF. LENGTH{(X'20"')--All1 bytes contain X'00'

loJololofoRNoYo! lolololoJoJoJoJo] loJoloJoJoJoJoJo] loJoloJoJolololo) loJololololofolo] lololofoYoJoJoJo @1DC7424 [olololoYololoYo] 10700 10T 000 7 O
QEEOE120 (olololoJoJoJoJo] loJoJoJoJoJoJoJo] lojoJoJoJoJoJoJo] loJololofoloJoYol lolrg o JoJoJoJo i=foJoJoJoJoloJo] [clololofololoJo] [0 = Bl S 0 o g. .
OEOOE146 7641001 t=foloJoJoJoJoJo] loJoloJoJolololo) 12266514 O7042001 i=foJoJoJoJololo] [olololoYololoYo] OEB72DDA | h i e e e e e e e e e e e e e e e e e e e e e e e e e g
loJololoJoR N=Y0] loJolojoJoloJoJo] lojoloJoJoJoJoJo] lojojoJoJoJoJoJo] lojololofoloJoYol 7642001 i=joJoJoJoJoloJo] QEEEEEEE 1QBCEIEC | v i it e e i e e e e e e e e e e e e e e e e e e e

jojojojojo =308

:@19F .

LENGTH({(X "20")

ALl bytes

contain

X0




Line Commands Available While Browsing Memory SH RE

« Every four-byte word shown on the display has a command field

* % — evaluate the address in the word as a 24-bit address, add it to the pointer
stack, and scroll to that address in memory

« ? — evaluate the address in the word as a 31-bit address, add it to the pointer
stack, and scroll to that address in memory

| — evaluate the address in two adjacent words as a 64-bit address, add it to the
pointer stack, and scroll to that address in memory

» L — evaluate the address in the word as a 24-bit address and add it to the pointer
stack

* H — evaluate the address in the word as a 31-bit address and add it to the pointer
stack

ARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @
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* | issued Find TEST12 NOBreak to “brute force” find the string TEST12

ASID(X' ' GO

Comma nd =

OEHOm
OEE9

conta

ASID{(X 'O@O6D"') ADDRESS(11FF9020.)
Command = >

11FF9
11FF¢

11FF9S
11FFB

DSNQME( JOEUSER SYSMDUMP ') POINTERS

the default address space

Address space
"OO6D ")

OOEOOOOE
E2E3F1F

[ EBCSEZES

2

OF

F3F4F5

PPE14040

EBAG1LSE

?DEBBSAQ

©

F1F2F3F4

Data ty
AREA

AREA

POINTER

)]

sTA

E2D6E4ES3
ﬁSFlFZ‘FEI

K K K OK K K K K K K

* This looks to be where the parameter is set up for the program:

FOUND AT @125CE.
SCROLL =

FOUND AT ©014035.
SCROLL ===
DY .8 1IREADY Y YUT ( I'-
CﬂLL *(EXﬂHPLE) 'test12345°

FOUND AT
SCROLL

INCHRO100 . . . j

SCROLL ===>

KKK K K K K K K K K K K K K K K K K K K K K K K K

KK K OK K KR KK K K K X XK

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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« BROWSE commands are not prefixed with IPCS
* We already showed the Find and STACK commands

 The other commands are ASCII, ALIGN, CANcel, CBFormat, CONDENSE,
EBCDIC, EQuate, Locate, NOALIGN, OPCODE, RENum, RESET, VERBOSE
and Where

« ASCII and EBCDIC change the character data on the right from/to ASCII or EBCDIC

« ALIGN and NOALIGN control whether you can position the display to start on other
than a 16- or 32-byte boundary — personally, | hate the NOALIGN behavior, but that’s
just me...

CANCEL kills the browse task — I've never used this ever; | use <F3> to go back
CBFORMAT, EQUATE and WHERE are identical to their IPCS counterparts
CONDENSE and VERBOSE control the suppression of rows with identical data
LOCATE positions the browser to the requested address (subject to [NOJALIGN)
OPCODE is practically useless; use IP L X | instead

RENUM renumbers the pointer list

RESET removes all pending primary and line commands — similar to ISPF RESET

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @
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EDUCATE » NETWORK » INFLUENCE

The Extra
Bits
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« Many IPCS functions will operate on a live system without needing a dump |

* Issue IP SETDEF ACTIVE to set your source to use the live system

« By default, you are looking at your own address space
» This is the bottom of the KEY FIELDS report generated by the IP SUMMARY command

[ TCB: ©O@ACSESS

CHP . . QOOC alo]c PKF . . 1240 LMP . .. F DSP . . e FD TsFLG . (0]0] sSTAB. .. OOAFF3E®
NDSP. . ... loJolololololo] JS . ... OOADFDEC BITS..... 00000000 DAR. . . ... Qe RTWA..... Q0000QRO0Q FBYT1.... Q@

T = ke Non lisp i o from TCBFLGSA4 :

Top RB is ir a wait

waiting

—
PRB: OO0OADFO4G
WLIC. .. .. OOO20001 OPEW. . ... O78D100OE LINK. . ... @'\DF@CEI H
i EP....... ISPMAIN ENTPT. ... 88679A8B08 ISPF Maln TaSk
PRB: O0O0ADFOCS
WLIC. .. .. QOEZ20006 OPSW. . ... O78DO00O0O0E 80DC998C LINK. .... O0ACSESS
- EP. . ... .. ISPF MAJOR. . . . ISRPCP ENTPT. ... B0ODCS?750

[ TCB: 0@GACSBFS
CMP . .. ... lojolo; OC PKF...... 80 LMP. .. ... FF DSP. .. ... FE TSFLG. ... 00 STAB. . ... OO0AFF260
NDSP. .. .. (010101010, 01010 JSCB. . ... O0ADFDEC BITS..... 00000000 DAR. . . . .. (0] 0 RTWA. . .. OO0 FBYTI1 .. OO

PRB: 00AAABA4SB

WLIC. .. .. OOO20078 =W, . ... O78D200G6 800A59E84 LINK. . ... 0OABOABE
EP....... BLSGSCMD <. .. 92254 1560

PRB: 00ABO48B8G
WLIC. .... 0020006 oPSW. . ... 110006 LINK..... 00ABOCeS
EP Bl LDISH ENTPT

ISPF Logical Screen Task
Running BLSG (IPCS)

PRB: O00ABOC6S8
WLIC. . ... OEOEOZEOO06 OPSW. e . LINK..... OOACSB40
EP....... BLSGSCHMD ENTPT. ...

PRB: O0OO0ACS5840

WLIG. . ... lojoloj=Jololo]=t OPSW. . ... O78D10OG LINK..... OO0ADF2ES
EP....... BLSG ENTPT. ... 92060000

PRB OO0ADF2ES
WLIC. .... (01010 3~301010]=1 OPSEW. .. .. O78D10O0OE 8872B968 LINK..... O0ACSBF8
EP....... ISPTASK ENTPT. ... 8878F0ODS

TRE K EE KKK EEEE KK E KKK EE K EEEE K EEE KK EEEE K EEEEEEEE KK EEEEEEEKKEEEEKEEY END OF DATA XXX KEEKKENEKKNKER KK KKK KK KENKE K NKENKENKEKEKNKENKENKEEK KK KENR KK KENKEEXKEKEKNKEXRKKXK



Looking Beyond Your Program Using

Data Source = ACTIVE SH RE

By default, ACTIVE provides access to your own private area as wellas non-
fetch-protected common memory areas

» Users with higher access privilege requirements can be granted READ access to
the following resources in the FACILITY class as needed:
« BLSACTV.ADDRSPAC - additionally provides access to:
« fetch-protected memory i.e., all memory visible to a key 0 application
- all data spaces owned by the user’'s ASID
« BLSACTV.SYSTEM - additionally provides access to:
« ABSOLUTE storage aka REAL memory

« any other ASID’s private area
 the data spaces owned by other ASIDs

* Functions include (nearly) the full complement of IPCS functions such as control
block formatting, searching through memory, etc.

* Itis an EXTREMELY powerful diagnostic tool!

ons.org/licenses/by-nc-nd/3.0/ @@ @ @
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« Component Trace (CTRACE)
« Specific traces written by product developers
* Option 2.7.1 or IPCS CTRACE command

* Generalized Trace Facility Trace (GTF)
 Numerous traces; often used to capture PER SLIP events
« Option 2.7.2 or IPCS GTF command

* Master Trace (MTRACE)

« Shows system messages i.e., WTOs leading up to when the SVC dump was taken
* Option 2.7.3 or IPCS VERBX MTRACE command

» System Trace (SYSTRACE)

« Documents detailed activity occurring on every CP and zIIP right up to when the
dump was taken

* Option 2.7.4 or IPCS SYSTRACE command

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @
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« Component Trace is very specialized; you might never work with one
« Often the trace is captured only in the address space of the component for which

the trace applies

* |f you attempt to access a
generally not there

component trace in any “normal” dump, the buffers are

IPCS OUTPUT STREAM

Command ===
KK XK XK X

IMPONENT TR H = =R JIMMARY
4 K g i | are no v buf fers i dump for CO suB((GLOBAL))
COMI

SUBNAME ( (GLOBAL) )

are not in the dump.
®16 .

Buf fer

Options: CONNECT,CONFIG, RECOVERY
Mir t ILT TRACI NL®
K K K XK XK B KK KK KK KKKKKKKKRK END OF DATA %KX XK XK K K K K K XK K K XK K K XK XK K XK K MK K K K K K XK K K K K K K K N K XK K K K K K K K K K K K K XK K K XK K K K K K XK K K K KK X

KK K K XK XK XK K XK XK XK XK X XK X X

@O006
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« GTF trace is typically used when trying to debug a reproduceable problem

« A sysadmin specifies the trace parameters and starts GTF as a started task

« Wraparound trace buffers are in the GTF address space and trace records can
optionally be written to a DASD data set

IPCS OUTPUT STREAM — - - - - o s o o s o o e e e e e o  E  E  E  — C e C mCm s s s s -
Command === SCROLL ===
KN K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K XK TOP (8] DAaTA KON K K K K DK K N K R K K K R K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K XK K K XK X
XXX GTFTRACE DISPLAY OPTIONS IN EFFECT XXXX
SSCH=ALL IO=ALl CCW=S1I
SVC=ALL PI=ALL IOX=ALL
EXT DSP SLIP RNIO SRM RR
Dumped GTI data for GTFPHX F130
KKEKX GTEF DATA COLLECTION OPTIONS IN EFFECT: XXXX
Minimum tracing for 10, SECH, SVC, FPI, EXT, and FRR events
ALL GTRACE events requested
ALL events associated with the execution should be traced
ALl DISPATCHER events traced
PCI events are to be traced
System resource manager events traced
XXX GTF TRACING ENVIRONMENT HOK KK
Release: s=P7.3.1 FMID: HBB? 7E® Syustem name: MVES60
CPU Model: 8562 Version: (0] O] Serial no @1A79B
sSvVCe CODE. ... 060 ASCB. ... @OFCBAGE® CPU..... 000G PEW. .... O7041000 B50000E@3C O0000M0O0GO0G G5987A10 TCB..... @OO@AEIL1CESB
R15 . . . QOOOOOOE RO e OOOEOOIO0 R1. . e FF317FAG
GMT-09/13/2025 20:48:13.592255 LOC-09/13/2025 13:4B:18.592255
SVCR CODE. ... 060 ASCB. ... OOFCBARAGO® CPU..... 0000 PEW..... 07041000 B8000003C 000000O0® OG5987N10 TCB..... O@OAEIL1CESB
R15 . . . iojololojolololo] =4 0] e QOOOOE /1 R1.. e . FF3217FAG
GMT-09/13/2025 20:48:13.592271 LOC-09/13/2025 13:48:18.592271

PI CODE. ... 048 ASCB. ... GOOFCBAGG® CPU..... 0000 PEW..... O7045000 80000030 00000000 11FFB8368 TCB..... OOAE1L1CESB
VPH., . L. QOO0 VPA. ... OE506401 R15, L. DOEEEEEE R1. ... .. 1281C950
GMT-09/713/2025 20:48:13.592287 LOC-09/13/2025 13:48:18 .592287
PI CODE. ... 049 ASCB. ... GOGOFCBAGOGEG® CPU..... (0000 PESW..... 07044000 80000031 00000000 11FFS915E TCB. .... OOAEI1L1CESB
VPH. . .. QOO VPA. ... 0506401 R15. ... F5DEGO?74 R1...... QOQ@Q0QOO®
GMT-09/13/72025 20:48:13.592324 LOC-09/13/72025 13:48:18 .592324
SvVC CODE. ... 001 ASCB. ... G022EG0GBBO CPU..... 0002 PESW..... 07041000 80000001 00000000 1200C486 TCB. .. .. O0AF3A60O
R15 . . .. FF3CCA48 RO e GEEOOOE1 R1.. ... BGC33SBER8

GMT-09/13/2025 20:48:13.592361 LOC-09/13/2025 13:48:18 .592361



Master Trace appears in SVC dumps

Controlled by the TRACE MT command
Default buffer size is 24K, which is waaay too small
We specify TRACE MT,256K

IPCSE OUTPUT STREAM — - - - - - - - - m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m m ——m e ——— - - - -
Command === SCROLL ===>

*xx MASTER TRACE TABLE Xx%xX

TrAG IMM DATA | MESSAGE DATA I

OO01 OO00OOG28 NCOOOOOOO MVEE06 2025256 0G8:50:15.14 INSTREAM 00000290 LOGON

O0E1 OPOREEA4a9 N QOO0 MVEHD 2025256 08:50:15 .45 JES3 lojojojoJolol=yo) IATE1EE® ( DEMSEL ) JOB JOEUSER (Joe58468) ., PRTY=15, ID=JOEUSER

OO01 O00GOOBF N OOOQOO0O060 MVE606 2025256 0G8:50:15 .50 JOEUSER OOOOO281 IEF1251 JOEUSER LOGGED ON rNMMMeE=08 .50.15

001 OPEREESF M 0020000 MVEHD 2025256 08:5 22 .27 JOEUSER OEOOE281 IEC1611I 056-084,J0OEUSER.,SIKJTESTSIKJTEST, IPCSEDDIR, , ,JOEUSER.DDIR,
068

001 OPEREESF E 068 0(000OEE81 IEC1611 JOEUSER.DDIR.D,CATALOG.USRCATEO1 . VMVEEY1

OOO1 O0O0OOO8I M OOAZ20000 MVELG0G 2025256 08:50:22 .27V JOEUSER OOOOO281 IEC1611I G056-084, JOEUSER ., SIKJTESTSIKJTEST IPCSDDIR, ., ., JOEUSER.DDIR,
069

OOO01 O00OOOBF I 069 O00O0OOOS81 ITIEC1611I JOEUSER.DDIR.I. . CATALOG.USRCATO1 . VMVEEY1

001 OPEREESF M 0020000 MVEHD 2025256 08:50:22 .28 JOEUSER O0POOE281 IEC1611I 062-086,JOEUSER ., SIKJTESTSIKJTEST, IPCSDDIR, , ,JOEUSER.DDIR,
O7E

001 OPOREESF E 070 OOOOEE81 IEC1611 JOEUSER.DDIR.D,CATALOG.USRCATO1 . VMVEEY1

OO01 O000OOO1 N OOOQOO0060 MVS60E 2025256 08:55:20.17 OOOOO281 TEA989I SLIP TRAP ID=X422 MATCHED JOBNAME=BPXOINIT ASID=0035

001 O0EEREROB NCOOEROOEE MVEeD 2025256 09:00:00.20 IIITEF’HﬁL OOEE290 81 C

OOO1 O00OOO49 NROOOOOOEO MVSE6E 2025256 09:00:00 .20 OOOAE290 [ATESO6 JSAM BUFFER USAGE

O0E1 OEOREEA4as9 NROOEOOEOE® MVEHDR 2025256 09:00:00.20 OOEE290 IATB?72% TOTAL NUMBER OF J=5AM BUFFERS .. .......... 00992

OOO1 O00OOO49 NROOOOOOEO MVSEE 2025256 09:00:00 .20 OOOAE290 [ATESOE CURRENT NUMBER IN USE . B . .. OOEO25

O0E1 OEOREEA4a9 NROOEOOEE® MVEHD 2025256 09:00:00.20 OOEE290 IATB8510 MAXIMUM NUMBER USED ... .. .. ...+ i+t :c0 0. . 00093

OOO01 O00OOO49 NROOOOOOEO MVS6E 2025256 09:00:00 .20 OOOAE290 [ATE 7?22 PRIMARY EXTENT SIZI .. . B B .. 0992

001 OEOREEA4as NROOEOOEOE® MVEHDR 2025256 09:00:00.20 OOEE290 IATB8 723 SECONDARY EXTENT SIZE ... . . i i i i i v s v v 01984

OOO1 O00OEOO49 NROOOOOOEO MVSE6E 2025256 09:00:00 .20 OOOAE290 [ATE 724 SECONDARY EXTENTS ALLOWED . . B .. OO16

O0E1 OEOREEA4a9 NROOEOOEOEO MVEED 2025256 09:00:00.20 OOEE290 IATB8501 CURRENT SECONDARY EXTENTS IN U'_‘E . e s . DOEO

OOO1 O00OOO49 NROOOOOOEO MVS6E 2025256 09:00:00 .20 OOOAE290 [ATES 12 NUMBER O AWAITS FOR AVAILABLE BUF I I R .. lojojojo]

001 OEOREEA4a9 N Q000000 MVEHD 2025256 09:00:00.31 OOOEE290 IRRO1OI USERID SYSOPER IS ASSIGNED TO THIS JOB.

OOO1 O00OOO49 N OOOQOO000 MVSE6EE 2025256 09 :00:00 .34 OOOAOO9G [ATE100 (JO658455) JOB AUTOELIC {(JOe58470), PRTY=13, [ID=EJES

NET-ID=¥NONE SUB=JO6B56054
OOO1 O00OOO49 N OOOQOO000 MVS6EE 2025256 09 :00:00 .34 OOOAO281 [ATE118 OOO1 CARDS FLUSHED
0001 O0POOEEA4a9 N 0000000 MVEH0 2025256 09:00:00.34 lojojojojolol=yo) IATBE100 (JE658458) JOB AUTOPLIC (JO658469), PRTY=13, ID=SYS0PER
NET I D=%NONE SUB=J0656054

001 O0POEEEA4a9 N 000000 MVEH0 2025256 09:00:00.34 OO00OE281 IATE118 001 CARDSE FLUSHED

OOO1 O00OOE49 N OOOQOO000 MVS6E 2025256 09 :00:00 .35 OOOAO281 [ATE3IEE JOB (JO658472) IS INTRDR CALLED BY MAIN

001 O0POEOEEA4a9 N 000000 MVEH0 2025256 09:00:00.491 OOOOE290 IRRO1OI USERID SYSOPER IS5 ASSIGNED TO THIS JOB.

OOE1 OO0OOOOA9 N OO0 MVSHEE 2025256 09 :00: 00 .42 OOOEEO290 IRR®1GOI USERID SYSOPER IS ASSIGNED TO THIS JOB
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One of the most important traces for debugging abends

IBM adds TRT to dump specifications in IEACMDOO
« COM="CHNGDUMP SET,SDUMP=(LSQA, TRT,XESDATA),ADD’

IEADMCxx, IEADMPxx, and IEADMRXxx should ideally specify:
« SDATA=ALLSDATA,PDATA=ALLPDATA

| follow a three-step process to find my problems in the system trace:
* |Issue IP SYSTRACE
 |Issue F BEFORE
* Issue one of the following:

* F “*’ to stop at all exceptions from this point forward — there could be several before you
hit yours

« F RCVY to find recovery processing — usually yours is first, but not always

 F mypswnsi to find the event shown in the dump — usually it's the only one, but not
always

» Back up half a page and inspect the trace to see what happened
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IPCS OUTPUT STREAM — - - - - - - - - - m o — o o o m o o o o o o o o o o o e — e —m S ———————— - — o Line ® Cols 1 140
Command ===5 SCROLL ===>
System Trace Table
PR ASID WU-Addr- Ident CD/s/D PSW----- Address - Unique-1 Unique-2 Unique-3 PSACLHS- PSALOCAL PASD SASD Time Hex--—-—-—-—-—-—-—--— CP- -
Unique-4 Unique-5% Unique-6 PSACLHSE
OO 7 KKK KK KKK lNme-gap owver OOOOOEOO2 secs Previous timestamp= E178B611 84F7/73A08B, Current timestamp= F8B6E13 6D52A456 .

E
E

1
OOE7 XXXXXXXEX Time-gap over Q00000003 secs. Previous timestamp E178B618 9C875654, Current timestamp 178B61B 790B3818.

I e o L O I I ] o ] B e e
Command ===7 SCROLL ===
O/540000 OO0O00OOO

QOO0 006D OGOABBD3O SVCR 8 O00000OO_1208A1F2 QOOOOOO0 OO0OO5868 120BE006 E178B7460D9D86D30G OOO1
Larasisyojojoloassjolojololololo]
QOO0 006D O0OABED3O PC . 8 0496107D 00308 Storage Obtain

IPCS OUTPUT STREAM — - - - - —— - m m o o o o o e e e e e e e e - = FOUND: LINE 210205 COL 4
Command ===} SCROLL ===>
EEEE 006D @EABBD3® PR s [0} 11FF8025 1121224 ®e6D
Q7850000 0000000 =10]10l0=§010} 0jojolojolololol
PEEE 06D OOABBD3® xRCVY PROG 940C4000 0OOEEEE1E EEEEOEEE OOOEEEEE EEEEEEE OEGD E6D E173B76414DDDJ4AE EEE1
@EEE® @D OOABBD30G SVCR FFOO OOOOOOEE_11FF8000 91FF8ROO OREEEEO4 EEE125CSH Memor r returned to proaram E178B76414CB276A0 OO 1
Program given control ~ 07850000 F0000000¥—Entry PSW emory address returned to progra
PEEE 06D OGEABBD3G PC L. 8 11FF8025 PE30B K/étorquu Obtain
PO 6D EOABB8DI3( SSRV 132 OOOOOEEE OEEOROEZ2 OOEEEE6E 11FF9000G Storage Obtain E178B76414CC6C86 OO 1
STORAGE OBTAIN loJol=¥sJoloJolo] B .
e 6D O0OABBSD3G -PR ) ® 11FFB8025 01121224 ILC & INTC Translation Exception Address (TEA) EE6D
OO0 0O6D _00AB8D30 y PGM 010 POEEEEEOE_11FF8050 'oJoJol=Yolok No! HoJoJoloJoJolo]o] PEEOEEEE OOEEEEEOE 6D 6D E178B76414CD3090 OO 1
Program check O/050000 DOOOOOO0O ————— 75000300 'oJoJoJoJoloJoo!
PEEE® 6D OGOEABBD3G® KRCVY PROG 940CA4000 OO0OOOROIE EOEEEEEE POEOEEOE OOEPEEEOE 6D OO6D E178B76414DDD4AE OOE1
'oJoJoJolololo]o]
PEEE 06D OGEABBD3G SSRV 12D 814FO5FQ OOABBD3Y OOECBOOE® FF3AOEOO Status NDETcb Reset E178B76414EGEADG OO 1
'oYoYoloYololo)
PEEE 06D GOEABSBD SSRV 12D 814F0610 OOABBD30\ 0O0OBEOOR® OOOOEEOE Status SDETcb Reset E178B76414E16D78 OOO1
'oJoJolololololo
PEEO OO6D OOAB DSP OOOEEEEEO_B014E3ESS loYoYoloJololo]o] FF9059 Q00000000 PEEOEEOE OOPEEEOE 6D OO6D E178B76414E2B212 OO 1
O7850000 B8OOEEAOO
PEEE OO6D 8D30 /xSVC D POPOEAOEO_O14E3ESA [oYoYoYololo]o] [oJololoYolclolo] E178B76414E2B408 OO 1
7850000 BOOEEAOO
PEEEe OO6D SSRV 78 859F542E 1\OOOFF50 00ABB8 168 Cetmain E178B7?6414E2F7AG OO 1
OPREDOREG
PEEE 0060 OOABBDIE SSRV 78 859F5484 10OOFF 7?70 7F583CFO Getmain E178B7?6414E7 1046 OO 1
RTM1 processes the
P RTM2 gets control .
program check PSW at time of error S0C4 abend code

and begins to
The TCB gets process the abend
redispatched
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« Upon initial entry, you are prompted for the DAE data set name

IPCS UTILITY MENU ——————————————————————————

DAE Display Facility Dataset Name Input Panel

DAE Dataset Name . . .

Volume Serial . . . (Optional)

* Pressing <Enter> brings you to the DAE display (next slide)

* You can change to a different data set later by issuing the LISTD command or by
exiting and re-invoking the DAE function
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* |ssue Find string to find any string on the display

Command ===>

Enter an Action Code nex o an entry.

Enter /7 next to an entry o choose fr

Dataset: 'SYS1.DAE'
Dumps since last DAE Display: O
Events since last DAE Display: 0

Last Last Total Date of
qutem Events Dump

569

15

Ha'_.Tll

om a list of

Row 1 to 54 of
Scroll ===>

Action Codes.

Total Dumps suppressed: 70725

F}U"F;‘I‘l—‘-i—i!—}i(:‘l‘l rate:

Symptom String information:
ﬂbend Reason Module

OOEO18 NUCLEUS
EJESSUBS

CEEPLPKA
CEEBINIT

HUNKNOWN

SHARE

. Llne commands are Show dtalls Tke next dump, View dump in IPCS
* The little ‘t" next to the date on the first line indicates “Take Next Dump” is already

active for that entry
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Command ===) Scroll

Total Events: & Type: SYC Dump

Date Time System Name
Last (most recent) Event: 09/15/25t 03:42:07 MVSAB
Dump Taken: 12721723 05:48:41 MVYSAOO

Symptoms used for Dump Suppression:
MVYS RETAIN
Key Key Symptom Data Explanation
MOD / RIDS/ NUCLEUS 0oAD MODULE NAME
RID $ S8 Y MODULE CSECT NAME
PID or7r525C1C PRODUCT/COMPONENT IDENTIFIER
AB C ABEND ) STEM
RI ( RECOVE DUTINE CSECT NAME
OD18CE18FB1806C FAILIN NSTRUCTION AREA
ABEND RER JN CODE
HTERMINATION COMPONENT BFUNCTION

Bottom of data HEEEEEKEKEKEEEEEEKEEXKE KK EKEKEKEKXEK XK KX XK XXX
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* | discussed only a subset of IPCS commands and only a subset of optlons for
those commands. Hopefully, this gives you enough to be productive. Be sure to
research additional functions when you find time.

* | discussed reading the MVS system trace in a session appropriated entitled,
SHARE’d Knowledge: The MVS System Trace in Atlanta back in March 2023.
Those slides should be available for download by the membership.

* | discussed 71 undocumented IPCS commands in the session | gave last year
(2025) in Cleveland called A Treasure Trove of Undocumented IPCS
Commands. Those slides should be available for download as well. To find
those undocumented commands ©:

* Navigate to IPCS hidden option 2.6i to find the first 23 of them
* |Issue IP IEAVHELP command to see the remaining 48 undocumented commands
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Questions?
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Your feedback is important! SHARE

Submit a session evaluation for each session you attend:

www.share.org/evaluation

A

A

www.share.org/evaluation
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