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The Dual Environments of z/OS

● MVS (Multiple Virtual Storage): 
○ The traditional "heart" of the mainframe.
○ Home to RACF, ACF2, and Top Secret (the External Security Managers).
○ Driven by JCL, TSO commands, and ISPF panels.

● USS (Unix System Services): 
○ A certified Unix environment running natively on z/OS.
○ Provides a hierarchical file system and support for modern languages like Python.

● The Administrator’s Bridge: 
○ Modern Security Administration is no longer restricted to the "Green Screen."
○ USS acts as a powerful staging ground to automate MVS security tasks.
○ Administrators can leverage Unix-style scripting to manage mainframe security identities and 

audit logs.

2



ESMs and their Command Interfaces

● Primary Toolsets: Administration for 
RACF, ACF2, and Top Secret is 
largely driven by TSO commands.

● Traditional Workflow: 
Administrators typically operate via 
3270 "Green Screen" sessions.

● Direct Interaction: Commands are 
issued manually by the TSO user at 
the READY prompt.
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Command Interfaces - Beyond Manual Entry

● Batch Job Execution: Utilizes utility 
programs to run command lists in the 
background.
○ IKJEFT01: Standard utility for RACF and 

Top Secret.
○ ACFBATCH: Dedicated utility for ACF2.

● Scripting for Efficiency: CLIST and REXX 
are used to automate command generation.
○ Reduces manual entry and minimizes 

human error.
● Programmatic Execution: Commands can 

be triggered via application code.
○ Often requires execution within an 

authorized environment for elevated 
privileges. More on this later.
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Command Interfaces - Nuances
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Top SecretACF2

● Command issued from TSO
● PGM=IKJEFT01 can be used 

to batch-submit multiple 
commands.

● Commands issued under 
“ADDRESS TSO” are 
sufficient in REXX 
environment.

● Command issued under ACF 
subcommands mode.

● PGM=ACFBATCH needs to 
be called under batch to 
execute a list of commands.

● In REXX, ACF2 
subcommands need to be 
queued up before issuing the 
command “ACF” under 
“ADDRESS TSO”

● From USS and TSO, the 
acfunix utility can be used to 
issue ACF2 commands.

RACF

● Command issued from TSO
● PGM=IKJEFT01 can be used 

to batch-submit multiple 
commands.

● Commands issued under 
“ADDRESS TSO” are 
sufficient in REXX 
environment.



Programmatic Interfaces

The r_admin Programmatic Interface

● Unified SAF Interface: r_admin serves as a SAF callable service for executing security functions 
programmatically.

● Language Support: Accessible via low-level environments including Assembler (HLASM) and Metal C.
● Command Execution: Uses the specific function ADMN_RUN_COMD to trigger ESM commands.
● ESM Agnostic: The interface remains identical whether running on RACF, ACF2, or Top Secret, ensuring 

cross-platform consistency.
● Modern Accessibility: 

○ Can be invoked directly from TSO via the CALL command.
○ Accessible through Unix System Services (USS).
○ Supports modern automation via Python integration.
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Programmatic Interfaces - r_admin C Interface
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Programmatic Interfaces - r_admin C Interface
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● The Interface Stub: Uses IRRSEQ00 as the 
primary stub to facilitate direct communication 
between C programs and the r_admin service.

● Capturing ESM Outputs:
○ Assembler/Metal C: Captures system 

messages by opening a Data Control Block 
(DCB) and routing them to an output DD.

○ LE-C (Language Environment): Simplifies 
the process by piping messages directly to 
STDOUT using standard printf functions.

● Python Integration: Outputs captured via Unix 
System Services (USS) can be processed and 
leveraged by Python for advanced reporting or 
automation.

ESM (ACF2/TSS/RACF)

Command 
Output

SAF Callable 
Service - 
r_admin

Command 
Input



Programmatic Interfaces - Python
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● Platform Availability: Python is natively available 
and supported on Unix System Services (USS).

● IBM z Open Automation Utilities (ZOAU): 
○ Can be installed on z/OS 2.5 or later.
○ Provides a bridge between modern scripting 

and traditional mainframe functions.
● Extended Capabilities: Enables interaction with 

MVS programs, operator commands, and 
comprehensive dataset management.

● Execution Flexibility: 
○ Supports both authorized and unauthorized 

program execution.
○ Runs modules directly from PDS/PDSE load 

libraries resident on z/OS.



Invocation Medium - JCL
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● JCL Fundamentals: Job Control Language (JCL) 
is used to define and execute batch jobs for 
program invocation.

● Minimal Setup Requirements:
○ Program Name: Specific module to be 

executed.
○ Program Library: The PDS/PDSE where the 

load module resides.
○ Arguments: Parameters passed directly to the 

program via the PARM field.
○ Output Library: Destination for results 

(Sequential dataset or PDS/PDSE member).
● Error Handling: Accesses program-returned 

Return Codes (RC) as JCL Condition Codes to 
control job flow.

● Job Submission: Files are submitted to a batch 
processor, such as JES2, for scheduling and 
execution.



Invocation Medium - JCL Components

11

JCL to execute a program:

Input argument string

Name of Utility or 
Program to be 

executed. A library (PDS/PDSE) 
containing the 

executable load module 
of the program.



Invocation Medium - JCL Output
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SYSOUT DD Contents after execution:

JCL to execute a program:



Invocation Medium - ZOAU commands on USS
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● MVS Program Execution: ZOAU provides native 
Unix commands to bridge the gap between USS 
and MVS environments.

● Execution Types: 
○ mvscmd: Used for executing unauthorized 

programs.
○ mvscmdauth: Required for executing 

authorized programs (APF-authorized).
● Additional Utility Commands:

○ opercmd: Issue system operator commands.
○ apfadm: Manage Authorized Program Facility 

(APF) lists.
○ zinfo: Retrieve system and hardware 

information.
○ dgrep: Search for strings within datasets.



Invocation Medium - ZOAU Utility Command
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Invocation Medium - Python Script on USS
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● Parallels to JCL: Python scripts utilizing ZOAU 
function similarly to a JCL job stream, defining 
logical execution steps.

● Defining "Job Steps": ZOAU APIs allow 
developers to wrap MVS program execution within 
a Python script running on USS.

● Consistent Requirements: Requires the same 
core parameters as JCL:
○ Program Name
○ STEPLIB (Load Libraries)
○ DD Statements (Data Definitions)
○ PARMS (Execution Arguments)

● Flexible Output Handling:
○ Results can be printed directly to STDOUT.
○ Enables real-time parsing and data 

processing within the Python environment for 
enhanced automation.



Invocation Medium - Python Script using ZOAU
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Invocation Medium - Pythonize Your Commands
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Tying it all together - Run an ESM Command
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Auditing ESM Events
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Auditor’s Friend - SMF Reporting

● Event Journaling: Both ACF2 and Top Secret record critical security events into SMF (System 
Management Facilities) records.

● Monitored Activities:
○ Dataset access (loggings and violations).
○ Program usage and unauthorized access attempts.
○ Security database updates and administrative changes.
○ OMVS (Unix) Callable service traces.

● Dedicated Reporting Utilities:
○ ACF2: Uses ACFRPTOM for OMVS event tracing.
○ Top Secret: Uses TSSOERPT for OMVS event tracing.

● Workflow Evolution:
○ Legacy: Auditors rely on JCL or ISPF panels to generate manual reports.
○ Automation: Utilities can be integrated into CLIST or REXX EXECs.
○ Modern: Python can now be used to trigger and process these reporting utilities for streamlined 

auditing.
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SMF Reporting - Using JCL

Case: Running TSSOERPT for OMVS Tracing

● Utility Characteristics: TSSOERPT is treated as a standard executable program for generating Top 
Secret OMVS Callable Service traces.

● Library Management: STEPLIB is unnecessary, as the utility usually resides within the system's linklist 
concatenation.

● Input Configuration:
○ SMF Datasets: Allocated to the job using specific DD statements.
○ SYSIN DD: Contains the control parameters and filters for the report.

● Output Handling:
○ SYSPRINT DD: Captures the generated SMF report for review or processing.
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SMF Reporting - A JCL Example
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SMF Reporting - JCL Components
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Name of Utility or 
Program to be 

executed.

DDs allocated to SMF 
datasets to be read as 

input by the utility.

DD allocated to an input 
dataset/file/instream-data 

containing parameters for the 
utility.



SMF Reporting - The Python Equivalent
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Tying it all together - Run an SMF Report on USS
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Bonus - ACF2 Productivity Tools
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Tools for productivity on ACF2, and more: 
https://github.com/BroadcomMFD/broadcom-product-scripts/tree/main/cybersecurity-scripts/ACF2

● List Utility -  LI
Executes the LIST subcommand. Moves output to a temporary dataset for interactive scrolling 
(PF7/8) and searching.

● System Info - SHOW
Processes SHOW subcommand arguments into a reviewable format, bypassing the need for batch 
report submissions.

● Access Audit - AC
Captures ACCESS subcommand results interactively to analyze rule permissions without manual 
screen-scrolling.

● Universal Utility - ACFB / ACFE
Browse (ACFB) or Edit (ACFE) mode for any ACF2 command. Provides a full ISPF-like 
environment for command output.

https://github.com/BroadcomMFD/broadcom-product-scripts/tree/main/cybersecurity-scripts/ACF2


Resources
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● Get python on USS - https://www.ibm.com/docs/en/python-zos/3.14.0
● Get ZOAU on USS - https://www.ibm.com/products/z-open-automation-utilities

● Verify your python Installation on USS: 
python3 --version

● Verify your ZOAU Installation on USS: 
zoauversion

https://www.ibm.com/docs/en/python-zos/3.14.0
https://www.ibm.com/products/z-open-automation-utilities


Happy Coding!
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Your feedback is important!
Submit a session evaluation for each session you attend:

www.share.org/evaluation 

www.share.org/evaluation

http://www.share.org/evaluation
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Join a Mainframe Technical Exchange
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• Participate in technical how-to sessions and hands-on workshops
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Questions
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