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Beyond Monitoring:

Unleashing Automated Operations for CICS Diagnostics
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Using automation in the data collection and SHL’BRE
anaIySis phases EDUCATE » NETWORK * INFLUENCE

Scenarios in the analysis of CICS monitoring data through the integration between
performance management solutions and operations automation.
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Using automation in the data collection and SHL'\.\RE
anaIySis phases EDUCATE » NETWORK » INFLUENCE

Start and Stop Management

= we|
B g Failure Detection and Recovery

Resource Monitoring Automated startup, shutdown, and
Conti ton F Sust sequencing of z/OS subsystems, A 4 —
ontinuous monitoring of system applications, and infrastructure u utc?maFe recovery actions or system,
resources, including CPU utiliza- application, and subsystem failures

components. e
to minimize outages and reduce mean

time to recovery (MTTR).

ation, memory, DASD, and net-
work-ality-based detection.

Event Management IBM z/0S Mainframe Failure Detection and Recovery
Rule-based detection, corr- Rﬂ(x 0perati0ns Automation Automated recovery actions for
lation, and automated respo- Q — = SE e system, application, and subsystem
to system messages, ) failures to minimize outages, and

events, and alerts. reduce mean time to recovery (MTTR).

Script and Policy Automation |pe

Execution of automation logic —
using REXX, JCL, and policy-based
olles to enforce operational —
standards and best practices.

2

) Reporting, Alerts, and Notifications

Generation of operational reports,
real-time alerts, and notifications for
audit, compliance, and performance

Script and Policy Automation

[ ===~
BT a Control Resources and Jobs
g

Automation of batch jobs, started
tasks, and operational procedures
based on schedules, events, or system
conditions.

Execution of automation logic
using REXX, JCL, and policy-bas-
rules to enforce operational
standards and best practices. Centralized Operations Console

Single, consolidated console providing-unified
operational view across systems, sysplexes,
and environments.
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AUTOMATIC DIAGNOSTIC - BUILDING SELF-HEALING
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SH/\RE

Building Self-Healing through data collection and analysis between CICS and MQ

RULES, tion Rule Definitions

Performance Management Metrics

» CICS Diagnostics
« MQ Performance
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Building Self-Healing through data collection and analysis between CICS and MQ

Automated Performance

o | nteg rated solution Operations Management

Mark recent events as
"flags"

» Activation of self-healing based on critical
events
» Map of similar behavior
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Building Self-Healing through data collection and analysis between CICS and MQ

Performance Automation

Historical Code Anticipating actions
: . based on detailed
» Continuous automationg e Automation diagnoses
Rules Vars
Automation Automation
° Rules Reports
Bridges Performance
and APls Commands
[ ]
* Adjust, maintain, and create automation
[ ]

» Observability as a source
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SCENARIO 1: VALIDATE IF CICS TRIGGER MONITOR IS
ACTIVE
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Scenario 1: Validate if CICS Trigger Monitor is SHARE
active EDUCATE » NET \/\_/ORK » INFLUENCE

If the transaction is being activated via MQ, it will be based on the number of
executions of the same transaction.

Performance management tool
indicates through one of its rules e
that the number of transactions cics M

per minute is lower than normal.

Collects
Initiation-
Queue
ThreadSt

If Initiation-Queue doesn't have atus
CICSO02.INITQ

Bridge / API

Automation

Rule

MSG id (or API) B
Comand CICS START MQ Bridge
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SCENARIO 2: CICS TRANSACTION VOLUME LOWER
THAN NORMAL
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Scenario 2: CICS transaction volume lower than SH “RE
normal EDUCATE » NETWORK *» INFLUENCE

The movement of a CICS transaction is performed at a slower than normal speed,
iIndicating a potential problem with the associated MQ queue.

=2 Collects
GetsR

Performance management tool
indicates through one of its rules e
that the number of transactions cics M

per minute is lower than normal.

PutsR
Depth

. 5 ; | LGetElap
Bridge / API : : LPutElap

- QUEUE with Depth superior 2

Automation

Rule

Automation

MSG id (or API) MQ BROWSE

Bridge / API Manage QUEUE with
MsglLen =70
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Scenario 2: CICS transaction volume lower than SHL{\.\RE
normal (Cont.) EDUCATE » NETWORK *» INFLUENCE

The movement of a CICS transaction is performed at a slower than normal speed,
indicating a potential problem with the associated MQ queue.

In this case, the automation can
use direct integration to MQ
manager

Automation possibilities:
« Connect to a queue manager
Open a queue
Put messages in the queue and get messages

Forward message to a temporary queue
Set queue manager attributes
Manage QUEUE Inquire which attributes are set for the queue
MsglLen = 70 C!ose the queue
Disconnect from the queue manager
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SCENARIO 3: CICS CRITICAL TDS INTERNAL MESSAGES
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Scenario 3: QR TCB CPU Dispatch Ratio case SH/\RE
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The QR TCB CPU Dispatch Ratio is an indicator of how much processor
resource is assigned to the QR TCB by the operating system and hardware, when
compared to the amount of processor resource requested by the CICS dispatcher.

The accumulated CPU time In a CICS environment this ratio is
TCB CPU Dispatch Ratio [aag asa fraction of accumulated only of value for the QR TCB and is
Sl D Gl LRl meaningless for other TCBs

percentage

Ref: https://www.ibm.com/docs/en/cics-ts/6.x?topic=techniques-what-investigate-
when-analyzing-performance#qr-tcb-cpu-dispatch-ratio
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Scenario 3: QR TCB CPU Dispatch Ratio case SH/\RE
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For a given interval, a high ratio indicates that when CICS dispatched a task on
the QR TCB, processor resource was made available by the operating system and
hardware almost without interruption until the CICS task had completed.

Processor available by the

HIGH TCB CPU ‘l Slelsirztilple sy sz etz Inthis case, the CPU time is closely
Dispatch Ratio almost without interruption correlated with the overall elapsed time
until the CICS task had

(the CICS dispatch time)

completed
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Scenario 3: QR TCB CPU Dispatch Ratio case SH./\RE
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A low ratio indicates that despite CICS requesting processor resource, a
combination of the operating system, hardware, or both resulted in frequent or long

delays waiting for a physical processor.

A combination of the operating

LOW TCB CPU " system, hardware, or both In this case, the CPU time is
Dispatch Ratio resulted in frequent or long significantly smaller than the overall
delays waiting for a physical

elapsed time.
processor.
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Scenario 3: QR TCB CPU Dispatch Ratio case SH/\RE
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The QR TCB CPU dispatch ratio is reported in a number of ways:

The CICS IPCS system

: memory dump formatter DS
Using a system memory dump  ug keyword gives the ratio in
the Dispatcher Statistics - CICS
TCB Mode Statistics section.

The CICS statistics utility

rogram, DFHSTUP gives the
Using CICS statistics SMF records | P gratio in the Dispa?cher

Statistics section.

The sample program gives the
ratio in the Dispatcher TCB
Modes section.

Using the sample statistics

program, DFHOSTAT
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Scenario 3: CICS critical TDs internal messages SH./\RE
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Lastly, the QR TCB CPU dispatch ratio is reported in the CICS TD:

Using the CICS regularly report the QR TCB for DFHDS0102 messages is 5 mins
_I—} CPU Dispatch Ratio and can The interval can be set by specifying
message DEHDS0102 be used as an indicator of a the system initialization parm
potential shortage of CPU INITPARM=(DFHQRCPU="nn") where

resource nn is a number of minutes in the range
01 - 59.
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Scenario 3: CICS critical TDs internal messages SH RE

K » INFLUENCE

Lastly, the QR TCB CPU dispatch ratio is reported in the CICS TD:

Grafana/Splunk Dashboards
stored by REST API
PEICLUEECH Ag best practice, collect a
series of measurements to
MSG id (or API) determine the usual range

Automation

Rule
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SCENARIO N: LEVERAGE YOUR AUTOMATED
OPERATIONS TEAM TO BUILD NEW SCENARIOS!
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Scenario n: Leverage your automated operations SHL&RE
team to build new scenarios! EDUCATE » NETWORK » INFLUENCE

Performance Automation

Historical Code Anticipating actions

. : based on detailed
» Continuous automationg e Automation diagnoses

Rules \ETES

Automation Automation
Rules Reports

Bridges Performance
and APls Commands

.?'. -
e

“ * Adjust, maintain, and create automation
» Observability as a source
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Your feedback is important! SHARE

Submit a session evaluation for each session you attend:

www.share.org/evaluation

A

A

www.share.org/evaluation
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THANK YOU AND HAVE A GREAT EVENT!

Teodoro Novo Flavio Yano
Mainframe Consultant Mainframe Consultant
teodoro.novo@broadcom.com flavio.yano@broadcom.com
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