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Takeaways

1. Discover how recent updates simplify the configuration and operation of 
Zowe API Mediation Layer

2. Understand the benefits of these improvements for solutions that depend on 
Zowe API Mediation Layer as a prerequisite

3. Learn about a new training program designed to help administrators gain 
practical, hands-on experience with Zowe API Mediation Layer



Managing & Securing APIs: Zowe API Mediation Layer

Simplified Configuration

Monitoring API use & health: OpenTelemetry

Education

Additional Resources

Agenda
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Concerns?
• Weak security posture 

• No single-source of 
observation

• No SSO support

• Inconsistent API user 
experience  

• Tight API to client coupling 
and interdependencies
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Simplified Configuration
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Key Improvements

● Setup & Config Intro
● JCL install
● z/OSMF dependency for authentication
● Single service deployment
● “Preflight” checklists



zowe.yaml: Setup & Configuration

● Setup zowe.yaml
● Item notation in doc:

○ zowe.setup.x.y



zowe.yaml: Setup & Configuration

● Runtime  zowe.yaml
● Can be split

○ Specified via list



zwe: CLI

● zwe operates on zowe.yaml
● Used:

○ Directly
○ z/OSMF workflows via JCL



JCL-Based Install

● Previously customize JCL SZWESAMP samples
○ ZWEIMVS , ZWEIAPF, …
○ Snippet:

■ //STDPARM DD *
■ export LOADLIB='{zowe.setup.dataset.authLoadlib}'

○ See “Core tasks” in docs.zowe.org
● zwe w/--jcl OR zowe.setup.jcl.enabled: true 

○ Latter is new default in example-zowe.yaml 3.4
○ (Optionally) Add zowe.setup.jcl.header for JOB header customization
○ Performs JCL substitutions
○ Add --dry-run to emit only (no submission)

● Previously, zwe executed ~foreground
● Patch release change (likewise for remaining items)

○ (impacts new installs)



Remove z/OSMF Authentication Dependency

● zowe.yaml
○ New default (3.4+) - apiml.security.auth.provider: saf 
○ (previous value zosmf)
○ Retain zosmf for z/OSMF REST API usage OR z/OSMF passticket setup
○ Removed these items from default:

■ components.gateway.apiml.security.auth.zosmf.serviceId: ibmzosmf
■ components.gateway.apiml.security.auth.zosmf.jwtAutoconfiguration: jwt



API ML Microservices

● “Microservices” architecture
○ Caching, Catalog, Discovery, 

Gateway, ZAAS
○ Loose coupling  
○ Complex

● Opposite - “Monolith” 
○ Simple, single code base
○ Tight coupling



Single Service Deployment “Modulith”  

● “Modulith”
○ Combine aspects of microservices 

and monolith  
○ New default in 3.4:
○ components.apiml.enabled: 

true
● Faster startup (especially for emulated 

environments)
● Decreased network traffic

○ Simplifies troubleshooting
● See “Enabling Single-Service 

Deployment of API Mediation Layer”



“Preflight” Checks

● Validate and optional fail with clear errors at startup
○ ~Installation & Verification Program (IVP) experience 

● Currently:
○ z/OSMF startup check
○ Port check (bind-test) 

● zowe.launchScript.startupChecks.default: exit|warn|disable
○ zowe.launchScipts.startupChecks.zosmf: exit|warn|disable
○ zowe.launchScipts.startupChecks.ports: exit|warn|disable 

● Certificate verification next



Theme: Simplified Configuration

● JCL batch install
● Reduce runtime dependencies

○ Defaults to saf provider and single service / modulith
● Preflight



Monitoring API Use & Health
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OpenTelemetry is…
A vendor-neutral open source 
Observability framework for 
instrumenting, generating, 
collecting, and exporting 
telemetry data such as traces, 
metrics, and logs. 



API Usage

I need to understand the adoption of 
APIs onboarded to my API ML instance

● Source of usage
● Frequency of use
● Timing of use



Status of services

I need to understand the health and 
performance of services onboarded to 
my API ML instance

● Overall performance metrics
● Number and frequency of failed 

requests



Improved Support Experience 

I need to capture the relevant 
information required to open a support 
case

● User x with issue y is using Zowe 
Explorer V.x, to access API V.x

● Here are the symptoms



Where and 
how often is 

service used?

Who uses 
what 

service?

Status of 
the 

services

Support 
data and 

information

Zowe 3.5
May 2026

Roll Out

Zowe 3.6
Fall 2026



Zowe API ML Education
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Zowe Training Opportunities

      HANDS-ON TRAINING

Zowe API Mediation Layer Training
06ZWE20011 4 hrs
Module 1 of a 4-module series offers practical z/OSMF installation tips, 
basic configuration settings and troubleshooting for Zowe API Mediation 
Layer. The series includes hands-on administration training, advanced 
configuration & security facilities with practical troubleshooting examples, 
challenges and guidance. 

Zowe API Mediation Layer:
Intermediate – Digital Badge 
06ZWE2001C
Earners of this badge curriculum have a solid understanding 
of installing, configuring, administering, and troubleshooting 
Open Mainframe Project Zowe® API Mediation Layer (API ML). 

SELF-PACED TRAINING

Getting Started with the Zowe API Mediation Layer
06ZWE10080| 30 min

Preparing for the Installation and Configuration of the 
Zowe API Mediation Layer
06ZWE10050M | 20 min

Configuring the Zowe API Mediation Layer
06ZWE10060 | 30 min

Team Config for Zowe
06ZWE10040M | 45 min

Configuring the Zowe API Mediation Layer for High 
Availability, Security, and Performance
06ZWE10012M | 40 min

Zowe Explorer - What's New, What's Planned, What's Next
06ZWE100060M | 30 min

CA Spool Plugin for Zowe CLI
06ZWX100060M | 30 min

Zowe API Mediation Layer: 
Digital Badge Assessment
06ZWE2000E 1 hr



Zowe Training Opportunities

1. Check the online ILT schedule
2. Accessing Learning@Broadcom 
3. Search for training by course code
4. Register for the Digital Badge Curriculum

• Enroll in the ILT session
• Complete the pre-work!
• Technical check ahead of the ILT
• Attend the hands-on class
• Take the assessment
• Earn your Digital Badge!

Getting Started with Instructor-Led Training (ILT)

Learning@Broadcom
Quick Start GuideLarge group? Ask about a private session

https://mainframe.broadcom.com/beyondcode/instructor-led-training
https://ent.box.com/s/vnbzq7h107mna0fk7qqiye6oetbq4gm4
https://ent.box.com/s/m76on72z9x3wxyjqp3tt2lzdtrszfhh7


Interskill Zowe Foundations for system programmers/administrators
Zowe Training Opportunities

https://interskill.com/course/zowe-foundations

● Covers Zowe features and major 
components: Application Framework, CLI, 
Explorer, Desktop and API ML

● Demonstrates user interaction and 
advantages

● Details startup, runtime, and prerequisites
● Explains default component capabilities and 

methods to extend functionality
● Concludes with the installation and 

customization of Zowe server and client 
components

https://interskill.com/course/zowe-foundations


Additional Resources
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Documentation
○ https://docs.zowe.org 

Blogs
○ https://medium.com/zowe 

Webpage
○ https://zowe.org 

Traditional product documentation, real-life experiences, and Community
information

Further Reading 

https://docs.zowe.org
https://medium.com/zowe
https://zowe.org


Mobile ready



Join the ZOWE discussions on DISCORD https://discord.com/  

Mainframers on Discord

https://discord.com/




Technical Education Direct from the Experts

Join a Mainframe 
Technical Exchange
• Network with peers and Mainframe 

technical experts

• Participate in technical how-to sessions 
and hands-on workshops, hear product 
updates, provide feedback

• No registration fee!

European MTE
Prague, Czech Republic

Apr. 21-23, 2026

Virtual MTE
Held Virtually

June 23-25, 2026

North American MTE 
Plano, TX

Oct. 20-22, 2026

In-Person Virtual In-Person

"The event covered all the relevant topics, 

and the content was amazing. The hands-on 

experience was also a good way to get 

actual experience with the tools.”

Senthil Mathur, Manager, Accenture
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Your feedback is important!
Submit a session evaluation for each session you attend:

www.share.org/evaluation 

www.share.org/evaluation

http://www.share.org/evaluation

