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Virtualization on IBM LinuxONE and IBM Z

Built-in & Shared Everything Architecture

Hardware assisted
virtualization

IBM® Z & LinuxONE™ Systems

» Cores are designed to run at near 100%
utilization nearly 100% of the time

* Provisioning of virtual servers in seconds

» High granularity of resource sharing (<1%)

» Upgrade of physical resources without
taking the system down

 Scalability to 1000s of virtual servers

LPAR — PR/SM or IBM DPM
* More with less: more virtual servers per

L L core, sharing of physical resources

2+3 KVM and z/VM * Extensive lifecycle management

!il lll“
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» HW-supported isolation, highly securable
(EALS+ or EAL4+ certified)

© IBM Corp. 2025



Virtualization options with IBM Z and IBM LinuxONE

IBM Z* / LinuxONE

Linux

| 22

HiperSockets / SMC .

HiperSockets / SMC

Production / Dev /Test and Optional Failover

z/OS* " Linux || z/VM* KVM Linux Linux

OO0 O O 0O ] oo 00O

= Network Virtualization
= Memory Virtualization

= Processor Virtualization
= System Virtualization

= Disk Virtualization / Cluster

z/VVM* or KVM |
LPAR |
OO00O0O000000O
CPL IFL TFL TFL IFL TFL IFL
IBM Z / LinuxONE

L

Dedicated or shared disks

LIl
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Isolation: Virtualization v. Containerization
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0S5 kemael ©S kernel

Hypervisor \

Virtual machines are infrastructure oriented:

« Coming from servers, now virtualized
« Virtual server resource management
- Several applications per server

- Isolation

« Persistence

container
OS kemel
ontainer host

Containers are service oriented:

« Application-centric

« Application management
« Solution decomposed

«  Dev(Sec)Ops

« Dynamic

« Orchestrated, e.g., with Kubernetes / OpenShift

© IBM Corp. 2025



Isolation: Virtualization & Containerization
Cloud-native technologies combining two worlds

Virtual machine management and integration with Virtual machine to isolate containers workloads
containers side-by-side:
« Kata Containers community project
«  KubeVirt community project
Management of virtual machines side-by-side with » Isolate container workloads with virtual machines, for

containers within a Kubernetes cluster example, to run privileged workloads (builds)

«  Confidential Containers community project

 Enhance Kata Containers with Trusted Execution
Technologies for a Confidential Container

. =
Confidential Containers with
Red Hat OpenShift Containe
Platfiorm and ZBDIP S«;::ure‘ { CON FI DENT'AL
EoRouion iy Lok kG ta CONTAINERS

cortainers

https://www.ibm.com/blog/confidential-containers-with-red-hat-openshift-container-platform-and-ibm-secure-execution-for-linux/

© IBM Corp. 2025



Red Hat OpenShift

Containers running in pods
Container
pods

Red Hat OpenShift

Red Hat OpensShift Container Platform logging

Add-ons / Storage / Operators — including
OpenShift Virtualization Operator/ ...

Infrastructure LPAR(s) — networking — disks

© 2025 IBM Corporation



Red Hat OpenShift Virtualization

VMs and containers run in pods

Pods exist side-by-side and have the same VM Container
access to the resources provided by the (in) pods pods

Red Hat OpenShift platform

Red Hat OpenShift

Red Hat OpensShift Container Platform logging
Add-ons / Storage / Operators — including
OpenShift Virtualization Operator/ ... I:I

Infrastructure LPAR — networking — disks

© 2025 IBM Corporation



IBM Virtualization options on IBM Z

IBM z

z/VNM LPAR

Linux LPAR KVM LPAR

OCP Virtualization

L)
1
HiperSockets HiperSockets HiperSockets
network network network
- z/VM (IBM)
[ ]

KVM (Red Hat, SLES, Ubuntu)
Red Hat OpenShift Virtualization



Virtual machines and containers in a single platform with...

Red Hat OpenShift Virtualization

* Bringing two worlds together
* One solution for VM and container workloads

OpenShift Virtualization key capabilities:
* Run VMs and containers in the same environment

* Manage modern and heritage workloads with the
same tools and within the same interface

* QOrchestrate communications between VMs and
containers

« Itis notrequiring additional Hypervisor

Removes the need to maintain different technologies,
different skills, and different teams

© IBM Corporation 2025

Virtual
machines

\g

Containers

Red Hat OpenShift Virtualization

Special function in
Red Hat OpenShift

IBM Z® and IBM® LinuxONE




OpenShift Virtualization since OCP 4.19
on IBM Z and IBM® LinuxONE

OpenShift Virtualization 4.19 is first release « OpenShift Virtualization Operator must be installed on
that includes it on IBM Z and IBM@ top of a Red Hat OpenShift cluster
LinuxONE. = OpenShift Virtualization does not come pre-installed

« OpenShift Virtualization Operator allows to run and
manage VM workloads alongside container workloads I
n a Red Hat OpenShift cluster.
= No other product installation required (e.g., no
separate KVM or other hypervisor installation)

Release notes

Note: Red Hat OpenShift 4.19 and Red Hat OpenShift Virtualization

are supported on IBM z17 and LinuxONE 5 . . . . .
» OpenShift Virtualization is based on the open-source

project Kubevirt and uses underneath KVM technology
to provision the virtual machines.

= Manages KVM guests only
* KVM guests based on s390x architecture
= No z/VM, no VMware, no other hypervisor

© 2025 IBM Corporation 10


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/virtualization/release-notes

OpenShift Virtualization 4.21
on IBM Z and IBM® LinuxONE

OpenShift Virtualization 4.21 is the latest « OpenShift Virtualization Operator must be installed on

GA release on IBM Z and IBM® LinuxONE, top of a Red Hat OpenShift cluster
= OpenShift Virtualization does not come pre-installed

Release notes  OpenShift Virtualization Operator allows to run and

manage VM workloads alongside container workloads in a

Red Hat OpenShift cluster.

= No other product installation required (e.g., no
separate KVM or other hypervisor installation)

» OpenShift Virtualization is based on the open-source
project Kubevirt and uses underneath KVM technology
to provision the virtual machines.

= Manages KVM guests only
* KVM guests based on s390x architecture
= No z/VM, no VMware, no other hypervisor

© 2025 IBM Corporation 11


https://docs.redhat.com/en/documentation/openshift_container_platform/4.21/html/virtualization/release-notes

OpenShitt Virtualization Operator

Requirements

« OpenShift Virtualization 4.19+ must be installed on a Red
Hat OpenShift cluster 4.19+ on LPAR.

= Installation of 4.19+ or upgrade to 4.19+ required

* Minimum required resources for OpenShift Virtualization
Operator are aligned with the minimum required resources
for an OpenShift Cluster.

» Each deployed VM requires additional resources, depending
on the VM specifics and/or the T-shirt size of the VM.

» It's recommended to plan ahead for additional resources:
IFLs, memory, and storage for the individual workload on
top of the cluster.

VM
pod

VM
pod

VM

pod

OpenShift Virtualization Operator

Red Hat OpenShift cluster

LPAR

IBM Z / IBM LinuxONE

https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/virtualization/release-notes

© 2025 IBM Corporation
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/virtualization/release-notes
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/virtualization/release-notes
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/virtualization/release-notes

OpenShift Virtualization
Installation Options

» OpenShift Virtualization - It requires OpenShift on LPAR(s) cluster

* Existing OpenShift cluster on LPAR(s) can be used when upgraded to 4.19

Single Node OpenShift
(SNO) cluster

VM VM VM
pod pod pod

OpenShift
Virtualization Operator

LPAR

Good for:

* Quick Start

» POCs, Learning, Dev
 Dev/ Test

3 nodes OpenShift
cluster

VM VM VM
pod pod pod

OpenShift Virtualization
Operator

LPAR LPAR LPAR

Good for:

« High Availability
» Scalability

» Guest Migration

“Classic” OpenShift
cluster
aoi | oo

VM
pod

OpenShift Virtualization Operator

LPAR

LPAR LPAR LPAR

LPAR

Good for:

* High Availability

» Further Scalability
* Guest Migration

© IBM Corporation 2025
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OpenShift Virtualization
Installation Options

» OpenShift Virtualization — It requires OpenShift on LPAR(s) cluster

* Existing OpenShift cluster on LPAR(s) can be used when upgraded to 4.19

Single Node OpenShift
(SNO) cluster

VM VM VM
pod pod pod

OpenShift
Virtualization Operator

LPAR

Good for:

* Quick Start

» POCs, Learning, Dev
 Dev/ Test

3 nodes OpenShift
cluster

VM VM VM
pod pod

OpenShift Virtualization
Operator

LPAR LPAR LPAR

Good for:

« High Availability
» Scalability

» Guest Migration

“Classic” OpenShift

cluster
VM VM VM .
pod pod pod

OpenShift Virtualization Operator

LPAR LPAR LPAR LPAR LPAR

Good for:

* High Availability

» Further Scalability
* Guest Migration

© IBM Corporation 2025
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OpenShift Virtualization « OpenShift Virtualization — It allows mixed OpenShift on z/VM & LPAR(s) cluster
Installation Options in * Existing OpenShift cluster on z/VM can be used when upgraded to 4.21

RH OpenShift 4.21

Mixed OpenShift Virtualization cluster

Usecase :

VM VM Lonkiner | funbiine UM Lot Gt ) o

pod pod N N . Extending an existing RHOCP cluster on
z/VM with one or more compute nodes on

LPARs and levaraging RHOCPV to create
VMs on the new compute nodes

OpenShift Virtualization Operator
* Reusing existing clusters

Openshift Openshift Openshift «  Saving LPARs by deploying control
compute compute compute
node 1 node 2 — nodes on z/\VVM
*  Requires z/VM
z/VM LPAR LPAR

Good for:

* High Availability
* Further Scalability
* Guest Migration

© IBM Corporation 2025



OpenShift Virtualization
Confidential Computing

OpenShift Virtualization :

- Leverages Confidential Computing
technology on IBM Z and LinuxONE (IBM
Secure Execution)

- This capability provides hardware based
memory encryption that protects virtual
machine workloads from access by the host
or hypervisor environment. For more
information, see Configuring IBM® Secure
Execution virtual machines on IBM Z® and

IBM® LinuxONE.

© 2025 IBM Corporation

Simplifies exploitation on a solution platform
layer by providing :

Ease of use of the underlying
technology

Automation to build IBM Secure
Execution (SE) VM images

Integration with CI/CD frameworks
(like OpenShift Pipelines) to
automate build of SE Images and
management of SE VMs

16


https://docs.redhat.com/en/documentation/openshift_container_platform/4.21/html/virtualization/creating-a-virtual-machine#virt-configuring-ibm-secure-execution-vms-ibm-z
https://docs.redhat.com/en/documentation/openshift_container_platform/4.21/html/virtualization/creating-a-virtual-machine#virt-configuring-ibm-secure-execution-vms-ibm-z
https://docs.redhat.com/en/documentation/openshift_container_platform/4.21/html/virtualization/creating-a-virtual-machine#virt-configuring-ibm-secure-execution-vms-ibm-z

OpenShift Virtualization

Extends the Red Hat OpenShift platform
capabilities to VMs

OpensShift Virtualization provides integration with:

OperatorHub for easy installation
OpenShift UT and CLI for management

Storage management with Local Storage and
IBM Storage Fusion

Network management with SDN for VMs
Cluster Logging and Monitoring of the VMs
High Availability within the cluster

© IBM Corporation 2025

OpensShift Virtualization provides
= Same look & feel

= Management of the VMs and the
environment of the VMs

* Orchestration of VMs, network,
storage, logging, etc. - the
environment where the VMs run

— Same tooling as for containers

« Ifyou’re used to containers, it’s
the same for VMs now



OpenShift Virtualization
Simplified VMs lifecycle
management

OpenShift Virtualization provides:

« Managing the hypervisor deployment and its lifecycle
* Managing the VM and VM images

» Easy deployment from templates and/or common
Instances types

» Importing VM images

* Providing pre-built guest images™ for use by OpenShift
Virtualization (RHEL8 , RHEL9, RHEL1O0, ...)

© 2025 IBM Corporation

OpenShift Virtualization provides
= Hypervisor lifecycle management

= Simplified management of the VMs
and VMs’ images

Additional community images for Ubuntu, Fedora and CentOS Stream
are available on quay

*List of all available Linux distributions for RHOCPV

18


https://catalog.redhat.com/software/containers/rhel8/rhel-guest-image/601d79b5cc1405c84e0d24a4?architecture=s390x&image=687643873f51e83a03be3743
https://catalog.redhat.com/software/containers/rhel9/rhel-guest-image/6197bdceb4dcabca7fe351d5?architecture=s390x&image=68908ad4e50f685d0213f275
https://catalog.redhat.com/software/containers/rhel10/rhel-guest-image/6707cadcce7eedf50bf232ff?architecture=s390x&image=689089c754eb268415fb4f91
https://quay.io/repository/containerdisks/ubuntu?tab=tags
https://quay.io/repository/containerdisks/fedora
https://quay.io/repository/containerdisks/centos-stream
https://access.redhat.com/articles/4234591

OpenShift Virtualization

Automation and Day 2 Operations

OpenShift Virtualization provides:

 Live guest migration
» Control over VMs resources via customizable quotas.

 Scaling the VMs in capacity via CPU hot plugin and/or
Memory ballooning.

» Backup and Restore via:
» Snapshot of VMs, Cloning of VMs images and VMs disks
« OADP (OpenShift APIs for Data Protection Operator)

 Integration with OpenShift Pipelines Operator (CI/CD
framework) for automating VMs management

© 2025 IBM Corporation

OpenShift Virtualization provides
= Simplified Day 2 operations

= Easy automation of the
environment and the applications

19



OpenShift Virtualization

Persistent storage options for VMs

Host path provisioner (HPP, included in RedHat OpenShift Data Foundation (ODF) and

RHOCPV): IBM Fusion Data Foundation (FDF)
« Local storage provisioner and uses the « RH ODF and IBM FDF are shared persistent
directory on the OpenShift compute nodes storage providers for containers and VMs
* Provides: * Provides:
 Easy, straight forward setup « High Availability and Data Resiliency
* Local to the node where the VM is running * Scale Horizontally
« Fast access to storage (local disk access) « Unified shared storage cross nodes

* Live guest migratiop

 Lacks enterprise storage features (backup,
guest migration etc.) « Requires provisioning additional resources

- Recommended for a Quickstart , POC ... - Recommended for Production environments

© 2025 IBM Corporation



OpenShift Virtualization
Low Effort, High Gain

OpenShift Virtualization is based on the
open source project Kubevirt and uses
KVM technologies underneath to
provision the virtual machines

= Manages KVM guests only

KVM guests based on s390x
architecture

= No z/VM, no VMware, no other
hypervisors or guests

© IBM Corporation 2025

Virtualization
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OpenShift Virtualization

(DaemonSet) Pod

© IBM Corporation 2025



OpenShift Virtualization

Minimum required resources

OpenShift Virtualization Operator deployment has the following requirements:

Additional red ed resource

IFL Cores < 0.2 IFLs

Red Hat Sizing Formula [1]
2.2 GiB + 150 MiB * Nygra + 360 MiB * Negroute

Memory

The minimum required resources for an OpenShift Clusters with 6 IFLs and 16 GiB Memory per control and
8 GiB Memory per compute are sufficient for installing the RHOCPV Operator.

Example: On an OCP cluster with 3 Control Nodes & 3 Compute Nodes, RHOCPV consumes only additional 3 GiB
Memory & 0.2 IFLs shared across all nodes on top of the RHOCP base load.

[1] Link to Red Hat sizing formula (verified and applicable for s390x)

© 2025 IBM Corporation


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/virtualization/index#virt-cluster-resource-requirements_preparing-cluster-for-virt

OpenShift Virtualization

Sizing for the Virtual Machines

RHOCPV is very resource efficient in managing Virtual Machines (VMs):
« RHOCPV is capable of provisioning up to 50 idling VMs on one single IFL

* IFL demand for the VMs is mainly driven by the workload itself

Memory demand of a VM can be accuratly calculated with a Red Hat formula [1]:

1.002 * Memorygequested + 218 MiB + 8 MiB * Ny,cpy

Example: For operating a VM with a requested size of 2 GiB Memory and 8 vCPUs you need to plan for 286 MiB additional
memory (on top of the 2 GiB)

[1] Link to Red Hat sizing formula (verified and applicable for s390x)

© 2025 IBM Corporation


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/virtualization/index#virt-cluster-resource-requirements_preparing-cluster-for-virt

Start and run your Applications in VMs co-located with your
Containerized workload

VM Container Container
pods pods

Red Hat OpenShift

alerting  monitoring  logging  Kubernetes.

 Openshit Virtualzation Operator
storage networking .

LPARs - networking - storage

© IBM Corporation 2025



OpenShift Virtualization on IBM LinuxONE - Introduction

@ Tevlen ' I Ve Meey Beseats Tl Weles e O @& C & G & ¢t A m ¥ A 8BLwNIwWw

Tt 0 e 08 ) Sy SRRt ey et e e (Aot AN e e gt Te sl ey B4 g @

Overview Ye
Detads - Pt Attvey
] o <o
Ohier ©
' eeer "
D R - -
M o - ——irn & St ol Lo P
[ Sl , v @D sy e
" v @D v Vrreie -
[ O — .\ e - e v G sy -
¢
an v D o o
° Pome® v e g o e v s 0y °
Larvnie Lowwl Mg vamast (A o
2 a v D wles
© Tk expond v o ”
v B Ow <oe
e e Cumter vebzston v @ -
v @
o v @ 3 -

Cuterovertory 00200 Bl

This will be a demonstration of OpenShift Virtualization on IBM LinuxONE. I
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https://www.youtube.com/watch?v=OEYIKnIxEkk

Red Hat OpenShift Virtualization
on IBM Z and IBM LinuxONE

Announcement Blog:
https://community.ibm.com/community/user/blogs/kelly-pushong/2025/08/12/red-hat-openshift-virtualization-now-

available

Documentation:
https://docs.redhat.com/en/documentation/openshift container platform/4.21/html/virtualization/release-notes

Technical Blog:

https://community.ibm.com/community/user/blogs/jan-schintag/2025/07/28/openshift-virtualization-on-ibm-z-
installation

RHOCPV Demo Video: https://voutu.be/OEYIKnIxEkk

© 2025 IBM Corporation
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This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your local
IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. 1BM has not tested those products and cannot confirm the performance, compatibility, or any other claims
related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.

This information provides only general descriptions of the types and portions of workloads that are eligible for execution on Specialty Engines (e.g, zlIPs, zZAAPs, and IFLs) ("SEs"). IBM authorizes customers to use IBM SE only to
execute the processing of Eligible Workloads of specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for IBM Machines” provided at
www.ibm.com/systems/support/machine_warranties/machine_code/aut.html (“AUT”). No other workload processing is authorized for execution on an SE. IBM offers SE at a lower price than General Processors/Central Processors
because customers are authorized to use SEs only to process certain types and/or amounts of workloads as specified by IBM in the AUT.
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Notices and Disclaimers

© 2025 International Business Machines Corporation. No part of this
document may be reproduced or transmitted in any form without
written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to
products that have not yet been announced by IBM) has been reviewed
for accuracy as of the date of initial publication and could include
unintentional technical or typographical errors. IBM shall have no
responsibility to update this information. This document is distributed
“as is” without any warranty, either express or implied. In no
event, shall IBM be liable for any damage arising from the use of
this information, including but not limited to, loss of data,
business interruption, loss of profit or loss of opportunity.

IBM products and services are warranted per the terms and conditions
of the agreements under which they are provided.

IBM products are manufactured from new parts or new and used parts.
In some cases, a product may not be new and may have been
previously installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product
plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are presented
as illustrations of how those

customers have used IBM products and the results they may have
achieved. Actual performance, cost, savings or other results in other
operating environments may vary.

References in this document to IBM products, programs, or
services does not imply that IBM intends to make such products,
programs or services available in all countries in which

IBM operates or does business.

Workshops, sessions and associated materials may have been
prepared by independent session speakers, and do not necessarily
reflect the views of IBM. All materials and discussions are provided
for informational purposes only, and are neither intended to, nor shall
constitute legal or other guidance or advice to any individual
participant or their specific situation.

It is the customer’s responsibility to insure its own compliance

with legal requirements and to obtain advice of competent legal
counsel as to the identification and interpretation of any relevant laws
and regulatory requirements that may affect the customer’s business
and any actions the customer may need to take to comply with such
laws. IBM does not provide legal advice or represent or warrant that
its services or products will ensure that the customer follows any law.



Notices and Disclaimers

Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other
publicly available sources. IBM has not tested those products about
this publication and cannot confirm the accuracy of performance,
compatibility or any other claims related to non-IBM

products. Questions on the capabilities of non-IBM products should be
addressed to the suppliers of those products. IBM does not warrant
the quality of any third-party products, or the ability of any such third-
party products to interoperate with IBM’s products. IBM expressly
disclaims all warranties, expressed or implied, including but not
limited to, the implied warranties of merchantability and fitness for
a purpose.

The provision of the information contained herein is not intended to,
and does not, grant any right or license under any IBM patents,
copyrights, trademarks or other intellectual property right.

IBM, the IBM logo, ibm.com, IBM Secure Service Container, IBM Cloud
Hyper Protect Crypto Services, IBM Cloud Hyper Protect DBaaS, IBM Cloud
Hyper Protect Virtual Server and IBM Hyper protect Virtual Server are
trademarks of International Business Machines Corporation, registered in
many jurisdictions worldwide. Other product and service names might

be trademarks of IBM or other companies. A current list of IBM trademarks
is available on the Web at "Copyright and trademark information" at:
www.ibm.com/legal/copytrade.shtml

The following terms are trademarks of other companies:

The registered trademark Linux® is used pursuant to a sublicense from the
Linux Foundation, the exclusive licensee of Linus Torvalds, owner of the
mark on a worldwide basis.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino
logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are
trademarks or registered trademarks of Intel Corporation or its subsidiaries
in the United States and other countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

Other company, product, or service names may be trademarks or service
marks of others.
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