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CICS Transaction Server tor
7/OS 6

XX

—_ [eee |
Reduced cost of Improved security and Enhanced developer Increased business
management and compliance productivity agility
resiliency management
CICS Admins can solve problems CICS and Security Admins can Developers can use tamiliar tooling Architects can unlock access to
faster using OpenTelemetry tighten security for valuable In Eclipse or VS Code to develop CICS applications with API
observability, reduce costs by applications and data using CICS CICS applications. Java enablement, messaging event
optimizing thread-safe access to security recording and CICS developers have access to the driven architecture, and Al in-
data tables, reduce volumes of Explorer tooling as part of a Zero latest versions of Java, Jakarta, transaction inferencing
data written to SMF, and simplify Trust strategy, secure all Spring Boot and Node.js to extend
and automate routine work with connections with AT-TLS and TLS applications, with fast local access
CICS configuration tools, CICS 1.3, and adopt best-practices with to CICS programs and data
policies and Ansible z/OS health checks




CICS Transaction Server
forz/0S 6.3

At a glance

@ OpenTelemetry

Manage and diagnose problems
across hybrid cloud applications
using OpenTelemetry dashboards
and tools. CICS captures,
propagates and emits trace spans
for each task. Works across z/OS
Connect, IBM MQ, CICS TG, Db2
and IMS for a complete end-to-
end trace

@9 Modernization

Develop CICS applications in VS
Code with enhanced editors from
IBM and Zowe. Developers can
define and deploy CICS resources
using YAML alongside the code,
with auto completion and
automation to ensure they meet
local conventions

FlI Al agent ready

Quickly answer questions about
CICS regions and configuration
using Al assistants in natural
language. CICS includes an MCP
server to provide accurate
Information to Al agents during
app development and problem
diagnosis

Core

Consolidate and simplity CICS
region configuration using YAML
for easier management and
provisioning. New policies to
Issue messages to the system log
and new policy rules for JVM
servers and APPC connections

Security

Adopt Zero Trust principles and
security best-practices with
enhanced workflows in CICS
Explorer, and and example
security definition validation
pipeline. AT-TLS can be used to
secure IPIC and outbound HTTPS
connections

<[> Modern Languages

Enable developers to use the
latest Java and Node.js support,
including Java 21, Jakarta EE 10,
and Spring Boot 3. CICS Java
APIs have been further
enhanced.



CICS TS 6

oday
2020 2021 2022 2023 2024 2029
December December
CICS TS 5.3 D %
December December
CICSTS 5.4 . ‘
September September
CICS TS 5.5 %
June March April
CICS TS 5.6 q D
June
CICS TS 6.1 q
June
CICS TS 6.2 4
September
CICS TS 6.3 q

Open beta

' Generally available

CICS TS announcements. IBM Lifecycle "Extended” = at least 5 years in service + 3 years service extension

End of marketing . End of service ‘ End of service extension



https://www.ibm.com/docs/en/cics-ts/6.x?announcement=all
https://www.ibm.com/support/pages/lifecycle/search/?q=cics%20transaction%20server

CICS TS 6.3
upgrading

Why

Reduce costs and time by using new features to better manage and
secure CICS, applications and access to data

Deliver more for your business and developers with features to modernize
CICS applications and optimized for latest IBM Z hardware and IBM

middleware, providing opportunity for better performance and resilience

Includes all service fixes from previous releases

Upgrade steps

Upgrade directly from any previous release
Simplified installation with zOSMF (optional) and documentation
Hardware: IBM z14 or higher

Software: IBM z/0OS 2.5 or higher

« 7/0S 3.1 or above required to support OpenTelemetry
« Java 17 or higher
* Full details in system requirements report

Documentation for CICS TS version 6 has been combined and tables &
annotations used to call out release specific info

IBM Hursley Lab Services provide a range of upgrade workshops



https://www.ibm.com/software/reports/compatibility/clarity-reports/report/html/softwareReqsForProduct?deliverableId=6A56A3B02D0611ED89D524E10733C3D5&osPlatform=z/OS
https://www.ibm.com/support/pages/node/7241229
https://www.ibm.com/support/pages/node/7241229

CICS TS 6.3
upgrading

Education videos on
IBM MediaCenter

CICS TS 6.3 Education

* Introduction
 QOpenTelemetry

« Core enhancements

Al agent support

« Configuration simplification
« Security enhancements

* Developer experience
enhancements

 Modern languages
enhancements

Search all media

IBM MediaCenter  Explore More v Learn & Support v  Product & Solutions v  Services and Consulting v

OpenTelemetry support in CICS TS 6.3

What is OpenTelemetry?

Application

OpenTelemetry is a vendor-agnostic observability Note: OpenTelemetry trace is NOT related to CICS
framework that assists in generating processing trace.
and distributing telemetry data such as metrics,

logs and traces.

Security

) 1:27/37:39

OpenTelemetry support in CICS Related Med
TS 6.3

B -

[ntroduction

This session introduces OpenTelemetry, how OpenTelemetry distributed tracing is supported by CICS TS

6.3, and how to configure CICS regions and transactions to emit traces. 10:42

Introduction to CIC

[ cics ] [ cics ts ] [ cicsts63 ] [ opentelemetry ] [ ctas in production ] [ en-us ] [ english (u.s.) ]

Appears In CICS Transaction Server ‘ IBM Z Software



https://mediacenter.ibm.com/playlist/details/1_k1xqzceu/categoryId/189147293

CICS TS 6.3 Stabilized technologies Deprecated functions Discontinued functions

- unlikely to receive updates - will be removed - Has been removed
« APPC password expiration management « CICS Liberty feature « CICS Liberty feature
« CICS Application Debugging Profile cicsts:zosConnect-1.0 cicsts:zosConnect-2.0
Manager
* CICS debugging tools sockets interface «  JVMSERVER-based configuration + Java8andJavall
* CICS Liberty features: option for the web services data
cicsts:jcalocalEci-1.0, cicsts:zosConnect- transformation service . JCA ECI adapter
1.0, cicsts:zosConnect-2.0
* CICS system events . USEROUTPUTCLASS function «  SAML using the CICS STS
 CICS TS Application Handler Java
Interface : : . :
« CICS Service Flow Runtime « Signing and encrypting SOAP messages

 CICSPlex SM Real-Time Analysis

« CICSPlex SM Web User Interface for the WS-Security feature

« CICS Web Interface COMMAREA interface * Extended Recovery Facility _

« DFHWBCLI web client interface * Transport Layer Security (TLS) 1.0
« Enterprise Bundle Archive (EBA)

« ONCRPC « XSNEX global user exit

 PDF documentation

» Release sensitive XPI call RELSENSCALL

 SAML using the CICS STS

* Signing and encrypting SOAP messages
for the WS-Security feature

« SOTUNING system initialization
parameter

 USEROUTPUTCLASS function

« WS-Security infrastructure options

« WSDL2.0-usel.l



https://www.ibm.com/docs/en/cics-ts/6.x?topic=releases-stabilization-notices-discontinued-functions#stabilization_notices__title__2
https://www.ibm.com/docs/en/cics-ts/6.x?topic=releases-stabilization-notices-discontinued-functions#stabilization_notices__title__3
https://www.ibm.com/docs/en/cics-ts/6.x?topic=releases-stabilization-notices-discontinued-functions#stabilization_notices__title__4

OpenTelemetry




What is OpenTelemetry

Application

Application
Code

=R

a
e

AP

Open telemetry Is a vendor-agnostic observabi
generating processing and distributing telemet

and traces

Evolution of OpenTelemetry signities a move from proprietary vendor-specific

Instrumentation

_:-|. —_—

OpenTelemetry
Protocol

.
&

Collector

OTLP

N P
-.|II. ]_,' 1‘% ﬁ_: 1‘?
q‘nt Racaivars ;

'\, Exporers ;

Frooass0rs

Ity framework that assists in
'y data such as metrics, logs

observability solutions towards a standardized, open approach

N.B. OpenTelemetry trace is NOT related to CICS trace.

Observability
Backends




What is an OpenTelemetry trace?

The big picture of what happens when a request 1Is made to an application

Understand the full path a request takes

User action

. API Gateway ) Linux
on Cloud on Cloud

OpenTelemetry represents a move away from
vendor-specitic observability solutions towards a
standardized stack

IBM MQ

CICS TS

on z/OS

on z/OS

Db?2
on z/OS

OpenTelemetry encompasses more areas of

observability t

we're just talki

nan trace (

ng about t

0gs, metrics). At this time,

dCeE
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Why OpenTelemetry trace?

To isolate the location of a problem in a
distributed application, it Is necessary to

understand for an individual request journey It
has taken...

... and where i1t finished?

With a fragmented observability architecture, this
Information might not be available, or needs to be
nieced together manually

No-one can see the big picture

Diagnosing the cause of an outage takes longer,
resulting in more downtime

The promise of OpenTelemetry Is that by
observing the same standards, ubiquitous end-to-

end observability of an application becomes
possible

SREs can see the entire journey for a request,

including where it went bang — no telemetry black
holes!

Diagnosing and fixing outages Is taster

Maybe you don't even get paged!

(d

11



Instrumentation

Application
soplication | OpenTelemetry Observability
Code Instrumentation Protocol Collector Backends
N S 5 s X N
— Y VAR P ;& . P ™
= s — — 4 s - -
I APT . SDK : Exportars OTLP Y Raceivers Procassors '\ Exporters ; : k‘ﬂ'ﬁ"— '
’ _ .-""-.___q_________.-"rr | r " ) /
User action \\\\\\\\
API Gateway Linux IBM MO CICS TS N Db2
on Cloud on Cloud on z/0S on z/OS on z/OS
® O

Runtimes are instrumented to emit signals corresponding to application request events

CICS TS 6.3 introduces a zero-code solution for emitting OpenTelemetry application trace

Trace data is aggregated and can be explored using an Observability Backend

12



Spans

User action

API Gateway Linux ) IBM MO R CICS TS ) Db?2
on Cloud on Cloud on z/0S on z/0OS on z/OS

Span (User action)

Span (API Gateway on Cloud)
Span (Linux on Cloud)
Span (IBM MQ on z/QOS)
Span (CICS TS on z/QS)

Db2 on z/0S

For a request, you can see its entire journey through your distributed application, the hierarchy of invocation of services, how long it
spent in each service, and additional meta data associated with each service (e.g. for CICS which transaction, etc)

13



The details...

Learn more a
week, includi
e How CICS

oout OpenTelemetry in CICS TS this

Ng:
TS OpenTelemetry instrumentation

actually works
» Detalled information about software pre-regs
(e.g.z/0S 3.1)
« What information is collected in CICS TS spans
* How to contigure OpenTelemetry in CICS TS
 See ademo scenario, with real data in an
Observability Backend

OpenTelemetry Tracing With CICS TS 6.3
Speaker: Mark Cocker

Thursday 26t Feb

10:30am

14
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Large Language Models

In recent years LLMs anc

the agents that t

power have exploded In

Gemini

popularity, and uti

ey

ity

[ Ms are incredibly complex statistical models of
the English language, which can generate tokens
IN a sequence based on some Initial context

L Ms power many of the AI applications you'll be
familiar with, or using today, like ChatGPT and

16



How Agents work

_LMs are very powertful, but to get the most out of
them, you need to caretully construct your
orompt, rather than relying on what the model
fundamentally “knows”

Agents are the programs that are doing this
“prompt engineering”

One Interaction with an agent may prompt an LLM
many times!

Agents are typically constrained to a specific task,
which helps to improve accuracy

Al Agents Statement of Direction

4 Al Overview

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

(Component Monitor Policy Option) typically refers to a configuration where a
policy rule, triggered by specific conditions, causes a message to be written
which allows for automated responses to various system and task-related
events. @

AI | Searching what is cmpo in the context of CICS policy messages...

In the context of CICS policy messages, CMPO does not appear to be a 1

recognized term or acronym. It might be a typo or an abbreviation not mentioned |
in the provided context. The context discusses various aspects of CICS policies, |
including message system rules, policy actions, and MP domain modules, but it

does not mention CMPO.

Show less ~

Policy... MPMO gate,... Format of CICS... See |
system REGISTER POLICY message information more

17


https://www.ibm.com/docs/en/announcements/statement-direction-zos-middleware-products-support-ai-agents

Agent maturity

Al tools like the IBM Docs search are advisory agents
What if when we built the prompt, we could provide additional context about your systems?

“Is the program UPDCUST threadsafe in my environment?”

The LLM doesn’t know anything about about “my environment”
We could provide that information in the prompt... but the user could have typed anything! How could we
know that information was relevant ahead of time?

NL Function RAG Assisted
calling Agent Agent

Context Aware
Agent

Advisory
Agent

Action
Agent

18



ools

LLMs can decide that the information is relevant, and ask for it!
But they can’t just ask for anything...
Agent developers can provide a "menu” of tools that the model can use to get more information

“What’s the weather like in Orlando today?”

Agent Using the GetWeatherTool and the GetZipCodeTool LLM
.;:} answer the question:

0

What’s the weather like in Orlando today?

GetWeatherTool
Input: ZIP CODE
Output: Weather

I'd like to invoke the GetZipCodeTool with the
argument “Orlando” please

forecast
The Zip Code for Orlando is 32819
>

I'd like to invoke the GetWeatherTool with the
argument “32819” please

GetZipCodeTool <

Input: City name

Output: Zip Code The weather for zip code 32819 today is sunny

The weather in Orlando is sunny today




Model Context Protocol

MCP Is used to dynamically wire tools
INto agents

This makes It easier to build an agent,
and make It context-aware, by wiring
IN pre-existing oft-the-shelf tools

Platforms like IBM Watsonx
Orchestrate let you do exactly this

CICS TS 6.3 Iincludes an embedded

MCP server, to help us build context-
aware agents for CICS TS

MCP Sorvaor

MCP CSporveor

MCP Server

GetWeatherTool

Input: ZIP CODE

Output: Weather
forecast

Agent

GetZipCodeTool
Input: City name
Output: Zip Code

o] LY

LLM

20



CICS MCP Server

CICS TS 6.3 has an embedded MCP server which

provides context to agents about:
« System topology

« System configuration

* Transactions

 Programs

e Files
e more!

The MCP server is a new feature ot CMCI JVM

server, so G

Infrastructu

0oes not require any additional
re

CMCI JVM server

REST API

Graph QL API

Managed bundles API

MCP API

21



CICS Transaction Sever Agents tor Z

An

Intro

du

Custom LLM-based agents, built with purpose for common CICS use cases

Connects to MC

S Ul

oroL

nding |

t with SM

A

Support tor Grar

Drocessl

ction to Leveraging Al to Increase Pro

ite, Llar

2 server as part of CICS 6.3 to provide live data about the
CICS system and its configuratior

- knowledge from the CICS team to provide LLMs with some
formation about the complexities ot CICS

na and Spyre Accelerator cards on the z17 to keep all

Ng on-p

elm anc

on-box

ductivity in CICS © IBM Corp 2026

22



Topology Agent

* Ask questl
JVMServe

ons about CICS topologies, setup, Inter-region connections,
'S, architecture, programming concepts and more!

» Uses a special index of data, built by the CICS team and formed on interviews

with SM

-5 on key topics and concepts

Problem Determination Agent

Uses live CICS data via MCP (i

of message codes (transactions)

Usest

with ot

nat live data to recon

ner key data about t

An Introduction to Leveraging Al to Increase Productivity in CICS © IBM Corp 2026

nmend a fix fort

ne transaction a

ALS

Issue, all Ir
Nd |

ts related

n CICS 6.3) to diagnose causes of DFHAC class

one message along

orogram



The details...

To find out more about CICS TS’s MCP server,
Agents, and to hear more from the CICS TS team

on Al, consider these sessions:

LNL: AI Where It Matters Most:

CICS 6.3 Is Al Ready!

Agentic Al on IBM /

Speaker: Kye Maloy

Monday 23 Feb 12pm

Speaker: Kye Maloy

Monday 23" Feb 3:45

An Introduction to Leveraging Al

to Increase Productivity in CICS

Speaker: Kye Maloy

Wednesday 25t Feb 9:15

24
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CICS TS Application Development
tooling choices

@ () IBM Host On-Demand
Host On-Demand ‘ winmvs28 - A X ‘

File Edit Settings View Communication Actions Help

eSS EREEREB Y &S 52 ®

Edit Edit _Settings Menu Utilities Compilers Test Help

EDIT NICED.CBSA.COBOL (UPDCUST) - ©01.99 Columns 0OBO1 00072
Command Scroll ===> CS5R
000232 ® lock it.

0EE233 *

000234 (o) @ idz_workspace - Cbl/TSTCBL.cbl - IBM Developer for z/OS

0EE235

- H B e v aC R Biv ,t;, O' Q., lso, 0 Db2 for z/OS... |y g Bz (@
| 54 o [ A o ool = 4
0PE236 ]
000237 b K Q i® B&
ackage Explorer | module-info.java cey * .C
000238 [% package Expl X = B | [J) module-inf | *TSTCBL.chl X = B
000239 | —r—" =
< o - e A o L
000240 v 1= Cbl
0pGg241 @ TSTCBL.cbl B © A999.
000242 R EXLL.
| @ O &~ L cics-dev-experience-demos (Workspace) 08 U =
@ ZOWE EXPLORER tmp.cbl 2, U UPDCUST.cbl 2 X !' zapp.yaml U ¢ _gitignore D
v DATA SETS !AM: UPDCUST > @ DATA DIVISION. > WORKING-STORAGE SECTION. > [«]1 01 Current-Time
p ~ 5% demo-lpar.zosmf 1 PROCESS CICS,NODYNAM,NSYMBOL(NATIONAL),TRUNC(STD) e
+~ [ NICED.CBSA.COBOL 137 PROCEDURE DIVISION.
L momoeoe 227 UPDATE-CUSTOMER-VSAM SECTION.
i& [ uPDACC 228 ucve1e.
[ uPDCUST * 2 231 * Position at the matching CUSTOMER record-and
@ XFRFUN 232 5 lock- it.
ﬁl> > B3 NICED.CBSA.DSECT 233
- ’ ’ 234 MOVE - COMM—-CUSTNO TO DESIRED-CUSTNO.
| B% > UNIX SYSTEM SERVICES (USS) 235
o IR 236 EXEC CICS READ FILE('CUSTOMER')
. 237 RIDFLD(DESIRED-CUST-KEY)
@ > 73 Favorites 238 INTO (WS—CUST-DATA)
> %1 demo-Ipar.zosmf 239 UPDATE
Llr\ > @ pr|0re_zosmf 240 RESP(WS—CICS—RESP)
241 RESP2 (WS-CICS-RESP2)
242 END-EXEC.
= 243
244 ~ e =
245 * Check that - the READ was  successful. If not -mark:th
v ZJOS DEBUGGER PROFILES 246 * field as not successful
v ® localhost.debug - DISCONNECTED 247 *
. 248 TF WS—CTCS—RFSP NNT = NFHRFSP(NARMAI )
> /2 Properties S —
i Z/OS CONSOLE Z[{0OS RESOURCES TABLE TERMINAL PROBLEMSQ e B = o~ X § 2 = B
~ 1@} Debug Profiles —
v f&§ CICS e
v & Non-CICS n Type
v UPDCUST.cbl /demo-lpar.zosmf/NICED.CBSA.COBOL 2

() "ERROR_TOKEN" unexpected tokens ignored parsing [Ln 152, Col 21]
(X) "ERROR_TOKEN" unexpected tokens ignored parsing [Ln 154, Col 21]
v tmp.cbl 2

v CICS

> &3 demo-lpar.iyk2zod?2
(® "SentenceListMarker" inserted before this token parsing [Ln 1, Col 12]

() "ERROR_TOKEN" unexpected tokens ignored parsing [Ln 8, Col 21]

@
9

7 main* 3140 ®4 A0 Noconnection LF {} COBOL & &) £ demo-Ipar.zosmf (zosmf), CRRZG5322E No SSH profile found ¢ Prettier [

3270 (ISPF, CEMT)
* Traditional choice
« Keyboard, keyboard, keyboard!

Eclipse
« Mature, stable, feature-rich

Visual Studio Code (VS Code)
« The new(ish) kid on the block
« Lightweight
« Modular/ extension-oriented

26



\/S C O d e Most popular technologies / All Respondents

Integrated development environment

Visual Studio Code

In the wider industry, VS Code Is tar and away the S
most popular IDE
* Light-weight

« Flexible

« Extensible

* Fast

 Great UX
* Unique teature set

The developers you are hiring tomorrow, will
already know how to use VS Code. They will want
to be able to use VS Code to develop z/OS
applications too.

Source: survey.stackoverflow.co/2024

2
= Developer . i
Surve Data licensed under Open Database License (ODbL)



What's out there, and what have we
been doing?

IBM € ibm.com > 853

m v/ Auto Update €23

There's already a great set of extensions from
IBM and Zowe tor developing z/OS applications Extension Pack (4)

IBM Z Open Editor D 248ms

L'I Provides COBOL, PL/I, HLASM, and REXX ...
<>

€ 1BM $o%

We've been updating these extensions to make
big Improvements tfor CICS TS application o IBM CICS for Zowe Explorer

Adds IBM CICS support to Zowe Explorer.
developers @ Zowe @

Particularly in the IBM CICS tor Zowe Explorer
extension 000 .

@ ZOWE EXPLORER

- DATA SETS
/C) v @7 demo-Ipar.zosmf

Lots Is free to use. If you're already an IDzEE or . - EemcEmconn,
ADTZ customer, you're entitled to premium o | Dumm P

[ XFRFUN
> B3 NICED.CBSA.DSECT

features and support for IBM VS Code extensions 08 5 e s s

v JOBS

-:OO! ‘ o > %] Favorites

> demo-Ipar.zosmf

m™
il > 10 zxplore.zosmf

=y
el

v Z|0S DEBUGGER PROFILES
v () localhost.debug - DISCONNECTED
> /2 Properties
v Jx Debug Profiles

IBM Developer for z/OS on VS Code Extension Pack

WWWWW

g

1
137
227
228

231
232
233
234
235
236
237
238
239
240
241
242
243
244 ~
245
246

247
248

Z/OS CONSOLE

Extension pack for mainframe application developers entitled to IBM Developer for z/OS Enterprise Edition.

Zowe Explorer O 114ms
VS Code extension, powered by Zowe CLI,...
£ Zowe §o3

IBM Z Open Debug

*
*

* K K Kk

I.II{} Provides a Debug Adapter Protocol (DAP) ...

© i6v nstall
O cics-dev-experience-demos (Workspace) 0 I & [
tmp.cbl 2, U UPDCUST.cbl 2 X I' zapp.yaml U & _gitignore [ ---

'AM: UPDCUST > @ DATA DIVISION. > £ WORKING-STORAGE SECTION. > [¢1 01 Current-Time

PROCESS CICS,NODYNAM,NSYMBOL (NATIONAL), TRUNC(STD)
PROCEDURE DIVISION.

UPDATE-CUSTOMER-VSAM SECTION.

ucvele.

Position at the matching CUSTOMER: record and
lock:- it.

MOVE COMM-CUSTNO TO DESIRED-CUSTNO.

EXEC CICS READ FILE('CUSTOMER')
RIDFLD(DESIRED—-CUST-KEY)
INTO(WS—CUST-DATA)

UPDATE

RESP (WS-CICS—-RESP)

RESP2 (WS—-CICS-RESP2)
END—-EXEC.

Check that the READ was successful. If not mark th
field as not successful

28

TF WS—TCS—RFSP NNT . = NFHRFSP{NNRMAI )
Z[OS RESOURCES TABLE TERMINAL PROBLEMSO e B = A~ X



VS Code

Local file manipulation - OWE EXPLORER
Glt tOOlS -. DATA SETS
v g7 demo-Ipar.zosmf
VS Code v B NICED.CBSA.COBOL
[ GETCOMPY
[ GETSCODE
[3 INQACC
] [3 INQACCCU
Data sets, z/OS Unix, Jobs, z/OS Console O INQcusT
Profiles (connection details) O Wiride
[ UPDCUST
(@ XFRFUN
Zowe Explorer = NICED.CBSA.CUSTOMER

> B3 NICED.CBSA.DB2.JCL.INSTALL

> E3 NICED.CBSA.DBRM
> UNIX SYSTEM SERVICES (USS)

JOBS
] > %1 Favorites
Managing CICS resources in a CICS region 7 B CRTEHPIRARSITT @EE HECL

> B3 1YK2ZOD3(JOB53770) - ACTIVE

> B3 1YK2ZOD2(JOB68481) - MV28 - CANC...

IBM CICS for Zowe Explorer > B3 1YK2ZOD2(JOB68738) - ACTIVE

CICS

v @i demo-lpar.iyk2zod2
v O 1IYK2Z0D2

v B Programs (UPD*) [3]
H UPDACC
B UPDACCT

COBOL, PL/I, Assembler
syntax highlighting, code complete

(=B NislnYalllaky

Pmain* <& ®1A6

IBM Z Open Editor

1
136
211
212
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230

231
232

N

ucvele.

k
*
*
*

L cics-dev-experience-demos

UPDCUST.cbl 7 X il

PROCESS CICS,NODYNAM,NSYMBOL(NATIONAL),TRUNC(STD)
PROCEDURE DIVISION.
UPDATE-CUSTOMER-VSAM SECTION.

I!al :’

Position at the matching CUSTOMER record and
lock it.

e et

KRN EREE RN

r B Sl L

MOVE - COMM-CUSTNO TO DESIRED-CUSTNO.

(-
4 ]

EXEC CICS READ FILE('CUSTOMER')

RIDFLD(DESIRED-CUST-KEY)

INTO(WS—-CUST-DATA)

RES == UPDATE UPDATE

RES [ ] COBOL CICS: READ UPDATE COBOL CICS: READ UPDATE
COBOL Embedd..
COBOL Embedd..

Check that the READ was successful. If not mark the re
field as not successful

.. TF WS—CTCS—RFSP NNT. = NFHRFSP(NNRMAI )

Z[/OS CONSOLE

TERMINAL ~ PROBLEMS @ -+ Filter (e.g. text, **/*ts... YW P

UPDCUST.cbl /demo-lpar.zosmf/NICED.CBSA.COBOL 7
) "READOptions" is invalid parsing [Ln 223, Col 17]
/\ Unreachable code symbol [Ln 207, Col 8]

/\ Unreachable code symbol [Ln 347, Col 8]
/\ Unreachable code symbol [Ln 351, Col 8]
/\ Unreachable code symbol [Ln 354, Col 12]
/\ Unreachable code symbol [Ln 358, Col 12]

FANREN T [P, -

el el i vemm el Fl e A/ M~ M

OUTLINE

v {} PROGRAM: UPDCUST |
/22 IDENTIFICATION DIVISIO... A
v «0 ENVIRONMENT DIVISION. §
{} CONFIGURATION SECT...}
<T> INPUT-OUTPUT SECTI...
v @ DATA DIVISION. _
v { WORKING-STORAGE S... §
{} COPY SORTCODE.
[¢] 77 SYSIDERR-RETRY |}
v [] 01 WS-CICS-WORK-A... §
[2] 03 WS-CICS-RESP
[€] 03 WS-CICS-RESP2 §
v {} LOCAL-STORAGE SECT...§
v (=3 01 DB2-DATE-REFOR... §
[¢] 03 DB2-DATE-REF-YR }
[] 03 FILLER
[¢] 03 DB2-DATE-REF-...
[] 03 FILLER
[¢] 03 DB2-DATE-REF-D.. 8
[€] 01 WS-CUST-DATA.
{} COPY CUSTOMER.
[€] 01 WS-EIBTASKN12 _
[2] 01 WS-SQLCODE-DISP §
v [] 01 DESIRED-CUST-KEY.}
(@] 03 DESIRED-SORT-... J}
[#] 03 DESIRED-CUSTNO §
[€] 01 WS-CUST-REC-LEN
[] 01 WS-U-TIME

Ln 223, Col 20 Spaces:3 UTF-8 LF {} COBOL &) A\ No Zowe CLI profile found. ¢ Prettier [%
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Our philosophy

VS Code Is for Application Developers — don't
expect a CICS Explorer-like experience

Keep developers in the code — don’t make them
navigate to a ditferent part of the Ul when they
need to answer CICS questions

Keyboard-friendly — VS code design philosophy iIs

away from ¢
lighter-welg
and use this

Ick-heavy wizards and

Nt keyboard-driven inte
to capture what keeps

coming back to 3270

0e0

towards
ractl

ons. Try

nle

>|lnspect CICS resource

IBM CICS for Zowe Explorer: Inspect CICS Resource

recently used €3

CICS Resource Inspector: Focus on CICS Resource Inspector View

PROBLEMS OUTPUT DEBUG CONSOLE CICS RESOURCE INSPECTOR

zoe9 > IYK2ZOE9
ABNDFILE Local File: ENABLED

Open status: OPEN

Enabled status: ENABLED

Type: KSDS

Permission: READABLE, BROWSABLE
Key length: 12

Record size: 681

Data set name: STEWF.CBSA.ABNDFILE

Attribute Value
accessmethod VSAM
add ADDABLE
addcnt 0
basdefinever 0
basedsname STEWF.CBSA.ABNDFILE
blockformat BLOCKED
blockkeyln N/A
blocksize N/A

e e A A e

Keyword search...
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& - Q. cics-banking-sample-application-cbsa v I

@ EXPLORER cast. UPDCUST.chbl 6 X ! zapp.yaml
v CICS-BANKING-SAMPLE-APPLICATION-CBSA cs. UPDCUST.cbl > { } PROGRAM: UPDCUST > @3 PROCEDURE DIVISION. > (&) UPDATE-CUSTOMER-VSAM SECTION. > (¥ UCV010.
P v Src o 1 PROCESS CICS,NODYNAM,NSYMBOL (NATIONAL), TRUNC(STD)
v base . 138 PROCEDURE DIVISION.
‘ 213 UPDATE-CUSTOMER-VSAM SECTION, o
Q Vv cobol_src - 214 ucve1e. = -
ce. CRDTAGYS.cbl 215 =
cs. CREACC.cbl 216 " -
g_p cs.. CRECUST cbl 217 * Position at the matching CUSTOMER record and T
' 218 #  [llock it. -
ce. DBCRFUN.cbl 219 * =
5 — .
v cs. DELACC.cbl 220 MOVE COMM-CUSTNO TO DESIRED-CUSTNO. —
ce. DELCUS.cbl 221 =_
Inspect CICS file 'CUSTJOMER' =
11, cs. GETCOMPY.cbl 222 EXEC CICS READ WILE('CUSTOMER') =
cs. GETSCODE.cbl 223 RIDFLD (DESIRED-CUST-KEY) =
ce. INQACC.cbl 224 INTO (WS-CUST-DATA) —
cs. INQACCCU.cbl 225 UPDATE i
cst INQCUST.cbl 226 RESP (WS-CICS-RESP) =
e 227 RESP2 (WS-CICS-RESP2) =
) SR 228  END-EXEC.| =
co. UPDCUST.cbl 6 229 -
ca. XFRFUN.cbl 230 * o~ s
() README.md 231 * Check that the READ was successful. If not mark the return e
232 * field as not successful -~
! zapp.yaml —
. FEE " —
> webui 234 IF WS-CICS-RESP NOT = DFHRESP(NORMAL) E
> Z-0S-Connect-Customer-Services-interface 235 e
> Z-0S-Connect-Payment-Interface 236 MOVE 'N' TO COMM-UPD-SUCCESS =
> zosconnect_artefacts e37
) 238 IF WS-CICS-RESP = DFHRESP(NOTFND)
¥ .gitignore 239 MOVE '1' TO COMM-UPD-FAIL-CD
(i) README.md 240 ELSE
@ © .gitattributes 241 MOVE '2' TO COMM-UPD-FAIL-CD
« .gitignore 242 END-IF
! _pre-commit-config.yaml o
1 e = 244 GO TO UCV999
ﬁ‘ S5 OUITHINE 245

update-customer-fix @ ) 0/\6 & Connectto aparked debug session (cics-banking-sample-application-cbsa) &) Finish Setup ————>  2C.zosmf (zosmf), 2C.ssh (ssh) [%




Contiguration
Simplitication




Challenges tacing the next
generation of CICS system
programmers

 Takes along time for early tenure system
orogrammers to become comtortable with the
plattorm

* Not something most universities teach

tso

CICS

Frexx

VSdam
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AS-1S SCENARIO

Stan teaches Julian

1010

CICS system programmer Stan
IS teaching his junior colleague
Julian about how CICS regions
are built, configured and
managed.

He talks Julian through the
complicated web ot JCL
PROCs, shared and region-
specitic CSD groups, SIT
parameters and zFS
contiguration files that his
organization have created.

STC STC STC PROC 1 CSD
' ' l
JCL JCL JCL
INCLUDE INCLUDE INCLUDE SIT
) ) )
JCL JCL JCL
INCLUDE INCLUDE INCLUDE
SIT SIT SIT
JVM JVM JVM
profiles profiles profiles
JVM

' profiles
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AS-1S SCENARIO

Complicated system

Julian finds it hard to
understand the way the
complex interrelated systems
are put together, and as he’s
new to z/0S, all the concepts
are new to him too.

He finds that he can’t look at
the system and understand or
reason about what will happen
at runtime — there Is too much
complexity locked up in the
configuration.

Do I change
the config in
here?

I must be
missing
something
here...

Or maybe it’s
§ here...?
STC STC STC PROC 1 CSD
! ! l
JCL JCL JCL
INCLUDE INCLUDE INCLUDE SIT
) ) 3
JCL JCL JCL
INCLUDE INCLUDE INCLUDE
SIT SIT SIT
JVM JVM JVM
profiles profiles profiles
| ] 1 avMm
T can’t see profiles
how these
vary...

L7
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What can we do about it?

“Simplity the configuration of CICS using a declarative configuration language”




CICS COﬂﬁgU I’a’[iOﬂ as YAML # yaml-language-server: $schema=./cics_region_0.1.1.schema.json

cilcs_regilon:
applid: "{{ vars.cics_region_applid }}"
sysid: "{{ vars.cics_region_sysid }}"
region_hlq: "{{ vars.cics_region_hlq }}"

. . installation:
Configure CICS with YAML  ir UL vors.use home 13+
 SIT parameters e 217218
srbsvc:
¢ CSD content data_sets:
. cics:
° Data set auocathﬂ hlq: "{{ vars.cics_hlq }}"
e JVM proﬁ[es sdfhlic: "{{ vars.cics_lic }}"
. : cpsm:
¢ Program matlc eXtenSIOnS hlq: "{{ vars.cpsm_hlqg }}"
. csd:
Variable support content:

- script: cbsa.csdup.txt
type: csdup_script

Validation and content assist in editor with a - script: debug.csdup. txt

type: csdup_script

schema
extensions:
clcs_cmci:
Fasy to store in a source code management provider: JVMSERVER
, , , , port: "{{ vars.cics_region_cmci_port }}"
repository — all the benefits of configuration as authentication: AUTOMATIC

COde ssl: "NO"



CICS contiguration as YAML

YAML configuration is translated into

contiguration files and data sets that CICS TS

already understands — no runtime changes to
support this

USS tool zcontig pertorms the translation
Works with all in-service releases ot CICS
Configuration is declaratively applied to the

system, just change the configuration document
and re-run, for any contig change

# yaml-language-server: $schema=./cics_region_@.1.1l.schema.json

cics_region:
applid: "{{ vars.cics_region_applid }}"
sysid: "{{ vars.cics_region_sysid }}"
region_hlqg: "{{ vars.cics_region_hlq }}"

installation:
dir: "{{ vars.uss_home }}"
svc: 217
srbsvc: 218
data_sets:
clcs:
hlq: "{{ vars.cics_hlq }}"
sdfhlic: "{{ vars.cics_lic }}"
cpsm:
hlg: "{{ vars.cpsm_hlqg }}"

csd:
content:
— script: cbsa.csdup.txt
type: csdup_script
- script: debug.csdup.txt
type: csdup_script

extensions:
clCcs_cmc1l:
provider: JVMSERVER

port: "{{ vars.cics_region_cmci_port }}"

authentication: AUTOMATIC
ssl: "NO"
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Why contiguration as code?

Every change (e.g. JCL, CSD resources,
etc) Is associate with a reviewed SCM

L commit
Move the source of truth from in-situ files and

data sets to a system that can reproduce that

config on-demand. Ideally you store thatin SCM Environments built from the same SCM
(e.g. git) commit are de-facto consistent

All deployments tollow the same
automated process, no manual
Intervention

Benefits include:
* Audibility
» Consistency

* Reduced risk ~ Any changes can be deployed In

» Faster deployment the same way, with an SCM
e Back-out commit

—

- Undo the last commit

© 2025 IBM Corporation



The detalls

ear more about this topic this week: Simplifying CICS Configuration - Harness the

Power ot Code
Speaker: Stew Francis
Wednesday 25t Feb 3:45

* Which elements of CICS contig are supported
 How they're configured in YAML

« Editing experience
 Demos of using this tool to contigure some real
CICS regions

Sign up to our closed beta:
https://ibm.biz/zcontig-beta

© 2025 IBM Corporation


https://ibm.biz/zconfig-beta
https://ibm.biz/zconfig-beta
https://ibm.biz/zconfig-beta
https://ibm.biz/zconfig-beta
https://ibm.biz/zconfig-beta
https://ibm.biz/zconfig-beta
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy139&sess=sess241
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy139&sess=sess241
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https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy139&sess=sess241

Modern Languages

Support for Java 21 « Jakarta EE 10
 Backportstob.5,5.6,6.1, 6.2 * Microprofile 6.X
* Minimum Java version 17 * Spring Boot 3
« Default codepage UTF-8 (already true for
_iberty apps) New with CICS TS 6.3, also backported to 6.1, 6.2
« JCICS String API usage unattected
* -Dtile.encoding=COMPAT New JCICS API for WRITE OPERATOR, VERIFY
» CICS Explorer tor Aqua 3.4 supports Java 21 PHASE

for development
JCICSX compatibility tor Jakarta EE 9/ 10



/ero Trust

Focus on protecting resources not perimeters

Enable the right user, to have the right access, E D
(]

to the right data, for the right reasons.

Identities Devices Applications

Never trust, always verity

Assume the bad actor is already present and
continuously monitor.

Infrastructure MNetwork




@ Security Discovery To-Do List X - O lE Security Discove ry Editor X

Se CU rl ty To-Do List @ User D Grouping

+ =
Shown is a list of potential issues to be considered. Click Model name=ToDolist.esm: Resource type filter=XTRAN: Application=No application: Displayed roles=5: Displayed member lis
i inf i d d
. . . . action:sue to see more Information and suggeste ot UA ot UM e U s
ty d tarted In CICS TS 6.2 e
Security discovery journey started In 2, . R : -
1% Hidden lIssues
- L S * N 1 Load data into the security discovery editor [1] USRO003 Sam Staples R R A
as part or Initiative to help Implement & Ungoed e s mebndstn || {7 USROOD3 oo Wl : ; :
4% Invalid role name
L . ° o T . . 1 Duplicate role accesses [1] USR0003 Sam Staples R R A
» Export security definitions from your security 15 Usroo0s Bob oormer : : .
|:’=| Role GROUP3 contains the same users as GRO groupl R R A R
i1 Duplicate member list resources [1] | USR0001 Bill Brockwell R R A R
C at a b aS e to YA |\/I ¥ Profile with UACC other than NONE [3] group2 R R A R
— (I Member list with UACC other than NONE [2] USR0002 Peter Lever R R A R
C « e . 1% Profile matching UACC and specific access [1] o Unresolved
[ :[ T] port YA M L d e n It | OnS I nto C:[CS EXpl-O re r -|:O r 1% Member list matching UACC and specific access [ USR0O005 Tom Dollery R A

4 Deny list profile [1]

USRO006 George Duckworth

L —

]
.

i1 Deny list member list [1]

analysis Do
* (Collect instrumented security logs from your
running application e ot st
« Compare the security definitions with the data,
and find out what access people really need

The application filter editor panels are only active when an SDD file has been loaded
1 Deny list resource [1]

CICS TS 6 - Journey to Zero Trust & DORA
Compliance

Speaker: Lewis James
Tuesday 24" Feb 9:15

New in 6.3:

* To-Do List populated with suggested actions
from automated analysis

* Report of changes made In editor

Security Discovery in CICS

Also of note: Speaker: Lewis James
« SECURETLS SIT parameter Thursday 26t Feb 9:15

 AT-TLS more widely supported



https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy138&sess=sess254
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy135&sess=sess222
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy135&sess=sess222
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy135&sess=sess222
https://sharew2025.conference-program.com/?post_type=page&p=15&id=IBM_copy135&sess=sess222

Foundation

Things we didn’t already cover:

Policies configured with an action to issue a
message will also send a message to the system

og

New policy rules for APPC (LU6.2) connection and
JVM server status
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Other Sessions on the CICS track

Beyond Monitoring: Unleashing Automated

CICS Nuts, Bolts and Gotchas

Operations tor CICS Diagnostics
Speakers: Teodoro Novo, Flavio Yano
Tuesday 24thth Feb 8:00am

Speaker: Ehimare Uiyoshioria
Wednesday 25tht" Feb 1:15pm

Profiling a CICS Transaction Using Trace

Speaker: Ezriel Gross
Tuesday 24tht" Feb 10:30am

CICS TS 6 - Pertormance Update

Speaker: Lewis James
Wednesday 25t Feb 2:30pm

CICS Debugging Essentials
Speaker: Ehimare Uiyoshioria
Tuesday 24tht" Feb 2:30pm
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Experience
more with IBM

Visit us at the IBM Booth #113

Atter a tull day ot technical
sessions, take a break with us!

Connect with our experts, snap a
photo with the z17 Plexi or the
latest Telum II, and get an up-
close look at our Spyre
Accelerator.

Come back each day for fresh

topics and demos at our expert
stations.

IBM Corporation 2026

Think 2026

Join 5000+ senior business and
technology leaders who are
seizing the Al revolution to
unlock unprecedented growth
and productivity at Think 2026.

Find out more information using
the OR code below.

Hietal

IBM Digital Asset Haven

IBM Digital Asset Haven is the
operational backbone tor
financial institutions and
regulated enterprises entering
the digital asset economy.

Find out more information using
the OR code below.

Ofgpe0

[=]
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Your feedback is important! ~ SHARE
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Submit a session evaluation for each session you attend:

Www.share.org/evaluation
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