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* Overview of Containers and Kubernetes
 What is z/OS Container Platform (zOSCP)
* Podman Overview and Demo

« zOSCP/Kubernetes Overview and Demo

* Dashboard

« Upgrading your zOSCP Cluster
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Overview of containers and Kubernetes
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Evolution of Application Deployment

Personal Computer / Bare Metal Virtual Machines

= &)

Dedicated hardware Hardware virtualization
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Containers

\g

OS virtualization

Performance Hardware utilization, different guest OSs Fast deployment, scalability, portability
Persistent, resource heavy apps, databases Microservices, cloud native dev, DevOps

VM VM

App App Container Container

[ Libraries & ] [ Libraries & ] App App
Dependencies Dependencies
A Libraries & [ Libraries & ]
pp App Guest OS Guest OS Dependencies Dependencies
[ Libraries & Dependencies ] Hypervisor Container Engine
[ Host OS ] [ Host OS ] Host OS ]
Hardware Hardware Hardware
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Containers overview SH - RE

» Are standard units of software that package up application code and all required
dependencies

» Containers are operating system and HW-architecture specific

» Utilize facilities provided by the underlying operating system to run applications in
Isolated environments

« Make moving, stacking, unstacking of compliant software easier — provides for
application portability and isolation
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Kubernetes overview SH - RE

Open-source container orchestration framework

Helps manage containerized applications
— Thetrend for application development is to break monolithic applications into many microservices
 Containers provide the perfect environment for running microservices

— Orchestration becomes important when there are many application instances (microservices)
across many systems/environments spanning physical machines, VMs, cloud

Features

— Framework for deploying microservices
— Automatic rollouts and rollbacks

— Service discovery and load balancing

— Horizontal scaling

— Self-healing

— Secret and configuration management
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Kubernetes architecture SHL&RE
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Control Plane Nodes

— Manage and provide the infrastructure for the Kubernetes cluster

Worker Nodes

— Host the container applications (microservices)

E Utility or Daemon
L] Container

L] Not part of
Kubernetes
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What is z/OS Container Platform (zOSCP)?
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IBM Z container portfolio SHLA.\RE
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Operating System HW-Architecture Deployment Option
Linux on IBM Z
Linux s$390x zCX
Containerized Linux on Z
_CX Foundation for applications running on z/OS
. RHOS
Containers
: z/0S $390x /08 . Containerized z/OS
! ' applications running on z/OS
IBM z/OS Container Platform
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zOSCP components
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z/0S Containers product components

Kubernetes Utilities
z/0S control plane appliance % Skopeo % Podman
& Kubernetes control
plane node
Container runtime
# s B | imeriace (OND
B | kubeadmz B | crictl 5 | conmon
kubectl @ | cri-o @ | runc
B oos I Kubernetes [ Containers
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Configuring Networking for z/OS Container Platform
Wednesday, February 25, 2026: 2:30 PM - 3:30 PM
Salon 16

Speakers: Mary Julian, Ben Hicks
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Podman
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Podman Background SH RE

 Podman is a daemonless open-source tool designed to manage the container
lifecycle

« Allows to create, run, and maintain OCI images in a production environment
 Allows for building and running pods without root access
* Provides a highly customizable environment

 Podman was ported to z/OS
 Similar look and feel as Linux
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Setting up Podman SH RE

usr/lpp/IBM/zoscp/workflows/zoscp _general.xml

* Should be performed on each system
« Expectation is the workflow is run by uid 0 or access to BPX.SUPERUSER

Security setup to authorize specific users
« Sample in SYS1.SBCZSMPL(BCZSECS1)

Rootless Podman is recommended
 Podman runs pods under the user ID of the submitter, which can give containers root privileges
* Reduces required permissions for users, and containers run with less access

zOSCP work can be classified by WLM
« Defaultis SYSOTHER unless SYSCNTNR service class is created
« Default assignment can be overridden
« Alternatively, Container Qualifiers can be used
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Networking Setup SH RE

« CINET environments must set  BPXK SETIBMOPT_ TRANSPORT
environment variable to set stack affinity.

« CNI

— Specification that defines and handles network interfaces for containers
— Plugins are invoked by Podman or cri-o
— Defadlts to IPv4

— Creates /etc/cni/net.d/10-zoscni.conflist

* Must have ZCONTAINER VIPARANGE

VIPADYNAMIC
VIPARANGE 255.255.255.248 10.10.21.0 ZCONTAINER

ENDVIPADYNAMIC
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Initial Verification Program SH RE

Workflows » Performs the base setup for running zOSCP - Workflow_1 11. Validate container setup

Properties for Workflow Step 11. Validate container setup

° B u i Id S a n d ru n S 114 H eI IO WO rl d 11] General Details Dependencies Notes Perform

. . Input Variables Review Instructions
container image
Review Instructions Instructions:

Create JOB statement

— B u i It fro m S C ratC h Review JGL This will create and run a simple "hello world" containerfile using podman.

Submit and Save JCL This step should be run from a user that has a UID of 0 or has access to the SAF resource BPX.SUPERUSER in the FACILITY class.

The /proc directory was found.

The /proc filesystem is mounted.

The UFS filesystem is started.

The TFS filesystem is started.

The /usr/lpp/IBM/zoscp/bin directory was found.
STEP 1/3: FROM scratch

STEP 2/3: COPY hello.rexx /

--> e6835f77eadf

STEP 3/3: CMD ["/hello.rexx"]

COMMIT 0-hello-world-64

--> 48c2f62c6591

Successfully tagged localhost/0-hello-world-64:latest
48c2f62c65916f79059c7be2f33c0d1fd42674169b29723be789d4235c805666
hello world

Untagged: localhost/O-hello-world-64:latest
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{

« Container Images are shipped only to ICR "default": [
— Entitled to images with z/OS license { g ot
e . rejec
— Use skopeo to copy from ICR y oo
— Growing list of container images ],t o
° i . "transports":
z/OS Container Platform uses zos for s390x images containers-storage" {
« IBM z/OS base, IBM Open Enterprise SDK for Go, "
IBM SDK Java Technology Edition for z/OS (Java 8) o RE—
— Some images require APF authorization y no eCCHIBREERRYnS
]
* Policy.json must be updated ! ocker™ {
— podman image trust set -t accept icr.io "iCE-iO"Z [
"type": "insecureAcceptAnything"
: : : }
* Private Container Registry ]
— Build custom images that others within your org can s -
access dcalc'::k[er-archlve |
— Blog on how to configure your private registry within zCX {
° "type": "insecureAcceptAnything"
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1. Pulling and building an image from a registry
2. Running a container
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>> podman images
REPOSITORY TAG IMAGE ID CREATED SIZE
lTocalrepo.ibm.com/zoscp/zos Tatest 89123cdd6dlc 6 weeks ago 228 MB

>> podman build . -t demo:1.0

STEP 1/5: FROM localrepo.ibm.com/zoscp/zos: latest
STEP 2/5: WORKDIR /

--> 8cc6fdc20f0

STEP 3/5: COPY demo ./

--> a2b6b7f874d

STEP 4/5: RUN chmod 555 demo

--> d2e32c9f213

STEP 5/5: cMD ["./demo"]

COMMIT demo:1.0

--> 7c42fe9cecb

Successfully tagged Tocalhost/demo:1.0
7c42fe9cechb7e5¢c76a2726666da2a08be5a9e27ff34d7298d4e98377807bf01c

>> podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
Tocalhost/demo 1.0 7c42fe9cecb7 13 minutes ago 245 MB
Tocalrepo.ibm.com/zoscp/zos Tatest 89123cdd6dlc 6 weeks ago 228 MB

>> podman tag localhost/demo:1.0 localrepo.ibm.com/demo:1.0
>> podman push Tocalrepo.ibm.com/demo:1.0

Getting image source signatures
Copying blob 39cla25583ad done

Copying config 7c42fe9cec done
Writing manifest to image destination
Storing signatures




>> podman images

REPOSITORY TAG IMAGE ID CREATED
lTocalhost/demo 1.0 7c42fe9cecb7 17 minutes ago
localrepo.ibm.com/demo 1.0 7c42fe9cecb7 17 minutes ago
Tocalrepo.ibm.com/zoscp/zos Tatest 89123cddedlc 6 weeks ago

>> podman run -d -name demo localrepo.ibm.com/demo:1.0
9061c781139fbb124e57d8306747f8a41dad30309431d0a6f56e3fb80c2ed83f

>> podman ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

9061c781139f localrep.ibm.com/demo:1.0 ./demo 11 seconds ago Up 9 seconds ago demo

>> podman inspect -f '{{.NetworkSettings.IPAddress}}' demo
10.10.21.1

>> curl http://10.10.21.1:8080
-> Hello from Pod 9061c781139f

>> netstat -cC
User Id cConn State

BCZ-CNTR 00000146 Listen
Local Socket: 10.10.21.1..8800
Foreign Socket: 0.0.0.0..0
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Kubernetes Cluster

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @ 23

© 2026 1BM Corporation



A
Kubernetes on z/OSCP Overview SHL-\RE

EDUCATE » NETWORK *» INFLUENCE

kubeadmz kam
Sysplex
Distributor zCPA 1 zCPA 2 zCPA 3
A A A
ﬂ Pods ﬂ Pods
z/OS System 1 - worker node z/OS System 2 - worker node
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« Stores images in different directory from Podman
— Can use a private registry to get images built with Podman

* Pods may or may not run under identity of the user
— User specified in deployment yaml

— Recommended to have generic user
« Prevents other users from deploying container under another user’s identity

* Run workflow to setup worker nodes
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Kubernetes on z/OSCP Overview SHL-\RE
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-l IBM Cloud
Sl Container registry

E{g z/0S system
z/0S Control Plane
Appliance
Kubernetes API » L Rt | - gPRC — | Fork/ Create
API Exec
User Kubernetes kubelet cri-o runC container
control plane
Monitor
conmon
- Kubernetes - Container runtime
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Setup for Kubernetes — zCPA SHRE

fusr/lpp/IBM/zoscp/workflows/zcpa_provision.xml
« Allocates a single zCPA (zFS instance directory, VSAM datasets)
* Run once for each zCPA

Add zFS instance mount to BPXPRMxx member

Security setup to authorize kubeadmz and kam CLI tools
« Sample in SYS1.SBCZSMPL(BCZSECS2)

For a high availability environment, configure the Sysplex Distributor
« Will discuss this in more detail in the afternoon session
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Setup for Kubernetes — Worker Nodes SH RE

« Jusr/lpp/IBM/zoscp/workflows/zoscp worker node.xml
« Once for each system that should be a worker node
* Must have UID 0 or BPX.SUPERUSER access

« Setup the started procedures CRIO and KUBELET
« They get started/stopped automatically when joining or leaving the cluster

« Define SYMDEF, point to current Kubernetes version

SYMDEF (&K8SVER="1.34") /usxr/1pp/IBM/zoscp/$(/bin/sysvar K8SVER) /bin

« Security setup: Containers user OCIUSER, CRIO and Kubelet users
.+ Sample SYS1.SBCZSMPL(BCZSECS3)
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Kubernetes Demo SHL.\RE
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Starting the zCPAs

Initializing the control plane nodes
Joining the worker nodes
Creating pods

s W~
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S ZCPA,JOBNAME=ZCPAl,CONF=‘/global/zcpa/instances/ZCPAl/start.json’

GLZB025I zCX 1instance zZCPAl: Initialization has started. Code date 02/21/25.
EzD1204I DYNAMIC VIPA 10.10.10.1 WAS CREATED USING IOCTL BY ZCPAl ON TCPIP

workflows Performed:
Provision: 1.0.1
Reconfigure: N/A
Upgrade : N/A
Add Data Disks: : N/A

HCz1110
N/A
N/A
N/A

2026/02/21 12:52
N/A
N/A
N/A

GLZB027I zCX 1instance ZCPAl: Starting virtual CPUs.

GLZB027I zCX instance ZCPAl: IPLing guest.

GLZM012I zCX services for instance ZCPAl are available.

© 2026 1BM Corporation
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>> kubeadmz init --control-plane-appliance-address 10.10.10.1 --control-plane-endpoint 10.10.20.1
--upload-certs

BCz2001I kubeadmz initialized the Kubernetes control plane on zCPA 10.10.10.1
>> kubeadmz join 10.10.20.1 --control-plane-appliance-address 10.10.10.2 --control-plane
BCz2001I kubeadmz joined the Kubernetes control plane on zCPA 10.10.10.2

>> kubeadmz join 10.10.20.1 --control-plane-appliance-address 10.10.10.3 --control-plane

BCz2001I kubeadmz joined the Kubernetes control plane on zCPA 10.10.10.3

>> kubeadmz getConfig --control-plane-appliance-address 10.10.10.1
BCz2002I kubeadmz wrote zCPA Kubernetes config file /u/user2/.kube/config

>> kubect] get nodes

NAME STATUS ROLES VERSION
zcpal Ready control-plane vl.34.1
zcpa2 Ready control-plane vl.34.1
zcpa3  Ready control-plane vl.34.1
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>> kubeadmz join 10.10.10.1

BCz22181 kubeadmz initialized the z/0S worker node to the Kubernetes cluster

>> kubect] get nodes

NAME

nodel
node?2
zcpal
zcpa?2
zcpa3

© 2026 1BM Corporation

STATUS
Ready
Ready
Ready
Ready
Ready

ROLES

<none>

<none>
control-plane
control-plane
control-plane

VERSION
vl.34.2-z0s.v1.1.0
vl.34.2-z0s.v1.1.0
vl.34.1
vl.34.1
vl.34.1

SH.ARE
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>> kubect]l apply -f service.yaml
service/demo created

>> kubect]l get pods -0 wide

NAME READY STATUS RESTARTS AGE IP
NODE ..
demo-67f5bddd46-gricw 1/1
10.10.21.1 nodel
demo-67f5bddd46-nvvzv 1/1
10.10.22.1 node2

Running 0O 47s

Running 0O 47s

>> curl http://10.10.21.1:8080
-> Hello from Pod demo-67f5bddd46-nvvzv
curl http://10.10.22.1:8080
-> Hello from Pod demo-67f5bddd46-grilcw
curl http://10.10.20.1:30089
-> Hello from Pod demo-67f5bddd46-nw\

curl http://10.10.20.1:30089

-> Hello from Pod demo-67f5bddd46-grilcw

on-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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 10.10.20.1 is the Sysplex Distributor address

Connecting to pods directly

Connecting to pods through the Sysplex
Distributor (round robin)
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Dashboard
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« zOSCP provides the Kubernetes Dashboard as an alternative to using kubectl commands
« Start/stop the dashboard using kubeadmz

« Creates a NodePort service, can connect to the dashboard directly through the zCPA IP address
or the Sysplex Distributor IP address

Sysplex Distributor
10.10.20.1

zCPA1 zCPA2 zCPA3
10.10.10.1 10.10.10.2 10.10.10.3
Dashboard
Port 30443

Dashboard
Port 30443

. Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/
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« 2 user tokens are returned when starting the dashboard:

 Admin user — read/write access to dashboard namespace and resources
 Monitor user — read access to dashboard resources

>> kubeadmz dashboard start --control-plane-appliance-address 10.10.10.1

BCz2002I kubeadmz wrote zCPA Kubernetes dashboard file

/u/userl/.kube/.dashboard
BCz24401I started the Kubernetes dashboard on zCPA 10.10.10.1

Kubernetes Dashboard

{"tokens": {

"admin-user": "eyJlhbGciOiJSUzZIINiIsImt..c3T7yI8Yqg", Bearer token *
“monitor-user": “AZOKw9hHhTxV4By7AgLI...bvAOzQ"

o You can generate token for service account with: kubectl -n NAMESPACE create token SERVICE_ACCOUNT
To find out more on how to configure and use bearer tokens, please refer to the
© 2026 IBM Corporation Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commﬁs Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@ @ 36




Get Pods View

Workloads > Pods

Workloads w

Cron Jobs
Daemon Sets
Deployments

Jobs

Replica Sets
Replication Controllers

Stateful Sets
Service

Ingresses N

Ingress Classes

BrUICE by

© 2026 1BM Corporation

kube-system

Zoscp-zcpa

Zzoscp-zos-pod-admission-controller

zZoscp-zos-security-admission-cont...

docker.io/kubermetesui/dashboa
rd-api:1.11.1

docker.io/kubermetesui/dashboa
rd-metrics-scraper:1.2.2

Labels
app.kubernetes.io/component: a
pi
app.kubernetes.iofinstance: vaul
E Zcpal

app.kubernetes.io/managed-b
y: Helm

app.kubernetes.io/componen
t: metrics-scraper

app.kubernetes.iofinstance: vaul

. zcpal

app.kubernetes.io/managed-b
y: Helm

app: vault-kong

Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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Select a namespace

— View list of pods




Viewing a Pod SH ARE

EDUCATE » NETWORK *» INFLUENC

oredns-668d6bf9bc-fj8q4

Metadata

Name Namespace Created Age uiD

coredns-668d6bf9bc-fj8q4 kube-system Apr 23,2025 Ocbb4627-fce2-4

Owner

Labels
k8s-app: kube-dns pod-template-hash: 668d6bf9bc

Resource information

Status IP QoS Class Restarts Service Account

Running 192.168.1.11 Burstable 0

Conditions
Type Status Last probe time Last transition time

Initialized True . 2 hours ago
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Metrics Server SH/ARE
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« The metrics server pod scrapes the host appliance for CPU and memory usage
« Gives insight to the node and pod resource usage
* Fits existing management solutions

Only for control plane nodes

CPU requestis CPU limits CPU capacity Memory Memory limits  Memory

Labels Ready (cores) (cores) (cores) requests (bytes) (bytes) capacity (bytes)

Pods Created 1

beta.kubemetes.iofarch: s390x
a0

beta.kubemnetes.iofos: linux True 1.65 (82.50%) 210(105.00%) 2.00 1.26Gi (61.14%) 1.89Gi (91.94%) 2.06Gi 16 (14.55%) mlnutes
ago

kubernetes.io/farch: s390x

© 2026 IBM Corporation Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ E@E®OG 39
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https://<dashboard>/api/v1/resource/namespace

>> curl https://10.168.217.14:32001/api/v1/pod/kubernetes-dashboard --header "Authorization: Bearer $TOKEN"
{
"TistMeta": {
"totalItems": 5
3,
"cumulativeMetrics": [],
"status": {
"running": 5,
"pending": O,
"failed": O,
"succeeded": O,
"terminating"”: 0
},
"pods": [
{
"objectMeta": {
"name": "vault-kong-7df5fb9c85-rnwqg2",
"namespace": "kubernetes-dashboard",
"creationTimestamp": "2025-04-23T7T16:55:282",

© 2026 IBM Corporation Copyright© by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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Upgrade Process

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @ a1
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Upgrade Overview SH RE

« There is a new Kubernetes version every quarter, zOSCP follows the same release cycle

« Each upgrade goes to the next patch level or minor version
« Control plane nodes can be no more than one minor version apart

» |f there is more than a single minor version increase to upgrade to, these steps will have to
be performed multiple times

« Steps to upgrade a cluster:
1. Run the z OSMF zCPA upgrade workflow against each zCPA in the cluster, then rejoin the
zCPA
2. Run kubeadmz upgrade against each zCPA

3. Run the z/ OSMF worker node upgrade workflow against each worker node, then rejoin the
zCPA

« Alternatively, run kam upgrade against each zCPA in place of steps 1 and 2

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @O 42
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>> kubectl get nodes

NAME STATUS  ROLES AGE  VERSION

nodel Ready <none> 72s vl.33.2-z0s.v1.1.0
node2 Ready <none> 11m vl.33.2-z0s.v1.1.0
zcpal Ready control-plane 38m vl1.33.1

zcpa2 Ready control-plane 11m vl1.33.1

zcpa3 Ready control-plane 8m vl1.33.1

>> kam upgrade 10.10.10.1 --zosmf-system MVSSYS --zcpa-filesystem /global/instances/ZCPA1l
User USER1 z/OSMF password:

Preparing zCPA at 10.10.10.1 for an upgrade .
Upgrading zCPA at 10.10.10.1 . .

Resuming zCPA at 10.10.10.1 after upgrade .
BCZ24351 node 10.10.10.1 upgraded.

>> kam upgrade 10.10.10.2 --zosmf-system MVSSYS --zcpa-filesystem /global/instances/ZCPA2
User USER1 z/OSMF password:

Preparing zCPA at 10.10.10.2 for an upgrade .
Upgrading zCPA at 10.10.10.2 . .

Resuming zCPA at 10.10.10.2 after upgrade .
BCZ24351 node 10.10.10.2 upgraded.
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>> kam upgrade 10.10.10.3 --zosmf-system MVSSYS --zcpa-filesystem /global/instances/ZCPA3
User USER1 z/0OSMF password:

Preparing zCPA at 10.10.10.3 for an upgrade .
Upgrading zCPA at 10.10.10.3 . . .

Resuming zCPA at 10.10.10.3 after upgrade . .
Upgrading control plane node for zCPA at 10.10.10.3 .
Upgrading control plane node for zCPA at 10.10.10.1 .
Upgrading control plane node for zCPA at 10.10.10.2 .
BCZ2435I node 10.10.10.3 upgraded.

>> kubectl get nodes

NAME STATUS ROLES AGE VERSION
nodel Ready <none> 72s v1.33.
node2 Ready <none> 11m v1.33.
zcpal Ready control-plane 1m
zcpa2 Ready control-plane 4m
zcpa3 Ready control-plane 7m

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/
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. GLZB0O27I zCX instance ZCTEST: Loading guest image.
« Sends a message when an upgrade is GLZBO22I zCX instance ZCTEST version information 321

available on the system for the zCPA or Bootloader: HZDC7CO 0267075

3.7.3 2.5.0
worker node Current Appliance: HCZ1110 0A67369

. 4.4.3 1.33.1
Add the check to the HZSPRMxx member 29950217 T2000297

Available Appliance: HCZ1110 0A67369

4.4.3 1.34.1

20250127T2058487
Virtualization Layer: HBB77DO UJ96016 09/30/24

Started on 2026/02/20 16:54:22
Workflows Performed:
Provision: 1.0.2 HCZ1110 2026/02/20 15:19
Reconfigure: N/A N/A N/A
Upgrade: N/A N/A N/A
Add Data Disks: N/A N/A N/A
Add Local Stg Disks: N/A N/A N/A
GLZB0O27I zCX instance ZCTEST: Starting virtual CPUs.
GLZBOO1I zCX instance ZCTEST initialization is complete.
Code date
09/30/24.
GLZBO27I zCX instance ZCTEST: IPLing guest.
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Questions?
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Thank you
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Reference Material

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @ 50

© 2026 1BM Corporation



A
Filesystem Layout and PDSE locations SH -\RE

EDUCATE » NETWORK *» INFLUENCE

1.32/
1.33/
1.34/

bin/
lusr/lpp/IBM/zoscp/ - " SYS1.SBCZCPA1
|

PDSE: SYS1.SBCZCPA2

PDS: SYS1.BCZSAMP

samples/ SYS1.SBCZCPA3
: SYS1.SBCZCPA4
smpefiles/
workflows/
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Setup BPXPRMxx and Path for zOSCP

* Union file system
— Provides a merged view of two or more
directories
« Temporary file system
— In memory physical file system not written
to DASD
* Proc file system
— Pseudo-filesystem representing the
current state of the system and processes

« Update PATH environment variable
— Access to Podman, CNI and others
— Recommended to update /etc/profile

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C
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Workflows » Performs the base setup for running zOSCP - Workflow_1 » 1. Validate your BPXPRMxx parmlib is setup for zZOSCP
Properties for Workflow Step 1. Validate your BPXPRMxx parmlib is setup for zOSCP

General Details Dependencies Notes Perform Status Input Variables Feedback

Review Instructions Review Instructions

Instructions:

zOSCP requires the UFS, TFS and PRQOC filesystems.

To activate the union filesystem, add the following to your BPXPRMxx PARMLIB member:
FILESYSTYPE TYPE(UFS) ENTRYPOINT(BPXUNINT)

To activate the temporary filesystem, add the following to your BPXPRMxx PARMLIB member:
FILESYSTYPE TYPE(TFS) ENTRYPOINT(BPXTFS)

To activate the PROC filesystem, add the following to your BPXPRMxx PARMLIB member:
FILESYSTYPE TYPE(PROC) ENTRYPOINT(BPXUPINT)

MOUNT MOUNTPOINT('/proc') FILESYSTEM('PROC') TYPE(PROC) MODE(RDWR)

The /proc directory is required. Check to see that this directory exists. If it does not, you will have to create this directory.

Workflows » Performs the base setup for running zOSCP - Workflow_1 » 2. Add the zZOSCP product directory to PATH= environment variable in /etc/profile

Properties for Workflow Step 2. Add the zOSCP product directory to PATH= environment variable in /etc/profile

General Details Dependencies Notes Perform Status Input Variables Feedback

Review Instructions Review Instructions

Instructions:

Add /usr/lpp/IBM/zoscp/bin to your PATH environment variable in /etc/profile as like the example below:

# Add zoscp executables to PATH
PATH=$PATH:/usr/Ipp/IBM/zoscp/bin

Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/
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//STEP1 EXEC PGM=IKJEFTO1
//SYSPRINT DD SYSOUT=*
« Manual step performed by z/OS //SYSTSPRT DD SYSOUT=*
Security administrator //SYSTSIN DD

L /* SETROPTS CLASSACT(UNIXPRIV)
« Sample job in /* SETROPTS RACLIST(UNIXPRIV)

SYS1SBCZSMPL(BCZSECS1) /* Create group that will be given access to run podman

. /* ADDGROUP PODMAN OMVS (AUTOGID)
Creates PODMAN group /* RDEFINE UNIXPRIV CONTAINERS UACC(NONE)
_ : /* PERMIT CONTAINERS ID(PODMAN) ACCESS(READ) CLASS(UNIXPRIV)
G%ﬁ;?é&%%’;‘;—AINERS 1L /* SETROPTS RACLIST(UNIXPRIV) REFRESH

/* To connect a user ID to the PODMAN group, run:

« Connect command to add Users /* CONNECT <userid> GROUP(PODMAN)
/* Where the <userid> is the user ID you want to connect to the

/* PODMAN group.
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Workflows » Performs the base setup for running zZOSCP - Workflow_0 4. Setup permanent filesystem used by podman
Properties for Workflow Step 4. Setup permanent filesystem used by podman

* Permanent filesystem setup
— Persistent storage for container images and other artifacts ot cona
- Mounted On /Var/“b/pOdman Rev‘i:"::t'mc“ons Enter the variable values for this input category.

Create JOB statement

— Creates /var/lib/podman/storage

Submit and Save JCL

General Details Notes Perform

* Podman lib filesystem: i) - Name of the filesystem to create for the podman b filesystem:
BCZ.PODLIB

° S h a ri n g Of P Od m a n fi I esyste m Podman lib volser: (i) - Volume used to aliocate filesystem for containe

* Podman lib filesystem primary size: (i) - Primary size of the podman lib filesystem in MB:

— Allows for unprivileged users to use Podman file system
— /Va r/S h a re/CO n ta i n e rS/StO rag e * ;'Oofsman lib filesystem secondary size: ‘j,‘- Secondary size of the podman lib filesystem in MB:

SMS STORCLAS: 'j.' - STORCLAS for the podman lib VSAM data sets and zF S filesystem:

r images and artifacts:

SMS MGMTCLAS: ‘j,‘ - MGMTCLAS for the podman lib VSAM data sets and zFS filesystem:

« Setup temporary filesystems
— /var/run/containers
« Container metadata
— /var/run/runc
* runc metadata
— /var/run/user
« Stores user specific meta data

SMS DATACLAS: ‘j.‘ - DATACLAS for the podman lib VSAM data sets and zF S filesystem:
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_ [storage]
» containers.conf
— Default configuration options for podman # Default Storage Driver, Must be set for proper
operation.
¢ mounts.conf driver = "ufs"
— Default mounts for podman .
# Temporary storage location
 storage.conf runroot = "/var/run/containers/storage”

— Specifies container storage options

# Primary Read/Write location of container storage
graphroot = "/var/lib/podman/storage"

* registry.conf
: : . # Storage path for rootless users
— Configures default image registries rootless. storage_path =

policy.json "$SHOME/.local/$SYSNAME/containers/storage”

— Determines whether an image should be accepted
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« zOSCP work can be classified by WLM
— Default is SYSOTHER unless SYSCNTNR service class is created
— Default assignment can be overridden

 Alternatively, Container Qualifiers can be used
— Can be configured at the pod level
« annotations = ["zoscp.ibm.com/wim-qualifier=myqual"]
— Can be configured at the container level
« annotations = ["zoscp.ibm.com/wim-qualifier.'container_name'=myqual’]
— Can be passed directly on run command
« Podman run —annotation zoscp.ibm.com/wlm-qualifier=myqual
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Properties for Workflow Step 1.2. Gather z/OS Control Plane Appliance instance properties

General Details Dependencies Notes Perform Status Input Variables Feedback IPV4 address aSSIgned In VIPARANGE
ZCPA statement in the TCP/IP profile

Input Variables - z/0S Control Plane Appliance Network Configuration

Pl i

Enter the variable values for this input category.

* |Pv4 Address: G) - IPv4 address for the zCPA instance (as defined by a Vi
statement):

NoE SerA TERI pretle Optionally, IPv4 address assigned as
distributable dynamic VIPA in

Sysplex Distributor IPv4 Address: (i) - IPv4 address of thW Vl PAD | STRl B UTE EXTTARG
statement in the TCP/IP profile

TCP/IP Stack Name: Lj) - Z/OS TCP/IP stack nhame:

* MTU Size: Lj) - The MTU to use for network communication with the ZzCPA instance:
1492
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* Sample JOb [ ] *kdk ek ke gk ke deok ke dk ke dok K kok Kk ok ok ok k ok Kok ok ok ok ok ok ok ok ok ok ok ok ok ko
SYS1 SBCZSMPL(BCZSECSZ) //* This job step permits a user or group to the SAF resource
] which
o kUbeadmZ //* allows the user to run the kubeadmz or kam utility.

K8SADMIN 1is

— Create group K8SADMIN with access to the //* a SAF group name representing Kubernetes administrators.
This SAF

//* group name is also used by other programs meant for use by

SAF resource BCZE.KUBEADMZ.*
//* Kubernetes administrators.

e kam e
* //ZCPASAF EXEC PGM=IKJEFTO1
— Create SAF resource BCZE.KAM.* and add /7SYSTSPRT DD SYSOUT—%
users //SYSTSIN DD *,SYMBOLS=JCLONLY
/* SETROPTS CLASSACT(SERVAUTH)
/* SETROPTS RACLIST (SERVAUTH)
/* RDEFINE SERVAUTH BCZE.KUBEADMZ.&SYS. UACC(NONE)

e Permit the kam users and KSSADMIN /+ ADDGROUP K8SADMIN OMVS(AUTOGID)
. . PERMIT BCZE.KUBEADMZ.&SYS. CLASS(SERVAUTH) ACC(READ
group to the required ICSF SAF profiles AN ( ) ACCIREAD)

., A . . /% RDEFINE SERVAUTH BCZE.KAM.&SYS. UACC(NONE)
» Create public/private key pair in a certificate /% PERMIT BCZE.KAM.&SYS. CLASS(SERVAUTH) ACCESS (READ)

) ID (&USERKAM)
* Define OPERCMDS to start/stop CRIO and /* SETROPTS RACLIST(SERVAUTH) REFRESH
KUBELET
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« Sample job SYS1.SBCZSMPL(BCZSECS3)
« Recommended to create a default containers user (OCIUSER)

© 2026 IBM Corporation

Run containers with minimal privileges

CRIO read access to SURROGAT BPX.SRV.OCIUSER
A different user ID can be selected

Instructions:

kubectl set env daemonset zoscp-zos-security-admission-controller —-n zoscp-zos-security-admission-
controller DEFAULT-PERMITTED-USERID=${YOUR DEFAULT USERID}"

Note: A change in the default user ID for containers has implications for any running workload and a decision to perform such a change should be carefully
managed. For example, you might do this when the cluster is instantiated and before any workload is assigned.

For more information, please see the 'Default user ID for containers on z/OS' and 'Authorizing the CRIO user ID for surrogate access' sections of the IBM z/
OS Container Platform documentation.

For information on annotating namespaces to override the default container userid, please see the 'Adding user ID annotations to namespaces' section of the
IBM z/OS Container Platform documentation.
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 Create custom user ID for KUBELET
— UIDO

« Create custom user ID for CRIO
— UIDO
— Read access to FACILITY BPX.FILEATTR.*:
« APF, PROGCTL, SHARELIB
— Read access to UNIXPRIV CONTAINERS so container related functions can be performed
— Recommended to define BPX.DAEMON so runc and only swap to permitted IDs
* Give CRIO read access to SURROGAT BPX.SRV.<userID>
— SURROGAT BPX.SRV.OCIUSER
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* z0OSCP lib filesystem: 'j) - Name of the filesystem to create for the zOSCP lib filesystent:
BCZ CONTLIB

* Permanent

— /var/lib/containers, /var/log/crio, /var/lib/kubelet,
/var/log/kubelet, /etc/kubernetes, /var/log/pods

zOSCP lib volser: 'j,l - Volume used to alfocate filesystem for container images and artifacts:

* zOSCP lib filesystem primary size: 'j) - Primary size of the zOSCRP lib filesystem in MB:
1024
 Temporary

* 70OSCP lib filesystem secondary size: fj) - Secondary size of the zOSCP lib fitesystem in MB:

— /var/run/crio 512
® Recommended to add the fl|esyStemS to the *é:;lg userid: (i) - Userid that will run the crio daemon:
BPXPRMxx PARMLIB member, so they are

. . * Kubernetes admin group: 'j) - Group under which the crio and kubelet daemons will run.:
automatically mounted following an IPL KESADMIN
SMS STORCLAS: () - STORCLAS for the Container lib VSAM data sets and zFS filesystem:

SMS MGMTCLAS: (i) - MGMTCLAS for the Container lib VSAM data sets and zFS filesystem:

SMS DATACLAS: 'j) - DATACLAS for the zOSCP lib VSANM data sets and zFS filesystem:
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* Kubelet port: ‘.;_i_;? - Port for the Kubelet to serve on the worker node: . INFLUENCE
10250

) . * Kubelet ip: ‘5) - IP address of the worker node the Kubelet will serve:
 /etc/crio/crio.conf 0.0.0.0

— CRIO configuration file

* Kubelet userid: (i) - Userid that will run the kubelet daemon:
KUBELET

* Kubernetes admin group: ‘.EJ - Group under which the crio and kubelet daemons will run..

» /etc/kubernetes/patches/ KBSADMIN

kubeletconfiguration.yaml
— KUBELET configuration file

* Kubernetes version: '}D - System symbol that represents the version of Kubernetes:
1.31 -

Kubelet job name: (i) - Job name of the Kubelet started task:

« /etc/kubernetes/kubelet.env KUBELET

— KUBELET environment variables cri-o job name: 'j) - Job name of the cri-o started task:

CRIO

* Kubelet userid: (i) - Userid that will run the kubelet daemon:
KUBELET

* Kubernetes admin group: fj,! - Group under which the crio and kubelet daemons will run.:
K8SADMIN
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« Update the syslogd configuration to store the CRIO and KUBELET log files
— /var/log/crio/crio.syslog and /var/log/kubelet/kubelet.syslog

Properties for Workflow Step 15. Setup syslogd

General Details Dependencies MNotes Perform Status Input Variables Feedback

= | Review Instructions
I —

Instructions:

VVIIETT UIE SYSIUY Uaeimiun (SYSIUYUp s TUNimminy, g Lhiw i AUDeiel Uaeinimones Wil use Sysiugu as uie prinEnry roygyimy raciny. msysioygu s riul dauuve ) Uie LN dlnid RUDEIEL UaEimiiunes Wil SETIU all imessadyes o ae oy e specineu mr e =
procedure. It is recommended to add new rules to the syslogd configuration file to indicate where logs will be written. For example, the following lines can be added to a syslogd configuration file:

* ,CRIO*.*.* /var/log/crio/crio.syslog
*# KUBELET*.*.* /var/log/kubelet/kubelet.syslog

Itis also recommended to give the Kubernetes administrator group read access to these files. To do this, issue the following z/OS UNIX commands, replacing {syslogd_user} with the the userid that syslogd runs under and
{kubernetes_admin_group} with the Kubemetes administrator group name:

touch /var/log/crio/crio.syslog
| chown {syslogd user}:{kubernetes admin group!}! /var/log/crio/crio.syslog
chmod 640 /var/log/crio/crio.syslog
touch /var/log/kubelet/kubelet.syslog
chown {syslogd user}:{kubernetes admin group} /var/log/kubelet/kubelet.syslog
chmod 640 /var/log/kubelet/kubelet.syslog

If syslogd is currently running, the configuration file will need to be reread in order to pick up the changes. This can be done by either issuing a "MODIFY procname RESTART" or sending a "SIGHUP" signal to the syslogd process.

Refer to Configuring the syslog daemon section in the z/0S Communications Server: IP Configuration Guide for information about setting syslogd log file permissions.

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@@@ 64

© 2026 1BM Corporation



Digital Badges & Online Cours

Networking on z/0S - Foun - IBMOpenB O

g h ibm.biz/z0
Foundational understanding offaetwor

/0S TCP/IP Configuration

z/0S TCP{IP
Configuration with NCA

Uration Assistant for z
eate and manage TCP/

IBM z/0S

ek rk Security = F

" IBM Systems
Foundational

yundational under
B

ZERT Policy 64 ‘ .

Enfc;li'ceme_nt 0 icy Enfor L m - q on With N
onfiguration
with NCA

Foundational Conflgu re ZERT PO[ICY E o rC
g ul Assistant for z/OS Communic

_—
TCP/IP on z/OS ==

Essentials - ~ on Z/OS -

Level 1

1BM Systems Gener: dge a 0N
Foundational network prot 0 .
5 facilitates anspo

\



https://ibm.biz/zosnetworkingbadge
http://ibm.biz/NCAbadge
http://ibm.biz/zosnetsecuritybadge
http://ibm.biz/NCA_zERTbadge
https://ibm.biz/zosnetworkingcourse
http://ibm.biz/NCATCPIPcourse
http://ibm.biz/zosnetsecuritycourse
http://ibm.biz/NCA_zERTcourse
http://ibm.biz/tcpipl1badge
https://ibm.biz/tcpipl1course

z/OS Communications Server

J OI n U S 0 n t h e A high-performance foundation for building and deploying networking
applications on z/0S

IBM Community!

The z/OS Communications Server page
on the IBM Communlty prOVIdeS I'ICh and Blog entries Discussions Events Videos Library
up-to-date technical content including
blogs, videos, and event information.

Members

Blog entries & rss = Filter

Digital Badge: IBM Shared Memory Communications Essentials
z/0S Communications Server by Erin ZHANG | Posted on 07/15/2022

L]
J OI I‘I u s at o u r new ho m e: Get your Digital Badge: IBM Shared Memory Communications Essentials today! Badge Description The badge earner
https://www.ibm.com/community/z/software/comm-server/ has the knowledge and a good understanding of Shared Memory Communications (SMC). The individual can explain
what SMC is, articulate its... R

z/OS Comm Server

Demo Series: Configuring Shared Memory Communications (SMC) related items with

Network Configuration Assistant
z/0S Communications Server by Xiao Xia Mao | Posted on 07/13/2022
This demo series shows how to use Network Configuration Assistant, which is a z/OSMF plugin, to configure Shared

Memory Communications (SMC) related items. Configuring Shared Memory Communications (SMC) SMF Records
(Available in V2R3 Network Configuration...

Scan the QR code to
visit the z/OS

IBMZ Software z/0S Comm Server z/0S z/OSMF

ENS event calendar

CO m m u n I Cat I O n S z/0S Communications Server by Flora Gui | Posted on 07/07/2022
Welcome tp ENS event calendar page. Being the one-stop page for virtual and off-
Se I’VG r h O m e page ~ line tech events of ENS offerings, this page provides you useful forecast and
. o et 5 D ety - summary of diverse ENS related events. 2022 eventsz/OSMF Community Guild -
on IBM Communlty° — L. IBMZERT Network...
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Notices and Disclaimers

© 2026 International Business Machines Corporation. No part of this document may be
reproduced or transmitted in any form without written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or disclosure restricted by
GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to products that have not

yet been announced by IBM) has been reviewed for accuracy as of the date of initial publication
and could include unintentional technical or typographical errors. IBM shall have no responsibility
to update this information. This document is distributed “as is” without any warranty, either
express or implied. In no event, shall IBM be liable for any damage arising from the use of
this information, including but not limited to, loss of data, business interruption, loss of
profit or loss of opportunity. IBM products and services are warranted per the terms and
conditions of the agreements under which they are provided.

IBM products are manufactured from new parts or new and used parts.
In some cases, a product may not be new and may have been previously installed. Regardless,
our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product plans are subject to
change or withdrawal without notice.

>H/ARE

_UENCE

Performance data contained herein was generally obtained in a controlled,
isolated environments. Customer examples are presented as illustrations of how those

customers have used IBM products and the results they may have achieved. Actual
performance, cost, savings or other results in other operating environments may vary.

References in this document to IBM products, programs, or
services does not imply that IBM intends to make such products, programs or services
available in all countries in which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared by independent
session speakers, and do not necessarily reflect the views of IBM. All materials and
discussions are provided for informational purposes only, and are neither intended to, nor
shall constitute legal or other guidance or advice to any individual participant or their specific
situation.

It is the customer’s responsibility to insure its own compliance with legal requirements and to
obtain advice of competent legal counsel as to the identification and interpretation of any
relevant laws and regulatory requirements that may affect the customer’s business and any
actions the customer may need to take to comply with such laws. IBM does not provide legal
advice or represent or warrant that its services or products will ensure that the customer
follows any law.
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Notices and Disclaimers

— Information concerning non-IBM products was obtained from the suppliers of those

products, their published announcements or other publicly available sources. IBM has
not tested those products about this publication and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products. Questions
on the capabilities of non-IBM products should be addressed to the suppliers of those
products. IBM does not warrant the quality of any third-party products, or the ability of
any such third-party products to interoperate with IBM’s products. IBM expressly
disclaims all warranties, expressed or implied, including but not limited to, the
implied warranties of merchantability and fitness for a purpose.

The provision of the information contained herein is not intended to, and does not, grant
any right or license under any IBM patents, copyrights, trademarks or other intellectual
property right.

SH./\RE
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— IBM, the IBM logo, ibm.com and [names of other referenced IBM products and

services used in the presentation] are trademarks of International Business
Machines Corporation, registered in many jurisdictions worldwide. Other product
and service names might be trademarks of IBM or other companies. A current
list of IBM trademarks is available on the Web at "Copyright and trademark
information" at: www.ibm.com/legal/copyirade.shtml
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Trademarks SH RE

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries.

IBM*
IBM Logo*

* Registered trademarks of IBM Corporation

The following are trademarks or registered trademarks of other companies.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.
IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel
Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Docker and the Docker logo are trademarks or registered trademarks of Docker, Inc. in the United States and/or other countries. Docker, Inc. and other parties may also have trademark
rights in other terms used herein.

* All other products may be trademarks or registered trademarks of their respective companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any
user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the
workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have
achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject
to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the
performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
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