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DFSMShsm has 3 CDSs (Control Data Sets) and a journal

« MCDS - Migration Control Data Set (required, up to 4 clusters)

« AVSAM, key-sequenced data set that contains statistics records, control
records, user records, records for data sets that have migrated and records for
volumes under migration control of DFSMShsm

« BCDS - Backup Control Data Set (optional, up to 4 clusters)

« AVSAM, key-sequenced data set that contains information about backup
versions of data sets, backup volumes, dump volumes and volumes under
control of the backup and dump functions of DFSMShsm

« OCDS - Offline Control Data Set (optional, 1 cluster)

« AVSAM, key-sequenced data set that contains information about tape backup
volumes and tape migration level 2 volumes

« Journal (optional, but highly recommended)

* Asequential data set used by DFSMShsm for recovery of the MCDS, BCDS,
and OCDS
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CDS BACKUP OVERVIEW
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CDS Backup Overview SH./ A RE

*  SETSYS CDSVERSIONBACKUP used to configure the CDS Backup environment
«  DATAMOVER(DSS | HSM)
* Whether to use DSS or IDCAMS to backup the CDSs
* DSS creates Dxxxxxxx, IDCAMS creates Vxxxxxxx, Xxxxxxxx created if backup copy failed
* BACKUPDEVICECATEGORY(DASD | TAPE)
* Designates what medium backups are stored on

* When DASD is specified, you must pre-allocate the backup copies to be used (example in ALLOCBK1)
* BACKUPDEVICECATEGORY(TAPE(RETENTIONPERIOD(retentionperiod)))

* The number of days DFSMShsm must keep the backup copy
«  BACKUPCOPIES(x)

* Number of backup versions to keep
*  xxxxBACKUPDSN(dsname)

* The initial characters of the data set name when allocating the backup data set for a CDS or journal

« Recommendations
*  DATAMOVER(DSS) — CDSs will be validated when backed up
*  BACKUPCOPIES(14) — 2 weeks worth of backup copies

*  BACKUPDEVICECATEGORY(TAPE(RETENTIONPERIOD(14))) — prevents overwriting of successful backups with failed backups and
retaining backup copies for 2 weeks
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CDS Backup Overview SH./ A RE

« Why is BACKUPDEVICECATEGORY(TAPE)

recommended?
* Prevents over-writing of successful backups with failed
backups - |If BACKUPDEVICECATEGORY(TAPE) is used:
« If BACKUPDEVICECATEGORY(DASD) is used: . Before CDS Backup
« Before CDS Backup « DFHSM.MCDS.BACKUP.D0O000127
« DFHSM.MCDS.BACKUP.D0000127 « DFHSM.MCDS.BACKUP.D0000128
« DFHSM.MCDS.BACKUP.D0000128 « DFHSM.MCDS.BACKUP.D0000129
- DFHSM.MCDS.BACKUP.D0000129 * DFHSM.MCDS.BACKUP.D0000130

» After CDS Backup
* IDFHSM.MCDS.BACKUP.D0O000127

- After ggﬁsinaiﬁgs A CKUP X00001 3 DFHSM.MCDS.BACKUP.D0000128
. . - : - DFHSM.MCDS.BACKUP.D0000129

- DFHSM.MCDS.BACKUP.D0000128 DFHSM.MCDS.BACKUP.D0000130

« DFHSM.MCDS.BACKUP.D0000130

* DFHSM.MCDS.BACKUP.D0000129 - DFHSM.MCDS.BACKUP.X0000131
- DFHSM.MCDS.BACKUP.D0000130

Will be uncatalogued
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SIGNS OF POTENTIAL CDS BREAKAGE
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Signs of Potential CDS Breakage SH.ARE

« ARCO0744E dsid COULD NOT BE BACKED UP, RC=retcode, REAS=reascode
MIGRATION, BACKUP, FRBACKUP, DUMP, and RECYCLE HELD

— Issued during CDS Backup when either an MCDS cluster, BCDS cluster,
OCDS cluster or journal was not backed up successfully

— Research must be done to determine the root cause of the failure

— 99% (an estimate) of cases requiring CDS Recovery show this error was
surfaced

— Recommend setting up auto-ops to monitor for this message
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Signs of Potential CDS Breakage SH.ARE

* Other signs

— ARCO0063I DFSMShsm WILL {HOLD FUNCTIONS SHUTDOWN} DUE TO A
VSAM TRAP FINDING A CORRUPT INDEX IN THE {MCDS | BCDS | OCDS}

— During REORG process, IDCAMS EXAMINE of INDEX/DATA component
fails

« Recommendation — take action based on the messages surfaced

* If issues surfaced not able to be resolved, use Enhanced CDS Recovery
Function
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CDS RECOVERY WHEN A SUCCESSFUL BACKUP COPY
EXISTS
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CDS Recovery when a Successful Backup Copy exists SH RE

WORK » INFLUENCE

« Utilize the Enhanced CDS Recovery Function
 The example used in the following steps make the following assumptions:
» Last successful MCDS backup version:
DFHSM.MCDS.BACKUP.D0000130

« Subsequent MCDS backup failed:
DFHSM.MCDS.BACKUP.X0000131

« Journal backup version:
DFHSM.JRNL.BACKUP.D0000131

* Online journal:
DFHSM.JRNL

mmons.org/licenses/by-nc-nd/3.0/ @@@@ 12
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CDS Recovery when a Successful Backup Copy exists A
SH/\RE

EDUCATE » NETWORK *» INFLUENCE

« Step 1) Stop HSM on all hosts utilizing the CDS

« Step 2) Determine the last successful backup copy of the CDS cluster being
recovered

* |n this example:

* The last successful backup is:
DFHSM.MCDS.BACKUP.D0O000130

* The subsequent backup is:

DFHSM.MCDS.BACKUP.)%OOOM31

Failed copy
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CDS Recovery when a Successful Backup Copy exists SH RE

WORK » INFLUENCE

« Step 3) Verify the journal backup(s) created since that CDS backup version are
also successful (last qualifier begins with ‘D’ or V")

* In this example:
DFHSM.JRNL.BACKUP.D0000131

 If a journal backup had failed:
DFHSM.JRNL.BACKUP.X0000131

 |If failed, see section ‘CDS Recovery when no Successful Backup Copy
exists’
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« Step 4) Run ARCBJRNL to create the merged journal to be used in this
recovery process

fiaTERG EXEC PGM=ARCEBJRMHL, FARM="EB0TH"
ffaTEPLIB 00 DSHAME=5%51.LINKLIE,

£ DISP=5HR
AARYSPRINT DD SYSOUT=%

DEERle A JRMLD DD DESMAME=DFH>M. JRMHL,

HOEELL // DISP=5HR

pepenl? A/BKUPJRHL DD DSHAME=DFHSM. JRHL .BRCKUP . DBOAEL 31, DISP=5%HR

DHEELS /7 JRMLEE OO0 DSHAME=DFHSM. JOURHAL . BRCKUP . AUGT,

nonELld A/ UMIT=3390,

DHEELS £/ WOL=5ER=LIRK 172,

OOOELE /7 SPACE=(CYL, (10,10]1],
;i DISP=(,CATLG,DELETE]

nOEALE /
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SH.ARE

« Step 5) Sort the merged journal created by ARCBJRNL

FdaTERPD ExEC PGM=5%0ORT
AR S0UT OO0 SYS0UT=x*
AASORTIM DD DMAME=DFHSM. JOURMAL . BACKUP . AUGT,

£ DISFP=5HR

AASORTOUT DD DEMAME=DFHSM. JOURMHAL . BACELUP . AUGT . SORTED,
DEOELE A/ UMIT=3390,
DEOELL £/ VOL=SER=LIRK1TZ,
DAEEL2 #7F SPACE=(CYL, (10,1817,
HEBABRLS £/ DCE=(RECFM=VE,BLKSIZE=0, LRECL=650GE],
DEOEld A/ DISP=(,CATLG,DELETE]
BERELS A/SYSIN OoO %
OEE16  SORT  FIELDS=(17,44,CH,A)

OFTION EQUALS

IIrIrd o J
CEHEHELE
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« Step 6a) Rename the broken CDS cluster
« This is done to ensure analysis can be done against the broken CDS later

NORAA2 f/STEPEA ExXEC PGM=IDCAMS
FASYSPRIMT DD SYSOUT=x
ALTER DFH%M.MCDS =
MELIMAME (DFHSM. MCDS . 0OLD )

ALTER DFH=M.MCD=.DATA -
MELWMAME (DFHSM. MCDS . 0OLD . DATA
HLTER DFH%M.MCD%. IMDES =
MELMNAME (DFHSM. MCDS . 0LD . IMDEX )

MEEELIE f*
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« Step 6b) Create a new CDS cluster

HERROD? S SSTEPBE EEC PGM=IDCAMS
FAHEMMCDS DD UMIT=33090, WVOL=5ER=LIRK172, D ISP =5HR

FISYESPRINT DD SYWSOUT=x
FAEYEIN oo x
DEFIME CLUSTER -
MAME {DFHEM.MCDE ) =
VOLUMES (LRK172) =
CY¥LINDERS(5) FILE(HSMMCDE ) - _
DOOELAE RECORD=IZE( 435 2040) FREE=PARCE(QD @) -
BEEE11 IMDEXED KEYS(44 @) SHAREORPTIOMS(Z 31 -
MEEn2 SPEED BUFFER=PRACE[SZR432) =
IOEEL3 UMIQUE MOWRITECHECE ) -
HAEEL 4 DATA | -
EEELS MAME (DFHSM.MCDS . DATAD) =
HAOELE COMTROLIMTERVALSIZEL12288)) =
HARELT INDE® { -
ricAoich MAME (DFHEM.MCDS, INDEX ) =
NOEE19 COMTROLIMTERVALEIZEC 2048 ) )
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CDS Recovery when a Successful Backup Copy exists A
SH/\RE

EDUCATE » NETWORK *» INFLUENCE

« Step 7) Create exported copy of CDS backup version being recovered from
 Only needed if DSS was used to create the CDS backup copy
« Step 7a — Use DSS to restore the last successful CDS backup version
« Step 7b — Use IDCAMS to create an exported copy
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« Step 7a) Use DSS to restore the last successful CDS backup version

fASTEPTAR EREC PGM=ADRD=5L
AENYSPRIMT DD SYSOUT=+
AL IHPUT DD DSH=0DFHSM.MCDS.BACKUP.DEREAL3RE, DISP=0LD
o SAOUTPUT NN HMIT=33906,0I5FP=0LD, VOL=5ER=LRK1TZ
AOAALE /7SYSIN Do %
AEEEL1 RESTORE DATASETI -

IMCLUDE (DFHSM.MCDS)) -
ARARL3 IMDOHAME (IMPUTY -
NOAnL4 OUTDDMAME COUTPUTY -
HMEEMHLS REFPLACE
AOEALE /=%
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« Step 7b) Use IDCAMS to create an exported copy

FASTEPTE EXEC PGM=IDCAMS

SAENSPRINT DD SYSOUT=%

Af0UToDl DD DISP=(,CATLG,DELETE),BUFMO=26,BLKSIZE=28332,

£ SPACE=(CYL, (10, 108) ,RLSE],
UMIT=3390,VOL=5ER=LRK 172, D5HN=0DFHSM. MCDS . AUG T .ERPORTED

fASYSIN DD %
EAPORT DFHSM.MCDS -
HEEELHA QUTFILE(OUTDDLY -
ARAETL TEMPORARY
AEERLZ /%
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« Step 8) Use ARCIMPRT to import and merge the exported CDS copy with the
sorted journal records

/¢ STEPS EXEC PGM=ARCIMPRT,PARM=’MCDS’
//STEPLIB DD DSNAME=SYS2.LINKLIE,

o ODISP=5HR
AASYSPRINT DD SYS50UT==

DEEELE AFAMSDUMP OO 5%500T=4%

peoell SAJOURMAL DD DEMAME=DFH=M. JOURMAL .BACKUP . AUGT. SORTED,

DEOHLZ A/ ODISFP=5HR

NARELS A AEXPORT OO0 DSHAME=DFHSM.MCDS . AUGT . EXFORTED,

DEOERLd A/ DISP=5HR

DEOELS A/5%5IN OO #

[EEELE DELETE (DFHSM.MCDS) CLUSTER PURGE

IMFORT IMFILECEXPORT) OUTDATASETIDFHSM.MCDS)

DEEELE /*
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CDS Recovery when a Successful Backup Copy exists SH RE

« Step 9) Start HSM
« Verify startup completes successfully
« Step 10) Run AUDIT DATASETCONTROLS(MCDS|BCDS) ODS(xx)

« Step 11) If MCDS was recovered, issue QUERY CDSV and compare to
LISTCAT output to ensure last final qualifier versions match. If they do not, the
last final qualifier can be updated using the following command:

FIXCDS S MHCR PATCH(X'B1' 0000131) <-would set to V0000131

« Step 12) Issue BACKVOL CDS and verify CDS Backup completes successfully
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CDS Recovery when a Successful Backup Copy does not exist SH RE

 What does this mean?
« All backup versions of the “broken” cluster show a last qualifier of Xnnnnnnn

 How can this happen?

« Upon receiving the ARC0744E, an administrator issues BACKVOL CDS
repeatedly to see if any attempt creates a successful backup

* Upon receiving the ARC0744E, an administrator issues RELEASE BACKUP
DO NOT DO THIS, ESPECIALLY IF CDS BACKUP DIRECTED TO DASD!

 Instead, investigate the root cause of the ARC0744E

* Only attempt a BACKVOL CDS if the error surfaced was temporary and
the condition that caused it to surface was resolved

* This is just one example
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CDS Recovery when a Successful Backup Copy does not exist A
SH/iRE

EDUCATE » NETWORK » INFLUENCE

« What action should be taken?
« Ultilize records in “broken” cluster to build a new “good” cluster

 The example used in the following steps make the following assumptions:
* The broken cluster is: DFHSM.MCDS
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« Step 1) Stop HSM on all hosts utilizing the CDS

« Step 2) Rename the broken CDS cluster
* This is done to ensure analysis can be done against the broken CDS cluster
later

fiSTEP EXEC PLM=IDCAM:
AASYSPRINT DD SYS0OUT=#

ALTER DFHSM.MCDS -
MELMAME (DFHSM. MCDS . OLD)

ALTER DFHSM.MCDS.DATA -
MEWMAME (DFHSM.MCDS . OLD.DATA)
ALTER DFHSM.MCDS. INDEX -
NELIMAME (DFHSM. MCDS . OLD . IMDE®)
pEpEAln
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« Step 3) Use IDCAMS to copy the records from the DATA component to a
sequential data set

fiSTERS EXEC PLM=IDCAMS

//SYSPRINT DD SYSOUT=+

//DDIN1 DD DISP=SHR,DSN=DFHSM.MCDS.OLD.DATA
//DDOUTL DD DISP=(MEW,CATLG),UNIT=3390,

DSH=DFHSM.MCDS . RECORDS . AUGT,
SPACE=(CYL, (50, 18) ), VOL=SER=WRK172,
oy DCE=(LRECL=2044,BLKSIZE=0, RECFM=E)

£ /SYSIN LU
AEAA1E REPRO INFILE(DDINL) OUTFILE(DDOUTL1) FADDRLG)
OEAELL /%
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CDS Recovery when a Successful Backup Copy does not exist SH RE

« Step 3) Use IDCAMS to copy the records from the DATA component to a
sequential data set

« Depending on the breakage of the CDS, the REPRO may fail when
encountering a record it is unable to process

« [f this occurs, make note of the key that failed, increment the key and
iIssue another REPRO using this new key in the FROMKEY (key)
parameter

 Repeat as needed until the REPRO completes with an RCO
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« Step 3) Use IDCAMS to copy the records from the DATA component to a
sequential data set

ORONONO RO ExFEC PGM=IDCAM=

FISWERPRINT DD SYSOUT -
FADDIMD OO DI%P=%HR,D=M=0DFHSM.MCDS.0LD.DATA
SADD0oUTL OO DI=P=mOD,UMIT=33590,
S DEM=0DFHSM. FMCDS . RECORDS . AUGT

WOL=%ER=LIRK172

g 0D ¥
FREPRO IMFILECDDIM1) OUTFILE(DDOUTL) FROMEEY (DERDMAMM. TESTFILE)

MEEEIE f
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« Step 4) Create a new CDS cluster

fiSTERPG EXEC PGM=IDCAMS

SAHSMMCDS DD UMIT=33960,W0L=5ER=LRK172,DISP=5HR
ASYSPRINT DD SYSOUT=x%
N OO %
DEFIME CLUSTER [ -
MAME [DFHSM. MCDS) -
VOLUMES (WRKLT2) -
CYLIMDERS(5) FILE(HSMMCDS) -
AAEELA RECORDSIZE( 435 20408) FREESPACE(D B) -
HEuE1l INDEXED KEYS(d4 @) SHAREOPTIOMS(3 3)
SPEED BUFFERSPACE(S30432) -
AAAELE UMIQUE MOWRITECHECK) -
AAEETL DATA [ -
FERELS MAME (DFHSM.MCDS.DATA) -
AAAALA CONTROLIMTERWALSIZE(122881) -
IMDE® [ -
FIEEED S MAME [DFHSM. FCDS . IMDE®] -
HARE1Y COMTROLINTERVALSIZE( 2048) )
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« Step 5) Sort the records in the sequential data set and store them in the new
CDS cluster defined in Step 4

ffSTEPAA EWEC PGM=S0RT,REGION=4B9Ak

FASYS0OUT DD SYSOUT=#

/#SORTIN DD DISP=SHR,DSM=DFHSM.MCDS.RECORDS. AUGT

FASORTOUT DD DISP=(,PASS),DS5M=8%TFILE1,

£ UMIT=5%50A, SPACE=(CYL, (5@, 10),RLSE]),
anuLe A DCB=(LRECL=2044, BLKSIZE=0, RECFIM=YE, DS0RG=PS)
BOEE1l A/SYSIN DD o«

SORT FIELDS=(5,44,CH,A,53,8,BI,0)

OOEEL13 /#
BEEEld //STEPRE EXEC PGM=SO0ORT,REGIOM=4B96K,COMD=(#,NE]
QEEELS A/SYSOUT DD SYSOUT=#
EAELE 7/

BRAELE A/ SYSIF no =
OEEE19  SORT FIELDS=(5,44,CH,A),EQUALS
SUM FIELDS=(MHOME)
I -
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Step 6) — Start HSM
« Verify startup completes successfully
Step 7) Run AUDIT DATASETCONTROLS(MCDS|BCDS) ODS(xx)

Step 8) If MCDS was recovered, issue QUERY CDSV and compare to LISTCAT
output to ensure last final qualifier versions match. If they do not, the last final
qualifier can be updated using the following command:

FIXCDS S MHCR PATCH(X'B1' 0000131) <-would set to V0000131

Step 9) Issue BACKVOL CDS and verify CDS Backup completes successfully
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EDUCATE » NETWORK » INFLUENCE

 Takeaways
* Practice these steps before a CDS breakage occurs

 l|deally, have the JCL ready to go with only parameters needing to be
modified

« Keep a copy of the broken CDS for analysis by DFSMShsm Support

e https://www.ibm.com/docs/en/zos/3.1.0?topic=scenarios-case-1-damaged-
cds-full-journal
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UESTIONS?
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