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Abstract

Hybrid Data Centers have special needs for automation. Z System Automation (SA) has grown over years to a reliable and 
policy driven message automation product helping operators in almost any situation to operate a Sysplex. 

It is an "automation tower in the Enterprise" reaching out even to other platforms, integrating with many different operation 
and automation solutions. 

With "Z Web Automation Console" SA provides a modern Dashboard for managing the Enterprise IT systems. In this 
session we will provide an overview of the core strength of SA and introduce exciting new features such as integration with 
Kubernetes on Z provided in the latest release SA V4.4
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Z SYSTEM AUTOMATION BASICS
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SA – Automated Operation Tasks
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• Event / message filtering – reduce traffic to 
necessary minimum

• Automated response – fast and consistent 
reaction on application and system incidents

• Simple Operator interface – handle complex 
tasks in a consistent way with a single click

• Continuous health monitoring and recovery 
of the system and business critical applications

• Failover of applications and systems in case 
of planned and unplanned outages

• Better Together Automation – Integrate 
Inside and Out with best tools and solutions for 
your automation needs

Filtering & 
automated 
responses

Health 
monitoring 
& recovery

High 
Availability

Better 
Together 



Z System Automation Logical Components
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IBM Z System Automation

Runs on z/OS V2.3 or higher, requires NetView V6.3.0

• Automate applications

• Automate repetitive and complex tasks

• Monitor applications, messages, and 
alerts

• Simplifies complex operational tasks

• Ensures high availability

• Integrates w/ event management, 
scheduling, monitoring, and more

• Automate and control hardware 
operations (HMC / SE)

• Power on/off and reset processors

• Perform system IPL for z/OS, Linux, 
and VM

• Automate LPAR settings, e.g., weights 
and capping

• IBM Z Hardware event monitoring & 
INGALERT forwarding

Processor Operations System Operations

Hardware Automation Software Automation
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Processor Operations System Operations

Hardware Automation Software Automation

SA Automation DataStore

SA Information Broker

SA Automation Manager

SA Automation Agent

Automated & Simplified Operations

SA E2E Adapter 

SA Hardware Interface

SA ProcOps

SA Customization Dialog 
/ Best Practice Policies

SA Operations API

SA Policy Service Provider

SA Customizations APISA Functional Components

SA Logical Components

SA Logical & Functional Components



SA Core Components
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SA E2E Adapter

SA Automation 

Manager

SA Automation 

Agent

SA 
Policy

SA Customization 
Dialog

Z Automation 

Web Console 

(ZAC) The SA core functions to do Message Automation to keep tasks and subsystems 

available is done by these SA functional Components

• The SA Manager does the automation decisions

based on information provided by the SA Agents on each

system and interact with the system by sending orders to 

the SA Agents. 

• The SA Policy is a description / model that contains all 

required information of the actual environment to drive automation

with above mentioned SA Manager and SA Agent.

The SA Policy is being created and maintained with the 

SA Customization Dialog

• The SA HW Interface allows SA Users to interact with HW interfaces

to get more information and control the (logical) HW setup on which

the specific z/OS system is running. The SA E2E Adapter is the first

interface developed years ago to interact with UI solutions running

even outside the z/OS systems (aka “SMU”)

SA HW Interface

SA Policy 

Resource Model

- APL, APG (Application(s), 

                      Application Group(s))

- REF (Resource References)

- … (Many more)



SA – Automation Cross Sysplex
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The SA core functions to do Message Automation to keep tasks and subsystems 

available is done by these SA functional Components

Automation 
Manager

Automation 
Agent

Automation 
Agent

Automation 
Agent

Automation 
Agent

Sys1 Sys2 Sys3 Sys4

Sysplex / SAPlex

SA Automation Manager and SA Automation Agent

are the two main components taking care for your
resources running on your Sysplex.

An Automation Agent runs on any system of your 

Sysplex. The Agent represents “eyes & fingers”. As the 
observing, reacting and doing part – an Agent knows 
how to start/stop your resource on a system and knows 

how to get its current status.

There is only one active Automation Manager in your

Sysplex. It represents the “brain” of system automation
and knows at any time the goal of any resource that needs
to run or being stopped on any system of the Sysplex.

The Automation Manager gets informed by the Automation

Agents about the current state of a resource – and instructs
the Automation Agent, when this status has to be changed.

Automation 
Manager
(inactive)

Automation 
Manager
(inactive)

Automation 
Manager
(inactive)



SA Extended Components for Hybrid IT 
“E2E Protocol”
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Over Time the SA Core Automation Functions

have been enhance with more components to integrate

SA through various Interfaces with other Products and Systems

• The SA E2E Adapter and – Agents implement a 

protocol for “E2E Automation” of resources running

on other Sysplexes or on distributed systems.

• This protocol is being used

• For the UI - by the Z Automation Web Console

• Accessing remote automation domains 

and applications hosted there

SA E2E 
Adapter
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SA Automation 

Manager

SA Automation 
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Policy
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Z Automation Web Console

IBM Z System Automation / (Many components run in Z Netview)
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SA Policy 

Resource Model

- APL, APG (Application(s), 

                      Application Group(s))

- REF (Resource References)

- … (Many more)

Distributed
“Remote Domain”

(Windows/Linux)

SSH

IBM Z System

 Automation

z/OS 

“Remote Domain”



SA Extended Components for Hybrid IT
“RESTful API & KAFKA”
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SA Automation 
Manager

SA Automation 
Agent

SA 

Policy
SA 

Customization 
Dialog

Z Automation Web 

Console
Over Time the SA Core Automation Functions

have been enhance with more components to integrate

SA through various Interfaces with other Products and Systems

• The SA Operations API is a REST API – the 

current standard in the hybrid IT world to mesh 

services together provided by servers running on 

different environments located anywhere

• The SA Information Broker delivers SDF events 

and user messages to Apache KAFKA  for 

consumption by any KAFKA subscriber
SA HW Interface

SA Policy 

Resource Model



SA User Interfaces
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Netview Commands Panels

Web Dashboard UI Zowe CLI Plugin(s)
(Zowe certified)

Login panel to Netview 

“NCCF” console with a 
3270 console (“terminal 
emulator”)

Most SA commands
that can be typed-in
in the NCCF console
have a Panel view
like the INGLIST panel
you see in this example

The Z Automation WEB 

Console (former known as
“SMU”)  offers a more
graphical modern and full 

customizable
User Interface not 
only for SA.

It is being bundled together 
with SA

Extensions (“plugins”) for Zowe CLI

are available for NV and SA.

This CLI allows you direct access

to many Mainframe features
from the shell you are using
on your laptop.



SA Policy – “How an Application 
Becomes a Resource”
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To add a new application to System Automation you must create 

and define a new Application policy object (a “Resource”)
using the SA z/OS customization dialog to the SA Policy

With the customization dialog, you define how the new 
application should be automated by SA z/OS, for example:

• Specifying startup or shutdown commands for the application
• (Optionally) Specifying the appropriate monitoring routine
• (Optionally) Specifying relationships to correlate it with other 

applications
• Adding the application into an application group

SA Policy 

Resource Model



RECENT ADDITIONS TO SA
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Z System Automation - Evolution

SA SysOps, SA ProcOps

Service Management Unite (SMU)

Zowe  & Ansible   Support

Z SA 4.1
2017

Z SA 4.2
2019

Z SA 4.3
2022

SA Operations API

SA InfoBroker & Kafka  

Support

SA Datastore & Dynamic Resources

End-to-End Automation

SA Policy Service Provider



Z System Automation - Evolution

SA SysOps, SA ProcOps

Service Management Unite (SMU)

Zowe  & Ansible   Support

Z SA 4.1
2017

Z SA 4.2
2019

Z SA 4.3
2022

SA Operations API

SA InfoBroker & Kafka  Support

SA Datastore & Dynamic Resources

End-to-End Automation

SA Policy Service Provider

Z SA 4.4
2025

Z Automation Web Console (ZAC)

SA Customization API

INGREST
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SA Automation 

Manager

SA Automation 

Agent

SA 
Policy

SA Customization 
Dialog

SMU 

Z Automation 

Web Console

INGREST provides a way to call standard REST APIs from a SA 

issued REXX scripts running in Netview.

• With INGREST module SA offers an easy

way to programmatically call ANY REST API

from a REXX script issued by SA in Netview.

SA HW Interface

INGREST

ANY other API

eg:

- ServiceNow

- Github

- Twillio

- …S
A

 C
u
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o
m

iz
a
tio

n
 A

P
I
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INGREST

a new module 

provided by 

SA

IN.

OUT.

ERR.

/* Client-Written REXX script */

…

/* provide 3 Stem variables */

…

/* fill in. variable */

…

RC = INGREST

         (‘in.’ , ‘out.’, ‘err.’)

...

/* Process Results */

…

SAY err.0MESSAGE

SAY out.0MESSAGE

SA Programmable Module – “INGREST”
INGREST provides a way to call standard REST APIs from a SA 

issued REXX scripts running in Netview.
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Manager
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SA 
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(PDB)

SA Customization Dialog

IBM Z System Automation
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Policy Service 

Provider

• SA Automation Agents and SA Automation Manager automate Subsystems, 

Tasks and USS Processes by reacting on Messages. 

The SA Policy customizes SA. It is created with the SA Customization Dialog describing

resources, how messages need reaction and the relationship between them.

• The SA Operations API (has been introduced to allow integration of SA 

with other IT (management/automation) solutions to interact with resources (eg. 

starting/stopping) during runtime.

• The SA Policy Service Provider has been introduced already in SA4c3 to allow access to the

SA Policy (PDB), used internally by the SA Customization Dialog to create a new

type of policy report (JSON). New ins SA4.4 it speeds-up the access to the Policy documents.

• A new SA Customization API will be introduced to allow integration to Administration

Tools and AI Scenarios to working similar as the SA Operations API it becomes now

easier for other outside tools to create reports and will offer capabilities to create / 

change a first limited but growing set of entries in the policy.

Note: It will NOT replace the SA Customization Dialog !

SA4.4 Enhancement: 
APIs & PSP

SA has been enhanced – more powerful RESTful APIs & policy build time with PSP



SA4.4 Enhancement: 
Customization Dialog with new Build Option

SA Policy
(PDB)

PDS 

storing

ISPF 

Tables 

SA Policy Service Provider

ACF 
Fragments 
(SOCNTL)

SA Customization Dialog

SA Policy Services

build

SA Customization API



Speed-Up the Policy Build Time
SA PSP now offers a faster way to build policies with SA Customization Dialog – Online & Batch Mode.

SA Policy
(PDB)

SA Policy Services

ACF 
Fragments 
(SOCNTL)

SA Policy Services

0
5

10
15
20
25
30
35
40
45
50

#3 #4 #5 #7 #9 #11 #12 #13 #14 #15 #17

SA Policy Build – Total Time [sec]

Total Legacy Total PSP

0
10
20
30
40
50
60
70
80
90

#3 #4 #5 #7 #9 #11#12#13#14#15#17

SA Policy Build – CPU Time [sec]

CPU Legacy CPU PSP

“PSP” Build Option

Using the new “PSP build option” in batch builds of 

the SA Policy improves the build time.

PDS storing

ISPF Tables 



SA Policy Service Provider

SA Policy Services

SA Customization API

SA4.4 Addition:
SA Customization API

The SA Customization REST Server is a new functional component and an addition using the SA Policy Service Provider 

that has been introduced in SA4.3

SA Policy
(PDB)

ACF 
Fragments 
(SOCNTL)

SA Customization Dialog



SA4.4 Addition:
SA Customization API

SA Policy Service Provider

SA Policy Services

SA Customization API

SA Policy
(PDB)

ACF 
Fragments 
(SOCNTL)

1. Create / Change / Delete 

Timer

2. Create Policy

Reports

The SA Customization API provides REST services to work with SA Policies stored in the SA Policy Database (PDB).

In this SA Release the API 

provides Endpoints to:



SA APIs Compared

SA Policy Services

SA Operations API SA Customizations API

(existing) (… new)

Work with SA Resource
- Get Status
- Start/Stop/Suspend
- Create/Delete DYN Resources

Work with Template
- Get Overview of Available Templates
- Get Overview of Instance

Work with Requests
- View Requests/Votes for Resources
- Cancel Requests

Work with Config Members
- Interact with SA Agent & SA Manager
- Activate a new Policy / Customization

Usage by REST clients for 
operation scenarios to interact 
with a specific SAPlex. (SAPlex scope)

Usage by REST clients for 
administration/configuration scenarios to interact 
with a Policy Database (similar scenarios as CD)

Work with SA Policies
- Get Available Policies

Work with Policy Entries
- Create/Change/Delete Timers

Work with Policy Reports
- Trigger the build process of a Policy Report
- Get (“download”) a policy report

SA Customizations REST

Server

SA Operations REST

Server



SA44 Enhancement:
Operations API with new Groups Endpoint



SA44 Enhancement:
Zowe CLI Plugin uses new Groups Endpoint

With the new SA plugin for Zowe CLI groups and its members can be listed in various 

ways – and filters exist to limit the number of shown groups / members.
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SA44 Enhancement:
HW Automation Panels in Z Automation Console 
Support for HW Information Panel for ZAC (fka “SMU”)

With the new Modules ISQAPDG1, ISQARAW0, ISQATOP – in this example changing the LPAR Weight



AUTOMATION IN HYBRID DATACENTER
“BETTER TOGETHER”
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Integration
Functions, APIs and messages offered by SA

A strength of System Automation is to 
integrate core automation capabilities in 
own automation logic

• Use it in self-written automation scripts running in 
TSO or in NetView and by adding own REXX code to 
exits at predefined automation exit points 

• Use it by calling SA from external products / solutions 
with help of powerful SA APIs (RESTful)

• React on Events (EIF, or KAFKA)

• Enhance your automation scripts by calling other, 
public REST APIs

Rexx 
scripts/ 
Policies
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SA End-2-End Automation
and Reference Resources

SA allows the integration of automated resources hosted on other SA Systems (of another SAPlex) or even hosted on 
distributed systems that are connectable via SSH. 

It is possible to define resources of type “reference” (REF) to the automation policy.
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SA Automation
 Agent

ssh

Z System Automation

Referred

Application

RINGX/REF/LNX01

Domain:
“LNX01”

Reference

Resource (REF)

Domain:
“ZOSE2E”

Domain:
“ZOSDEV”
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APIs offered by SA

I - SA Operations API II - SA Customization API

Work with SA Resource

- Get Status

- Start/Stop/Suspend

- Create/Delete DYN Resources

Work with Template

- Get Overview of Available Templates

- Get Overview of Instance

Work with Requests

- View Requests/Votes for Resources

- Cancel Requests

Work with Config Members

- Interact with SA Agent & SA Manager

- Activate a new Policy / Customization

Usage by REST clients for 

operation scenarios to interact 

with resources or running functional 

components of a specific SAPlex.

Usage by REST clients for 

customization scenarios to

work with SA Policies

Work with SA Policies

- Get Available Policies

Work with Policy Entries

- View Policy Entries

- Create/Change/Delete Timers

Work with Policy Reports

- Trigger the build process of a Policy Report

- Get (“download”) a policy report
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Current Usage of APIs
ANSIBLE Collection & Zowe CLI
IBM Provides for SA supported and free downloadable extensions
that make use of the SA Operations REST API.

https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://galaxy.ansible.com/ibm/ibm_zos_sysauto

Zowe CLI Plugin for SA & NV Ansible Collection for SA

https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://www.npmjs.com/package/@ibm/system-automation-for-zowe-cli
https://galaxy.ansible.com/ibm/ibm_zos_sysauto
https://galaxy.ansible.com/ibm/ibm_zos_sysauto
https://galaxy.ansible.com/ibm/ibm_zos_sysauto
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SA Info Broker

Producers

Applications that produce a stream of records

to one or more so called „Topics“ provided by 
Kafka

For those applications kafka provides 
a Producer API  (Java)

SA Info Broker

Consumer

Applications that 

subscribes to one or 
more „Topics“ and 
consumes incomming

messages.

For those applications 

kafka provides a 
Consumer API

SA Dashboard (ZAC)

Connectors

Connect to other data sources 

e.g. DB systems

Stream
Processors
Using an input stream of records (from multiple topics)

combines / enriches them with information and writes
this stream of messages to another topic
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Using APIs

INGREST is a REXX callable module that allows from a script running in 
Netview to call any API provided by another REST Server.

Provide Address, Endpoint

and Header Options

This POST request requires

a “body”

The 2 REXX stem variables “OUT.” and “ERR.” are retuned

and provide results / feedback.
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Legendary

• Industry leading on Mainframe

• Parallel Sysplex operation 

& Message Handling

• Declarative Automation

Policy-based & Goal-Driven

• 24x7 High Availability

• Disaster Recovery with

Emerging

• Declarative, Combined Automation of

• Infrastructure

• Configuration 

• Runtime HA&DR

• AI Assisted Setup for 

Automation Configuration Creation

Today 

• Z Web Automation  Console

• Ansible

• Zowe

• Kubernetes & Docker

• Apache Kafka

 Successful since 
1990s

Automation and High Availability
in a Hybrid IT World

AI & Intelligent Automation
“Better Together”

Act

Z AIOps

Always supports the 
latest Z Technology

IBM Z System Automation



Observability and AIOps for IBM Z sessions at SHARE Orlando

IMS Tools

Tracy Dean

NetView

Derrick Washington

Concert for Z

Domenico D’Alterio
Fabricio Miatto

OMEGAMON

Ash Mahay

Z Observability Connect

Instana

Chris Walker

Connect with IBM technical leaders and product management team:

Z Workload Scheduler

Domenico D’Alterio

Wolfgang Schaeberle

Z System Automation

Johannes Hausch



New Redpaper

© 2026 IBM Corporation
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Download your copy:  
https://ibm.biz/Redpaper-SMO-2025 

How can you simplify mainframe operations? To answer this 
question, this IBM Redbooks publication draws on Lean Thinking, 
which focuses on identifying waste and strain in any process. 

By applying AI and machine learning technologies to mainframe 
operations, you can deliver improved efficiency and effectiveness.

https://ibm.biz/Redpaper-SMO-2025
https://ibm.biz/Redpaper-SMO-2025
https://ibm.biz/Redpaper-SMO-2025
https://ibm.biz/Redpaper-SMO-2025
https://ibm.biz/Redpaper-SMO-2025


Experience more with IBM

IBM Corporation 2026

Visit us at the IBM Booth #113

After a full day of technical 
sessions, take a break with us! 

Connect with our experts, snap a 
photo with the z17 Plexi or the 
latest Telum II, and get an up-
close look at our Spyre 
Accelerator. 

Come back each day for fresh 
topics and demos at our expert 
stations.

Think 2026

Join 5000+ senior business and 
technology leaders who are 
seizing the AI revolution to 
unlock unprecedented growth 
and productivity at Think 2026.

Find out more information using 
the QR code below.

IBM Digital Asset Haven

IBM Digital Asset Haven is the 
operational backbone for 
financial institutions and 
regulated enterprises entering 
the digital asset economy.

Find out more information using 
the QR code below.
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Thank you !
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