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Agenda

• What is a Software Instance?

• Quick recap of the Software Update User Interface flow:

• Install updates by name

• Install updates by source ID

• Install updates by fix categories

• Programming Interfaces (REST APIs) 

• APAR PH62240 for z/OS 3.1 (Oct 2025)

• Software Update REST API

• Ansible roles and sample playbooks
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What is Software Update? • Software Update is a z/OSMF application to 
simplify installing SMP/E managed software 
updates (aka PTFs).

• Target users are early tenure z/OS system 
administrators and system programmers.

• Codifies best practices for installing software 
updates.

• Installed software is known to z/OSMF as a 
software instance.

• The Software Update application installs 
software updates on a software instance.

• Enhanced user experience!

• PTF UI96759 for z/OS 3.1, (May 15, 2024)

• REST API support!

• APAR PH62240 for z/OS 3.1 (Oct 2025)
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What is a Software Instance?
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How to define a Software Instance

1. Define a software instance for existing installed software.

OR

2. Install new software with a Portable Software Instance from a software 

provider using the Software Management Deployment action.
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Sysplex A

System 1

z/OSMF Software Management Topology
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z/OSMF server 

communicates with 

the remote z/OSMF 

servers.

The primary z/OSMF 

server can manage 

software instances in 

all sysplexes.
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Software Update

(APPLY PTFs)
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Software Update

A software update 

is a generic term for 

a PTF.

There are 3 actions 

for installing software 

updates:
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Install By Name

• Install individual 

software updates.

• z/OSMF displays the 

installable software updates 

and you select which 

updates to install.

• If you know the name (ID) 

for updates you want to 

install, perhaps to correct a 

specific problem, then use 

this action.

• Formerly called the 

“Install Corrective 

Updates” action.

Install By Source ID

• Install groups of 

software updates by 

selecting source IDs.

• Source IDs identify groups 

of updates and may 

indicate whether updates 

are recommended by the 

vendor and when, from 

where or how updates were 

acquired, or other update 

categories.

• z/OSMF displays source 

IDs assigned to installable 

updates and you select 

source IDs to install the 

associated updates.

• Use this action to install 

vendor-recommended 

updates.

• Formerly called the 

“Install Recommended 

Updates” action.

Install by Fix Category

• Install groups of 

software updates by 

selecting fix categories.

• Fix categories identify 

updates which support new 

hardware, software, or 

functions.

• z/OSMF displays fix 

categories for installable 

updates and you select 

categories to install the 

associated updates.

• Use this action to install 

updates supporting new 

server devices or software 

releases.

• Formerly called the 

“Install Functional 

Updates” action.

Updated with 
PTF UI96759 
(May 2024) 
for z/OS 3.1!



Software Update Process Steps
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After identifying which 

updates to install, 

Software Update guides 

you through the following 

steps:

Step Action

Preparing updates
z/OSMF performs APPLY CHECK to identify HOLDs to review and 

ensure no missing requisites

Resolve HOLDs
User reviews and resolves each HOLD, either bypass the HOLD or 

exclude the update

Verifying updates
z/OSMF performs APPLY CHECK to validate the HOLD resolution 

choices

Pre-installation summary User reviews the list of updates that will be installed.

Installing updates z/OSMF performs APPLY

Review post-installation 

HOLDs
User reviews any HOLDs that need action after the APPLY



A note on acquisition of updates
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Acquisition of Updates

• Software Update does not acquire updates or HOLDDATA.

• Customer requirement is recognized:  https://ibm-z-hardware-and-operating-systems.ideas.ibm.com/ideas/ZOS-I-1931

• Updates must be received into the global zone and SMPPTS.

• The BEST PRACTICE is to use SMP/E RECEIVE ORDER

– Use a Job scheduler to automate acquisition on a regular cadence

• The SMP/E RECEIVE ORDER command works with a vendor’s server to

– Build custom packages of PTFs

– Download PTFs to your z/OS

– Receive PTFs into the global zone and SMPPTS

• IBM and several leading z/OS software vendors support SMP/E RECEIVE ORDER to acquire PTFs and 
HOLDDATA for their software products.

• New news!  16 October 2025, RECEIVE ORDER will include SMP/E Security/Integrity assigns (for SECINT) 
and Enhanced Holddata, *if* you are permitted to the IBM Z Security Portal.  

11



Automate SMP/E RECEIVE ORDER

• RECEIVE ORDER setup and configuration:
https://www.ibm.com/docs/en/zos/3.1.0?topic=guide-preparing-use-internet-service-retrieval

• Automate with Unix cron!

• If the cron daemon is not already setup:
https://www.ibm.com/docs/en/zos/3.1.0?topic=daemons-customizing-cron-daemon

• Create a contabs file:
/var/spool/cron/crontabs/KURTQ

In the file, use the UNIX submit command:

# At 3:36 AM every day, submit the SMP/E RECEIVE ORDER job

36 3 * * * /bin/submit "//'KURTQ.JCL.CNTL(SMPCRON)'"
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Automate SMP/E RECEIVE ORDER…
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//SMPCRON  JOB ...

//* 

//SMP      EXEC PGM=GIMSMP

//SMPCSI   DD DSN=MVSBUILD.ZOS31.CSI,DISP=SHR

//SYSPRINT DD SYSOUT=*

//SMPOUT   DD SYSOUT=*

//SMPHRPT  DD SYSOUT=*

//IBMSVR   DD *

<ORDERSERVER

  url="https://eccgw01.boulder.ibm.com/services/projects/ecc/ws"

  keyring=“NEILS/SMPOnly"

  certificate="SMPE Cert CustNum 4606985">

</ORDERSERVER>

/*                                                              

//CLNT     DD *

<CLIENT                                                         

  javahome="/usr/lpp/java/J21.0_64/" 

  javadebugoptions="-Dcom.ibm.smp.debug=severe"

  downloadmethod="https"

  downloadkeyring="*AUTH*/*" 

  signaturekeyring="IBM.package.signature.keyring" >

</CLIENT>                                                       

/*                                                             

//SMPCNTL  DD *                                                 

  SET BDY(GLOBAL).                                              

    RECEIVE ORDER(ORDERSERVER(IBMSVR) 

                  CLIENT(CLNT) 

                  CONTENT(ALL) ).

/*

Specify 

CONTENT(ALL) 

to get all 

applicable PTFs 

and current 

HOLDDATA.



Programming Interfaces

(REST APIs)
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Programming Interfaces

• Many z/OSMF applications provide program interfaces to work with their resources and 
actions.

• Implemented as Representational State Transfer (REST) APIs.

• Invoked by an HTTP client program running on the local z/OS, a remote z/OS, or on 
another platform.

• Software Management provides the following REST APIs:
• Software Instance List, Add, Read, Modify, Delete, List data sets, Export, Load 

products/features/FMIDs, Report Missing Critical Updates, Report Missing FIXCAT Updates, 
Update Search.

• Portable Software Instance List, Add, Read, Delete.

• Deployment Add, Delete.

• Get z/OS System UUID

• Query an SMP/E CSI

• Software Update Start, Read, Resume, Cancel

• See the z/OSMF Programming Guide for more information
https://www.ibm.com/docs/en/zos/3.1.0?topic=services-software-management
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New with 
PTF UI96759 
(May 2024) 

for z/OS 3.1!

APAR PH62240 for 
z/OS 3.1. (Sept 

2025)
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z/OSMF APIs
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z/OSMF Programming 
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z/OSMF APIs
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Open the 

“Reference Center” 

folder.



z/OSMF APIs…
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Click the 

“z/OSMF REST 

APIs” icon.



z/OSMF APIs…
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Using OpenAPI Specification 
(aka “Swagger”) the z/OSMF 
application REST APIs are 
listed.

Provides both documentation 
and an interface to experiment 
with REST APIs.

Click “Software Management 
APIs”



z/OSMF APIs…
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Click “Start a 

software update for 

a software instance”



Software Update APIs

1. Start a software update process.  Identify the following:

• Software instance and target zone to be updated 

• Software updates to be installed

• HOLDs to be automatically resolved

• Process steps on which to suspend

2. Read the status of a software update process

3. Resume a suspended software update process.  Identify the following:

• HOLDs to be resolved

• Process steps on which to suspend

4. Cancel a software update process

5. Copy the output for a completed software update process

A process started by the API is accessible by the application (UI), and vice versa

21



Software Update process steps
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Step Action

Preparing updates
Based on the Start input (selected updates, source IDs, or fix categories), perform APPLY CHECK to 

identify updates to be installed and HOLDs that must be resolved.

Resolve HOLDs

• Are there any HOLDs to resolve?  If yes, automatically resolve HOLDs based on the input to 

Start.  If any HOLDs remain unresolved then Suspend the process. 

• If the input to Start requested suspend, then Suspend the process to allow the HOLDs to be 

reviewed.

Verifying updates Perform APPLY CHECK to validate the HOLD resolutions (BYPASS or EXCLUDE).

Pre-installation summary
If the input to Start or Resume requested suspend, then Suspend the process to allow the list of 

updates that will be installed to be reviewed.

Installing updates Perform APPLY.

Complete The update process is complete.

• Like the Software Update application, a process started by the API has several steps.

• A process may run from start to completion without interruption, or it may suspend and can be 
resumed.

• A started software update process progresses through the following steps:



Start a Software Update
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Enter:

• z/OSMF host 

system name

• Software 

instance name

• Software 

update request
• Target zone

• Source IDs

• Resolve Holds

• SMP/E userid

Click “Try it out!”



Start a Software Update…

• The REST API calls the z/OSMF server to start the update process.

• Identify the software instance to update.

• In the request content specify the following:
• Target zone to update

• Software update selection criteria, one of:
• Update names

• Source IDs

• Fix Categories

• Optional, HOLDs to automatically resolve
• HOLD type (SYSTEM, ERROR, USER)

• HOLD reason (IPL, RESTART, DOC, ACTION, ENH, …)

• Held SYSMOD

• For example, automatically resolve all SYSTEM HOLDs for IPL

• Optional, suspend step:
• Resolve-Holds

• Pre-Installation-Summary
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Start a Software Update…
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The HTTP request is sent 

to the server.

The update process is 

started and runs 

asynchronously, so the 

response returns the 

process ID for the update 

process, to get the results 

later.



Get (retrieve) the status for a Software Update process
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Retrieve the status of the 

software update process.

Enter the process ID 

returned from the Start.



Get (retrieve) the status for a Software Update process…
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The Response Body contains the 

status for the update process, in json 

format.

• This process is suspended at the 

RESOLVE_HOLDS step.

• A DOC HOLD is an unresolved.

• An IPL HOLD is automatically 

resolved.



Resolved and Unresolved HOLDs

• The Retrieve API response indicates the resolved and unresolved HOLDs for 

the updates being installed.

• The response does not contain the HOLDDATA (the text).

• To get the HOLDDATA for review, use the Query CSI REST API to get the 

desired HOLDDATA from the global zone.
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Get the DOC HOLD (Query the CSI)
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Use the Query CSI REST API 

to get the HOLD entry.

 

Enter:

• z/OSMF host system

• Software instance name

• Query:
• Global zone

• HOLDDATA entry

• Return the HOLDDATA 

subentry

• Filter to get only the HOLD 

DOC

Click “Try it out!”



Get the DOC HOLD (Query the CSI)…
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The response contains the 

requested HOLDDATA entry.



Resume a suspended Software Update process
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Enter:

• Process ID

• Resolve HOLDs, 

including DOC to 

resolve all of the 

HOLDs



Get the status for a Software Update process
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The Response Body 

contains the status for 

the update process, in 

json format.

• This process is 

Completed.

• A DOC and IPL 

HOLDs are resolved.

• Three updates were 

installed.



z/OSMF Software Management

Ansible Content
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Red Hat Ansible Certified Content for IBM Z
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Ansible is an open source 
automation engine.

z/OSMF provides a collection of 
artifacts that enable Ansible to 
automate z/OSMF actions.

Click “Collections”, then

Click “z/OS z/OSMF”, then 

“Roles”

https://console.redhat.com/ansi
ble/automation-
hub/repo/published/ibm/ibm_zo
smf/

https://console.redhat.com/ansible/automation-hub/repo/published/ibm/ibm_zosmf/
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Ansible Galaxy z/OSMF Collection

37

New Software 

Update Roles 

(and existing 

Software 

Management 

Roles which are 

very nice!)



Software Management Ansible Roles

1. Query a CSI data set
• Drives the Query a CSI data set REST API

2. Identify Missing Critical Updates
• Drives the Missing Critical Updates REST API

• Identifies missing HIPER, PE fixing, and SECINT fixes, like SMP/E REPORT ERRSYSMODS

3. Identify Missing Fixcat Updates
• Drives the Missing Fixcat Updates REST API

• Identifies missing fixes associated with fix categories, like SMP/E REPORT MISSINGFIX

4. Software Update Search
• Drives the Software Update Search REST API

• Queries the CSI for a software instance for specified SYSMODs

5. Retrieve z/OS System UUID
• Drives the Get System UUID REST API

• Queries z/OS for the UUID of software instance that represents the installed software for the 
IPL’d z/OS.

6. Start, Retrieve, Resume, Cancel, Copy Software Update process
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z/OSMF Ansible Collection…
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The purpose and input 
variables are described 
for each role.

Each role can be used 
in an automation 
playbook to perform a 
desired task.

Sample Software 
Management playbook 
in the git repo.
https://github.com/IBM/ibm_zosmf/t
ree/main/tests/CICD/playbooks



My Ansible Testing…
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In Summary

• Software Update simplifies installing SMP/E managed software updates (PTFs).

• Target users are early tenure z/OS system administrators and system programmers.

• Codifies best practices for installing software updates.

• With PTF UI96759 for z/OS 3.1:

• Install by Name action

• Install by Source-ID action

• Run as SMP/E userid setting

• Recent PTF UO04784 (APAR PH62240) on 3.1, Software Update REST API to enable 

automated update install

• And associated Ansible content and samples!

• For more information:

https://www.ibm.com/support/z-content-solutions/software-update-zosmf/
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Notes: 
Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput that any user will experience will vary depending upon considerations such 
as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the 
performance ratios stated here. 
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may have achieved. Actual environmental costs and performance 
characteristics will vary depending on individual customer configurations and conditions.
This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice. Consult your local IBM business contact 
for information on the product or services available in your area.
All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm the performance, compatibility, or any other claims related to non-IBM 
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
This information provides only general descriptions of the types and portions of workloads that are eligible for execution on Specialty Engines (e.g., zIIPs, zAAPs, and IFLs) ("SEs").  IBM authorizes customers to use IBM SE only to execute the processing of 
Eligible Workloads of specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for IBM Machines” provided at www.ibm.com/systems/support/machine_warranties/machine_code/aut.html  (“AUT”).  No other workload 
processing is authorized for execution on an SE. IBM offers SE at a lower price than General Processors/Central Processors because customers are authorized to use SEs only to process certain types and/or amounts of workloads as specified by IBM in the 
AUT. 

* Registered trademarks of IBM Corporation

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries. 
Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license therefrom. 
IT Infrastructure Library is a Registered Trade Mark of AXELOS Limited. 
ITIL is a Registered Trade Mark of AXELOS Limited. 
Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries. 
Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and 
other countries. 
The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis. 
Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates. 
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both. 
Red Hat®, JBoss®, OpenShift®, Fedora®, Hibernate®, Ansible®, CloudForms®, RHCA®, RHCE®, RHCSA®, Ceph®, and Gluster® are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United States and other countries. UNIX is a 
registered trademark of The Open Group in the United States and other countries. 
VMware, the VMware logo, VMware Cloud Foundation, VMware Cloud Foundation Service, VMware vCenter Server, and VMware vSphere are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in the United States and/or other 
jurisdictions. 
Zowe , the Zowe  logo and the Open Mainframe Project  are trademarks of The Linux Foundation.
Other product and service names might be trademarks of IBM or other companies.
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