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WHY ZOWE CLI ?
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z/OS

Change TSO picture to be a 3.4 animated gif

AND

a TSO listds picture

Trip to the web to get the help for the command

Help context switch

Integrate in z/OS tooling

Skills onramp



WHO IS ZOWE ?
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z/OS

Add in picture about money and MIPS

Add in graphics for Jenkins, Tekton, JIRA

Github actions, q8s, Helm

Built in help – show openssl,  git,  docker

Built in examples

Integrated help

PC tools integration

Faster onboarding



gse.org.uk Mainframe@60: The Diamond Anniversary of Digital Dominance 



CLI in action





Distributed DevOps pipeline



Distributed DevOps pipeline integrating z/OS



The Linux Foundation and the 
projects we support form the most 

ambitious and successful 
investment in the creation of 

shared technology



Zowe clients within the mainframe ecosystem

⚫ Install client apps on your laptop

− Runs on Windows, Linux, & Mac

⚫ Capabilities

− Manage data sets

− Submit & manage jobs

− Issue commands to TSO and USS

− Use CLI for automation and pipelines

− ZE provides mainframe IDE experience

⚫ Plugins and extensions expand 
these capabilities

TCP/IP

Network

Zowe CLI

SSH 

Developer Laptop

z/OSMF 

Mainframe 

Zowe Explorer

API-ML 

FTP 
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Client-side APIs are the foundation of our apps

Zowe CLI

Mainframe 

Zowe ExplorerCLI 

plugins
Zowe Explorer

extensions

Zowe TypeScript / NodeJS client APIs
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Continuous Integration pipelines

Pipelines use scripted actions 

to create your app

• Compile source code

• Deploy libraries to test area

• Create test data sets

• Run jobs to test new logic

• Regression test exiting logic

• Trigger the procedures that bundle 

the app for release

• Sanity-test the bundle
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Include mainframe apps in CI pipelines
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WHAT’S NEW
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What’s new and what’s cooking in our lab

⚫ Recently delivered

− Search for text in data-sets or PDS members

− Download PDS members matching a pattern

− Copy data set without having to pre-allocate target

− Copy members from a source PDS to existing PDS

− New option to prompt before overwriting data set

⚫ --safe-replace

− New options to control timing of job download

⚫ --wait-for-active   &  --wait-for-output

⚫ Work in progress

− Change your mainframe password from Zowe clients

− Allow user to control the authentication used for any profile
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SSH AGENT
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Zowe self-deploying “ssh agent” project

⚫ Proof of concept application
− Provides remote access to z/OS services

⚫ Zowe client app deploys the agent
− No mainframe installation or started task

− The agent is provided with the client app

− Developers upload the agent themselves

− Useful for developers working on ZD&T and 
ZVDT systems

⚫ Requires SSH on your mainframe
− Typically available at most sites

⚫ Requesting consumer validation
− Basic capabilities to be expanded

− Pre-release version on a public website soon

TCP/IP

Network

Zowe CLI

Developer Laptop

Zowe

ssh agent

Mainframe 

Zowe Explorer

ssh 

ssh 

ssh 

CLI 

zssh 

plugin

Zowe Explorer

zssh 

extension
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Zowe ssh agent technology

⚫ C++ / Metal-C mainframe binary code

− Some embedded assembler

− Communicates with underlying z/OS services

⚫ GO language mainframe binary code

− Handles the communications between SSH and the C++ code

⚫ TypeScript in the Zowe clients

− Communicates to SSH

− Uploads the ssh agent to the mainframe

− Sends requests to the ssh agent

− Processes responses from the ssh agent
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Comparison of ssh agent capabilities
https://github.com/zowe/zowe-native-

proto/blob/main/doc/apis.md
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https://github.com/zowe/zowe-native-proto/blob/main/doc/apis.md
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Video: Using Zowe with the ssh agent
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What did we not have time to show you 

⚫ CLI Deep Dive

− zowe jobs submit ds “HLQ.JCL(MBR) –jcl-symbols (A=DS1 B=DS2) --wfo --vasc”

− zowe tso ‘exec “HLQ.REXX(MBR)”’

− zowe cics get resource CICSPRogram –criteria “PROGRAM=LG*”

⚫ Scaling up

− Nested and base profiles

− Daemon.   TSO Address Space start -> send -> stop

⚫ Authentication and security

− Secure Credentials Store

− X509 client certificates

− API Mediation Layer for tokenBased one time password (MFA) scenarios
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Your feedback is important!

Submit a session evaluation for each session you attend:

www.share.org/evaluation

www.share.org/evaluation SHARE mobile app

http://www.share.org/evaluation


CLI COMMAND DIVE INTO EXAMPES
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CLI with Arguments
zowe jobs submit ds ”HLQ.JCL(MBR)” –jcl-symbols “symbol=value”  



Zowe TSO = CLI Unlimited
zowe tso issue command ”TSO COMMAND” 



REXX with Arguments through TSO
zowe tso issue command ”exec ‘HLQ.REXX(MBR)’ ‘ARG1’ ‘ARG2’” 





SSH Profiles





MQ Channel Commands
zowe mq run mqsc MQ21 ”<MQSC_CMD>”
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CICS me baby one more time



Execute SQL



NESTED PROFILES
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Profile information 
duplication problem

User ID and password are 

defined twice



Base profile is parent 
of child profiles 

Common shared attributes defined in base 

and shared across children, e,g

host

user

password

…





Profiles can have child 
profiles

User ID and password are 

defined in the parent that 

has two child profiles





zowe config 

secure 

lists and lets you 
edit properties





zowe config set 

“key” “value” 

lets you fine grain 
edit properties



CLI AUTHENTICATION
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How does z/OS know who I am ?
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z/OS
443



TSO user ID and  password
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z/OS

CLI

443
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Step 1:    Create a z/OS personal certificate
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RACDCERT ID(WINCHJ) GENCERT SUBJECTSDN(CN('User WINCHJ on tvt11') O('IBM') 
OU('Zowe') C('UK')) WITHLABEL('User WINCHJ on tvt11') SIGNWITH(CERTAUTH 
LABEL('zOSMFCA')



Step 2:    Export the cert to a sequential DS
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RACDCERT ID(WINCHJ) EXPORT(LABEL('User WINCHJ on tvt11')) DSN('WINCHJ.CLIENT.P12') 
FORMAT(PKCS12DER) PASSWORD('password')

Step 3:    Download the certificate to your PC

zowe files download ds "WINCHJ.CLIENT.P12" -b -f winchj_tvt11.12



Step 3:    Crack the cert apart into its private .key 
and public .crt
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openssl pkcs12 -in winchj_tvt11.p12 -nocerts -nodes -out winchj_tvt11.key

openssl pkcs12 -in winchj_tvt11.p12 -clcerts -nokeys -out winchj_tvt11.crt



Point to .crt and .key and remove user and password
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--show-inputs-only is your CLI friend
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APIML AND BASE PROFILES
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Exchange password for a token
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API Mediation Layer

z/OS

CLI

4437554

userID:joew

Password: 04635739 z/OSMF
or

SAF

JSON Web Token (JWT)



API Mediation Layer

z/OS

CLI

Use Token on Subsequent requests

4437554



API Mediation Layer

z/OS

CLI

MFA Flow Alongside Token based SSO

4437554

userID:joew
Password: 04635739 z/OSMF

or

SAF

JSON Web Token (JWT)

Out of Band



APIML endpoint is base profile



Zowe auth login apiml to get token



tokenValue secured in SCS





basePath is /dialing code for the southbound endpoint





SQUEEZING THE CLI
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Embrace your inner daemon



Use Zowe TSO Start and Send for Stateful client server

DevOps

TSO

For zowe ssh issue command <CMD> consider sending a script and executing remotely to save latency 
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Your feedback is important!

Submit a session evaluation for each session you attend:

www.share.org/evaluation

www.share.org/evaluation SHARE mobile app

http://www.share.org/evaluation
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