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A ge N d a Observability and IBM Z

* Open, cross-platform observability standards
* Native OpenTelemetry tracing on z/0S
« IBM Z Observability Connect

CICS TS 6.3

 What is OpenTelemetry?

 How are spans connected

« QOTeltrace propagationin CICS

* CICS configuration

* Trace span for a CICS task

« Examples with HTTP, LINK, MQ, Db2, Liberty

CICS TS open beta

« RETURN TRANSID() command
« SEND/CONVERSE command with DTP over MRO




Observability and IBM Z
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[BM’s strategy tor Observability on IBM Z and IBM LinuxONE:
Adopting open, cross-plattorm observability standards

Objectives: Vision:

Ensure IBM Z is a first-class participant in
Enhance end-to-end observability by building on enterprise—vvide observa:)ility, supporting
OpenTelemetry as core technology , ,

clients through the adoption and
exploitation of standards like
OpenTelemetry

- ﬁ) Aid the simplitication of the platform

IBM Z software

> Drive Initiative across the IBM Z platform and

i Facilitate OTLP telemetry export tor all signal types
—/ ] using both native and agent-based instrumentation

© 2026 IBM Corporation



Simplitied adoption of OpenTelemetry on IBM Z
from source to consumption
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Data Producers ~ Data Aggregation & Management Data consumers
Deliver source telemetry signals ~ Act as gateway for signals from IBM Z Leverage signals to derive insight
(metrics, trace, logs) to consumers. and analysis



Native OpenTelemetry distributed tracing on z/0OS

CICS Transaction

—»[ W3C request ]

—-[ W3C request ]—»

—»[ W3C request ]—

|Gateway
Span ‘i_ B -~ o T
z/OS Conngct | | attributes OTLP
OpenAPI3 _______.
Span IR R - — [
_____ attributes |
[ W3C request ] [ W3C request ]
MQ for Z/OS CICS TS DB2 for Z/OS
..................... \ ) | [ ——
Span i —-[ W3C request | i Span —-[ W3C request ]—- Span
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z/OS Data !
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: SMF i
: :
.......... . S
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IMS Connect IMSTM IMS DB
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Native OpenTelemetry distributed tracing

Required product IBM z/0S Data Gatherer PTF for z/OS OpenTelemetry Emitter on z/OS 3.1 and 3.2
releases and
updates CICS Transaction Server for z/0S 6.3

CICS Transaction Gateway 10.1 PTF

IBM MQ for z/OS 9.4.3 and potentially 9.4.4. (additional functionality)

z/OS Connect (OpenAPI 3) V3.0.96 (September 2025) and above

Db2 V13 PTF

IMS 155 PTF

WebSphere Liberty — support already built-in with Telemetry MicroProfile and
support of OpenTelemetry Java Agent

© 2026 IBM Corporation



Introducing IBM Z Observability Connect

Formerly IBM Z APM Connect

& £ S

¢

Demand tfor OpenTelemetry on Observability plattorms look to Clients are concerned about cost
IBM ZIs growing, success IS Integrate trace, metrics and log and management of enabling
dependent simplicity of adoption signal types to provide end-to- OpenTelemetry across critical

end visibility z/OS resources

IBM Z Observability Connect is positioned to be the single data aggregator for mainframe
operational data and deliver it to multiple consumers for observability of application and
resources. It adds value by managing, filtering and enriching the source data for
Interchangeable consumers
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Introducing Z Observability Connect

Trace
/APM Trace

z/OS Data Gatherer
T'Uc; Other OTLP sources
-
jely
p)
> .
5 Metrics
Sé SMF
D OMEGAMON Data Provider
D Other OTLP sources
I_
D)
O
>
@)
N Logs

z/0OS and Subsystem Logs
Other OTLP sources

Load Balancer

© 2026 IBM Corporation

Z Observability Connect

Clustered deployment for High Availability

(Kubernetes / Red Hat OpenShift)

Processors

Management of operational data,
D including SMF / Log transformation to
OpenTelemetry Protocol

Sample Dashboards

Exporters

IBMZ
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IBM CICS Transaction
Server for z/OS 6.3

© 2025 IBM Corporation

05

OpenTelemetry

Enable CICS to capture,
propagate, and emit tracing
data using OpenTelemetry
standards so can observe and
diagnose problems across
hybrid cloud applications and
Infrastructure.

X%

Core

Manage CICS with new CICS
policy rules of APPC
connection and JVM server
status. Enhancement to
statistics, XPI and API - many
were raised as Ideas by clients!

@

Modernization

Develop CICS applications in VS

Code with enhanced editors from

IBM and Zowe.

Use declarative YAML files to
contigure CICS regions with
cicscontig and start it.

Al
Al agent ready

Quickly answer questions about
CICS regions and configuration
using Al assistants in natural
language. CICS includes an MCP
server to provide accurate
Information to Al agents during
app development and problem
diagnosis.

9

Security

Simplity the adoption of Zero
Trust principles. AT-TLS can be
used to secure IPIC and
outbound HTTPS connections.
and security best practices.
Adopt best-practices with
enhanced workflow in Security
Discovery editor.

<[>

Modern languages

Enable developers to use the
latest Java and Node.|s
support, including Java 21,
Jakarta EE 10, and Spring Boot
3. CICS Java APIs have been
further enhanced.



What is OpenTelemetry?

OpenTelemetry (OTel) is a vendor-agnostic observability framework that assists
N generating, processing and distributing telemetry data such as metrics, logs

and traces.

Application
Application . . 1:] DEHTE lEfT"IE"tr'}I’ ™ Observabl lit'_'ll"
Code Instrumentation : Protocol Collector Backends
VAR SN S S & o \
| — SR ﬁ . '49 ) A : :. M A | #4? . |ﬁ .I
\ \ : AP y ek .' | Exportars , OTLP @gm Procassors ', Exporars A

Source https://opentelemetry.io/docs/
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Instrumentation

Application
- OpenTelemetry

Application : :

Code Instrumentation : Protocol

____ ._}" ﬁ . *J? N '.'9 ' ﬂ ‘,'.:.

R . APL /L SDK / \ Exporters [ | OTLE
User action

. APIGateway | Linux
on Cloud on Cloud
o o

Observability

Collector Backends

/4 . A SN
A1 _ — rl |
Hecewei/ Procassors \ Exponers k—-"‘u" /

T~

z/OS emitter service

/ T

IBM MO | CICS TS ’ Db2
on z/OS on z/OS on z/0OS

Runtimes are instrumented to emit OTel trace data corresponding to application request events

CICS TS 6.3 introduces a zero-code solution for emitting OpenTelemetry trace data.

Trace data is aggregated and can be explored using an Observability Backend
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Spans

User request

IBM MO R CICS TS ) Db2
on z/0S on z/0S

API Gateway ) Linux )
For areques anseesel onCloud Hroughyc onCloud on z/0S

distributed a@lic®tion, the hier ation of ¢
how long It spent in each service, aiu auuiiunal meta udta

associated with each service.

Span (User action)

Span (API Gateway on Cloud)

Span (Linux on Cloud)

Span (IBM MQ on z/OS) Span (IBM MQ on z/QOS)

Span (CICS TS on z/0S)

Span (Db2 on z/0S)
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This OTel tracing shows the tflow ot processing for one insurance claim request

Service & Operation

~ Banking_Insurance_Front queue:///INSURANCE.CLAIM.IN publish (17.36ms)

v QL2C MQPUT INSURANCE.CLAIM.IN (613.84ps)

€<

p Ops 54.34ms 108.68ms 163.02ms 217.36ms

& /) 17.36ms

& 2 613.84s

v MQGET INSURANCE.CLAIM.IN (47.8us)

e | 47.8us

+ BANKITOR CICS transaction ICLM (204.76ms)

+ BANK1AOR CICS transaction INSA (202.96ms)

¢ 204.76m: I

DB2C Db2 unit of work (202.05ms)
~ Banking_Insurance_Front POST (105.73ms)
Insurance Fraud check (103.39ms)
~ POST (75.12ms)
Insurance payment processing (73.46ms)
~ HTTP POST undefined (59.47ms)
v fls.connect (18.03ms)
tcp.connect (7.29ms)
dns.lookup (5.13ms)

v ZOS-CONNECT-1 POST /payments (26.41ms)

Request mapping (1.32ms)

+ z[/OS Asset processing (16.66ms)

Invoke CICS (15.84ms)

+ BANKITOR CICS transaction BPAY (15.28ms)

~ BANK1AOR CICS transaction FPAY (14.9ms)

~ Banking_Insurance_Front POST (3.85ms)
Reward Points Update (999.56ps)
mongodb.update (1.86ms)
mongodb.update (642.96us)

Z0OS-CONNECT-1 Response mapping (6.09ms)

~ Banking_Insurance_Front POST (1.97ms)
mongodb.update (735.29us)

v QL2C MQPUT1 INSURANCE.CLAIM.REPLYQ (144.99ps)

MQGET INSURANCE.CLAIM.REPLYQ (46.64ps)

|~ 202.96ms

|~ 202.05ms

|~ e 105.73ms

|~ A 103.39ms

|~ 75.12ms I
|~ 73.46ms N

|~ 59.47ms .

|~ 18.03ms NG

|~ 7.29ms N

|~ 5.13ms I

|~ 26.41ms I

|~ 1.32ms B

|~ 16.66ms NG

| 15.84ms

|+ 15.28ms I

|~ 14.9ms I

|~ 3.85ms R

|~ 999.56us @

|~ 1.86ms B

|~ 642.96us 1

|~ 6.09ms IR

|~ 1.97ms BB
|~ 735.29us |
& 144.99us |

& 46.64ps |
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OW are spans connected together?

Fach tracing participant propagates traceparent to the next system
— example 00-0at7651916cd43dd8448eb211c80319c-b7ad6b7169203331-01

—1traceparent is contains

* Version — 1 byte
- the trace-id - 16 bytes

— uniquely identity a request with a distributed trace through a system

— The trace-id i1s used by the OTel collector to identity spans which belong to the same trace

- the parent-id — 8 bytes

— ID of this request as known by the caller

. the frace-flags — 1 byte

— The right-most bit is a flag called sampled. When set, denotes that the caller may have recorded trace data

© 2025 IBM Corporation



How are spans connected together?

g : >7]  Observability backend
p
A
Qfe z/0sLPAR (Spans ) (Spans) (Spans)
Trace ID=1 Trace ID=1 Trace ID=1
Root span | SpanID=1 ) Parent | SpanID=2 ) Parent | SpanID=3
Parent ID=null Child Parent ID=1 Parent ID=2

Span attributes

Span attributes

&) Mo

t«| CICS

Child

Span attributes

Db2

Trace context

Application flow

Context propagation
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OTel trace propagation — CICS TS 6.3

Distributed app
WebSphere Liberty

WebSphere Application Server ND ’4/77,0,@
S

QU O
. O
App Connect Enterprise (ACE) ’

: DPL
CICS Transaction Gateway over IPIC

A
&
S
L &
RUN TRANSID <
START
(
START ATTACH P\dap’&e_d%e
One task starts another VQ st
. . =P e
in the same region A= RQY 50
C:\C%% a@Q\\C
W

z/OS Connect

CICS Liberty
MO for z/OS

© 2025 IBM Corporation

IPIC/MRO: DPL, START,

API service provider

|

z/OS Connect

MO for z/OS

CICS TS

CICS TS

ICS-MQ Adapter
CICS-MQ DPL
Bridge
CICS application

;}C‘& "
< B, 6
CICS
Liberty

function shipping

Not supported for these areas:

>
>
>
>

CICS to IMS

Between CICS regions over APPC and LU61
DTP (distributed transaction processing)
EXEC CICS RETURN TRANSID



Propagating OTel trace to and trrom CICS TS

CICS can propagate OTel traceparent in and out for:
v With-in the same region tasks

Propagation to these are not supported:

v’ Over HTTP, SOAP, REST e IMS
v’ EXEC CICS START over IPIC and MRO e QOver APPC and LU61
v' EXEC CICS LINK PROGRAM over IPIC and MRO

 This also enable callers such as z/OS Connect EE and CTG
v" Function-shipping requests over IPIC and MRO
v LINK3270
v Web service transaction routing (within a region and over

MRO)

« DTP (distributed transaction processing)
« EXEC CICS RETURN TRANSID

v’ CICS JVM
v CICS to/from MO
v’ CICSto Db2

© 2025 IBM Corporation



Configure OTel tracing at the region level

SIT parameter OTELTRACE=(YES|NO)
Detault 1s NO

« With NO - tasks in CICS region do not participate OTEL tracing, regardless of the transaction setting. This provides
for a predictable upgrade experience.
«  With YES — non-system tasks in the CICS region are eligible to participate OTEL tracing, subject to its transaction

setting.

The region level setting 1s cataloged so its value Is preserved over CICS
warm start.

The region level setting can be inquired and set dynamically:

» INQUIRE OTEL TRACE

» SET OTEL TRACE(NOOTELTRACE|OTELTRACE)
= Setting from OTELTRACE to NOOTELTRACE, any accumulated span data for tasks already completed are sent immediately to
SMF; any active task span data will not be accumulated.

» CICS also sends out span data every 5 seconds.

© 2025 IBM Corporation



Configure OTel tracing at the transaction level

Transaction new attributes:

OTELPROP=(Noprop| Proponly )

OTELEMIT=(Noemit | Taskend)

* The settings are cataloged so i1ts value are preserved over CICS warm start.

* They can be inquired and set dynamically.

CEDA View TRANSactiond({ OTIZ2 )

RESSec . Yes No Yes

CMdsec . Yes No Yes

Extsec . No No | Yes

TRANSec > @1 1-64

R51 . 00 @-24 | Public
OTEL

OTELFProp . Proponly Noprop | Proponly
OTELEmit . Taskend Noemit | Taskend

DEFLINLTIUN S1IGNATUKE
DEFinetime : 24/706/24 09:
CHANGET ime > B5/09/24 11
CHANGEUsri1d : CICSUSER

CHANGEAGENt . CSDApi CSDApi | CSDBatch
CHANGEAGRe1 . @760

© 2025 IBM Corporation



Configure OTel tracing at the transaction level - 2

Trace propagation
« QOTELPROP=(Noprop| Proponly)

Proponly: It recelved traceparent, CICS will process it for the task, generate a span id for this task, and pass to the next
task or next system.

Noprop: CICS will not process incoming traceparent, so nothing will be passed to the next task/system.

Span data generation
e OTELEMIT=(Noemit | Taskend)

« Taskend: It task has OTel trace and the OTel trace flag is set to sampling, CICS will generate span data to SMF type
1159 when the task ends.

Noemit: it task has OTel trace, CICS will not generate span data to SMF type 1159. Propagation to the next one still
happens.

© 2025 IBM Corporation



Summary of behaviour

Region

OTELTRACE

YES

OTELProp OTELEmIt OTel trace Span data
propagated? generated?
Noprop Noemit No No
Noprop Taskend No No
Proponly Noemit Yes No
Proponly Taskend Yes Yes when sampling

* For span data to be generated, traceparent must be received inbound.

© 2025 IBM Corporation




Scenarios ot using CICS OTel trace contigurations

Migrate from lower CICS release Limit the volume of SMF data
 Default SIT OTELTRACE is NO e SITOTELTRACE = YES
 This means no OTEL tracing so no impact when migrating this « 3 levels of control:
release, regardless transaction setting. » Noprop - No OTel trace will be propagated and no span
data will be emitted.
Join corporate-wide OTel tracing * This means this task and its following-on will not show

up in observability tool.
» Proponly, Noemit - OTel trace will be passed only if
received. No span data will be emitted.
* This means this task will not show up in observability

 Keep the detault transaction attribute set to Proponly,
Taskend

* Only needtochange SIT OTELTRACE to YES
« QOTel trace will be propagated by CICS trom those requests

tool.
carrying them, and span data will be emitted if sampling flag > Proponly, Taskend - Client trace will be passed only if
IS set from client. received. Span data i1s emitted unless:
« Not impacting those requests not carrying OTel trace. « Ifsampling tlagis set to O, no otel trace show up Iin

observability tool.

Consistent user-experience with other zOS subsystems and OpenTelemetry SDK

© 2025 IBM Corporation



What's involved to generate OTel trace for CICS region

CICS region SMF
z/OS Data Gatherer
Task Is initiated In memory SMF
/ Emitter:
Process traceparent from »  Read in-memory
Incoming request SMF, emit OTel
spans
A client .
sending ngerate QTel data with span /
request information to SMF 1159
Into CICS
OTLP/http
OTel span OTLP/gRPC
OTLP/http
OTLP/ gRPC . JAEGER UI Search Compare System Architecture Monitor
OTLP end-point e
_» €& v jenny-test-client: GET
e.8. Jaeger Collector B ~. May 14 2025, 11:17:09 1.28s 3 5 Tot 6
Service & Operation v 2> ¥ »  0Ops

v | jenny-test-client GeT

v IYCWZCAB CICS transaction JWXN
™ IYCWZCAB CICS transaction JIWWU
IYCWZCAE CICS transaction CSM
v | IYCWZCAE cICS transaction CSM2

| IYCWZCAE CICS transaction HB11
© 2025 IBM Corporation



OTel span ftor a CICS task

Spans must contain certain “mandatory” items

Spans can contain product determined items

For the latest span
flelds see CICS Doc

© 2025 IBM Corporation

Mandatory —

Product —
dependant

Name IYZ2Z123
Trace id df70c207475£fb824d£f70C207475£fb824
Span id df70C2074c£2£340

Trace flags 01

Trace state server:cicsts62

Parent id 072e5544d0143e25

Span kind SERVER

Start time 2025-09-03 11:58:22.209458162 +0000 UTC
End time 2025-09-03 11:58:31.337895675 +0000 UTC

Transaction ID TRA1l

Task number 01554
Program name PROGA1
Facility type WEB
System cics
Region ID IYQQZZ12
Client Port 10226

Client address 10.1.2.80
Error type AKEA



https://www.ibm.com/docs/en/cics-ts/6.x?topic=opentelemetry-span-attributes-in-cics

OTel Tracing — HTTP request with cross-region scenario

CICS WOR o CICS AOR

HTTP request

DPL/MRO

Java
client

START/IPIC

2/0S LPAR . 2JOS LPAR

_______________________________________________________________________________________________________________
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Service & Operation vV 2> ¥ »  Ops 10.8ms

B I jenny-test-client GeT
VI IYCWZCAB cICS transaction JWXN
VI IYCWZCAB cICS transaction JWWU

B c55us

© 2025 IBM Corporation

v IYCWZCAE cIcCs transaction CSMI 3.5ms
IYCWZCAE CICS transaction HB11 705us
IYCWZCAE CICS transaction CSMI 1.46ms
CICS transaction JWXN
CICS transaction JWWU :
LECE CICS transaction CSMI
client.address 9.69.254.228 v Tags .
| — v Tags CICS transaction HB11
client.port 59890 client.address 9.69.254.228 et
client.aadress 9.28.5.8 1
otel.scope.name  z/0S OTEL client.port 59890 Vv Tags CICS transaction CSMI
otel.scope.version 1.1 client.port o352 otel.scope.name z/0S OTEL v
otel.scope.name  z/0S OTEL . s OTEL P Tags
: Otel.scope.name Z .
span.kind server e | otel.scope.version 1.1 otel.scope.name z/0S OTEL
tps-faciiy.ype PO span.kind server e o span.kind server otelscope.version Lo
tps.program.name  DFHWBXN pan. span.kind server pan. .
Ps-prog tos facil - - N span.kind server
tps.region.id IYCWZCAB psaciity-yp tps.connection.name  IB2A tpsfacility-type START tps.connection.name MB2A
tps.system cics tps.program.name - DFHWBA tps.facility.type IPIC tps.program.name  NULLPROG tps facility.type -
i tps.region.id IYCWZCAB . ' '
tps-taskid 20085 e tps.program.name  DFHMIRS tps.region.id TYCWZCAE e
e peysem o tps.region.ic LYCHZCAE tps.system cics tps.region.id TYCWZCAE
tps.task.id 00066 . | | |
S tps.system cres tps.task.id 00061 tps.system cics
tps.transaction.i JWWU t -
ps.task.id 00059 o :
— tps.transaction.id  HB11 tps.task.id 90050
tps.transaction.id CSMI tps.transaction.id CSMI
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jenny-test-client: GET

b Spans

IYCWZCAB (2) . IYCWZCAE (3) jenny-test-client (1)

jenny-test-client: GET

2 Spans

IYCWZCAB (1)

jenny-test-client: GET

3 Spans

2 Errors

©® YCWZCAB (2)

jenny-test-client: GET

2 Spans

IYCWZCAB (1)

jenny-test-client (1)

@ jenny-test-client (1)

jenny-test-client (1)

A44.28ms

Today
10:25:56 am

a few seconds ago

37/8.26ms

Today
10:25:56 am

a few seconds ago

35.9ms

Today
10:24:27 am

a minute ago

114.64ms

Today
10:24:27 am

a minute ago



Service & Operation vo> ¥ > 84.16ps

v I O jenny-test-client GeT
v 1 IYCWZCAB <ICs transaction JWXN I
© IYCWZCAB cIcCS transaction JWWU

CICS transaction JWWU

GET Service: jenny-test-client  Dui ~ Tags

v Tags client.address 9.69.254.228
rror frue client.port 60377
error.type 404 error true
http.request.method GET error.type AWBM
http.response.status_code 404 otel.scope.name 2/05 OTel

network.protocol.version 1.1 :
otel.scope.version 1.4.8-beta25s

otel.scope.name 10.opentelemetry.java-http-client
_ otel.status_code ERROR
otel.scope.version 2.7.0-alpha
otel.status code ERROR span.kind Servern
server.address winmvs2c.hursley.ibm.com tps.facility.type WEB
server.port 10136 {ps.program.name DFHWBA
span.kind client tps.region.id IYCWZCAB
Liiesiil 1 tps.system cics
thread.name main :
tps.task.id 2083
url.full http://winmvs2c.hursley.ibm.com:10136/0TEWEBP3/ -
tps.transaction.id  JwWWu




OTel Tracing — CICS, MQ and Db2 scenario

I C1CS
MOGET CICS-MO 307
MO ! Brldge
queue
manager

CICS-MQ
Adapter

2/0S LPAR

__________________________________________________________________________________________________________________



OTel Tracing — CICS, MQ and Db2 scenario

Service & Operation Vv

~*'-'*I QL2C MQPUT HEJEN.TEST.BRIDGE.APPLO1

h I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ1

QLZ2C MQPUT HEJEN.TEST.BRIDGE.APPLQ1 B 617us

v o IYCWZCAB CICs transaction OTBP

EN.TEST.BRIDGEAFPLQ1 | 304ps

I Db2z DbZz.span

MQGET HEJEN.TEST.BRIDGE.APPLQ1
‘“"I QL2C MQPUT1 HEJEN.TEST.REPLYQ!

v Tags

I QL2C MQGET HEJEN.TEST.REPLYQ1 mainframe.lpar.name MV2C
messaging.client.id EOE253FBFCFBORO1
messaging.destination.name HEJEN.TEST.BRIDGE.APPLQ1
messaging.destination.type queue
messaging.ibmmgq.application.cics_task id 0000078
messaging.ibmmgq.application.cics_trans_id OTBP
messaging.ibmmgq.application.completion_code MQCC_OK

messaging.ibmmgq.application.external_transaction_id E@E253Fer8DFA674

messaging.ibmmgq.application.name IYCWZCAB
messaging.ibmmgq.application.pid 111
messaging.ibmmgq.application.gmgr_transaction_id 0000BAEA22EA994
messaging.ibmmgq.application.reason_code MQRC_NONE
messaging.ibmmg.application.transaction_type CICS
messaging.ibmmgq.application.type CICS
messaging.ibmmgq.application.user_id HEJEN
messaging.ibmmg.consumer.no_child_spans true

IBM Confidential :: © IBM Corporation 2025 messaging.ibmmg.destination.resolved_name HEJEN.TEST.BRIDGE . APPLQ1



Service & Operation

~*'-'*I QLZ2C MQPUT HEJEN.TEST.BRIDGE.APPLQ1
“*"’I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ1
v IYCWZCAB CICS transaction OTBP
I Db2z DbZz.span
‘“"I QL2C MQPUT1 HEJEN.TEST.REPLYQ1

I QL2C MQGET HEJEN.TEST.REPLYQ!

IBM CICS Business Partner Conference / IBM
Confidential / © 2025 IBM Corporation

QLZ2C MQPUT HEJEN.TEST.BRIDGE.APPLQ1 B 617ps
T HEJEN.TEST.BRIDGE.APPLQ1

¥ IYCWZCAB CICS tranzastign OTEP

> Tags
otel.scope.name
otel.scope.version
span.kind
tps.program.name
tps.regionid
tps.system
tps.task.id

tps.transaction.id

1 304

144 61ms

CICS transaction OTBP

z/0S OTEL
1.1
server
DFHMQBP®
IYCWZCAB
cics
0078

OTBP



Service & Operation

~*'-'*I QL2C MQPUT HEJEN.TEST.BRIDGE.APPLO1

h I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ1

v o IYCWZCAB CICs transaction OTBP

I QL 2C MQPUT HEJEM.TEST.BRIDGE.APPLO1

e I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ1

b

IYCWZCAB CICS transaction OTEP

Db2z Db2z.span

I Db2z DbZz.span
~"""I QL2C MQPUT1 HEJEN.TEST.REPLYQ1

I QL2C MQGET HEJEN.TEST.REPLYQ!

IBM CICS Business Partner Conference / IBM
Confidential / © 2025 IBM Corporation

db.db2.uow.et
db.db2.version
db.system
otel.scope.name
otel.scope.version

span.kind

B 617ps
I 304ps
144 61ms

> Db2z.span
v Tags
db.db2.connection.id IYCWZCAB
db.db2.connection.type  sAss
db.db2.cpu.gp 10899840
db.db2.cpu.ziip 0
db.db?2 et 224289256
db.db2.group.name DSNV130T
db.db2.location DSNV130T
db.db2.luwid DSNV130T.CFD1.E@E253F109B7=46
db.db2.member.name DB2C
db.db2.planname MPDIB
db.db2.subsystem.name DB2C

8.22752278660603e+62
V13R1IM561

db2

z/05 OTEL

1.1

servenr



Service & Operation

~*'-'*I QLZ2C MQPUT HEJEN.TEST.BRIDGE.APPLQ1
“*"’I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ1
v IYCWZCAB CICS transaction OTBP
I Db2z DbZz.span

I QL2C MQPUT HEJEN.TEST.BRIDGE.APPLQ1
""’*I QL2C MQGET HEJEN.TEST.BRIDGE.APPLQ 1
v L IYCWZCAB CICS transaction OTBP
I Db2z DbZz.span

v 1 QL2C MQPUT1 HEJEN.TEST.REPLYQ1

B 6517ps
| 304ps

144 61ms

—MQPUT1 HEJEN.TEST.REPLYQ1

‘“**"I QL2C MQPUT1 HEJEN.TEST.REPLYQ1 —

I QL2C MQGET HEJEN.TEST.REPLYQ!

IBM CICS Business Partner Conference / IBM
Confidential / © 2025 IBM Corporation

v Tags
mainframe.lpar.name
messaging.client.id
messaging.destination.name
messaging.destination.type
messaging.ibmmg.application.cics_task id
messaging.ibmmg.application.cics_trans_id
messaging.ibmmg.application.completion_code
messaging.ibmmg.application.external_transaction id
messaging.ibmmg.application.name
messaging.ibmmg.application.pid
messaging.ibmmg.application.gmgr_transaction_id
messaging.ibmmg.application.reason_code
messaging.ibmmg.application.transaction_type
messaging.ibmmg.application.type
messaging.ibmmg.application.user _id
messaging.ibmmgq.destination.resolved_name

messaging.ibmmgq.destination.resolved gmgr _name

MV2C
EQE253FOFCFBOOOA1L
HEJEN.TEST.REPLYQ1
queue

POPPA78

OTBP

MQCC_OK
EOE253F12027CC73
IYCWZCAB

111
POOPOPORR22EABSF
MQRC_NONE

CICS

CICS

HEJEN
HEJEN.TEST.REPLYQ1

QL2C



OpenTelemetry tor
CICS JVM server




OpenTelemetry tor application running
In CICS JVM server

As a mixed-language environment, more and more
java application are hosted in CICS.

Benefits ot OTel in CICS JVM servers:

* end-to-end distributed tracing across both CICS
transactions and Java applications running in CICS
JVM.

» gain visibility into how Java code contributes to
overall transaction processing, including calls to
external web services or databases.

» diagnose performance bottlenecks, understanding
service dependencies, to improve reliability in
complex, mixed-language CICS environments

© 2025 IBM Corporation
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OpenTelemetry tor application running in
CICS JVM server

« Automatic propagate in/out from request into Java

application to CICS task it the hosting CICS region participate
INn OpenTelemetry

 Whenregion OTELTRACE level is ON,

« CICS installs the OpenTelemetry Java APIs and SDK
iInto all enabled JVM servers

* Liberty JVM servers will then process the traceparent

HTTP header on incoming request and propagating this
context into the CICS transaction

» CICS also adds extensions to the OTel Java API to get
the current Java context from the CICS transaction,
ready Tor outgoing requests

© 2025 IBM Corporation



Automatic propagate trace context
hosted Liberty/OSGI JVM server anc

HTTP  HTTP request from Java client

netween

CICS task

CICS region

= Liberty JVM server

[

Read HTTP headers

l

Build CICS transaction

l

Set span context

\

*+] CICS region

CICS program with
existing span

E °
= Liberty JVM server

| Co—

CICS transaction & span

)

l

Java / servlet code run

w

Set CICS span as current

Java span

Client span generated by
user code

© 2025 IBM Corporation

External web service




Instrument JVM application tor OTel

 Now CICS task has OTel trace, what about the work running on a java
thread?

* These ditterent ways can be used to instrument JVM application tor OTel to
create span

1. Java Agent: zero-code, automatic, rich support with JDBC, JMS, HTTP requests
etc.

 Usethis for Liberty JVM server

 spans created by it do not use the CICS span as parent which breaks correlation of
spans

2. Manual: flexible control.

 This s the best option in OSGI JVM servers as It inherits CICS task as parent
3. MicroProfile Telemetry

 For Liberty only.

 spans created by It does not use the CICS span as parent which breaks correlation of
spans

© 2025 IBM Corporation



Example of manual instrumentation in
JVM application

public class CICSJavaOTel
[

public static final OpenTelemetry OPEN_TELEMETRY = AutoConfiguredOpenTelemetrySdk.inititalize()
.getOpenTelemetrySdk( );

private static final String SCOPE_NAME = "com.example.CICSJavaOTel";

public void usage( )

{
Tracer tracer = OPEN_TELEMETRY.getTracer(SCOPE_NAME)

Span span = tracer.spanButlder("usage").startSpan();
try(Scope scope = span.makeCurrent())

{
}

© 2025 IBM Corporation




Example configuration in JVM profile

# Configure the OpenTelemetry Java Agent

-javaagent:&USSHOME; /1ib/opentelemmetry/opentelemetry-java-agent. jar

# Configure for sending OTel spans:
# Set the service name for the JVM server

-Dotel.service.name=MyCICSJavaApp

# Export traces using OTLP

-Dotel.traces.exporter=otlp

# Export with OTLP HTTP
-Dotel.exporter.otlp.protocol=http/protobut

i## The OTLP collector to export to
-Dotel.exporter.otlp.endpoint=http://otel.example.com:4318

© 2025 IBM Corporation

E-Iﬁ z/0S Lpar

*+| CICS region

il

JVM server

Qo Java application

OpenTelemetry Java
SDK

OTLP over HTTP

OTLP over HTTP

OpenTelemetry Collector

Export protocol e.g. OTLP

onl Observability backend




Scenario: Python client (HTTP to)--> CICS Liberty (Link to)--> OSGI program issue AsyncService (RUN TRANSID) -->
OTEL transaction is started which is a OSGI program that creates a span in Java

Trace Start June 3 2025, 17:09:30.244 Duration 2.5s
Ops

Services 3

Depth 5 Total Spans 5
624.97ms

Service & Operation v Y »

‘*"l alex-python-test main

v | alex-python-test cer

v IYK3ZMNAT cIcs transaction CISA

v IYK3ZNA1 qcs transaction OTEL

IYK3ZNAT.OSGUVMS createspan

© 2025 IBM Corporation

Ops
.
|

GET

> Tags: http.method = GET  http.status_code = 200

> Process:

CICS transaction CJSA

9.111.73.181

telemetry.sdk.lanc

> Tags: client.address client.port = 5

> Process: service.wversion — 0.1.0

> Warnings (1)

CICS transaction OTEL

> Tags: otelscope.name = z/0OS OTEL  otel.scope.ve

> Process: servicewersion = 0.1.0  telemetry.sdk.lane

createSpan

> Tags: otelscope.name - cics.opentelemetry.java.ose

> Process: telemetrysdklanguage = java telemetry

CICS transaction CJSA
¥ Tags
client.address 9.111.73.181
client.port 58294
otel.scope.name z/0S OTEL
otel.scope.version 1.1
span.kind server
tps.facility.type JVMSERVER
tps.program.name  DFHSJTHP
tps.region.id TYK3ZNA1
tps.system cics
tps.task.id Be277
tps.transaction.id  CJSA

o

CICS transaction OTEL
¥ Tags
otel.scope.name z/05 OTEL
otel.scope.version 1.1
span.kind server
tps.facility.type ASRUNTRAN
tps.program.name  NEWSPAN
tps.region.id IYK3ZNAL
tps.system cics
tps.task.id Be278
tps.transaction.d  OTEL
createSpan
¥ Tags
otel.scope.name cics.opentelemetry. java.osgli.App
span.kind internal
P T S S S e



CICS TS open beta
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N/
0‘0

O

O

O

EXEC CICS RETURN

Most common usage, return control to the next higher logical level.

Within same task boundary, it generally has minimal impact on OTel.

But, this API provides many variations and options beyond this basic usage.

RETURN
»— RETURN —»

-
L TRANSID( name) —=

J >

— COMMAREA( data-area )

-

L LENGTH( data-value ) J

CHANNEL( name)

L IMMEDIATE J

>
L INPUTMSG( data-area ) L

INPUTMSGLEN( data-value ) J

>
J L ENDACTIVITY J



N/

» EXEC CICS RETURN TRANSID ....

L/

o The task returns control to CICS
o CICS starts a new task — TRANSID on the terminal ( of calling task )

o Pseudo conversation between tasks — passing data from one task to the
EXEC CICS RETURN task with inputmsg, commarea, or channel

No behavioural changes, OTel context propagation has been added

‘0

» From calling task to newly started task

L/

» Propagated to remote region if connection is MRO or IPIC



EC return task(OTRX) —
IMMEDIATE specified

EC return task(OTRX) —
IMMEDIATE NOT specified

¢« v QL2C: MQPUT NING.TEST.BRIDGE.APPLQ2

3t Trace Timeline

Trace Start September 29 2025, 11:30:14 Duration 4.258 Services2 Depth5 Total Spans 11
Opls 1.06s 2125 3.19s 4.25s
Service & Operation Voo ¥ X Ops 1.06s 2.12s 3.19s 4.25s

Vl QL2C MQPUT NING.TEST.BRIDGEAPPLO2 I

Vl QL2C MQGET NING.TEST.BRIDGE.APPLQ2 I
¥  NINGTOR1 cics transaction CKBP
e | QL2C MQPUT1 NING.TEST.REPLYQ I
I QL2C MQGET NING.TEST.REPLYQ1 |

NINGTOR1 cics transaction OTQX

NINGTOR1 qCs transaction OTSX
NINGTOR1 cics transaction OTRX

NINGTOR1 cics transaction OTQX

NINGTOR1 cics transaction OTQX

NINGTOR1 cics transaction OTQX

¢« v QL2C: MQPUT NING.TEST.BRIDGE.APPLQ2

Trace Start September 29 2025, 13:58:27 Duration 7.25s Services2 Depth5 Total Spans 11
Ops 1.81s 3.635

EC task(OTRX) takes priority,
executed BEFORE queued
task(OTQX).

a8 Trace Timeline w

5.44s 7.255

Service & Operation Vo> ¥ »  Ops
v o QL2C MQPUT NING.TEST.BRIDGE.APPLQ?2
v QL2C MQGET NING.TEST.BRIDGE.APPLQ?
"I MNINGTOR1 cICS transaction CKBP I
v QL2C MQPUT1 NING.TEST.REPLYQ1
QL2C MQGET MING.TEST.REPLYQ]1
I NINGTOR1 cics transaction OTQX I
b | NINGTOR1 cics transaction OTSX
I @ NINGTOR1 cics transaction OTRX
I NINGTOR1 cics transaction OTQX
I NINGTOR1 cIcs transaction OTQX
I NINGTOR1 cics transaction OTQX

1.81s

3.63s 544z 1.25s

EC task(OTRX) executed
AFTER queued OTQX
completed.
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What is Distributed Transaction Processing (DTP)?

3 Terminal

CICSA

e

A

@ Transaction TRAA

Program X

CICSB

=

@ Transaction TEBE

Program Y

Distributed transaction processing

56



DTP scenarios can be complex

CICSA
Terminal ——» [2] Transaction TRAA
CICSB
¥
2| Transaction TRBB
CICSC CICSD
v v
2| Transaction TRCC 2| Transaction TRDD
CICSE
¥ ¥
2| Transaction SUBR 2| Transaction SUBR

57



Program tlows without OTel support

CICS 2

DATA

CICS 1

53



Program tlows with OTel support

CICS 1

DATA
_I_

OTel
context

<
0
O

DATA

CICS 2

59



CICS OTel trace propagation and span data generation

HTTP
request
from a java
client

CICS region 1

-

Task is initiated with OTel tracing

Inherit trace ID and parent span id from
Incoming request or parent task

SMF data with span information (key,

value)

MRO connection

CICS region 2

DTP partner is initiated with OTel
tracing

SMF

\ In memory SMF

Buffer key-value pairs

SMF real time
interface

—

OTLP end-point

e.g. Jaeger Collector

OTLP Span Export

z/OS Data Gatherer

el OpenTelemetry SDK

OTLP/http
OTLP/gRPC

—

Service & Operation

e ‘ darren-test-client cer

¥ | IVK2ZAF1 cics transaction DTP3

OTLP end-point

e.g. Jaeger Collector

»  ops 2685

5.37s 8.0¢

IYK2ZAF2 cics transaction DTP2

GET

> Tags: hitp.requestmethod = GET  hitp.response.status_code = 200 network protocol.versio
> Process: hostarch-amdé4 hostname - IBM-PF3ABLT4  os.description ~ Windows 11 10.0

CICS transaction DTP3

> Tags: clientaddress = 9.69.251.101 dlientport =50183  otelscope.name =2/0S OTel  otel.scoj
> Process: telemetry.sdklanguage = java  telemetry.sdkname = opentelemetry telemetry.sdk.version

> Warnings (1)

Service: darre

n=11 otelscopename - io.opentelemetryjava-http-client  otelscops

ostype - windows | process.command_line ~ CAUsers\DarrenBeardh.g

Service: IYK

peversion = 1.4.1  spankind = server | tpsfacility.type = WEB | tps.
1520

CICS transaction DTP2

> Tags: otelscopename =z/OS OTel | otel.scopeversion = 1.4.1 | spankind = server | tps.connection.name = AF1 | tps.facility.type = MRO | tps.program.name = DTPP!

> Process: telemetry.sdklanguage = java  telemetry.sdkname = opentelemetry telemetry.sdk.version

Service: IYK

1.52.0

19



OTel trace obtained

Service & Operation

¥ | darren-test-client cer

4 WWK2ZAF1 cics transaction DTE3

IWWK2ZAF2 cics transaction DTPZ2

Ops 2.68s 2.37s 8.0!

GET Service: darre

> Tags: http.request.method = GET = http.response.status_code = 200 network.protocol.version = 1.1 otel.scope.name = io.opentelemetry.java-http-dient = otel.scops

> Process: host.arch — amdé4 hostname = IBM-PF3ABLT4  os.description = Windows 11 10.0  os.type = windows = process.command_line = C\Users\DarrenBeard\.q

10.18s

CICS transaction DTP3 Service: IVK
> Tags: clientaddress = 9.69.251.101 client.port = 50183 otel.scope.name = z/0S OTel  otel.scopewversion = 1.4.1  spankind = server = tps.facility.type = WEB  tps.

> Process: telemetry.sdk.language = java telemetry.sdk.name = opentelemetry  telemetry.sdk.version = 1.52.0

> Warnings (1)

RN _____|

CICS transaction DTP2 Service: IYK

> Tags: otelscope.name =z/0S OTel otel.scope.version = 1.4.1 | span.kind = server  tps.connection.name = AF1 = tps.facility.type = MRO  tps.program.name = DTPP!

> Process: telemetry.sdk.language = java telemetry.sdk.name = opentelemetry  telemetry.sdk.version = 1.52.0

61



Optimisations

The OTel context 1s sent only once per DTP conversation

—A check i1s made that both CICS regions contain the DTP support betore the OTel
data are sent

—When the context is sent, it Is only included on the tirst communication between the
connected CICS regions

—Subsequent communications are unchanged

62
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