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Abstract—Though Generative Adversarial Networks (GANs)
are crucial in medical imaging to address data scarcity, they
are vulnerable to adversarial attacks. This work exploits the
exploratory capabilities of Evolutionary Algorithms (EAs) to
search for optimal white-box adversarial attack chains, applied
to the latent space of a medical-image augmentation GAN during
its training. As part of the same, three standard white-box attacks
are adapted to affect Deep Convolutional GANs (DCGANs)
that generate augmented histopathological images. A sensitivity
analysis is conducted across six EA configurations, to study
the behavior of EA in this experimental setup. Results show
that EA behavior depends strongly on hyperparameter choices
and the right hyperparameters help establish a balance between
exploration and exploitation with EAs. This work highlights the
risk of latent-space attack chaining for medical-image GANs and
the potential for using EAs to explore the search space and
identify optimal chained attack sequences.

Index Terms—Combinatorial Optimization, Adversarial At-
tacks, Evolutionary Algorithm, Generative Adversarial Networks

I. INTRODUCTION

To address the challenge of data scarcity to train classifi-
cation models in medical imaging field, since their inception,
Generative Adversarial Networks (GANs) [1] have emerged
as powerful tools due to their data generation capability.
This synthetic data can enhance the performance and robust-
ness of medical classifier models. However, the security and
robustness of both GANs and the consequent downstream
classifiers trained on their generated outputs are critical in
the medical domain. A major threat to security of Deep
Neural Networks comes from adversarial attacks [16], [17].
While there has been extensive research focusing on attacking
classifier models using several white-box attacks [18]—-[20],
recent studies have shown that GANs are also susceptible to
adversarial manipulation, including attacks on the latent space
and backdoor injections [21]-[23].

While many studies have developed various adversarial
attacks, this paper explores a new idea of chaining existing
white-box adversarial attacks to investigate their impact on the
performance of GANs and the consequent classifiers trained
on these poisoned GANs. This search for powerful attack
sequences is a combinatorial search problem, which becomes
computationally expensive as the number of attacks considered
grows. This is where Evolutionary Algorithms (EAs) [24]—-[26]
offer a powerful approach for optimization in complex search
spaces [27], [28].

EAs have been used in various studies such as GAN-related
optimization [29], malware evolution [30], and particularly
to develop new adversarial attacks such as GenAttack [31],
showing how effective evolutionary strategies are to fool
image classification models in black-box settings. However,
the application of EAs to explore the potential of sequen-
tially chaining white-box attacks to directly affect the ability
of GANs to produce acceptable augmented medical images
remains unexplored.

To address these gaps, this paper makes the following key
contributions:

1) Formalize the problem of sequential white-box adversar-
ial attacks against medical-imaging GANs as a search
and optimization challenge suitable for evolutionary
algorithms, addressing the limitations of combinatorial
optimization.

2) Conduct a sensitivity analysis by experimenting with dif-
ferent configurations of EA hyperparameters to explore
EA behavior, showing that effective evolutionary search
depends on careful parameter tuning.

Note: Both the data & code for the experiments will be
made available upon acceptance of this work for presentation.



II. RELATED WORK

The introduction of GANs by Goodfellow et al. [1] was
a significant step towards synthetic data generation. Early
challenges with training instability and mode collapse [5] led
to several improved variants, including Deep Convolutional
GANs (DCGANSs) [3], Wasserstein GANs (WGANSs) [4], and
Progressive Growing GANs [7]. In medical imaging, GANs
have proven to be crucial for image synthesis, addressing
data scarcity challenges [8]. GANs have been used for data
augmentation of images across various image modalities,
including MRI, CT, and histopathology [9], [10]. Studies have
shown that data augmentation by GANs can greatly improve
performance of medical image classifiers; for instance, GAN-
augmented datasets significantly improve liver lesion classi-
fication accuracy [12]. Among the popular GANs used in
medical imaging, the DCGAN architecture is known for its
stability [11], [14].

However, the discovery of adversarial vulnerabilities in deep
neural networks [16] was game-changing in the domain of
adversarial learning. Some white-box attacks include the Fast
Gradient Sign Method (FGSM) [17], its iterative variants like
Projected Gradient Descent (PGD) [18], and more targeted
approaches such as the Jacobian-based Saliency Map Attack
(JSMA) [20].

While these attacks were originally designed for discrim-
inative classifiers, their applicability to generative models
such as GANs remains underexplored. Many studies have
explored various attack and defense strategies specifically for
generative models [22]. However, most research focuses on
single attacks rather than systematic exploration of chained
white-box attacks that can target GANs by adapting them to
a GAN’s latent space. More recently, a study has explored
ensemble-based approaches and attack sequences have to
improve transferability across models [32], but the focus is
on black-box classifier attacks rather than generative models.

The existing literature thus shows various gaps. While there
are many standard white-box attacks designed for classifiers,
how they can be modified to attack GANs remains under-
explored. Existing research on chaining adversarial attacks
uses an ensemble of black-box attacks and focuses on trans-
ferability, rather than exploring whether chaining of attacks
will have a compounding effect on the GAN’s performance
quality. Moreover, there is huge scope for systematic study of
how EAs can optimize the search for powerful sequences of
existing white-box attacks that can most harmfully affect the
performance of a medical-imaging GAN.

III. EXPERIMENTAL SETUP AND METHODOLOGY
A. Methodology

The proposed study used a DCGAN for medical-image aug-
mentation and a downstream ResNet50 classifier to study the
degradation in classification performance when inputted with
the poisoned DCGAN’s synthetic data. This study used the
benchmark histopathological LC25000 dataset [15], containing
25,000 histopathology images of malignant and benign lung
and colon tissues.
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Fig. 1.
DCGAN

Architecture describing the generator and discriminator of our

First, the DCGAN is trained on the dataset and generated
64 x 64 synthetic histopathological images. As shown in Fig. 1,
the generator progressively upsampled a latent representation
through transposed convolutional layers to produce three chan-
nel RGB outputs. The discriminator classified the images using
a series of convolutional layers with downsampling. Training
was conducted for 50 epochs using Adam optimization and
binary cross entropy loss.

For the ResNet50 model, the final fully-connected layer was
replaced and a dropout layer (p=0.5) was added before classi-
fication to prevent overfitting. Training was performed for 50
epochs using the Adam optimizer, cross entropy loss, and a
learning-rate scheduler. The model achieved a high accuracy
of 98.9% on the dataset. Table I provides the hyperparameters
used for the DCGAN and ResNet50 classifier.

TABLE I
TRAINING HYPERPARAMETERS FOR DCGAN AND RESNET CLASSIFIER
Parameter DCGAN ResNet-50
Learning Rate 1x 107 1x 10~ %
Optimizer Adam Adam
Weight Decay - 1x 10742

Loss Function Binary Cross-Entropy Cross-Entropy

Epochs 50 50 (with early stopping)
Dropout Rate 0.2 (Discriminator) 0.5 (Classifier)
Learning  Rate - ReduceLLROnPlateau
Scheduler

The unattacked DCGAN’s image quality is quantified using
a metric called Fréchet ResNet Distance (FRD), which is a
custom modification of the original Fréchet Inception Distance
(FID) using features extracted from our ResNet50 model,
also trained on the histopathological images. The rate of
misclassification, i.e., the proportion of images misclassified
by the ResNet50 classifier, is quantified as the Attack Success
Rate (ASR) metric.

For the adversarial attacks, this study adapted three standard
white-box adversarial attacks, Fast Gradient Sign Method
(FGSM), Projected Gradient Descent (PGD), and Jacobian-
based Saliency Map Attack (JSMA), to target the DCGAN’s
latent space during training.

To investigate how impactful sequential combinations of at-



tacks are on the DCGAN and downstream classifier, the search
for harmful attack chains is formulated as a combinatorial
optimization problem. An attack sequence S of length L is
defined as an ordered list of attacks: S = [A1, Aa, ..., AL],
where A; € {FGSM, PGD,JSMA}. In this experimental setup
that uses 3 attacks, the total size of search space grows expo-
nentially as 3”, making exhaustive search infeasible as the se-
quence length L increases. An EA is thus employed to search
for optimal attack sequences (e.g., FGSM — JSMA — PGD).
A fitness function F' evaluates each attack sequence as a
weighted combination of ASR and FRD.

A sensitivity analysis was then conducted to explore the
behavior of the evolutionary algorithm across different hy-
perparameter configurations. EA hyperparameters such as
population size (N € [5,10]) and mutation rate (p,, €
[0.46,0.5,0.6]) were studied for a fixed sequence length
(L = 3). This analysis identifies parameter configurations that
efficiently discover potent attack sequences while maintaining
computational feasibility.

B. Adapted Attacks

A major contribution of this study is the modification of the
three chosen standard white-box adversarial attacks (FGSM,
PGD, and JSMA) to attack the DCGAN’s latent space during
training. The idea behind this modification is that, in a GAN,
the latent space is a lower-dimensional vector space that serves
as the input to the Generator of the GAN. Modifying this input
latent vector z effectively can alter the synthesized output of
the GAN, thus generating poisoned images.

Therefore, given a latent vector z ~ A(0, I), the generator
produces an image G(z), which is evaluated by the discrimina-
tor D. The adversarial objective is defined using the standard
generator loss function given in equation 1.

Laav(z) = —log D(G(2)), (1

This implies that the attacker aims to craft a perturbation &
such that the adversarial latent vector z,4, = z-+ & maximizes
Eadv-

In this work, the three white-box attacks are modified to
perturb z during GAN training. The attacks FGSM, PGD, and
JSMA are modified as follows.

1) Modified FGSM: The original FGSM [17] perturbs an
input image z in the direction that maximally increases
the classifier loss. The modified FGSM applies this
attack directly into the latent space, thus perturbing the
latent vector z by a perturbation budget ¢ in the direction
of the gradient (equation 2), where, V,Lq,(2) is the
gradient of the adversarial loss L,4, w.r.t. the latent
vector z.

Zady = Z + € - Sign (VZﬁadV(z)) ) (2)

2) Modified PGD: PGD iteratively refines FGSM. The
original method [18] applies FGSM repeatedly and
projects onto an e-ball. The modified PGD begins with

S ) _
a randomly perturbed initialization z,;, = z +U(—¢,€),

TABLE 11
EA PARAMETERS

Parameter Value
Gene Pool {1,2,3}
Chromosome Length 3
Population Sizes 5, 10
Number of Generations 10
Mutation Rates 46%, 50%, 60%
Number of Runs 10

Termination Criteria Max generations, Stagnation

where U (—e, €) samples uniformly from an ¢,-bounded
hypercube.

Then, for each iteration t = 0,...,T —1, the gradient is
computed using equation 3 and the latent vector is up-
dated using equation 4, where « is the PGD step size and
the Clip, .(-) enforces the constraint ||z£éj_1) —Zlleo <€,

producing a strong, optimized adversarial latent vector.

g(t) = VZ(;)ﬁadv<Z§§\)/) ®)

2| = Clip, (s4q) + asign(¢™)) @)

adv adv

3) Modified JSMA: The original JSMA [20] perturbs salient
input pixels for a targeted attack. The modified attack
on the latent-space works by modifying only the K
most influential latent dimensions. First, the saliency
values are computed using equation 5, the top K latent
dimensions are selected using equation 6, and the sparse
perturbation is finally applied using equation 7.

S = |v2£adV(Z)| &)
M = OneHot(TopKIndices(S, K)) (6)
Zadv = 2+ €+ Sign(vzﬁadv(z)) oM (7)

Here, ® denotes element-wise multiplication, ensuring
that only the top-K salient latent components are per-
turbed.

C. Evolutionary Algorithm

The proposed EA formulates the search for harmful adver-
sarial attack chains as a combinatorial optimization problem.
The gene pool (alleles) consists of the three selected white-
box attacks (FGSM, PGD, and JSMA). Each chromosome
of a population represents an ordered sequence of the three
attacks, encoded as integers. Thus, a chromosome such as
[3,1,2] corresponds to the chaining of JSMA followed by
FGSM followed by PGD, attacked during DCGAN training.
Initial populations of size 5 and 10 are created by randomly
sampling such sequences from the three-attack gene pool.

To evaluate each sequence, the EA uses a fitness function F’
designed to measure the degree to which a given attack
chain degrades both the GAN and a downstream classifier.



F uses two complementary metrics, ASR and FRD. The
ASR measures the proportion of generated images that are
misclassified by a ResNet50 classifier and therefore reflects
how effectively the attacked generator induces classifier errors,
while the FRD quantifies how far the distribution of generated
images drifts away from that of real histopathology data.

Number of misclassified images generated

ASR = x 100%

Total number of images generated

FRD is computed by comparing deep feature statistics
extracted from real and generated images. Since FRD varies
in scale compared to ASR, it is first normalized (FRDpom)
so that all FRD values lie between O and 1, like ASR. The
final fitness value (F') of a chromosome (attack sequence) is
then computed as the weighted combination of its ASR and
FRDporm:F = (0.5 x ASR) + (0.5 X FRDyorm ), ensuring that
the EA favors attack sequences that simultaneously maximize
classification errors and disrupt the quality of generated sam-
ples.

Chromosomes with the best fitness values, indicating more
powerful attack sequences, are selected and passed on to
future generations. New individuals are created solely through
mutation. No crossover operator is used in this study. Mutation
is applied independently to each gene, replacing it with a
randomly selected attack from the gene pool. Experiments
were conducted with mutation probabilities of 46%, 50%, and
60% and for population sizes of 5 and 10 for every generation.
Each configuration, defined by population size and mutation
probability, was executed for 10 independent runs starting
from different random populations, with 10 generations per
run. All the EA parameters used are listed in Table II.

It is worth mentioning that the experiments were executed
on Google Colab NVIDIA L4 Tensor core GPU with 24GB
RAM with each chromosome fitness evaluation taking over
200 minutes to execute. Consequently, due to computational
limitations, the experimental search space comprises of only
3% = 27 possible attack sequences for a gene pool of {1,2, 3}
and chromosome length 3.

IV. RESULTS AND ANALYSIS

To evaluate the sensitivity of the evolutionary algorithm,
six configurations were tested by taking various combinations
of population size € {5,10} and mutation probability €
{0.46,0.50,0.60}. Each configuration was implemented for
ten independent runs, with ten generations per run. Table III
lists the top ten attack sequences according to their fitness
values that have been identified by the evolutionary algorithm
guided search.

From Table III and Figure 2, we see that employing EA
with different hyperparameter configurations has revealed the
most harmful attack sequence to be [2, 1, 2], corresponding
to PGD — FGSM — PGD, achieving a fitness value of 0.99.
This indicates it was the most disruptive sequence for both the
DCGAN and the ResNet50 classifier. The repeated dominance
of this sequence across EA hyperparameter configurations

TABLE III
Topr 10 CHROMOSOMES IDENTIFIED BY EA ALONG WITH FITNESS
VALUES
Chromosome | Fitness F’
2,1,2 0.9903
3,2,1 0.9523
1,2,2 0.7977
3,2,3 0.6588
2,1,1 0.5667
1,1,1 0.5515
3,1,1 0.5376
3,3,3 0.5089
1,2,3 0.5000
2,2,3 0.5000
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Fig. 2. Frequency of Top 10 Attack Sequences by EA Configuration

suggests that beginning with an iterative attack like PGD effec-
tively weakens the model, while concluding with either PGD
or JSMA provides a strong finishing impact, underscoring the
importance of both attack ordering and terminal strength in se-
quence effectiveness. Figure 2 shows the frequency with which
each of the top 10 attack sequences (rows) appeared under
each EA hyperparameter configuration (columns). The concen-
tration of high values (darker cells) for sequence [2,1,2] in
configurations with larger population and lower mutation rates,
particularly Pop=10 with Mut=0.46, where it appears 126
times, shows that it is an optimal attack. On the other hand,
configurations with higher mutation and smaller population
(e.g., Pop=5, Mut=0.60) show more dispersed coloring across
multiple sequences, indicating greater exploration by the EA.

Figure 3 shows the average of the best fitness value per
generation across the 10 runs (y-axis) against the generation
index (x-axis), for all six EA configurations. It is observed
that all six EA configurations show improvement in fitness
values, from lower values to the highest fitness value of 0.99,
corresponding to the attack sequence [2,1,2], from generation
1 to 10. However, the resulting curves differ significantly,
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likely due to the small experimental search space of this study.
The population-10 configurations attain the best final fitness
of 0.99 rapidly, indicating early convergence. For example,
poplO_mutO0.46 reaches high fitness within the first few
generations and then plateaus, with minimal variation across
runs. This behavior does not indicate strong evolutionary
search, possibly due to the large population size sampling
most of the available search space immediately, causing early
convergence. Mutation rates of 0.46 and 0.50 for the popu-
lation size of 10 also do not sufficiently exhibit exploration.
On the other hand, the population-5 configurations show more
meaningful evolutionary algorithm behavior. After starting at
lower fitness values, the candidates improve gradually, and
show more variation across runs, indicating better exploration
of the search space. Consequently, it can be observed that the
greatest diversity among all six EA configurations is obtained
when population size is 5 with a mutation rate of 0.60 (figure
3). It is also worth highlighting that though lower mutation
rates (0.46 and 0.50) converge faster, there is less exploration
and the behavior is similar to the early convergence patterns
observed for population size 10. Figure 4 further highlights
this observation by showcasing the distribution of the final-
generation fitness values across the ten independent runs for
each hyperparameter configuration.

Figure 5 shows the generation number at which each EA
configuration first reached a fitness value > 0.99. The number
within each cell indicates the generation at which, for a
particular run and a particular EA configuration, the final best
fitness value of 0.99 was achieved. If the number is less, it
indicates that the best fitness value was achieved at a very early
generation (early convergence). Lighter cells indicate faster
convergence (lower generation numbers), while darker cells
represent slower convergence or late discovery of high-fitness
solutions. Blank cells correspond to runs that never achieved
the 0.99 (best) fitness. Configuration population-5 with
mutation = 0.60 shows the most consistent and reliable
convergence behavior. Mostly all runs for this configuration
reach the 0.99 fitness, most of them converging between
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generations 9—10. This shows that exploration and exploitation
are balanced.

On the other hand, other population-5 configurations
(mutation = 0.46, mutation = 0.50) show incon-
sistent convergence patterns: some runs reach high fitness
rapidly, while others fail to converge entirely. This sug-
gests insufficient mutation rates for adequate exploration
of the search space. Convergence patterns are irregular for
population-10 configurations as well. Although certain
runs show rapid convergence (generation numbers 1-3), many
either fail to reach the 0.99 or converge inconsistently on
repeating across runs. This shows early convergence and
diversity collapse within larger populations.

In short, it can be observed that population size plays a
critical role in this experimental study. Larger populations
(Pop=10) converge to top fitness sequences like [2,1,2]
and [3,2,1] rapidly, while increasing the risk of early
convergence in such a constrained space. Conversely, smaller
populations (Pop=5) produce more variation in the best se-
quence found across runs, reflecting increased exploration.
Mutation rate further modulates this trade-off. Lower mutation
(0.46) drives strong exploitation, especially with Pop=10,
where [2,1, 2] appeared 126 times. Higher mutation (0.60)



encourages exploration, reducing the frequency of (2,1, 2]
to as low as 10 in Pop=5 and 78 in Pop=10, while allowing
other sequences to surface more prominently.

V. CONCLUSION

This study adapted three white-box attacks originally de-
signed to attack classifiers, to perform poisoning attacks on
Generative Adversarial Networks (GANSs). It also explored the
potential of evolutionary algorithms to find highly disruptive
attack chains that can degrade the performance of medical
imaging DCGANSs, along with a subsequent sensitivity analy-
sis using six different EA hyperparameter configurations. Re-
sults show that chaining attack sequences significantly degrade
the performance of GANSs to generate quality medical images.
It is seen that specific sequences, particularly the attack chain
where first, PGD (Projected Gradient Descent) is executed,
followed by FGSM (Fast Gradient Sign Method) and PGD
(again), have great attacking power, as exhibited by their high
fitness values. The experiments reveal that EA hyperparam-
eters critically influence search behavior. Within the small
search space of this study, the EA shows a trade-off between
exploring new sequences and exploiting chromosomes with
high fitness values. We see that if an EA configuration is
exploitation-oriented (larger populations with lower mutation
rates), it will lead to finding the optimal solution very soon,
leading to early convergence, while exploration-oriented EA
configurations (smaller populations with higher mutation rates)
promote greater diversity in the top sequences identified across
runs.

Future work will explore scaling to larger search spaces
by using longer attack sequences and the development of
defense mechanisms to safeguard both synthetic data quality
and classifier reliability.
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