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Abstract—Machine learning benefits malware detection and
classification, yet scarce labelled data and rapidly evolving threats
hinders progress. We investigate generative, evolutionary, and
hybrid data augmentation in static malware detection given
data scarcity and distributional shifts. We evaluate a generative
adversarial network, evolutionary method, and hybrid method,
with static features and Random Forest classifiers. Experiments
across random scarcity, temporal holdout, and leave-one-family-
out regimes (dataset treatments) indicate evolutionary augmen-
tation provides consistent improvements if positive samples are
extremely scarce and under temporal drift. Results also indicate
the effects of leave-one-family-out evaluation are family depen-
dent and as real data availability increases, augmentation benefits
diminish, where training on real data alone becomes sufficient.

I. INTRODUCTION

Malware (malicious software) is any program created to
cause harm or infiltrate computing systems when executed [1],
and manifests in various forms, including viruses, worms,
Trojans, and spyware [2]. Malware is continually adapted,
resulting in an arms race between attackers and defenders [3].
Predictive machine learning [4] has been used for learning both
malware detectors and classifiers [1], [5]. However, various
challenges persistent. First, labelled malware data are often
scarce, imbalanced, or outdated due to data collection and
annotation problems [6], [7]. Moreover, copyright restrictions
on benign binaries and commercial interests limit access to
data [1], resulting in incomplete, class-imbalanced, or outdated
datasets, particularly for rare or emerging malware families.
This limitation undermines model accuracy, since classifiers
require sufficient samples and intra-class diversity to learn
reliable decision boundaries and avoid over-fitting in high-
dimensional feature spaces [8]. Second, concept drift [9] arises
as malware distributions evolve with emergent new families,
code modifications, and obfuscation techniques such as poly-
morphism [10] and metamorphism [11]. Classifiers trained on
historical data degrade substantially when applied to future
samples. This limits their robustness and generalizability [12].

Data augmentation addresses data scarcity by expanding
training sample diversity in domains such as computer vision
and natural language processing [13]. However, data aug-
mentation in anti-malware applications is problematic since
program representations are structured and semantics-bearing:
small perturbations invalidate samples or create detectable
artifacts [3], [14]. Thus, Generative Adversarial Networks
(GANSs) [15] are proposed as an alternate synthetic data
generation approach. GANs model high-dimensional malware
feature distributions and generate synthetic samples to improve

classifiers under scarcity [16], [17]. GANs for data aug-
mentation improve detection accuracy, especially for Android
malware and zero-day settings [17]-[19], with gains strongest
when synthetic data is carefully balanced against limited real
samples [19], [20]. However, GAN training remains unstable
and susceptible to mode collapse, which limits coverage of
rare but decision-critical behaviors [21], [22]. Also, most
studies are small-scale, Android-centric, use Independent and
Identically Distributed (IID) splits, and rarely sweep scarcity
levels, evaluate under temporally ordered or leave-one-family-
out (LOFO) splits, synthetic-to-real ratios, multi-seed stabil-
ity, and shift-sensitive metrics, leaving robustness under drift
largely unexplored [16]-[20].

Previous data augmentation for malware detection and
classification work [17], [20], [23] only evaluates augmen-
tation in contrived experiments or report aggregate gains
without examining effectiveness across varying degrees of data
scarcity. Evaluations often omit realistic distribution shifts,
such as temporal drift or malware family exclusion. Thus,
the augmentation threshold (the point at which additional
synthetic samples no longer yield measurable performance
improvements) remains largely unexplored. Ascertaining when
augmentation yields gains and when it does not enables more
effective labelling and computational resource allocation in
response to adapting malware threats.

We evaluate if generative versus evolutionary versus hybrid
augmentation improve static malware detection for extreme
data scarcity and distribution shift. We use GAN-based aug-
mentation (GAN), feature-space evolutionary synthesis (EVO)
and hybridize both techniques (EvoGAN), using static Win-
dows Portable Executable (PE) features [6]. To isolate aug-
mentation impact, we keep feature representation and down-
stream classifier (random forest [24]) fixed for all conditions,
evaluating performance under random sub-sampling for IID
scarcity, temporal holdout to capture concept drift, and leave-
one-family-out testing for unseen malware family generaliza-
tion. We also test against non-generative benchmarks: Random
Over-Sampling (ROS), SMOTE [25], and real-only training to
address two research questions. First, given temporal distri-
bution shift, do generative, evolutionary-based, or hybrid aug-
mentation methods improve detection performance versus non-
generative benchmarks across varying levels of data scarcity?
Second, given malware family exclusion (during training), do
our augmentation methods improve generalization to unseen
families relative to the same baselines?



II. METHODS

We consider three malware only augmentation variants in
feature space: Wasserstein GAN [26] with gradient penalty, a
feature space evolutionary synthesizer, and a hybrid refining
GAN samples with evolutionary operators. We apply the same
methods and filtering protocol across multiple Windows PE
feature datasets: BODMAS, EMBER, and SOREL [6], [7],
[27], which are established benchmark datasets for static Win-
dows PE malware detection, widely used to evaluate machine
learning methods on large-scale, labeled malware corpora [6],
[7], [27]. Dataset details, including split definitions and feature
dimensionality, are described in the Experiments section III.

A. Wasserstein GAN with Gradient Penalty

We synthesize malware feature vectors using a Wasserstein
GAN with gradient penalty (WGAN-GP) [26], [28]. Gener-
ators (G) and discriminators (D) are fully connected Multi-
Layer Perceptrons (MLPs) with two hidden layers, with latent
z € R%. The GAN is trained on the malware only rows and
benign samples are not used to fit G.

a) Architecture: The WGAN-GP generator applies Lin-
ear, ReLU, Linear, ReLU, and Linear activations to the d
dimensional feature space. The discriminator applies Linear,
LeakyReLU(n), Linear, LeakyReLU(n), and Linear activa-
tions to a scalar discriminator score. For preprocessing and
inverse transform, X, C R? are malware dataset rows,
where we fit a standardizer on X, as defined in Eq. (1),
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We train on Xmal, where at sampling time we invert the
transform with the stored (u, o) to obtain zsy, in the original
feature space prior to shared filtering.

b) Objectives: Given p, (malware data distribution) and
p. = N(0,7), the WGAN-GP discriminator maximizes the
Wasserstein objective with gradient penalty given in Eq. (2).
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Where, & = ez + (1 — €)G(2), € ~ U(0,1). The generator

minimizes the discriminator score on fakes using loss (Eq. 3).

La = —Eznp. [D(G(2))]. 3)

c) Training and Hyper-parameters: We alternate npitic
discriminator steps per generator step and update D by de-
scending VLp, updating G by descending VLs. We use
Adam [29] with learning rate \;,. and (81, 82), where gradient
penalty coefficient Ay, batch size B, Nritic, epochs, and other
hyper-parameter values are reported in Section III.

d) Saved Artifacts and Usage.: For each TRAIN split or
cut-off (Table I) we use generator 6 and malware only scaler
parameters (1,0 ), where augmentation draws z ~ N(0, 1),
compute G(z), inverts the standardization using Eq. (1), and
applies the shared budget and quality filtering (Table I).

B. EVO Feature Space Evolutionary Synthesizer

EVO generates malware candidates in the original feature
space without standardization or inverse transforms. Starting
from a like pool X+ of real malware feature vectors, EVO
forms offspring by a convex mix of two parents followed by
a small feature wise Gaussian mutation as defined in Eq. (4).

Tenila =ap1 + (1 —a)p2 +e®s, pr,pe € XT. @)

Where, a ~ Beta(aez, ) controls the convex combina-
tion, while € ~ N (0, 0%1) injects diversity. The element wise
scale s is set from X T using the interquartile range, with a
standard deviation fallback per coordinate as defined in Eq. (5).

IQR,(X*), IQR, > e,
Stdj(X+), Stdj > €, &)

1.0, otherwise,

Sj:

Where, ¢ is a small positive constant. To avoid implausible
extremes for small sample sizes, each coordinate is clamped
to robust quantile bounds estimated from X using Eq. (6).

- + +
Zchild,j < min (max(xchild,j, Dow.j)s qh,ighd) ,  (6)

Where, quantile bounds are defined in Eq. (7).

(Dos Driign) = (Quantilemw (XT), Quantile,, , (X*)) .

(N

Quantile levels 75, and 7psg7 define a clamping range to
prevent unrealistic feature values under extreme scarcity. EVO
uses a candidate batch larger than required and then reuses the
shared budget and quality gates. We generate g,, times more
candidates than needed and keep those that are on manifold,
meaning the nearest neighbour distance to X+ is below a
median based threshold. When the boundary filter is enabled,
candidates must be near but outside the negative region by
constraining their distance to X ~ within a fixed quantile band.

C. EvoGAN Evolution of GAN Samples

EvoGAN operates in the original feature space by drawing
candidates from the trained generator G, inverse transforms to
the raw space, and then applies one evolutionary refinement
step to those candidates before the shared quality gate. Positive
malware samples are denoted by #; = G(z;), z; ~ N(0,1)
and X T, where we define the parent pool P as in Eq. (8),

{Z1,...,&m}, parent source is GAN,
P=(XT, parent source is real, (8)
{#1,...,2m} UX™T, parent source is both.

We then generate children using the same convex mix and
mutation operator as EVO, with per dimension scale from
Eq. (5), robust clamping from Eq. (6), bounds from Eq. (7).
As with EVO, we oversample by a factor ¢, and then retain
only candidates that pass the on manifold and near boundary
filters. The augmentation budget is identical to other methods
and it is capped at a fixed number of synthetic positives per
real positive, subject to the global training size cap (Table I).



TABLE I

HYPER-PARAMETERS AND FLAGS USED ACROSS ALL EXPERIMENTS (EXACT VALUES). THIS TABLE COMPLEMENTS TABLE II.

Component

Setting

Exact value(s)

Shared budget, filtering

TRAIN (reference sets)

Synth per real cap
Global train cap

Candidate oversampling

Like set
Quality gate (nn)

Quality gate (nn_boundary)

Per experiment regime (IID, temporal, LOFO), TRAIN is regime-specific training partition before
augmentation. Gate reference sets drawn from TRAIN: X T=all malware positives from TRAIN,
X ~=benign samples from TRAIN (when boundary gate enabled).

a = 40: MNsyn < & Nyreal,pos-

Ncap = 20000 (cap, not a target; not binding at our fractions).

qm = b candidates (applies to GAN, EVO, EvoGAN).

Positives from full TRAIN.

Nearest-neighbour manifold gate. For each candidate x, compute d*(z) = min, ¢ x+ ||z — ul|2.
Let t+ = median({d* (z)}) over the candidate batch; accept candidates with d¥ (z) < t* and
then keep the top nsyn by smallest d* ().

Compute d~ (z)=min,, ¢ x - [|x — vl|2, require d (z) to lie in quantile band [0.20, 0.60] (k=5
as per neighbourhood operations). If disabled, only the nn manifold gate is applied.

Seeds {42,1337,2025} for all runs.
GAN (WGAN GP) Arch MLP (2 hidden layers): GG, D. Latent dim 128.
Optimiser Adam. LR 1 x 1074, (81, B2) = (0.0,0.9).
GP coeff Agp = 10.
Critic steps Neritic = O (IID, LOFO), 4 (temporal).
Batch size 128.
Epochs 30 (IID, LOFO), 80 (temporal).
EVO Parent pool X T (real positives from TRAIN).
Mix and mutation Convex mix with oz = 2.0. Gaussian mutation o = 0.10 scaled by robust per feature spread.
Clamp to (q10W7 qhigh) = (001, 099)
Boundary band As shared: [0.20,0.60], K = 5 (when boundary gate enabled).
Oversampling gm = 5.
Budget Uses shared o and Ncap.
EvoGAN Parent source parent_source=gan (GAN samples), then EVO step in raw space.
Mix and mutation Same as EVO.
Clamp and band Same as EVO and shared.
LOFO ablation Wider search: o = 0.15, boundary band [0.15, 0.70].
Budget Uses shared o and Ncap.
ROS Mechanism Duplicate minority (y = 1) with replacement (subject to Ncap).
SMOTE Mechanism Numeric only interpolation between a positive and one of its £ = 5 positive neighbours. Subject
to Neap.
Fallback If | X | < 2 or invalid neighbourhoods, fall back to ROS.
RF and validation Classifier Random Forest: n_estimators=400, max_depth=20, class_weight=None, n_jobs=-1.

Thresholding
Temporal thresholds
Metrics

7* maximises Balanced Accuracy on a validation split from TRAIN (per split, cut-off).

7* frozen per cutoff and reused for all windows.

ROC AUC, PR AUC, Accuracy, Precision, Recall, Specificity, Balanced Accuracy, F1, MCC, plus
raw counts (TP, FP, TN, FN).

D. Data Augmentation Configuration

Given Nyeal,pos denotes the number of real positives in the
scarce TRAIN subset, we cap the number of synthetic positives
(augmentation variants) by a per real ratio o as in Eq. (9).

Nsyn < & Nreal,pos (9)

Where, we enforce a ceiling on the total training size Neonst,
where if nreal +Nsyn < Neonst, We do not pad further. To give
the filter headroom, each method uses an over-complete set
of candidates and then keeps exactly ngy,, after filtering. We
generate the candidate count as in Eq. (10).

Ngen = qm Nsyn (10

Where, candidates apply the quality gate, retaining the top
Ngyn survivors. Distances are computed for two fixed reference
sets drawn from TRAIN. These are X : malware positives,
representing the like manifold, and X ~: benign samples,
supporting boundary proximity checks. Each configuration is
evaluated using the following seeds: {42,1337,2025}. Unless
stated otherwise, the like set X uses all positives in the
full TRAIN partition. The boundary aware variant uses a

fixed neighbour count k, accepting candidates whose d~ (x)
is within a quantile band [g¢, ¢,,]. For a candidate x, nearest
neighbour distances are as in Eq. (11).

+ . . N — _ . .
d7(z) = min flz —ull2, d”(z) = min |z —oll2. A1)

The default gate (Nearest Neighbour) accepts candidates
near the positive manifold by requiring d* () to fall below a
robust median based threshold (computed over the candidate
batch). Evaluation is fixed for all methods, so the test partition
and rolling windows are identical for real only, ROS, SMOTE,
GAN, EVO, and EvoGAN. All variants train the same clas-
sifier with the same validation and thresholding procedure.
Differences in ROC AUC, PR AUC, Balanced Accuracy, F1,
or MCC arise from training distribution changes (augmentation
method and budget). Scarcity floors on the real training set are
enforced prior to augmentation. Section III reports settings for
Q, Gm, Nconst, neighbourhood size and quantile bands.

E. Benchmarks

We evaluate generative variants versus three non-generative
baselines under identical splits, sampling, held out test par-



tition, and rolling windows (Table I). Real-only, ROS, and
SMOTE were selected as standard non-generative reference
points for scarcity and class imbalance. Real-only provides
the no-augmentation baseline, ROS represents the simplest
resampling strategy by increasing minority frequency without
introducing new feature values, and SMOTE represents the
standard interpolation-based synthetic oversampling baseline
for tabular data [25]. These baselines therefore span increas-
ing augmentation complexity while remaining widely used
and reproducible. To keep the comparison controlled, all
benchmark methods use the same scarce TRAIN partition,
downstream classifier, validation protocol, and global training-
size cap. Their parameters were chosen as simple standard
settings rather than being separately tuned per dataset, so that
performance differences more directly reflect the augmentation
mechanism itself rather than benchmark-specific optimisation.

a) Real Only: As a reference for the effect of scarcity,
the detector is trained on the scarce training subset (TRAIN),
as drawn for each fraction or window, with no synthetic data.

b) Random Over-sampling: We increase the number of
malware positives by sampling minority examples with re-
placement from the training set, without creating new feature
values. The scarce training is defined as in Eq. (12).

= (X,y),
Where, the positive training vector set is defined in Eq. (13)
Xttain = {ll ‘Y= 1}

Duplicates are uniformly drawn (positive set) as in Eq. (14),
and appended (n,qq) to the training set.

(12)

Dscarce,train

13)

z; ~ Unif (X,;1,,), (14)

Where, the training size limit is enforced as in Eq. (15).

Nadd < Neonst — ‘Xl (15)

c) SMOTE: We synthesize minority examples by inter-
polating between a positive € X,! . and a k nearest positive
neighbour in feature space [25]. With neighbour z0) € Ny (z)
and A ~ U(0, 1), we generate a synthetic point as in Eq. (16),

:r:new:w+)\(x(j)—x). (16)
If there are too few positives to form a valid neighbourhood,
we set ke = min(k, max(1, | X,\; [ — 1)), and if [ X5, | <
2 we fall back to ROS. We enforce the limit: 7599 < Neonst —
|X| (Eq. 15). When the number of positives is too small to

form valid neighbourhoods, the effective % is reduced.

III. EXPERIMENTS

Experiments address our research questions (Section I),
via evaluating GAN versus evolution-based synthetic data
augmentation for malware detection given scarce positive
samples. We also test classifier efficacy when distributions
shift over time and across malware families. We evaluate the:
real only, ROS, SMOTE, WGAN-GP, EVO, and EvoGAN

methods under identical dataset splits, shared ratio capped
budget and nearest neighbour filtering (Section II, Table I).
We execute three experiment regimes. First, IID scarcity
calibration, sub-sampling malware positives in the training set
to small fractions f € {0.0005,0.001,0.0015,...,0.01}. We
enforce class count floors to avoid degenerate fits (at least
50 positives, 50 negatives per scarce training subset). Second,
temporal holdout, where we train strictly before a cut-off
date and evaluate on future samples in fixed rolling windows
to expose drift while simulating scarcity. Third, a leave one
Jfamily out regime, holding out one malware family at a time to
test cross family generalisation. Across regimes we compare
the same training conditions under identical sampling and
validation: real only, ROS, SMOTE, WGAN GP with nearest
neighbour filtering, EVO, and EvoGAN. We apply the same
overall pipeline across multiple Windows PE feature datasets,
namely BODMAS, EMBER, and SOREL [6], [7], [27].

A. Datasets

All datasets are represented as fixed length numeric feature
vectors extracted from Windows Portable Executable files [6],
[7], [27]. No binaries are executed and no dynamic traces are
collected. Each sample has a label y € {0, 1} where malware
is 1 and benign is 0. For BODMAS, we use the static PE
feature vectors and associated metadata [27]. Each sample
is a tabular numeric vector with d = 2381 dimensions. Per
sample metadata includes a timestamp and a malware family
label. Blank or missing family labels are treated as benign
for the purposes of family based splitting. For EMBER, we
use the released feature vectors and labels and retain the
original fixed length representation [6]. We use the labelled
subset for training and evaluation. For SOREL, we follow
the same integration approach as for EMBER. We load the
provided feature representation and labels and convert them
into the same NPZ plus metadata interface used for BODMAS
and EMBER [7]. Where timestamps and other metadata are
available, we retain them in the metadata file so that temporal
evaluation can be run in the same way as on BODMAS.

B. Data Preparation

We standardize dataset access by converting each dataset
into a common on-disk format. Each dataset is stored as an
.npz archive containing the feature matrix X € R"*? and
label vector y € {0,1}", plus a metadata file that stores any
available timestamp and family information, and any fixed
split indices when provided. Where required, we also store a
dataset identifier per row so that split indices and windowing
operations remain reproducible after conversion.

a) BODMAS: We load the feature vectors and metadata
and store them in the common format. Timestamps are parsed
and normalised to UTC and retained for temporal splitting.
Family labels are retained for leave-one-family-out splitting;
blank or missing family entries are normalised to benign.

b) EMBER: We load the released feature vectors and
labels from the labelled subset and retain the original fixed-
length representation. We apply pre-processing for compati-
bility with the shared pipeline to ensure consistent dtypes and



array shapes, remove or impute non-finite values if present,
and store the resulting X and y in the common format. We
preserve train-test partitioning in the dataset with split indices,
applying scarcity sub-sampling within the training partition.

c¢) SOREL: We load the provided feature representation
and labels and convert them into the same . npz plus metadata
interface used for BODMAS and EMBER. We store X and
y in .npz and retain meta-data fields needed for temporal
or family evaluation (e.g., timestamps and family identifiers)
when provided by the dataset. If the dataset provides an official
split, we preserve it by materialising split indices. Otherwise,
we construct splits using the same rules as the BODMAS
regimes when the required metadata is available.

C. Sampling and Data Split

a) IID scarcity (calibration): We quantify augmentation
under pure scarcity using a fixed split into training and test
data. We then sub-sample the training data to fractions f &€
{0.0005,0.001,0.0015,...,0.01} while enforcing floors of at
least 50 positives and 50 negatives. The held out test set is
identical across methods, so differences in ROC AUC, PR
AUC, Balanced Accuracy, F1, and MCC reflect training set
composition only. Each configuration is repeated over seeds
{42,1337,2025} and we report mean and standard deviation.

b) Temporal holdout and rolling windows: To evaluate
robustness under temporal drift, we construct month anchored
temporal splits using a cut-off timestamp c. Training uses
samples with timestamps ¢; < c and testing uses samples
with timestamps t; > c. We use split indices (JSON) and
verify there is no leakage by checking that the latest training
timestamp is earlier than the earliest test timestamp. Per cut-
off, we evaluate the fixed test partition in rolling windows
(length W, stride S), where W=60 days, S=30 days, and
report the first N=6 windows per cut-off. Augmentation is
generated once per cut-off from the training partition (not
regenerated per window). The model and decision threshold
are fixed per cut-off and reused for all windows per cut-off.

c) Leave one family out: To evaluate cross family gen-
eralisation, we hold out one malware family at a time. For
family f, training uses all samples whose family is not f,
while testing uses the samples whose family is f. Benign
samples are used for training and testing. We simulate scarcity
by sub-sampling the training partition to the same fractions as
in the IID regime, with the same class count floors. Operating
thresholds are selected on a small training only validation split
and then applied to the held out family test set.

D. Classifier and Validation Protocol

All methods use the same downstream classifier, a Random
Forest trained on the raw tabular features. Hyper-parameters
are fixed across dataset regimes and are reported in Table L.
Metrics with thresholds are chosen on a small stratified vali-
dation split carved from the training partition for the current
split or cut-off. The selection criterion is Balanced Accuracy.
For temporal experiments, the threshold selected at a cut-off
is reused for all rolling windows from that cut-off.

E. Evaluation Metrics, Aggregation, Reproducibility

We report ROC AUC and PR AUC as threshold free metrics,
and thresholded metrics including Balanced Accuracy, F1, and
MCQC, since the datasets are class imbalanced and no single
metric fully captures performance under this setting. ROC
AUC and PR AUC summarize ranking quality independently
of a fixed operating threshold, while Balanced Accuracy, F1,
and MCC provide complementary views of performance once
a decision threshold is chosen. For these metrics, we compute
predictions using a fixed threshold selected on the training only
validation split. For each configuration we run multiple seeds:
{42,1337,2025}. We report mean and standard deviation
across seeds. For temporal evaluation, we report per window
trajectories. If a single scalar is needed we aggregate across
windows using macro averaging of seed means.

IV. RESULTS AND DISCUSSION

We report results for three evaluation regimes (Table II),
given BODMAS, EMBER, and SOREL datasets. In all exper-
iments, the held-out test slices and RF/validation protocol are
fixed (Table I). Task performance differences reflect training-
set composition (scarcity versus augmentation). We report
means over seeds {42,1337,2025} with +1 SD bands, and
treat ROC AUC as the primary metric.

A. Random Scarcity (IID)

On IID splits, we vary the fraction f of real training data and
compare Real-only, ROS, SMOTE, GAN, EVO and EvoGAN
across all three datasets. Figure 1 shows AUC versus f (log-
scaled x), aggregated over seeds with the test set fixed for
all methods at each f. Across all datasets, AUC increases
monotonically with f. At the smallest fractions, EVO consis-
tently improves over the real-only baseline, and EvoGAN is
often also above baseline but less reliably (e.g. SOREL). GAN
closely follows the real-only baseline while SMOTE and ROS
tends to lag. As f grows, variability across seeds shrinks, the
curves converge, with all methods within a narrow AUC band
at the largest f. Thus, in this calibration (no distribution shift),
generative augmentation is most useful under extreme scarcity,
with EVOGAN/EVO giving the clearest gains at the smallest
f- The gains decrease as real data becomes available.

B. Temporal Holdout with Rolling Windows

We evaluate temporal robustness by fixing a cut-off c,
training on ¢ < ¢, and testing in rolling windows on ¢ > ¢
(Section III). Windowed analyses use f=0.0005 (extreme
scarcity) and report ROC AUC averaged over seeds with
+1 SD bands. For the aggregated trend (Figure 2), AUC
is averaged over windows in each (prefix, seed) and then
averaged across prefixes and seeds. For EMBER, temporal
experiments report only four fractions whereas BODMAS
and SOREL use full fraction sweeps. Figure 2 compresses
the rolling-window evaluation into one curve (per method).
AUC increases with more real training data, and ordering is
stable. EVO is consistently best for BODMAS and SOREL,
but becomes the best for EMBER at high f. EvoGAN and



TABLE II
STANDARDISED SPLITS, METHODS, AND SHARED CONTROLS USED IN ALL STUDIES.

D Regime Train and test construction Methods Budget and filtering (shared) Objective
El IID scarcity 75 and 25 stratified split (seed 42). Frac- Real only, Ratio cap nsyn < QMgeal,pos Calibration.
tions f € {0.0005,0.001,...,0.01}. ROS, with a« = 40. Candidate over-
Fixed test set. SMOTE, sampling factor ¢, = 5. Like set
GAN, uses positives from full TRAIN.
EVO, Default gate is nn. Global train
EvoGAN. size cap Ncap = 20000.
E2 Temporal holdout and Cut-offs c¢. Train ¢ < c. Test ¢ > ¢ Same as Same as El. Windowing slices RQI:
windows in rolling windows with width W = EI. test only. Augmentation gen- temporal
60d and stride S = 30d. First N = 6 erated once per cut-off from drift.
windows. Fractions f as in E1. Model TRAIN.
and threshold fixed per cut-off.
E3 Family LOFO For each family f: Train malware not Same as Same as El. Like set uses pos- RQ2: cross
equal to f with benign included. Test El. itives from LOFO TRAIN. Evo- family.

is family f with benign included. Frac-
tions f as El (no family overlap).

GAN LOFO ablation widens the
EA search as in Table I.

iid | AUC (real vs GAN/EVOGAN/EVO/oversample/SMOTE)

iid | AUC (real vs GAN/EVOGAN/EVO/oversample/SMOTE)

iid | AUC (real vs GAN/EvoGAN/EVO/oversample/SMOTE)
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Fig. 1. IID AUC versus real fraction. Augmentation helps most when positives are extremely scarce and converges to the real-only baseline as data grows.

GAN track the real-only baseline, or are slightly below it.
ROS is typically the lowest, followed by SMOTE (except for
BODMAS). The gaps are largest at the smallest fractions and
narrow as f—1%, meaning augmentation helps most when
positives are scarce. However, gaps are larger than in the IID
regime, indicating greater variability in temporal experiments.

C. Family Generalisation (LOFO)

Per malware family f, all f-labelled malware is excluded
from TRAIN (Table I) and reserved for testing, while benign
remains available on both sides. We vary real-data fraction f
used to create the scarce TRAIN subset and compare Real-
only, ROS, SMOTE, GAN, EVO, and EvoGAN under the
shared budget, filtering and validation protocol (Section III).
Results are aggregated across families and seeds. Under family
holdout, EVO again attains the strongest mean performance
across most fractions, indicating reliable generalisation to
unseen malware families. Variability is greatest at the smallest
fractions and decreases as more real data becomes available.

To visualise variability at f=0.0005 across all datasets,
Figure 3 shows the distribution of ROC AUC across evaluation
slices pooled over datasets, where each point corresponds to
a single (dataset, held-out family, seed) result. EVO’s distri-
bution is shifted upward and is tighter (smaller interquartile
range), indicating more consistent performance on unseen
families. SMOTE and ROS exhibit broader spread with more

low outliers, while Real-only, GAN, and EvoGAN have similar
central tendency but heavier lower tails than EVO. This
complements the aggregate curve by showing the dispersion
one can expect across held-out families under extreme scarcity.
Figure 4 plots ROC AUC versus f aggregated over families
and seeds (mean with +1 SD bands). AUC rises with f for all
methods. Across all fractions, except for low f with EMBER,
EVO attains the highest mean ROC AUC with comparatively
narrow dispersion. GAN and EvoGAN lie close to (but below)
the real-only baseline. For BODMAS, SMOTE and ROS
are between EVO and real-only and approach EVO as f
increases. Conversely, for SOREL and EMBER, SMOTE and
ROS remain the lowest. The variability is largest at extreme
scarcity and shrinks as more real data becomes available.

D. Discussion

Across all three datasets and all evaluation regimes, EVO
is the only augmentation method that consistently improves
over the real-only baseline under the hardest settings. In the
IID calibration regime, most methods converge as f increases,
indicating diminishing returns once sufficient real positives
are available. Under distribution shift (temporal windows) and
generalisation stress (family LOFO), the separation between
methods becomes clearer. EVO reliably transfers, while GAN
and EvoGAN typically track the baseline and do not deliver
the same shift-robust gains. Non-generative baselines behave
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as expected. SMOTE effects are smaller and less stable, while
ROS becomes detrimental as f grows.

Observed ordering is consistent with how each method
modifies minority classes under scarcity. EVO performs local,
scale-aware perturbations on real positives from TRAIN via
convex mixing and Gaussian mutation (Table I), and filters
candidates using the shared nearest-neighbour quality gate.
This combination increases diversity, remaining close to the
empirical malware manifold. This is crucial when |X | is
extremely small and test data are shifted across time or fami-
lies. However, GAN-based sampling at tiny f is vulnerable to
poor mode coverage, with few positives, the generator under-
represents rare but decision-relevant structures and subsequent

filtering removes much of what is generated. This is why
GAN and EvoGAN remain close to, or below, the real-
only baseline under temporal shift and LOFO, even when
appearing competitive in IID calibration. Aggregate curves
also hide substantial heterogeneity across evaluation slices.
In the temporal regime, windowed performance varies by
cut-off and window index, with the hardest early post-cut-
off windows exhibiting the largest gaps between methods.
Gains are therefore not uniform across time. In the LOFO
regime, per-family effects are heterogeneous. Some held-out
families show clear improvements while others remain near
zero, indicating that the benefit of augmentation depends on
how much structure the unseen family shares with families



observed during training. Across regimes, improvements are
most pronounced in the most challenging slices (extreme
scarcity, strong shift), which is consistent with augmentation
acting primarily as a support-expansion mechanism when the
baseline training set is least representative.

The methods also differ in computational cost. ROS and
SMOTE are the cheapest baselines, since they operate directly
on the training data without fitting a generative model. EVO is
more expensive than these simple resampling methods because
it generates and filters candidate samples, but is substantially
lighter than GAN-based approaches, which require iterative
neural network training before sampling. EvoGAN is the most
computationally demanding because it combines GAN train-
ing with an additional evolutionary refinement stage. Taken
together with the performance results, this suggests that EVO
offers the best trade-off between augmentation benefit and
computational overhead under severe scarcity.

Overall, our results highlight that consistent augmentation
matters most when the baseline training set is least represen-
tative, and and that under these conditions EVO is the most
reliable method (considered in this study).

V. CONCLUSION

This study posited that synthetic data augmentation
improves static Windows PE malware detection when labelled
positives are scarce, testing if performance (classification)
gains persist under distribution shifts. We evaluated various
augmentation methods for the BODMAS, EMBER, and
SOREL datasets. Our key finding is that feature-space
evolution (EVO) is the most reliable method at extreme data
scarcity. EVO is comparably stable as the real-only baseline
once the fraction leaves the extreme-scarcity regime and is
the most stable method under temporal shift. This supports
the hypothesis that EVO yields the highest task performance
(on average), and is more predictable across experimental
regimes. Thus, when positives are extremely scarce, especially
under temporal drift or unseen-family evaluation, EVO is the
best performing method. However, as the real-data fraction
increases toward one percent, augmentation benefits diminish
and real-only training becomes sufficient across regimes.
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