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Abstract—Existing backdoor attacks usually suffer from
poor generalization across different neural network
architectures and datasets. Enhancing the generalization
capability of existing attack models is termed as enhanced
backdoor attacks problem (EBAP). The essence of EBAP is to
precisely select a subset of key neurons from the attack model
and perturb their parameters, so as to enhance the performance
of the attack model. To efficiently solve the EBAP, this paper
models the EBAP as a 0-1 integer programming problem for
fine-tuning neural-level parameters, and proposes a bi-scale
evaluation particle swarm optimization (BSEPSO) algorithm
based on a bi-scale evaluation (BSE) mechanism. As evaluating
the fitness value of an EBAP solution is expensive, the BSE
mechanism adopts a fast evaluation and a full evaluation to
work cooperatively to reduce the computational cost. This way,
the BSEPSO algorithm achieves efficient optimization in high-
dimensional neural spaces while effectively balancing evaluation
accuracy and computational overhead. Experimental results
demonstrate that across extensive testing on 2 datasets and 15
mainstream attack models, BSEPSO significantly enhances
attack success rate (ASR) while strictly controlling clean
accuracy (CA) fluctuations within safety thresholds, validating
its effectiveness as a universal attack enhancement framework.

Keywords—Backdoor Attack, Enhanced Backdoor Attacks
Problem, 0-1 Integer Programming Problem, Bi-Scale Evaluation,
Particle Swarm Optimization, Evolutionary Computation.

I. INTRODUCTION

The widespread adoption of neural networks has raised
increasing concerns about their security, with backdoor
attacks posing a major threat to artificial intelligence (Al)
systems due to their high stealthiness [1][2]. In such attacks,
adversaries implant triggers during training so that the model
maintains high clean accuracy (CA) on benign inputs while
producing predefined erroneous outputs when triggered.

Although existing attack methods like BadNets [1] and
Trojan [1] demonstrate strong performance on specific
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benchmark models and datasets, they still face the challenge
of performance degradation in complex and dynamic
deployment environments. First, attack effectiveness is highly
sensitive to model architecture. Many existing attacks fail to
maintain consistent attack success rates (ASR) across all
victim models. Second, attacks exhibit poor transferability
between datasets. A backdoor effective on dataset A may fail
on more complex datasets B, exposing the instability of
backdoor logic embedded within models [3].

To overcome these limitations, enhancing backdoor
attacks within existing attack models has gradually become a
research hotspot. This problem is referred to as the enhanced
backdoor attacks problem (EBAP). The core idea of solving
the EBAP is to fine-tune the internal parameters of an infected
model, significantly improving ASR while maintaining CA
[4]. Since the essence of backdoor attacks lies in establishing
mappings between triggers and specific neuron activations,
this enhancement problem can be modeled as a localization
and perturbation challenge targeting critical neurons.
Specifically, it involves precisely selecting the optimal subset
from a parameter space containing tens of thousands of
neurons and determining their perturbation steps. Therefore,
the EBAP can be regarded as a large-scale 0-1 programming
problem [5].

Evolutionary computation (EC) [6][7], with its unique
advantage of efficiently performing global optimization in
non-convex, high-dimensional search spaces, has been widely
applied to solving various of problems [8]-[10] and 0-1 integer
programming problem [11][12]. This family of algorithms
encompasses various nature-inspired paradigms, such as
particle swarm optimization (PSO) [13][14], genetic
algorithm (GA) [15][16], and ant colony optimization (ACO)
[17][18]. With a limited computational budget, PSO has faster
initial convergence and higher search efficiency compared to
GA and ACO [19]. For using EC algorithms to solve 0-1
programming problem, Li et al. [20] proposed a
coevolutionary multi-objective discrete PSO (CMODPSO)
for the gateway placement optimization problem, which is a
typical 0-1 integer programming scenario. Samma et al. [21]
proposed a reinforcement learning-based memetic PSO
(RLMPSO), integrating PSO’s global search capability and
memetic algorithm’s local refinement to adapt to 0-1 decision
spaces. Yang et al. [22] employed the bare bones PSO-
adaptive chaotic jump-bi-directional feature fixation
(BBPSO-ACJ-BDFF) to address the feature selection problem.



Given its excellent performance, this paper adopts BBPSO-
ACIJ-BDFF as the base algorithm for solving EBAP.

However, directly applying BBPSO-ACIJ-BDFF to solve
the EBAP faces the difficulty in the trade-off between
evaluation efficiency and accuracy [23]. Entire dataset
evaluations are computationally expensive, while sampling-
based evaluations degrade optimization reliability. To address
the aforementioned challenges, this paper introduces a bi-
scale evaluation (BSE) mechanism to balance the cost of
sampling-based evaluation (i.e., fast evaluation) and entire
dataset evaluation (i.e., full evaluation). Based on the BSE
mechanism, a bi-scale evaluation PSO (BSEPSO) algorithm
is proposed. The personal best position (pbest) and global
best position (gbest) updates in the BSEPSO algorithm rely
on the BSE mechanism. Moreover, BSEPSO further
incorporates an elite pool strategy to preserve high-quality
genes during the evolutionary process and enhance the global
search capability by using selective domain fixed strategy.

Experimental results demonstrate that BSEPSO exhibits
exceptional universality across 15 main-stream attack models
and 2 datasets. It significantly enhances the ASR for most
attack models while maintaining the CA within the no-
degradation threshold.

In the remainder of this paper, Section II models the EBAP.

Section III details the proposed BSEPSO. Section IV presents
the experiments. Finally, Section V concludes the paper.

II. PROBLEM FORMULATION

Backdoor attacks implant covert malicious behaviors into
neural networks by establishing strong associations between
specific triggers and a target class. After training, the infected
model behaves normally on clean inputs, while producing
attacker-specified outputs when the trigger is present [2].
Rather than modifying the backdoor training process itself,
this work focuses on the enhancement stage, in which attack
effectiveness is primarily determined by the activation and
interaction of a subset of critical neurons.

However, modern neural networks typically contain
millions of neurons, rendering direct heuristic search over the
entire neuron space computationally prohibitive. To address
this challenge, a gradient-based sensitivity analysis is
employed to construct a reduced and tractable search space.

Specifically, we first compute the gradient of the
poisoning loss function L, with respect to the model
parameters. The poisoning loss L, is defined as the cross-
entropy between the model's prediction and the target label y,
for poisoned samples, using the poisoned test set DP [1]. Ly, is
calculated as

L= Y log(PU,(x)=1,)). (1)

B 2o P

in which the fy is the original model. The magnitude of this
gradient ||79ij| quantifies the neuron's sensitivity to

backdoor features, which is calculated as

oL,
VoL = 0 2)

A larger gradient magnitude indicates that changes in
these neurons' model parameters exert a more significant
influence. Then, neurons are sorted by gradient magnitude
from largest to smallest, selecting the top K neurons to form

the candidate set Scand. Once the search space is reduced to
set Scand., the EBAP becomes a K dimensional 0—1 integer
programming problem, where each neuron must be either
selected or excluded for perturbation.

EBAP’s objective is to identify an optimal subset of
neurons that maximizes the ASR, while constraining CA
degradation [3]. Based on this dual-objective optimization
principle, the specific evaluation metrics in this paper are as
follows:

The first objective focuses on evaluating gains in ASR. We
apply the binary perturbation scheme corresponding to
particle X; to the model parameters 8. Finally, we obtain the
enhanced model fg,s.x; [2]. The equation for ASR is

ASR(foss.x,) = g Zxerw I (foss X)) = 1) (3)

Among these, the [(+) is used to count the total number of
samples where the attack succeeded, and the x ' is input.

The second objective focuses on evaluating the retention
level of CA. We define the performance penalty term by
evaluating the computational model's performance on the
cleaned test set D€ [2]. The equation for CA is

CA(fo+s5.x,) = ﬁz:xe'bf 1(fossx, () =y). 4

Combining the above two points, the fitness function
F(X;) ultimately defined in this paper is as

max F(X;) = ASR(fp1s.x,) — 4 - max(0,n — CA(fy46.x,)). (5)

where the 7 is the predefined fitness threshold, and the A is the
penalty factor used to impose a substantial fitness reduction
on solutions falling below the threshold. It is worth noting that
both ASR and CA evaluations within the fitness function
employ a fast evaluation. The specific sampling mechanism
and the collaborative relationship between the fast and full
evaluation scales will be detailed in Section IV. In this paper,
Kst(f9+5.Xi) is the fast evaluation ASR and @(fgﬂg,xi) is
the fast evaluation CA. Regarding enhancements to backdoor
attacks, the following conditions must be met.

Constraint 1: To ensure model utility and stealthiness, we
impose a CA threshold constraint as

CA(fo+s.x;) 2 max(0,CAoyig — ACA). (6)

The CA,,;4 denotes the CA of the original backdoor attack
model, while the ACA represents the maximum permissible
accuracy loss (set to 0.02 in this paper).

Constraint 2: For ensuring heuristic search yields positive
gains, ASR hard constraint is set as

ASR(f9+é‘-Xi) = ASRoriga (7)

in which the ASR,,;, denotes the ASR of the original
backdoor attack model.

Constraint 3: To control the scope of model modifications,
the number of perturbed neurons must be controlled. It is
defined as

Nmin < ”Xillo < Nmax- (8)

Here, the || X;||, is the total number of activated neurons.
The N,,;,, represents the minimum selectable number and the
Npax denotes the maximum selectable number.



Constraint 4: To achieve reasonable perturbation of key
neurons, this paper designs a linear dynamic perturbation as

§=06,-(1-011- 9). ©9)
Gmax
Here, the g denotes the current evaluation count, G,y
represents the maximum evaluation count, and the initial
perturbation scale &, is set to 0.02. It should be noted that in
this paper, perturbations are only used in addition. And the
values of the perturbation vector § constrain is set as

5min <6< 5maxa (10)

where the 6,,,, and the §,,;, define the upper and lower
bounds for perturbation search.

III. THE PROPOSED BSEPSO ALGORITHM

A. Particle Encoding

Given the reduced candidate neuron set Scand with K
neurons obtained from gradient-based sensitivity analysis,
BSEPSO adopts a binary encoding scheme to represent each
particle. This paper uniformly numbers the neurons in each
layer of the neural network according to their topological
order to construct the neuron set § = {sy,s,, ..., Sg}. After
generating N particles, each particle X; is encoded as a vector
of the same dimension as S [5][12]. X; is defined as

(1D

where each bit each bit x; ; is a binary value. x; ; of the ith
particle corresponds one-to-one with neuron s;. x;; =1
indicates applying a perturbation, while x; ; = 0 preserves its
original parameters unchanged. Neuron selection becomes a
0-1 program under this encoding.

X; = [x[,lﬂx[,Z’”"xi,K]’

To initialize the BSEPSO, we randomly generate an initial
position x; ; with values 0/1 for each of the K dimensions
within each particle. In this paper, position updates do not
depend on the velocity v; ;. The velocity v has been discarded
[22]. Then we use the domain partitioning dividing the particle
composed of K dimensions into R domains. And each domain
consists of 7 neurons [22].If the number of neurons in the last
neighborhood is less than 7, randomly generated placeholders
are added to complete the set. We still divide the population X
into two subpopulations uniformly: the searching more
neurons subpopulation SSu and the searching less neurons
subpopulation SSI.

B. BSE Mechanism

During the optimization process, fitness evaluation is one
of the most computationally intensive operations. To resolve
this problem, this paper proposes a BSE mechanism. By
organically combining fast evaluations with full evaluations,
it achieves a balance between computational efficiency and
evaluation accuracy.

Fast Evaluation: Fast evaluation is performed on small
batches of test samples to enable frequent fitness calculations
and guide optimization directions. Specifically, DY, is a
small batch selected from the full poisoned test set D?, and
DE,p is a corresponding small batch derived from the full
clean test set D€. Under fast evaluation, ASR and CA can be
calculated by

KSR (fous.) = 57 Zwent,, 1 fovox, () = 7). (12)

— 1
CA(fo+s.x,) = @erpgub I (fo+s.x,(x) =y). (13)

The computational complexity of the quick evaluation is

O(DEJ;XC). C represents the computational cost of a single

sample. It is significantly lower than the complexity of the full
evaluation O(DP/°xC).

Full Evaluation: Full evaluation is conducted across the
entire test set for constraint validation and final decision-
making. The ASR under full evaluation is given by Equation
(3), and the CA is given by Equation (4).

The BSE mechanism balances computational efficiency
and assessment accuracy by coordinating fast evaluation with
full evaluation. This mechanism is applied in three distinct
phases: the initialization process, the iteration process, and the
termination process.

(1) Initialization process: First, all particles are fast-evaluated,
and the particle with the highest fast-evaluated fitness among
the personal best solutions is selected as the initial gbest. This
candidate is then subjected to full evaluation on the entire test
set to compute CA(fpsx,) and ASR(fg4s.x;,) - The
perturbation solution is accepted as the first perturbation
solution best solution only if it satisfies both requirements
Constraint 1 and Constraint 2. If these requirements are not
met, it retains gbest for subsequent search, while no feasible
best_solution is recorded at this stage.

(2) Iteration process: When a particle achieves a higher fitness
than the current gbest , it is first subjected to a fast evaluation
to pre-screen infeasible candidates. Only particles satisfying

ASR(fy,5 )2 ASR,, and CA(f.;., )= max(0,CA,,,,-ACA)

proceed to the next stage. The surviving candidate is then fully
evaluated on the entire dataset to compute exact
ASR(fo+s.x,) and CA(fy4s.x;,) - A particle is considered

feasible only if it meets Constraint 1 and Constraint 2. Among
feasible candidates, the best solution is updated based on
relative ASR improvement: if no feasible solution has been
recorded, the first validated candidate is accepted; otherwise,
the solution yielding a higher ASR replaces the previous
best_solution.

orig orig

(3) Termination process: The algorithm performs a final
pareto non-domination verification [24]. Final solutions must
not only satisfy all constraints but also adhere to the non-
domination principle. Specifically, it must strictly avoid a
double-loss scenario where ASR fails to improve while CA
suffers deterioration. If the final solutions fail this reliability
check, the algorithm triggers a circuit breaker mechanism,
restoring the original model state without applying any
perturbations.

C. Particle Update

BSEPSO fuses the basic update logic of BBPSO with the
chaotic jump strategy of ACJ [22], ensuring both local
exploration of high-quality solution regions and effective
escape from local optima. The update rules are shown as

pbest; g+gbesty )
N(f,[pbest,-,d - gbestdl) , lf”<Pq,i’ (14)
best; 3 (1+(2z-1))

0, temp, , < 0.5
Xig = ’ , (15)
1, templ.’d > 0.5

temp. =
d .
! ,otherwise



where V' (u, m2) denotes a gaussian distribution with mean u
and standard deviation 7. The 7 is a sampled random value in
the interval [0,1]. The pbest; 4 represents the dth dimension
of ith particle’s individual best position and the gbest,
indicates the dth dimension of the population's global best
position. P¢;; and z, are calculated by

B { 0.13, k=0
Zk - 4Zk—1(1 - Zk—l)’ k 2 1,

1
1+e2750

(16)

PC i = (17)
in which the s; is the number of stagnant generations. When
the fitness of particles fails to improve across multiple
generations, P;;; automatically increases enhancing the

probability of triggering chaotic jumps.
D. pbest And gbest Update

We use BSE mechanism to govern both pbest and gbest.
pbest updates if fitness improves and the candidate passes the
BSE iteration conditions. gbest updates if fitness beats the
current gbest and the same BSE iteration conditions are
satisfied.

We also employ the BSE mechanism to retain or discard
particles. Specifically, particle retention is categorized into no
violation, minor constraint violation, and major constraint
violation. Minor constraint violations occur when the
0.02 < CA(fo+s5.x;) — CAgprig < 0.1. In this case, the new
particle is retained to maintain exploration potential in that
region, but gbest and pbest are not updated. Severe
constraint violations occur when the CA(fg4s.x,) > 0.1 or

ASR(fo+5.x;,) < ASRgrig. In this case, the new particle is

discarded and the old particle is retained. If no violation occurs,
the new particle is retained and update gbest and pbest.

E. Elite Pool

To address the premature convergence issue encountered
during the search for optimal neuron combinations, the
BSEPSO maintains an elite pool € of fixed size. A newly
generated solution X,,,,, is only added to the elite pool if it
satisfies both of the following conditions. It includes the
fitness F (Xyew) €xceeds the minimum fitness in the current
elite pool and the hamming distance ratio (HDR) with all
existing solutions in the elite pool satisfies HDR (X,ey,, €) >
7, where 7 is the diversity threshold. The HDR is defined as

1 201 Xnew,j=%e,jl
HDR(Xpew, €) = EZEESW’

(18)

where X, is a particle in the elite pool. Xpey, ; and x ;
represent the jth-position values of the new particle and the
elite pool particle X,. This process continuously introduces
new viable solutions into the elite pool, providing high-quality
templates for subsequent weak particle reboots.

Every resetyerioq €valuations (for about 10 generations),
the algorithm identifies the lowest-fitness particles in the
population and restarts them to avoid wasted computation in
poor regions. Specifically, a high-quality solution is randomly
selected from the elite pool € as a template, and a small
number of random bit flips are applied to its binary encoding.
This preserves the core genetic traits of elite solutions while
maintaining exploratory diversity. The restarted particles then
replace the original weak particles in the population.

F. Selective Domain Fixed

Subpopulation SSu needs to search more selected neurons
and SSI needs to search less selected neurons [22].In SSu, if
all neurons in a neighborhood with pbest are selected, the
entire neighborhood state is fixed to 1. In subsequent iterations,
neurons within this neighborhood no longer change. In SSI, if
all neurons in a neighborhood with pbest are unselected, a
partial fixation strategy is employed: based on the current
iteration progress, a fixed proportion of all-0 neighborhood
states are fixed to 0. The fixed ratio fixratio calculation
equation is as

fixratio = Tyin + (nax — Tmin) - MiN (1.0,%). (19)

The 7y, 18 the minimum fixed ratio and the 7;,,,, is the
maximum fixed ratio.
G. Comprehensive Algorithm

The complete pseudocode of the BSEPSO is given as
Algorithm 1.

Algorithm 1 BSEPSO

Input: The original model f(6), the allowed CA drop ACA, the tolerable
ASR drop threshold g, the particle x.

Output: The enhanced model f(0™), the globally best particle gbest, the
perturbation value &*.

Begin

: swarm = [random 0/1 vector with Np,;;, < ||~||0 < NpaolYs

N —

pbest = swarm, current_gen = 0, fe_count = 0;

3: fitness_pbest = [CalculateFitness(x) for x in swarm];

4: gbest = argmax(fitness_pbest), dir_list = [random 0/1]Y;

5. s_list = [0]Y, best_solution = None, best_asr = ASR ;43

6: While fe_count < G4, do

7 new_swarm = []; 6; = max (Eqgs. (9), 8yin);

8 For i=1 to N do

9 mask = DomainFixed (swarm[i], pbest[i], gbest, dir_list[i], T) ;

10: new_p=UpdatePosition(swarm[i],pbest[i],gbest,dir_list[i],mask) ,

11: fe_count+= 1; ASR= QuickEvaluate(new_p, Di’ub, 69);

12: CA= QuickEvaluate(new_p, DE,,, 6g);

13: fit_new = CalculateF itness(new_p, ASR, CT%) ;

14: IF (fit_new > fitness_pbest[i]) AND (ASR > ASR,,;,)
AND (CA > CA,,i; — ACA) Then

15: Apply &, to f(8); CA= FullEvaluate(new_p, D¢, 5g);

16: ASR = FullEvaluate(new_p,Dp,z?g); Restore;

17: IF (CA = CA,,;; — ACA) AND (ASR = ASR;5) AND

((best_solution == None) OR (ASR = best_asr — o)) Then

18: pbestl[i], fitness_pbest[i], s_list[i] = new_p, fit_new, 0;

19: gbest, best_solution, best_ASR = new_p, 6g,ASR;

20: End if

21: IF (fit_new > fitness_pbest[i]) OR (CA = CAyrig — 0.1) Then

22: new_swarm. append (new_p);

23: ELSE

24: new_swarm.append (swarm|i]);

25: End if

26: End for

27: swarm = new_swarm;

28: IF current_gen%reset,erioa == 0 Then

29: swarm = ResetFromElite(swarm);

30: End if

31: current_gen+=1

32: End while
33: IF best_solution != None Then

34: Apply best_solution to f(6);

35: IF (CA < CA,riy) AND (ASR < ASR,,;;) Then
36: Restore;

37: best_solution = None;

38: End if

39: Endif

40: Return (f(6), gbest, best_solution);
End




TABLE I
PERFORMANCE OF 15 ATTACK MODELS ENHANCED BY THE BSEPSO ALGORITHM ON CIFAR-10 AND TINY-IMAGENET

Attack CIFAR-10 Tiny-ImageNet
Method ASR(%) CA(%) ASR(%) CA(%)
Original Optimized Original Optimized Original Optimized Original Optimized
BadNets 94.44(0.76) 97.02(0.54)(+) | 91.66(0.17) 90.48(0.43)(-) | 99.97(0.03) 99.97(0.03)(=) | 37.86(0.25) | 37.86(0.25)(=)
Blended 99.86(0.10) 99.86(0.10)(=) | 93.51(0.20) 93.51(0.20)(=) | 99.64(0.03) 99.66(0.06)(+) | 38.20(0.56) | 37.82(0.60)(-)
Blind 99.87(0.10) 99.96(0.04)(+) | 82.82(2.32) 81.98(2.10)(-) | 19.99(1.70) 99.87(0.39)(+) 0.55(0.02) 0.50(0.00)(-)
Bpp 96.53(2.39) 99.63(0.47)(+) | 90.97(0.72) 90.54(0.72)(-) | 99.02(0.46) 99.02(0.46)(=) | 41.46(0.31) | 41.46(0.31)(=)
Sig 97.81(0.06) 98.26(0.65)(+) | 84.59(0.09) 84.00(0.88)(-) NA NA (& NA NA (&
Wanet 94.85(1.09) 95.37(1.20)(+) | 88.62(3.35) 87.93(2.95)(-) | 99.80(0.13) 99.83(0.08)(+) | 40.34(0.74) | 40.06(0.49)(-)
Ctrl 99.52(0.06) 99.62(0.14)(+) | 84.85(0.10) 84.64(0.39)(-) NA NA (& NA NA (&
Ftrojan 100.00(0.01) | 100.00(0.01)(=) | 93.58(0.07) 93.60(0.06)(+) | 71.29(49.30) | 72.16(41.46)(+) | 35.89(2.49) | 35.60(2.41)(-)
Input-aware | 96.47(1.86) 98.47(0.78)(+) | 89.99(0.70) 89.10(0.59)(-) | 99.85(0.08) 99.88(0.08)(+) | 38.88(0.31) | 38.55(0.54)(-)
Lc 99.46(0.24) 99.46(0.24)(=) | 84.71(0.21) 84.71(0.21)(=) NA NA (® NA NA (®
Lf 99.10(0.09) 99.15(0.10)(+) | 93.26(0.21) 92.87(0.79)(-) | 99.98(0.0150) | 99.98(0.0145)(+) | 37.16(0.15) | 37.05(0.40)(-)
Lira 83.77(14.39) | 86.08(11.89)(+) | 34.69(21.88) | 35.19(19.32)(+) | 94.26(2.10) 100.00(0.00)(+) | 0.50(0.00) 0.50(0.00)(=)
Refool 94.00(0.23) 94.06(0.18)(+) | 92.17(0.23) 91.92(0.62)(-) | 97.59(0.74) 98.18(0.49)(+) | 36.26(0.29) | 35.06(0.58)(-)
Ssba 97.63(0.58) 97.63(0.58)(=) | 92.99(0.21) 92.99(0.21)(=) | 98.92(0.15) 98.95(0.13)(+) | 37.45(0.21) | 36.75(0.80)(-)
Trojan 100.00(0.01) | 100.00(0.00)(+) | 93.38(0.09) 92.83(0.75)(-) | 99.97(0.01) 99.97(0.01)(=) | 37.98(0.40) | 37.98(0.40)(=)
+/=/— 11/4/0 2/3/10 9/6/0 0/7/8
“+7,“=”,and “-” respectively indicate that the BSEPSO algorithm achieves higher, equal, or lower performance than the original ASR/CA models after enhancing various

attack models across different datasets.

IV. EXPERIMENTAL STUDIES

A. Experimental Design

Since most current backdoor attack studies conduct
experiments on the two representative datasets CIFAR-10 [25]
and Tiny-ImageNet [26], this paper also employs them..

The experiments are conducted on CIFAR-10 and Tiny-
ImageNet using PreActResNet-18 [27] and ResNet-18 [28] as
victim models, respectively. These models are trained for 100
and 50 epochs with a consistent poisoned ratio of 10%,
effectively balancing training efficiency and performance
across datasets of varying complexities.

The experiment selects 15 classic and representative
backdoor attack models, including BadNets, Blended, Blind,
Bpp, Sig, Wanet, Ctrl, Ftrojan, Input-aware, Lc, Lf, Lira,
Refool, Ssba, and Trojan [3]. These models represent
foundational core methods in the backdoor attack domain
[11[2][3], encompassing mainstream attack paradigms such as
data poisoning, model fine-tuning and implicit triggering.
This enables the evaluation of BSEPSO's optimization
performance across diverse attack scenarios, thereby avoiding
biased conclusions derived from single-paradigm approaches.

Key parameters for the experimental setup are the penalty
factor 4 is 6. The Predefined fitness threshold 7 is CAyyig —
0.02. The maximum and minimum selectable neuron number
Npax and Ny, are 100 and 0. The ASR drop threshold o is
set to 0.0005. The total number of particles N is set to 30 and
the maximum evaluation count G,,,, is set to 1000. The
domain window size T is 3. The size of the elite pool € is 8. In
the experiments, each attack model is run 3 times on each
dataset and each obtained attack model result undergoes 3
rounds of BSEPSO backdoor attack enhancement.

B. Experimental Results

The 15 classic backdoor attack models involved in the
experiments are reproduced using the benchmarking platform
[3]. Table I illustrates the changes in ASR and CA across 15
attack models on two datasets. In Table I, The black bolded
results indicates that ASR or CA performance achieves
improvement after enhancement. NA denotes failure to meet

the poisoning rate requirement [3]. Results are shown as mean
“mean (standard deviation)”.

Experimental results demonstrate that the BSEPSO
algorithm achieves overall enhancement of backdoors across
15 attack models. Its core performance manifests as
consistently elevated or sustained high ASR values, the
standard deviation of ASR for each attack model also
decreases, CA loss is controlled within reasonable bounds,
and there is no substantial degradation in normal performance
due to attack enhancement. It improves the generalization
capability of attack models. Among the 15 models, 14
demonstrate improved ASR performance on at least one
dataset. Meanwhile, the CA of the vast majority of models
does not show a significant decline after augmentation. Only
a few models exhibit minor fluctuations, while the CA loss of
the remaining models is kept within 2%. Surprisingly, the CA
of some attack models even increases.

The results also reveal that BSEPSO demonstrates
particularly remarkable performance recovery for models
characterized by high randomness and unstable baseline
attack effectiveness. For instance, the original ASR of Blind
on the Tiny-ImageNet dataset is only 19.99%, but after
enhancement by BSEPSO, it reaches 99.87%. This holds
significant implications for adjusting and restoring attack
models with limited execution attempts when they randomly
produce bad results.

Furthermore, the experimental results demonstrate that the
effectiveness of BSEPSO is independent of the dataset
complexity. Whether on the relatively straightforward
CIFAR-10 dataset or the more challenging Tiny-ImageNet
dataset, BSEPSO consistently achieves significant backdoor
enhancement across the majority of attack methods.

To further elucidate the optimization dynamics and
performance advantages of the BSEPSO algorithm, this paper
selects four representative attack models BadNets, Bpp,
Refool and Ssba from a set of 15 attack models. Experimental
convergence curves are plotted, as shown in Fig. 1.
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Fig. 1 : The change curve of fitness for the BSEPSO on 2 different datasets
from evaluation times 0 to 1000.

Fig. 1 clearly shows that all models converge rapidly and
stabilize at optimal fitness levels before iteration 15. The
shaded areas in the figure represent standard deviations,
indicating initial fluctuation differences among models across
datasets due to variations in initial fitness quality. However,
these fluctuations rapidly diminish as iterations progress.

V. CONCLUSION

This paper transforms the EBAP into a 0-1 integer
programming problem and constructs a corresponding
mathematical model. To address this problem, we propose
BSEPSO, which employs the BSE mechanism to achieve an
efficient balance between efficiency and accuracy,
successfully resolving the EBAP. Experimental results fully
validate that BSEPSO significantly improves the ASR of
various attack models while strictly controlling CA loss within
preset thresholds. It demonstrates outstanding optimization
performance and generalization capabilities across multiple
datasets and different attack paradigms.

In the future, the field of backdoor attack enhancement
holds vast exploration potential. Subsequent research will
overcome the limitations of single-neuron parameter
perturbations by exploring composite enhancement pathways
that synergistically optimize model fine-tuning and poisoned
sample injection, further strengthening the correlation
between backdoor features and target labels.
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