Optimal Classifier Alignment via Neural Collapse
for Incremental Encrypted Traffic Classification
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Abstract—The rapid evolution of internet technologies has in-
tensified network traffic dynamics due to the emergence of novel
encryption protocols, posing significant challenges to traffic clas-
sification. Incremental learning, which enables continuous adap-
tation to emerging tasks, has emerged as a promising approach
to enhance the sustainability of encrypted traffic classification.
However, existing methods fail to address the substantial feature
representation disparities across incremental tasks, resulting in
suboptimal model adaptability. This paper propose NCIL-ETC,
a Neural Collapse-based Incremental Learning framework for
Encrypted Traffic Classification. Our approach employs a pre-
trained Mamba as the feature extraction backbone, leveraging
its linear-complexity computational properties to significantly
reduce resource overhead. Simultaneously, we introduce a pre-
allocated ETF classifier that establishes an optimal classification
structure covering observed classes. Through feature-classifier
alignment constraints during incremental learning, our method
enforces both new and historical class features to converge to-
ward ETF vertices, thereby preserving globally optimal category
relationships. Extensive experimental evaluations on two public
benchmarks (CIC-IDS2017 and USTC-TFC) demonstrate that
NCIL-ETC achieves state-of-the-art performance, surpassing
baseline methods in both classification accuracy and incremental
learning capability.

Index Terms—encrypted traffic classification, class incremental
learning, neural collapse.

I. INTRODUCTION

With the advancement of information technologies, en-
crypted traffic classification has become a critical component
in network management and cybersecurity [1], [2]. The ulti-
mate objective is to categorize encrypted traffic from diverse
network services and applications, enabling identification of
application sources and user behaviors. However, the con-
tinuous emergence of new network services and applications
necessitates classifiers to adapt to novel traffic types, requiring
retraining on newly collected extended datasets. Retraining
entire models demands substantial time and computational
resources, especially for self-supervised pre-trained encrypted
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Fig. 1: (a) Before incremental training, the small discrepancy
between the features of new tasks and old tasks makes it dif-
ficult for the model to distinguish them. (b) After incremental
training, the feature vectors of new categories learn toward a
predefined equiangular tight frame classifier structure, achiev-
ing neural collapse where all categories exhibit an optimal
classification arrangement.

traffic classification frameworks [3], [4], posing significant
challenges to comprehensive network traffic classification.

Recent years have witnessed the application of class-
incremental learning (CIL) in computer vision and related
domains [5], [6]. Built upon continual learning paradigms,
CIL enables models to incrementally adapt to new classes
while mitigating catastrophic forgetting of historical knowl-
edge. Although CIL has been explored in encrypted traffic
classification with promising results [7], existing approaches
address catastrophic forgetting through diverse strategies in-
cluding regularization, replay, and parameter isolation. Regu-
larization methods [8] constrain parameter changes to preserve
old knowledge but hinder new feature learning when inter-
class correlations are weak. Replay-based approaches [9] mix
stored or generated samples with incremental data, though
they require large memory buffers and depend heavily on
sample selection or generation quality. Parameter isolation
techniques [10] increase model complexity through task-
specific parameters, leading to parameter accumulation with



incremental steps. Moreover, as illustrated in Fig.1(a), these
methods fail to account for significant feature representation
disparities between old and new tasks, thereby unable to
guarantee optimal inter-task category relationships.

To address this limitation, Neural Collapse [11] reveals
that final-layer features of deep neural networks collapse to
class-mean vectors aligned with classifier prototypes, forming
a Simplex Equiangular Tight Frame (ETF) structure char-
acterized by maximum and uniform inter-class separability.
Inspired by this geometric insight, we propose NCIL-ETC —a
Neural Collapse-based Class-Incremental Learning framework
for Encrypted Traffic Classification. As shown in Fig.1(b),
our approach introduces a pre-allocated ETF classifier that
establishes an optimal structure for all observed classes.
Through feature replay strategies during incremental training,
we maintain cross-task optimal category relationships. This
method employs an incremental encrypted traffic classification
network architecture. First, a Mamba-based feature extraction
module derives generalizable encrypted traffic features. Then,
a feature mapping module projects these unified features into
a ETF classifier.

The key contributions of this paper are as follows:

o To the best of our knowledge, this work represents the
first integration of Neural Collapse theory into incremen-
tal encrypted traffic classification.

o We devise a Mamba-based pre-trained feature extractor
and introduce a ETF classifier to to ensure the capture
of the most favorable class relationships in each learning
process.

o« We evaluate the proposed framework on two public
datasets (CIC-IDS2017 [12] and USTC-TFC [13]), in
comparison with other commonly-used approaches. Ex-
perimental results demonstrate that our method delivers
the optimal performance in both incremental learning and
anti-forgetting capabilities.

II. RELATED WORK
A. Encrypted Traffic Classification

Due to the opaque nature of encrypted traffic, most early
studies employ machine learning (ML) techniques that rely
on manually designed statistical features. Kong et al. [14]
extracted 41 IP traffic-related features for anomaly detection
using support vector machines (SVMs). Taylor et al. [15]
proposed AppScanner, a random forest-based method for real-
time smartphone app identification from encrypted traffic.
However, these feature-engineered approaches face general-
ization challenges in novel scenarios due to their dependency
on predefined feature sets.

Deep learning methods automate feature extraction from
raw traffic data, eliminating manual feature engineering. Wang
et al. [16] transformed the first 784 bytes of traffic payloads
into 28x28 grayscale images, applying 1D-CNNs for end-to-
end classification. Liu et al. [17] introduced FS-Net, lever-
aging encoder-decoder architectures to capture latent sequen-
tial patterns. Graph-based techniques include DE-GNN [18],

which models traffic interaction graphs (TIGs), and TFE-GNN
[19], which constructs byte-level graphs for structural feature
learning. While effective, these supervised methods require
extensive labeled data.

Pre-trained models have gained prominence by learning
latent representations from unlabeled traffic data. ET-BERT
[3] employs BERT to pre-train on traffic burst patterns, while
YaTC [4] uses masked autoencoding (MAE) with matrix-form
representations (MFR).

B. Class-Incremental Learning

Class-incremental learning, a core paradigm of continual
learning, addresses catastrophic forgetting—the tendency of
models to overwrite previously learned knowledge when
trained on new tasks. Existing methods can be categorized into
three groups: regularization, replay, and parameter isolation.

Regularization: Regularization-based methods prevent the
overwriting of old knowledge caused by overfitting to new
tasks by constraining the update of model parameters. Li et
al. [20] proposed Learning without Forgetting (LwF), which
uses predictions from the old model on new tasks as soft
labels, preserving old-task discriminability via distillation loss.
Elastic Weight Consolidation (EWC) [21] quantifies parameter
importance for old tasks using the Fisher information matrix,
applying stronger regularization to critical parameters.

Replay: Replay-based methods alleviate forgetting by stor-
ing samples from old tasks or generating pseudo-samples to
simulate joint training. iCaRL [22] combines nearest-mean
classification and knowledge distillation. It employs a memory
buffer to store samples from old classes, thereby balancing the
influence of new and old samples. Chen et al. [23] introduced a
framework called One vs Rest (OvR). This framework utilizes
samples with a herding effect to automatically adjust the
dataset capacity while updating the classifier.

Parameter Isolation: Parameter-isolation-based methods
offer dedicated space for acquiring new knowledge by grad-
ually expanding the network scale or increasing model pa-
rameters, while ensuring that the previously learned infor-
mation remains undisturbed. Wang et al. [24] proposed a
novel two-stage learning paradigm called FOSTER, which
achieves a balance between knowledge retention and new-class
learning through dynamic module expansion and knowledge
distillation. Zhou et al. [25] proposed the SimpleCIL method,
which utilizes frozen pre-trained models, and the Aper method,
which efficiently fine-tunes pre-trained models and constructs
classifier prototypes. Both methods make full use of the
generalization ability of pre-trained models.

In recent years, some researchers have introduced incre-
mental learning techniques into encrypted traffic classification.
Chen et al. [14] prevented catastrophic forgetting by sampling
and storing training samples to replay the knowledge of
old classes. Du et al. [10] extended the classifier for class-
incremental learning in network intrusion detection by design-
ing a parameter-isolation approach with branched classifiers.
Cai et al. [26] addressed the issues of traffic ambiguity and
data class imbalance in incremental encrypted classification
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Fig. 2: Overview of NCIL-ETC. The model architecture primarily consists of a feature extractor, a feature mapping module,
and an ETF classifier. During the base training phase, the feature extractor is fine-tuned to adapt to downstream tasks, while
it is frozen in each incremental learning step to ensure the generalization capability of the extracted features. The feature
mapping module aligns the features with the optimal structure, satisfying the neural collapse properties. In the incremental
learning phase, it is fine-tuned through a feature replay strategy to continuously align with the prototypes of the ETF classifier.

through pre-allocating vector prototypes and applying knowl-
edge distillation.

The method proposed in this paper improves upon those
based on replay and parameter isolation. By freezing the
feature extraction module and efficiently generating pseudo-
samples based on stored class vector prototypes for incre-
mental learning training, it significantly reduces the spatial
complexity associated with storing old samples. Moreover, due
to the introduction of a frozen ETF classifier in this paper,
it ensures the optimal relationships among classes without
increasing model parameters during the incremental process.

III. PRELIMINARIES
A. Equiangular Tight Frame Classifier

Neural Collapse refers to the phenomenon where, after a
model is trained on balanced data, the features in the model’s
last layer and the classifier form a specific geometric structure.
This structure can be defined as follows:

Definition 1: A simplex equiangular tight frame refers to a
matrix composed of K vectors in the R? space that satisfies
the following conditions:

[ K 1. .p

Let £ = [e1,...,ex] € R and U € R¥*K allows for
rotation and satisfies UTU = I, where Iy is the identity
matrix and 1g is the all-ones vector.

All column vectors in £ have the same l5 norm, and the

ey

inner product between any pair of vectors is —ﬁ, that is:
K
T
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such that 0y, = 1 when k1 = ko and dy,x, = 0 otherwise.

Neural collapse has revealed the optimal geometric struc-
ture between the features of the model’s final layer and the
classifier. Therefore, we introduce an ETF classifier, which is
initialized as a simplex ETF classifier during the base step and
remains fixed throughout the training process to preserve this
optimality. For newly added classes in the incremental steps,
we assign them pre-reserved optimal classification vectors as
guidance to ensure the transfer of the optimal class structure
with features.

IV. METHOD

In this section, we present the encrypted traffic representa-
tion, model architecture and training methodology in Sections
IV-A, IV-B and IV-C respectively. Fig. 2 provides an overview
of the NCIL-ETC method.

A. Encrypted Traffic Representation

In this section, we propose a simple yet effective traffic
representation method that converts raw traffic bytes into
grayscale images while preserving header and interaction
information. We partition the traffic into bidirectional flows
based on the five-tuple and filter out some network flows that
contain no valid information or are erroneous. The process of
converting raw traffic bytes into grayscale images is illustrated
in Fig. 3. First, we take the first By bytes from the first M
packets of each bidirectional flow. If a packet has insufficient
bytes, we pad it with zero bytes; otherwise, we truncate the
excess bytes. Next, we reshape the By bytes in each packet
into a matrix € R"*W_ Finally, we concatenate the samples
to form a grayscale image € R M*MXW  For ease of
processing, we typically set the image to be square, with



W = H = M x h. Additionally, for security and privacy
considerations, we replace the MAC and IP addresses in the
packets with all zeros.

A traffic sample

45 00 00 3¢ 94 5¢ 40 00 40 06 29 b8 00 00 00 00
0000 00 00 ab 2b 01 bb 44 ce 3d 07 00 00 00 00

5 a0 0272 10 81 17 00 00 02 04 05 b4 04 02 08 0a
packets 00 1d a9 59 00 00 00 00 01 03 03 07

PCAP File

4500 05 50 19 5a.40 00 71 06 6¢ a8 00 00 00 00
0000000001 bb ab 2b f8 64 3¢ 7f 44 ce 3d 46
8010 02 04 cd a2 00 00 01 01 08 0a 00 7b 56 d9
00 1d a9 7c 16 03 01 0c 1a 02 00 00 46 03 01 ...

Traffic grayscale image

Fig. 3: The process of converting raw traffic into grayscale
images

B. Model Architecture

The model architecture of the proposed method in this paper
consists of three main components: feature extractor, feature
mapping module, and classifier.

The Feature Extractor (FE) is implemented based on the
Mamba model. Mamba [27] is a state space model. Com-
pared to the quadratic computational complexity of the Trans-
former’s attention mechanism, it boasts efficient linear com-
putational complexity.

To make the model conform to the characteristics of neural
collapse, we introduce a Feature Mapping module (FM),
denoted as P(-). This module consists of two layers of Multi-
Layer Perceptrons (MLPs) and a batch normalization layer.
Positioned after the feature extractor, the Feature Mapping
module is used to map features to the ETF classifier and align
them with the pre-allocated prototypes in the ETF classifier:

Zi = f(a:l),z; = P(z) 3)

where, z; and z; represent the extracted and mapped features,
respectively, and f(-) represents the feature extractor.

In the classifier part, we introduce ETF classifier as the
classifier to guide the optimization of feature representations.
The vectors in the classifier are defined by Eq.(1).

C. Training Method

During the pre-training phase, this paper adopts Masked
Autoencoder(MAE) pre-training approach from the field of
computer vision for unsupervised pre-training, aiming to ob-
tain generalized traffic feature representations.

In the base step, we fine-tune the feature extractor to adapt
it to the classification task and bridge the domain gap, while
freezing the feature extractor during incremental learning to
preserve generalized feature representations.

To enable the feature extractor to achieve a better feature
distribution representation, we introduce a contrastive learning
loss to guide the training of the feature extractor in the base
stage:

’
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where, (3;; is a binary indicator that denotes whether z; and
z; belong to the same class, sim(-) calculates the cosine
similarity, and 7 is the temperature coefficient for contrastive
learning.

To prevent significant variations in the ETF classifier
weights during the incremental steps, we allocate ETF weights
for each class during the base stage. During incremental
learning, we assign new weights to the newly emerging classes
while keeping the weights of the existing classes unchanged.
We employ both the Mean Squared Error (MSE) loss and
the Cross-Entropy (CE) loss to guide the optimal structural

alignment:
/ 2
Lyse = Z (2, Wp —exr); )

Log = BCE((zW,)"E, y:) (6)

where, W, represents the weights of the feature mapping mod-
ule, and ej, denotes the ETF classifier weight corresponding
to the respective class.

The final objective function of the model during the base
step is expressed as:

Lpase = Lyuse +Lce +ELcr @)

where, ¢ is the hyperparameter for contrastive learning.

To address the catastrophic forgetting problem, we adopt
a feature replay strategy, consistent with the approach in
[28], by replaying features from previous tasks during current
training. Specifically, we compute the mean p and covariance
>~ of the features for all existing classes extracted by the
feature extractor for use in replay. Given that the pre-trained
model can generate well-distributed and highly generalizable
representations, and each class tends to exhibit a unimodal
distribution. Therefore, during incremental steps, we generate
synthetic samples from Gaussian distributions based on the
mean and variance of each known class, combining them
with the original training set for joint training. The training
objective function is defined as:

Lcrr =Lyvse + Lok ®

V. EXPERIMENTS

A. Dataset and Experiment Setup

Datasets: We utilize the CIC-IDS2017 [12] and USTC-TFC
[13] datasets as benchmark datasets. The processing for each
dataset is as follows:

The CIC-IDS2017 dataset contains 12 classes in total, with
the base session comprising 8 classes and the new session
including 4 classes, with 2 class per session.

The USTC-TFC dataset contains a total of 20 classes,
with the base session set to 12 classes and the new session
containing 8 classes, with 4 classes per session.

Comparison Baselines: We select two regularization meth-
ods (EWC [21] and LwF [20]), two replay methods (OvR [23]
and iCaRL [22]), and one parameter isolation method (FOS-
TER [24] and SimpleCIL [25]) as baselines for comparison.



Implementation Details: In traffic representation, we ex-
tract the first B bytes from the first M packets of bidirectional
flows, padding with zero bytes when insufficient or truncating
otherwise. Each packet’s B bytes are reshaped into a matrix €
R"*W “and samples are ultimately concatenated into grayscale
images € RMX(Mxm)XW Thig paper sets M = 5 packets and
B = 320 bytes. The MAE pre-training process is conducted
on USTC-TFC dataset training set, and the MAE encoder
employs four Mamba blocks, while the decoder uses two.
All experiments are conducted in a Python 3.9 and PyTorch
environment, with the Adam optimizer used for optimization.

Evaluation Metrics: To quantitatively assess the perfor-
mance and anti-forgetting capabilities of different methods,
following [10], we employ four typical metrics: accuracy (AC),
precision (PR), recall (RC), and F1 score, along with the
performance degradation rate (PD) to evaluate and compare
model performance. PD is used to measure the accuracy drop
rate of the sessions, that is, PD=A-B, where A is the accuracy
of the base session, and B is the accuracy of the last incremen-
tal session. Additionally, we employ the normalized confusion
matrix to specifically analyze the classification performance
of each class during the incremental process, where the y-axis
corresponds to the true classes and the x-axis to the predicted
classes.

TABLE I: Comparison of Baseline Methods on Two Datasets.

Method CIC-IDS2017 USTC-TFC
Acc in each session(%) PDJ Acc in each session(%) PDJ

0 1 2 0 1 2
Finetune 98.60 80.24 6578 32.82 9945 74.13 6371 35.74
EWC [21] 98.60 88.47 74.68 2392 9945 83.65 7234 27.11
LwF [20] 98.60 89.22 7839 20.21 99.45 84.48 75.86 23.59
OvVR [23] 98.60 90.81 82.23 16.37 99.45 87.69 83.53 15.92
iCaRL [22] 98.85 91.34 83.88 14.97 99.53 88.02 8491 14.62
FOSTER [24] 98.60 95.16 90.34 8.26 99.45 9253 89.92 9.3
SimpleCIL [25] 98.60 93.62 89.37 9.23 9945 9238 88.84 10.61
NCIL-ETC 98.85 97.83 95.01 3.84 99.97 97.02 96.07 3.9

B. Incremental Learning Capability Analysis

The results are illustrated in Table I. Our method achieves
the highest accuracy and the lowest PD value across all
session rounds, outperforming the second-best baseline by
4.42% and 5.63% on the two datasets, respectively. Fine-
tuning suffers from severe catastrophic forgetting as it focuses
solely on new classes. While EWC and LwF preserve prior
knowledge through regularization, they constrain the learning
of new information. OvR and iCaRL strike a balance between
old and new classes by retaining selected old samples, yet
their performance depends heavily on the quality and quantity
of these samples. FOSTER and SimpleCIL introduces new
parameters while freezing old ones, but increases model size
and overlooks optimal inter-class relationships. In contrast,
our approach leverages the strong feature representations of
pre-trained models and optimizes class relationships based on
neural collapse during each learning phase, leading to superior

TABLE II: Ablation Study on the Proposed Modules. FT:
Fine-tuning the feature extractor, ETF: ETF classifier, FM:
feature mapping module, OSA: optimal structure alignment.
4/ Module is enabled, X: Module is disabled.

CIC-IDS2017 USTC-TFC

FT ETF FM OSA

Acc in each session(%) PDJ  Acc in each session(%) PDJ
0 1 2 0 1 2
v X X X 98.60 8553 6639 3221 9945 7413 63.71 3574
X X v v’ 98.60 9147 80.18 18.42 9945 8438 7826 21.19
v v X X 9885 9652 8893 992 9997 9596 9335 6.62
X v v X 9885 9720 91.84 7.01 9997 96.25 9459 471
X v v v’ 9885 97.83 9501 3.84 99.97 97.02 96.07 39

performance on encrypted traffic classification tasks compared
to all baseline methods.

Confusion Matrix Confusion Matrix

Actual
Actual

H g
Predicted Predicted

(a) CIC-IDS2017 Session 1.  (b) CIC-IDS2017 Session 2.

Fig. 4: Normalized confusion matrices on CIC-IDS2017
dataset between two sessions. We use bold blue lines to
separate regions of the base session classes and incremental
classes of new sessions.

C. Ablation Analysis

We conducted ablation experiments on two datasets to ana-
lyze the effectiveness of different modules in the model, with
the results presented in Table II. For ease of representation, we
define fine-tuning the feature extractor, ETF classifier, feature
mapping module, and optimal structure alignment as FT, ETF,
FM, and OSA. Using the ETF classifier reduced PD by 8.5%
and 14.57%, demonstrating its efficacy in feature alignment.
When freezing the feature extractor and using the feature
mapping module, the PD values further decreased by 2.91%
and 1.91%, demonstrating the strong generalization capability
of the pre-trained model. Incorporating OSA yielded additional
reductions of 3.17% and 0.81%, indicating its role in guiding
optimal feature structure for each class.

D. False Positive and False Negative Analysis

In cybersecurity applications, False Positives and False
Negatives are critical metrics determining the deployability
of Intrusion Detection Systems. A high false negative rate
leads to failures in timely intrusion detection, risking the
theft of critical assets or sensitive data. Conversely, excessive
false positives impose prohibitive costs on human analysis and
response time.



So we employ normalized confusion matrices to evaluate the
false positive and false negative performance across different
incremental learning tasks. Since the accuracy in the base
session phase approaches 1, we focus on illustrating the
confusion matrices for the subsequent two incremental stages.
As shown in Fig. 4, the confusion matrix for the CIC-IDS2017
dataset utilizes thick blue lines to demarcate the base classes
from the new classes introduced in subsequent sessions.

Our analysis first examines the False Negative Rate (FNR)
of NCIL-ETC. In the CIC-IDS2017 dataset, the FNR for
Session 1 and Session 2 are 2% and 4%, respectively, with
a maximum FNR of only 4%. Furthermore, regarding the
false positives between benign and attack categories, benign
samples in Session 1 and Session 2 were misclassified as Bot
attacks with probabilities of 6% and 8%, respectively. In con-
clusion, these results demonstrate that our proposed method
maintains robust and superior classification capabilities even
after multiple incremental learning phases.

VI. CONCLUSION

In this paper, we simultaneously address encrypted traffic
classification and incremental learning, proposing an incre-
mental learning method for encrypted traffic classification that
utilizes optimal structural alignment to align traffic features
with the ETF classifier, thereby achieving optimal category
relationships. Experimental results on two encrypted traffic
classification datasets demonstrate that NCIL-ETC exhibits the
best incremental performance.
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