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Abstract—Large language models (LLMs) face dual threats to
safety and availability, yet existing attacks often fail to balance
jailbreaking success, resource consumption, and stealthiness. To
address this, we propose AS-SYNERGIC, a unified framework
that orchestrates safety breaching and resource exhaustion at-
tacks. Our approach introduces a curriculum scheduler that
implements a Breach-then-Flood strategy, dynamically transition-
ing from bypassing safety guardrails to maximizing inference
resource consumption. We further integrate a style-constrained
mutation mechanism to keep optimization within the natural
language manifold. Extensive experiments on 12 black-box target
models demonstrate that AS-SYNERGIC achieves a 69.0% aver-
age attack success rate and induces responses 2.3x longer than
normal inputs. Furthermore, it maintains superior stealthiness,
with a perplexity of 42.1, significantly lower than unconstrained
baselines.

Index Terms—LLM Security, Jailbreak Attack, Availability
Attack.

I. INTRODUCTION

Large language models (LLMs) are increasingly deployed
via the Model-as-a-Service (MaaS) paradigm [1], [2], exposing
them to a dual spectrum of adversarial threats: semantic safety
and operational availability. Jailbreak attacks craft malicious
prompts to bypass safety alignments (e.g., RLHF [3]), induc-
ing harmful content generation [4], [5]. Conversely, availability
(Denial-of-Service) attacks manipulate inputs to exhaust GPU
memory and maximize latency, inflicting financial damage on
service providers [6], [7]. Despite the evolution of red-teaming
evaluations [8], current research addresses these threats in
isolation, creating a significant blind spot. As illustrated in
Fig. 1, existing attacks exhibit a distinct trade-off between
safety penetration and resource exhaustion.
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Fig. 1. Safety-Availability Trade-off. Jailbreak attacks (purple) yield short
responses, while availability baselines (green) suffer from low ASR. AS-
SYNERGIC (Ours) breaks this trade-off, jointly maximizing both ASR and
response length.

Limitations of isolated attacks. Existing jailbreak methods
[4], [9]-[11] focus on eliciting affirmative responses. However,
aligned models often exhibit “shallow compliance,” quickly
terminating generation due to safety filters or brevity biases.
Thus, these attacks yield short outputs that fail to impose
significant computational loads [12]. Conversely, availability
attacks that force long generation by minimizing the end-
of-sequence (EOS) probability [6], [13] face safety refusal
in aligned LLMs: without a preceding jailbreak, malicious
prompts are immediately halted. Furthermore, pure EOS sup-
pression often yields detectable high-perplexity “gibberish”
[14], [15].

This dichotomy presents a formidable challenge: How can
an adversary simultaneously bypass safety guardrails, maxi-
mize resource consumption, and remain stealthy? Integrating
these is non-trivial, as features suppressing the EOS token
often disrupt the semantics required for jailbreaking or trigger
perplexity filters.



To bridge this gap, we propose AS-SYNERGIC, a unified
framework orchestrating synergistic safety and availability
attacks. We formulate adversarial suffix generation as a se-
quential decision-making problem via reinforcement learning
(RL) [16]. To navigate the complex multi-objective landscape,
we introduce a Breach-then-Flood strategy via a dynamic
curriculum scheduler. In Phase I (Breach), the optimizer
prioritizes dismantling safety alignment. Once bypassed, the
scheduler transitions to Phase II (Flood), shifting focus to
EOS suppression to coerce maximal generation. Crucially, a
style-constrained mutation mechanism restricts the optimiza-
tion trajectory within the natural language manifold, avoiding
detectable gibberish.

Our contributions are summarized as follows:

e We propose AS-SYNERGIC, a unified framework that
jointly evaluates LLM safety and availability, effectively
breaking the trade-off limitations of existing baselines.

e We design a curriculum scheduler implementing a
Breach-then-Flood strategy, resolving the optimization
conflict between safety evasion and length promotion.

« Extensive experiments on 12 target models demonstrate
that AS-SYNERGIC achieves a 69.0% average attack
success rate and induces responses 2.3x longer than
normal inputs (avg. ~800 tokens), while maintaining
superior stealthiness (perplexity 42.1, 10x lower than
gradient baselines).

II. RELATED WORK

Jailbreak and Availability Attacks. Research on bypass-
ing LLM safety alignments (e.g., RLHF [3]) primarily em-
ploys optimization-based (e.g., GCG [4], AutoPrompt [9]) or
generation-based (e.g., PAIR [10], TAP [11], Deeplnception
[17]) techniques. However, optimization methods often yield
easily detectable high-perplexity gibberish [14], while genera-
tion methods typically elicit short responses, failing to address
resource exhaustion. Conversely, pure availability attacks like
sponge examples [6] and Engorgio [13] force extended outputs
by suppressing the EOS token. Yet, they lack the semantic
sophistication to penetrate modern safety guardrails, leading
to immediate refusals. Simultaneously optimizing for both
objectives creates severe gradient conflicts, which our dy-
namic curriculum scheduler explicitly resolves via a decoupled
Breach-then-Flood strategy.

Adversarial Optimization via RL. To address the non-
differentiable nature of discrete text optimization, recent ap-
proaches like MasterKey [18] utilize reinforcement learning
(RL) and policy gradients for adversarial crafting. We extend
this paradigm by integrating a style-constrained mutation
mechanism. This strictly confines the search space to the
natural language manifold, ensuring enhanced stealthiness
while simultaneously pursuing the dual objectives of safety
violation and resource exhaustion.

III. METHODOLOGY

Fig. 2 illustrates the proposed AS-SYNERGIC framework,
which formulates the generation of adversarial suffixes as a

sequential decision-making problem addressed through RL.

A. Problem Formulation

We formally define the adversarial attack on a conditional
generative model Py, (y | x) as a discrete optimization
problem [4], [9], [19]. Given a malicious query z designed to
elicit harmful content, the goal is to find an optimal suffix z*
that maximizes a joint utility function U(-) over the model’s
stochastic response distribution:

£ = argmaxE, v, (s0s) (U (3 7). (1)
where ® denotes the set of admissible suffixes. In contrast
to unconstrained attacks [20], we restrict & to the natural
language manifold to avoid detection by perplexity-based
filters [21], [22]. The utility U(-) integrates three core objec-
tives: jailbreaking score opypass to bypass safety alignment,
EOS suppression ojong to prolong output generation, and
Stealthiness ogteartn to maintain low perceptual anomaly.
Directly solving (1) is intractable due to the discrete, com-
binatorial token space [19]. We therefore reframe the problem
as an iterative, policy-guided search process. At each step ¢, a
set of candidate suffixes P is generated via a mutation operator
guided by a learned policy [23]. The current best suffix is then
updated by selecting the candidate that maximizes the utility:

A argmax U(Z). 2)
zeP
This iterative formulation, grounded in RL principles, enables
efficient navigation of the complex optimization landscape.

B. Multi-Objective Reward Design

To balance the competing objectives of safety compromise,
computational resource exhaustion, and adversarial stealthi-
ness, we define a time-variant joint utility function U(Z).
Unlike static weighting schemes that lead to suboptimal con-
vergence in multi-task adversarial settings [24], our utility
function is a dynamic scalarization of three core metrics. At
each optimization step ¢, the global utility is computed as:

U(.’E) = U}gt) * Obypass + wét)

where w(t) = [wgt),wét),wét)] is an adaptive weight vector
controlled by a curriculum scheduler W(¢). This adaptive
mechanism enables the optimizer to navigate the complex
loss landscape by prioritizing safety breaching in early stages
before shifting focus to resource exhaustion, following cur-
riculum learning principles [25], [26]. The formal definitions
of each component are detailed below.

1) Jailbreaking Score oyypass: This metric quantifies the
target model’s willingness to comply with harmful instruc-
tions. While black-box attacks often rely on coarse binary
feedback from auxiliary judges, such sparse signals are inef-
ficient for fine-grained token optimization [20]. Instead, we
leverage dense probability signals from a local white-box
reference model. By exploiting its rich gradient information,

* Olong 1+ wi(gt) * Ostealth,  (3)
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Fig. 2. Overview of the AS-SYNERGIC framework. The pipeline operates in two main stages: (A) Local Reference Model, where an adversarial suffix is
iteratively optimized via policy gradient, guided by a multi-objective reward (safety, availability, and stealthiness); and (B) Target Model, where the optimized
suffix is transferred to a black-box target to evaluate jailbreaking success and measure induced resource exhaustion.

our framework enables precise, token-level guidance for suffix
mutation.

The score measures the generation confidence for a specific
affirmative target prefix Yarget, (€.g., “Sure, here is”) of length
K. To mitigate the impact of token length on probability mag-
nitude, we use the geometric mean of token-level probabilities:

K
1 -
Obypass — €XP E Z log P@ (tl ‘ €, T, t<i) 5 (4)
=1

where ¢; is the ¢-th token of the target prefix, and Fj is the
conditional distribution of the local reference model. Maximiz-
ing this continuous score provides smoother gradient signals
than discrete loss functions, effectively guiding the adversarial
suffix & towards states that bypass safety alignment.

2) EOS Suppression oiong: To induce significant compu-
tational latency (i.e., a DoS effect), the target model must
be prevented from terminating generation prematurely. While
standard jailbreaks often neglect output length [4], availability
attacks highlight that suppressing the EOS probability is
critical for maximizing resource consumption [6], [27]. We
therefore define the availability score as the complement of
the EOS probability at decoding step ! (with L denoting the
maximum generation length):

®)

Maximizing this metric penalizes early stopping, coercing
the model to continue generation until the context window
limit is reached, as demonstrated in recent sponge attacks [13].

3) Stealthiness ogieatn: Conventional gradient-based at-
tacks often converge to high-gradient, low-probability tokens,
producing high-perplexity gibberish [4], [28].

Such inputs are easily detected by perplexity-based fil-
ters [14], [21]. To enforce alignment with the natural language

Olong — 1-— P@(yl =EOS | xa‘%vy<l) .

manifold, we construct a composite metric that evaluates both
linguistic fluency and semantic style consistency.

First, fluency is measured using perplexity (PPL), a standard
metric for evaluating text generation quality [29]. For a suffix
Z =1[Z1,...,21], the PPL under a reference model is:

L

PPL(%) = exp —% ;bg Pret(%; | 2, 3<5) |, (6)

where P..¢ is the probability distribution of the reference

model. This unbounded metric is normalized to a score

sppl € (0, 1] using an exponential decay function with positive
parameter \: spp1 = exp(—PPL(Z)/A).

Second, style consistency ensures the suffix blends seman-
tically with a benign target domain (e.g., formal writing). We
compute the cosine similarity between the suffix embedding
v; and the centroid vp of a target-style corpus:

T
Vz VD

[valllvoll

Sim(z,D) = @)
This similarity is linearly mapped to ssty1e € [0, 1] via: sgpyte =
(Sim(z,D) +1)/2.

The total stealthiness score is a weighted combination:

®)

This formulation ensures optimized suffixes remain statisti-
cally indistinguishable from benign text, bypassing defense
mechanisms designed to flag anomalous inputs.

Ostealth = Bsppl + (1 - B)Sstyle-

C. Optimization via Policy Gradient

A critical challenge in generating adversarial suffixes is the
discrete nature of the token space, which prevents direct gradi-
ent backpropagation from the utility function U (Z) to the input
embeddings [19], [30]. While relaxation-based approaches em-
ploy continuous approximations [4], [20], they often converge



to local optima or yield semantically unnatural sequences. To
address this non-differentiability, we frame suffix optimization
as an RL problem, treating the local reference model fof as
a stochastic policy mp(y | = @ ).

Our objective is to maximize the expected joint utility over
the model’s response distribution. Formally, the objective with
respect to the adversarial suffix is:

J(i.) = Eywwe(\r@f") [U(yvi)} )]

Applying the policy gradient theorem [16], [31] and the log-
derivative trick (VP = P - VlogP), the gradient of the
expectation is derived as:

Vil (3)=Vz Y mly|z© &) Uy, z)
” (10)
=Eyr, [U(y, %) - Vzlogmy(y |z @ T)].

Since computing the exact expectation over the combina-
torial output space is intractable, we approximate (10) using
the REINFORCE estimator with Monte Carlo sampling. At
each iteration, we sample N response trajectories. To reduce
the high variance of Monte Carlo gradients, we introduce a
baseline b:

N
~ 1 1) ~ 7 ~,
ViJ(Z) =~ ¥ E (U@, &) —b) - Vzlogme(yD | z @ &).
i=1
(11

where b is computed as the exponential moving average
of historical utility values. This approach provides temporal
smoothing, ensuring gradients are driven by the relative ad-
vantage of the current samples over past performance, rather
than absolute reward magnitudes.

In this framework, the term Vjlogmy represents the gra-
dient of the log-likelihood of generated tokens with respect
to the suffix embeddings. This signal identifies which suf-
fix tokens contribute most to high-utility outcomes. During
candidate mutation, tokens with larger gradient magnitudes
are prioritized, enabling efficient exploration of the discrete
combinatorial space.

D. Style-Constrained Mutation

Standard gradient-based attacks often degrade into high-
perplexity gibberish, rendering them easily detectable by
perplexity-based filters [4], [21]. To mitigate this, we propose
a style-constrained mutation mechanism that confines the
optimization trajectory to a specific natural language manifold,
ensuring that generated suffixes remain semantically coherent.

We define a binary style mask M € {0, 1}V derived from
a domain-specific corpus Dggy1e. This mask dynamically aligns
the adversarial suffix with the semantic context of the target
query. For instance, to exploit technical instruction-following
capabilities, Dgiyle may consist of Python or C++ syntax;
conversely, for social engineering scenarios, it might mimic
formal business correspondence.

Formally, we project the suffix gradient g = V7 onto the
embedding matrix E to obtain candidate replacement scores

s = Eg. To strictly enforce the style constraint, we apply the
mask to these scores:

Smasked = S + (1 — M) - (—00). (12)

This operation effectively assigns infinite negative weight to
disallowed tokens, ensuring their probability becomes zero
after Softmax normalization. Consequently, the candidate gen-
eration is strictly bounded within the permissible vocabulary
defined by M, balancing attack effectiveness with superior
stealthiness.

E. Dynamic Curriculum Scheduling

Simultaneously optimizing for both safety violation
(Obypass) and resource exhaustion (oijong) presents a con-
flict: maximizing latency is ineffective if the model’s safety
guardrails remain active. To resolve this, we design a state-
dependent curriculum scheduler ¥ (¢), inspired by curriculum
learning [25], which dynamically adjusts the objective weight
vector w(*) based on real-time attack progression.

The optimization is divided into two phases. Phase I
(Breach) focuses exclusively on inducing an affirmative target
prefix (e.g., “Sure, here is”) to bypass safety alignment,
corresponding to the weight vector w = [1,0,0]. Phase II
(Flood) is activated only after the jailbreaking score ohypass
exceeds a predefined confidence threshold 7. In this phase,
the optimizer shifts its focus to prolonging generation and
maintaining stealthiness. The adaptive update rule is:

[1,0,0], if oft o<,
wt) — {[ g, i bypas N} (13)
«, 1, @ ni, Ubypass -

Here, o and 7 are tunable coefficients controlling the bal-
ance between maintaining the jailbreak and promoting length
(0long) and stealthiness (0gtearsn) in Phase IL

This mechanism functions as a dynamic hysteresis switch:
if subsequent mutations during Phase II cause the jailbreaking
score to regress below 7, the scheduler automatically reverts
to Phase I. This ensures that a robust safety breach is a strict
prerequisite for resource exhaustion, preventing the optimizer
from converging to suboptimal states that fail either objective.

IV. EXPERIMENTS

We evaluate AS-SYNERGIC across diverse LLMs to an-
swer: RQ1 (Safety): Does it achieve a competitive attack
success rate (ASR)? RQ2 (Availability): Can it maximize
resource exhaustion via response length? RQ3 (Ablation):
What is the contribution of each module?

A. Experimental Setup

Datasets & Models. We optimize suffixes on Gemma-7b-
it using HarmBench [8] and transfer them to 12 black-box
targets (e.g., Llama-2 [1], Vicuna [32], Qwen [33], Baichuan,
Koala, Orca-2).

Baselines & Details. We compare against 10 methods
including GCG [4], AutoPrompt [9], PAIR [10], TAP [11],
AutoDAN [5], and Sponge examples [6]. Target generation



TABLE I
ASR (%) ON HARMBENCH IN A TRANSFER ATTACK SETTING. Suffixes optimized on Gemma-7b-it. Due to space limits, we report 4 representative
targets; the Average is computed across all 12 evaluated models.

Target Model GCG GCG-T GCG-M AP TAP SFS ZS PAIR UAT AutoDAN Ours
Llama-2-7b-chat 332 20.0 21.3 15.8 9.4 5.1 2.1 9.2 8.1 0.7 34.1
Vicuna-7b 66.0 61.3 61.3 60.2 52.1 43.1 274 534 24.1 64.9 73.3
Baichuan2-13b-chat 61.6 443 52.1 56.2 559 40.1 25.1 52.7 54.1 60.4 80.1
Qwen-7b-chat 60.1 38.1 53.6 50.1 542 323 157  50.1 16.1 48.2 80.2
Average (12 Models)  54.1 43.4 42.8 423 448 30.0 22.1 40.1 28.8 45.5 69.0

limits are L., = 1024. Suffixes are 20 tokens. Stealthiness
(PPL) is assessed via LLaMA-2-7b-chat.

B. Main Results

Safety Evaluation. Table I details ASR performance. AS-
SYNERGIC demonstrates superior efficacy: 1) It achieves a
69.0% average ASR across 12 models, significantly outper-
forming the leading baseline (GCG at 54.1%). 2) On heavily
aligned targets like Llama-2-7b-chat where AutoDAN fails
(0.7%), our method maintains 34.1% ASR. 3) Suffixes transfer
effectively across architectures (e.g., ~81% ASR on Qwen),
proving the extraction of generalized adversarial features.

TABLE II
AVERAGE RESPONSE LENGTH (TOKENS). Lax = 1024. The Average is
computed across 6 representative target models.

Target Model Normal Special Sponge Ours
Orca-2-7b 350.5 310.2 610.5 924.5
Vicuna-7b 312.6 2524 599.6 882.0
Qwen-7b-chat 329.1 166.5 350.0 815.6
Baichuan2-7b-chat 320.1 150.5 340.0 790.1
Average (6 Models) 341.7 289.4 463.8 794.3

Availability Evaluation. To assess resource exhaustion, we
benchmark against normal inputs, special inputs (instructing
long outputs), and sponge examples [6]. As shown in Table II,
AS-SYNERGIC consistently elicits the longest sequences
(avg. 794.3 tokens), a 2.3x increase over normal inputs
(341.7). While aligned LLMs often truncate verbose instruc-
tions or sponge examples (e.g., dropping to 340.0 tokens
on Baichuan2), our method successfully bypasses termination
filters, peaking at 924.5 tokens on Orca-2-7b.

TABLE III
ABLATION OF AS-SYNERGIC COMPONENTS. Results averaged across
LLaMA-2, Vicuna, and Koala.

C & M | Avg. ASR (%) Avg. Len Avg. PPL
X v / 28.4 315.5 45.3
VAR S 61.2 145.6 40.2
v /X 63.5 912.4 624.8
VAR S 53.4 1154 4125
o/ 7 62.8 886.9 42.1

Ablation Study. To dissect the contribution of each module,
we analyze the results in Table III. Removing the dynamic
scheduler (C, Row 1) causes ASR to plummet to 28.4%,
confirming that without the Breach-then-Flood strategy, the
optimizer fails to bypass initial guardrails. Disabling the avail-
ability objective (£, Row 2) yields truncated responses (145.6
tokens) despite a high ASR, failing to exhaust resources.
Removing the style constraint (M, Row 3) skyrockets PPL
to 624.8, producing statistically anomalous gibberish. Fully
ablating £ and M (Row 4) degrades performance to a standard
attack (115.4 tokens, 412.5 PPL). Conversely, the complete
framework (Row 5) achieves optimal synergy: 62.8% ASR,
886.9 tokens, and 42.1 PPL.
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Fig. 3. Optimization Dynamics. o1,y ass (Phase I) converges before ojong
(Phase II) activates, while ogteaith remains stable.

C. In-depth Analysis

Stealthiness Analysis. To quantify stealthiness, we bench-
mark suffix-only PPL against gradient-based baselines (L=20)
using a local LLaMA-2-7b-chat. Traditional methods produce
unnatural gibberish with extremely high PPLs (GCG: 416.0,
GCG-T: 389.2, GCG-M: 405.1, UAT: 356.8, AutoPrompt:
289.4). In contrast, AS-SYNERGIC achieves a remarkably low
PPL of 42.1—nearly 10x lower than GCG. This validates that
our style mask (M) effectively constrains optimization within
the natural language manifold.

Optimization Dynamics. Fig. 3 tracks the three objectives
over 300 iterations, visually validating the Breach-then-Flood
mechanism. Phase I (Breach): Optimization initially maxi-
mizes only the jailbreak score opypass (blue curve), crossing
the threshold (7~/0.8) near iteration 100. Phase II (Flood):
After safety bypass stabilizes (iterations 100—140), the sched-
uler activates the availability objective. o1on (Orange curve)



climbs sharply to saturation (> 0.9). Stealthiness: Throughout
both phases, ostealsh (green curve) remains consistently stable
(=0.85) due to the active style mask.

Sensitivity Analysis. We examine the impact of the cur-
riculum threshold 7 and safety anchor «.. Deviating 7 from the
optimal 0.8 prematurely triggers the flood phase (7=0.5 yields
18.2% ASR) or excessively delays it (7=0.9 drops length to
512.8). Similarly, a weak safety anchor (a«=0.1) fails to sustain
the jailbreak (25.4% ASR, 180.5 length), whereas overly rigid
anchors (a>0.6) constrain the length. Thus, 7=0.8 and a=0.4
provide the optimal operating balance.

V. CONCLUSION

In this work, we present AS-SYNERGIC, a unified frame-
work that reveals a critical dual vulnerability in LLMs: the
potential for simultaneous safety breaches and availability
attacks. By orchestrating a novel Breach-then-Flood strat-
egy within a style-constrained RL process, our method re-
liably bypasses safety guardrails while inducing significant
resource exhaustion. Comprehensive experiments on Harm-
Bench demonstrate that AS-SYNERGIC achieves strong trans-
ferability across models, generates responses 2.3 x longer than
normal inputs, and maintains high stealthiness. These findings
underscore the urgent need to jointly fortify both semantic
safety and inference-time efficiency prior to LLM deployment.
Future work will investigate vulnerability in multi-turn agentic
settings and develop integrated defense mechanisms.

Ethical Considerations: This research is intended solely for
controlled security evaluation and proactive model hardening.
All experiments were conducted in restricted environments.
We do not release directly executable adversarial payloads or
automated attack tools. We hope these insights help develop
practical mitigations that reduce real-world misuse risks and
enhance the robustness of deployed LLM systems.
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