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Abstract—3D point cloud object detection is fundamental to
collaborative perception systems in autonomous driving and
other cyber-physical systems (CPSs), enabling vehicles and in-
frastructure to perceive and share environmental information.
However, these systems remain vulnerable to backdoor attacks
that implant hidden malicious behaviors during the training
stage. Once triggered at inference, such attacks can cause false,
missing, or misclassified detections, threatening the safety and
reliability of collaborative perception. Although several backdoor
attacks against 3D point cloud detection models have been
proposed, they suffer from limited attack objectives and poor
stealthiness. To address these limitations, we propose PointDetBA,
a multi-objective backdoor attack framework implemented under
a unified poisoning pipeline for LiDAR-based 3D object detection.
In detail, PointDetBA introduces two task-aware trigger mecha-
nisms that exploit geometric and physical priors of point clouds.
The point-injection mechanism achieves targeted misclassification
and object generation by injecting compact reflective clusters,
while the rotation—noise mechanism applies subtle rotations and
Gaussian perturbations to induce misclassification and object dis-
appearance with high stealth. Experiments on the KITTI dataset
and five representative detectors demonstrate that PointDetBA
achieves strong attack effectiveness with minimal impact on clean
data, revealing critical security vulnerabilities in collaborative 3D
perception and providing insights for the secure and trustworthy
design of cyber-physical systems.

Index Terms—3D point cloud, backdoor attack, collaborative
perception, autonomous driving.

I. INTRODUCTION

3D point cloud object detection forms the perception back-
bone of autonomous driving, robotics, and intelligent trans-
portation—typical cyber-physical systems integrating sensing,
communication, and computation [1]. By processing LiDAR
data, detectors enable vehicles, roadside units, and cloud
platforms to collaboratively perceive their surroundings and
make coordinated decisions. Ensuring the integrity and trust-
worthiness of these collaborative perception components is
essential to the reliability of the entire CPS [2].

Although deep detectors such as PointRCNN [3],
PV_RCNN [4], and CenterPoint [5] have achieved outstanding
performance, their security vulnerabilities remain largely un-
derexplored. In particular, backdoor attacks—where malicious
patterns are embedded during training—can cause models
to behave abnormally only when a specific trigger appears,
while maintaining normal accuracy otherwise. Once such
compromised detectors are integrated into collaborative per-

ception pipelines, they can propagate manipulated or missing
information to other agents, threatening cooperative decision-
making and traffic safety [6].

Backdoor attacks have been extensively explored in 2D
vision tasks, such as BadNets [7] and BadDet [8], revealing
how poisoned data can mislead classifiers and detectors.
Extending these attacks to 3D point clouds, however, is more
challenging because LiDAR data are unordered, sparse, and
geometry-sensitive. Existing 3D backdoor approaches often
pursue only a single objective (e.g., making an object dis-
appear) and employ triggers that are easily detectable or
physically implausible [9] [10]. Consequently, they cannot
capture the complexity or diversity of threats faced by real-
world collaborative perception systems.

To bridge this gap, we propose PointDetBA, a unified multi-
objective backdoor attack framework tailored for LiDAR-
based 3D object detection. The framework supports three rep-
resentative attack goals—object generation, targeted misclassi-
fication, and object disappearance—within a single consistent
design. Two task-aware trigger mechanisms are introduced:
a point-injection—based mechanism that injects compact re-
flective clusters to induce targeted misclassification and object
generation, and a rotation—noise—based mechanism that applies
subtle rotations and Gaussian perturbations to realize misclas-
sification and object disappearance.

Comprehensive experiments on the KITTI dataset and five
representative detectors demonstrate that PointDetBA achieves
strong attack performance and stealth. These results under-
score the urgent need for security-aware design and validation
in collaborative and cyber-physical perception systems, provid-
ing valuable guidance for developing trustworthy cooperative
sensing and decision-making architectures.

In summary, we make the following contributions:

e A unified multi-objective backdoor attack framework,
PointDetBA, is proposed for LiDAR-based 3D object de-
tection. It addresses the limitations of existing single-goal
attacks and enhances threat modeling for collaborative
perception systems.

o The framework systematically achieves three representa-
tive attack objectives—object generation, targeted mis-
classification, and object disappearance—broadening the
scope of backdoor threats in 3D perception.



o Two task-aware trigger mechanisms are designed: a point-
injection trigger that simulates compact reflective clusters
to enable object generation and targeted misclassifica-
tion, and a rotation—noise trigger that leverages small
geometric perturbations to improve stealth and physical
plausibility for misclassification and disappearance.

« Extensive experiments on five mainstream detectors and
the KITTI dataset verify the high attack success rates and
strong generalization of the proposed method.

II. RELATED WORKS
A. Security in Collaborative Perception Systems

Collaborative perception, where agents (e.g., vehicles and
roadside units) share sensory data or model updates, is foun-
dational to autonomous driving and cyber-physical systems.
While enhancing situational awareness, this paradigm also
expands the attack surface. Threats often target the integrity
of shared information or models [11]. Data poisoning and
backdoor attacks are particularly harmful, as they can com-
promise the entire cooperative decision-making pipeline by
introducing hidden malicious behaviors during training [12]
[13]. Although such threats have been extensively studied in
2D vision, the security of 3D collaborative perception remains
critically underexplored [14] [15].

B. Backdoor Attacks on 3D Point Clouds

Extending backdoor attacks to 3D point clouds presents
unique challenges due to the data’s unstructured, sparse,
and geometry-sensitive nature. Initial works in this domain
primarily targeted point cloud classification tasks [16] [17].
However, LiDAR-based object detection in autonomous driv-
ing involves a more complex task of jointly localizing and
classifying objects. Recent efforts such as BadLiDet [9] and
TBA [10] have demonstrated the feasibility of causing object
disappearance in 3D detectors. Despite their contributions,
these methods are limited to a single attack objective (e.g.,
disappearance) and often employ triggers that lack physical
plausibility or stealth in realistic sensing conditions. Our work
addresses these gaps by proposing a multi-objective backdoor
framework that supports multiple attack objectives (generation,
misclassification, disappearance) under a unified poisoning
pipeline with two task-aware triggers, thereby modeling a
broader range of threats to cooperative CPS.

III. PROBLEM SETTING
A. Threat Model

We consider a practical data-poisoning threat in collabora-
tive autonomous driving scenarios. In such settings, partici-
pants may rely on third-party datasets or cloud-based training
services, where a malicious actor (e.g., a data contributor)
can inject a small fraction of poisoned samples into the
training data [18]. The attacker aims to implant a backdoor
that induces specific failures (e.g., phantom object generation,
targeted misclassification, or missed detections) when a trigger
is present, while preserving normal performance on clean data.
We assume a black-box adversary with no access to the victim

model architecture, parameters, or training pipeline, but with
the ability to modify both point clouds and corresponding
labels of the poisoned samples during dataset construction.
We further allow the attacker to use dataset-provided metadata
(e.g., calibration) only for offline trigger—annotation alignment;
no such metadata is required at inference. This assumption
reflects realistic risks in collaborative perception pipelines that
depend on externally contributed data [19].

B. Problem Definition

Formally, a 3D object detector learns a mapping Fy(P) from
a point cloud P to a set of detections Y = {(c;,b;)}14,
where ¢; is the class and b; = (x,y, z, h,w,l,r) defines the
3D bounding box. The model is trained on a clean dataset
Delean by minimizing

[,6(9) = Z »Cdet(FG(P)vy)v (1)
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where L4 denotes the detection loss. In a backdoor setting,
the attacker constructs a poisoned subset Dyoison by applying
a trigger function T'(+) to selected samples and altering their
labels to a target Y¢. The compromised model is trained on a
mixed dataset by optimizing

Lo(0) =Lo(O)+X D

(P:Yt)eppoison

£det(F9 (T(P))v Yt)a 2

where A\ balances the contribution of clean and poisoned
losses. The central challenges lie in: (1) designing an effective
trigger 7'(-) that reliably induces the intended malicious behav-
ior, and (2) ensuring T'(-) is stealthy and physically plausible
enough to evade both automated and manual dataset validation
within collaborative training pipelines.

IV. METHODOLOGY
A. Point Injection Backdoor Attack (PointDetBA-PI)

Attack Stage

Fig. 1: Attack Pipeline of PointDetBA-PI. The pipeline injects
geometric triggers and aligns them across sensor coordinates
to produce poisoned samples that are mixed with clean data
to train a backdoored 3D detector.

Point Injection Object Generation Attack (PIOGA).
PIOGA aims to manipulate the model into generating false
3D bounding boxes corresponding to a target class ¢ (e.g.,
Pedestrian) at fixed spatial locations by embedding geometric
triggers into the point cloud data, as illustrated in Figure 1(a).
This type of attack poses a serious threat to autonomous
driving systems by introducing phantom obstacles, potentially



causing unintended emergency braking or erratic lane changes
when the vehicle mistakenly perceives a spherical trigger
as a pedestrian. Such misperceptions could result in traffic
collisions or chain-reaction accidents.

To perform PIOGA, a predefined spherical center P;’rei‘lg"ger €
R? is selected in the LiDAR coordinate system. It is then
transformed into the camera coordinate system using the cal-
ibration matrix Tyejo_ycam € R3*4, according to the following
relation:

cam

trigger
trigger

;i 3)

Pvelo
= Tyelo—scam * |: :l .
To ensure proper alignment between the generated bounding
box and the base of the spherical trigger, the center of the
forged 3D bounding box is adjusted vertically by half the box
length [, yielding the final bounding box center as:

0
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The spherical trigger is synthesized as a set of 3D points
distributed on the surface of a sphere with radius r, centered
at (zc,Ye, zc). Bach point (z;,y;,2;) is generated using the
parametric equations:

T; = T+ rsiné; cos ¢;
Yi = Ye + rsinb; sin ¢; &)
Zi = Z¢ + 1 cosb;

where 6; € [0,7] and ¢; € [0,2n] are spherical angles
uniformly sampled for each point i.

The label set of the poisoned point cloud sample is
extended to include a forged object, defined as Yirer =
{O1,...,0n, Ourger}, where each O; denotes a real object
and Oree; represents the synthetic bounding box assigned to
class ¢t with standard dimensions.

The primary objective of the attack is to train the com-
promised model Fiyfecreq to associate the geometric trigger
with a valid object instance. This leverages the strong spa-
tial-semantic associations established during training, such
that during inference, the presence of the trigger alone is
sufficient to induce the model to hallucinate an object of the
target class.

Point Injection Directed Misclassification Attack
(PIDMA). PIDMA aims to mislead the model into classifying
the fused spatial features of a target object and its associated
trigger as a predefined incorrect class, as shown in Figure 1(b).
Concretely, a spherical trigger is injected with a vertical offset
Az relative to the object center to enhance spatial coupling;
the trigger’s predefined position in camera coordinates is
projected into LiDAR coordinates using the inverse calibration
Team—velo to ensure modality alignment. The ground-truth
label ¢ is then replaced by the target class ¢, encouraging
the model to treat the composite geometry as an instance of
t. For example, placing a trigger above a car may cause the
model to predict a cyclist instead of a car, which could provoke
unwarranted evasive actions.

B. Rotation-Noise Backdoor Attack (PointDetBA-RN)

Attack Stage

Training Stage Inference Stage

Fig. 2: Attack Pipeline of PointDetBA-RN. The pipeline
perturbs object geometry via rotation and Gaussian noise,
constructs poisoned samples, and trains a backdoored detector
that misclassifies or ignores triggered objects at inference.

Rotation-Noise Directed Misclassification Attack
(RNDMA). RNDMA misleads the detector by distorting
object geometry through controlled rotation and noise, shown
in Figure 2(a). The 3D bounding box center of the target is
P()V,fjlo = (T, Ye, 2c); its point set is Pop; = {p; }. Each point
pi = (x4, yi, ) is rotated about the z-axis by angle 0:

x; = xc + (v, — ) cos O — (y; — ye)sin,
Yl = ye + (xi — wc)sind + (y; — yo)cos,  (6)
Z; = Zi,

then perturbed by Gaussian noise applied to each coordinate:

1 /
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The perturbed set Pperurbed = {P } replaces the original object
points and the true class c is relabeled as ¢, training the model
to associate the distorted geometry with the target class.

Rotation-Noise Object Disappearance Attack (RNODA).
RNODA increases rotation angles and noise intensity (see
(6)—(7)) and removes the corresponding labels from annota-
tions, producing unlabeled perturbed samples. During training
these are treated as background, which causes the model
to ignore similar structures at inference (Figure 2(b)). The
combined effect of rotations and noise disperses point density
and destroys clear geometric cues (e.g., edges and elon-
gation), making objects indistinguishable from background
clutter. Because the labels are deleted, the network receives
no supervision for these perturbed instances and thus learns
to suppress such patterns, resulting in missed detections and
degraded perception reliability.

V. EXPERIMENTS
A. Experiment Setting

Dataset and Evaluation Metrics. Our experiments are
conducted on the KITTI dataset [20], following the standard
split of 3,712 training and 3,769 validation samples. We
employ the following metrics for a comprehensive evaluation:



TABLE III: The mAP and Backdoor Trigger Ly Perturbation of Clean vs. Poisoned Models on the KITTI Dataset.

Detector Clean PIOGA PIDMA RNDMA RNODA
mAP, Ly mAP, Ly mAP, Ly mAP, Ly mAP, Ly
PartA2 88.41% - 89.20% 1.1942 85.98% 26.4525 90.21% 0.7400 88.19% 0.7400
PointPillar 84.24% - 85.22% 1.1942 84.56% 26.4525 83.80% 0.7400 86.13% 0.7400
PointRCNN  90.89% - 90.87% 1.1942 88.35% 26.4525 89.12% 0.7400 90.42% 0.7400
PV_RCNN  89.60% - 88.24% 1.1942 85.70% 26.4525 86.56% 0.7400 86.36% 0.7400
SECOND 85.87% - 86.74% 1.1942 86.87% 26.4525 85.58% 0.7400 86.92% 0.7400

« mAP: We report both mAP, (clean model performance)
and mAP,, (performance of the poisoned model on clean
data) to assess utility preservation.

o Attack Success Rate (ASR): The ratio of successful
attacks to total triggers. For PIOGA, ASR is the number
of generated target-class boxes over total triggers. For
PIDMA and RNDMA, it is the number of boxes misclas-
sified to the target class. For RNODA, it is the number of
target-class boxes that disappear. A detection is counted
as valid if its confidence score exceeds 0.5.

o L, Distance: The mean nearest-neighbor distance from
trigger points to the clean cloud, quantifying stealthiness.

TABLE I: The Details of Victim 3D Object Detectors.

Detector Representation  Backbone Stage
PartA2 [21] Voxel + Point 3D Sparse CNN + MLP 2
PointPillar [22] Pillar 2D CNN 1
PointRCNN [3]  Point PointNet++ 2
PV_RCNN [4] Voxel + Point 3D Sparse CNN + MLP 2
SECOND [23] Voxel 3D Sparse CNN 1

3D Detectors and Baseline Attacks. To validate the threat
across different collaborative perception components, we test
on five representative detectors, as summarized in Table 1. We
compare our framework against four baseline attacks:

o RandXShift: A naive baseline that shifts objects ran-
domly along the X-axis to evaluate the impact of simple
geometric displacement.

« RandTrigPlace: A conventional baseline that randomly
inserts points into 3D scenes, representing spatial-
agnostic trigger placement.

« RandRN-M/D: Rotation-noise baselines applying arbi-
trary rotations and Gaussian noise for misclassification
(M) and disappearance (D) tasks, testing robustness
against random geometric alterations.

TABLE II: Summary of Attack Strategies and Their Effects.

Strategy Method Description

PointDetBA-PI PIOGA Point Injection Object Generation Attack
PIDMA Point Injection Directed Misclassification Attack

PointDetBA-RN RNDMA  Rotation-Noise Directed Misclassification Attack
RNODA  Rotation-Noise Object Disappearance Attack

Our proposed attacks within the PointDetBA framework
are summarized in Table II, highlighting their objectives and
triggering mechanisms. All implementations are based on
OpenPCDet [24] and trained on NVIDIA 4090D GPUs.

B. Attack Performance Analysis

Overall Performance and Stealthiness. Table III shows
all PointDetBA variants maintain high mAP,,, ensuring utility
preservation. Lo distances vary by trigger placement: rotation-
noise attacks (RNDMA, RNODA) achieve superior stealth
(=~ 0.74) via point perturbation. PIOGA follows (=~ 1.19) as its
fixed-position triggers reside in high-density regions. PIDMA
exhibits a higher Ly (= 26.45), reflecting the nearest-neighbor
distance from injected points to the original scene. Due to its
object-anchored vertical offset, PIDMA triggers often occupy
sparse spatial regions (e.g., above vehicles), resulting in larger
distances to background points while remaining visually in-
conspicuous in sparse outdoor scans.
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Fig. 3: Radar charts comparing the Attack Success Rate (ASR)
of PointDetBA and baseline methods across five detectors for
four attack objectives.

Attack Effectiveness Across Detectors. Figure 3 provides
a comprehensive visualization of attack success rates through
radar charts, demonstrating the consistent superiority of Point-
DetBA over baseline methods across all attack objectives and
detector architectures:

o Object Generation (Figure 3a): PIOGA demonstrates

near-perfect performance across all detectors, with the
radar plot showing complete dominance over RandXShift.



The dramatic improvement is particularly evident on
PointPillar and SECOND, where PIOGA’s performance
approaches the maximum while the baseline methods
show minimal effectiveness.

¢ Object Misclassification (Figure 3b-c): Both PIDMA
and RNDMA consistently outperform their respective
baselines, with RNDMA showing particularly strong and
balanced performance across the detector spectrum. The
expansive coverage of RNDMA’s radar plot indicates its
robustness against diverse detector architectures.

o Object Disappearance (Figure 3d): RNODA demon-
strates reliable performance across all detectors, show-
ing uniform improvement over RandRN-D. The smooth,
outer-positioned curve of RNODA highlights its consis-
tent effectiveness for object disappearance attacks.

TABLE IV: Qualitative comparison with state-of-the-art 3D
backdoor attacks.

Method Attack Capability

Disappearance

Multi-Objective

Generation

TBA [10] o o . o o
BadLiDet [9] o <) . o o
PointDetBA (Ours) . . . . .

Legend: e = supported/achieved, o = not supported/not achieved.
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Fig. 4: Point Cloud Attack Visualization. From left to right:
clean point cloud, clean detection results, poisoned point
cloud, and attack detection results.

Comparison with State-of-the-Art.Table IV compares
PointDetBA with prior 3D backdoor attacks. Unlike existing
methods focusing on single objectives (e.g., disappearance),
PointDetBA supports generation, targeted misclassification,
and disappearance via a unified pipeline with two task-aware
triggers. The rotation—noise trigger offers high stealth for
misclassification/disappearance (Table III), while the point-
injection trigger ensures effectiveness in generation. This
demonstrates that multi-objective backdoors can coexist in a
single training process, significantly expanding the LiDAR-
based threat surface.

Visual Stealthiness Assessment. Figure 4 provides qualita-
tive examples showing that poisoned point clouds can remain
visually consistent with the original scenes while inducing the
intended malicious behaviors. The rotation—noise trigger tends
to preserve the global structure with subtle geometric pertur-
bations, whereas point-injection—based triggers may introduce
localized point patterns depending on the objective and trigger
placement.

C. Ablation Experiment

We conduct ablation studies on PartA? to analyze the
impact of key parameters across both PointDetBA strategies.
The results demonstrate how each parameter influences attack
effectiveness and guide our optimal configuration selection.
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Fig. 5: Parameter analysis for PointDetBA: poisoning rate,
trigger points, rotation angle, and noise intensity.

Parameter Sensitivity Analysis. Figure 5 shows the sensitiv-
ity of PointDetBA to four critical parameters:

o Poisoning Rate (Figure 5a): PointDetBA-RN exhibits
stronger robustness, maintaining stable ASR (65%-70%)
across varying rates, while PointDetBA-PI shows higher
sensitivity to lower poisoning rates.

o Number of Trigger Points (Figure 5b): Increasing trig-
ger points enhances ASR for both PIOGA and PIDMA
by improving geometric saliency, with diminishing re-
turns beyond moderate counts.

« Rotation Angle (Figure 5c): 30° provides the opti-
mal balance between feature perturbation and structural
preservation for PointDetBA-RN.



o Gaussian Noise Standard Deviation (Figure 5d): 0.05
standard deviation effectively obscures trigger patterns
without compromising attack effectiveness.

Ball Trigger Radius Optimization. Tables V and VI show
the ASR under different radius. For PIOGA, the ASR peaks
at » = 0.3. For PIDMA, although » = 0.35 yields higher
ASR, we select r = 0.1 as optimal. Combined with our 100-
point budget, » = 0.1 ensures the necessary point density for
a robust feature.

TABLE V: ASR for PIOGA at different ball trigger radius

0.05 0.1
98.62  99.87

0.2
99.84

0.3
99.95

0.4
99.81

0.5
99.95

0.6
99.92

radius
ASR(%)

TABLE VI: ASR for PIDMA at different ball trigger radius

0.05
53.27

0.10
56.89

0.15
55.49

0.20
59.40

0.25
5391

0.30
63.35

0.35
66.27

radius
ASR(%)

The comprehensive parameter analysis demonstrates that
PointDetBA achieves robust performance through carefully
balanced configurations, with each parameter optimally tuned
to maintain both attack effectiveness and stealthiness across
diverse operational conditions.

VI. CONCLUSION

This paper presents PointDetBA, a multi-objective backdoor
attack framework for LiDAR-based 3D object detection. By
leveraging two task-aware triggers, PointDetBA induces phan-
tom object generation, misclassification, and disappearance
across various detectors with minimal impact on clean-data
performance. Specifically, the rotation—noise trigger enhances
stealth and physical plausibility, while point-injection objec-
tives balance effectiveness and stealth. This study demonstrates
vulnerabilities in a digital poisoning setting; future work will
investigate physical realizability and robust defense mecha-
nisms.
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