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Abstract—Anomaly detection in industrial control systems
(ICS)—a critical application safeguarding mission-critical infras-
tructure—requires the integration of multi-source signals such as
network traffic, security logs, and physical process data. However,
existing methods typically rely on single modality models or
simplistic fusion approaches, making models vulnerable to noise
or distributional biases from any single data source. This work
re-examines the ’alignment” step prior to fusion and proposes
a knowledge-guided aligned multi-source data fusion method for
ICS anomaly detection (KADF). KADF decouples the conven-
tional end-to-end black-box paradigm into an “align first, then
fuse” process: first, we convert formalizable asset information
into learnable embedding vectors; subsequently, during the fusion
stage, attention bias informed by security priors is injected to
compel the model to focus on high-risk cross-domain correlations.
We devise alignment loss and security prior knowledge loss
to facilitate embed security priors. Experiments across public
industrial control datasets show that KADF outperforms existing
single-modality models and recent benchmarks, achieving mean
AUC and F1-score values of 96.7% and 96.6%. This confirms
the effectiveness of the knowledge-guided alignment paradigm
for network attack detection models.

Index Terms—Knowledge-guided alignment, multi source data
fusion, attention mechanism bias, industrial control system

I. INTRODUCTION

The rapid advancement of the industrial internet has shifted
Industrial Control Systems (ICS), a foundational class of
critical infrastructure, from isolated to interconnected envi-
ronments, exposing them to increasingly severe and complex
cyber threats [1]. In this evolving landscape, anomaly detection
relying solely on a single data source, such as network
traffic, is no longer sufficient. To achieve holistic security
awareness, integrating multi-sources information—including
network traffic, security logs, and physical process data—thus
has therefore emerged as an essential direction [2] [3].

Network traffic data reflects anomalies in communication
behaviors, security log data documents sequences of system
security events, and physical process data indicates the op-
erational status of controlled objects. Theoretically, the com-
plementarity of such multi-source information can effectively
reveal threats that are subtle in individual dimensions but
conspicuous in cross-domain correlations [4]. However, the
ideal fusion is confronted with a core practical challenge:
the heterogeneity of multi-source data in industrial control
scenarios. This heterogeneity is manifested in three aspects:

asynchrony (varying sampling rates), modal heterogeneity
(diverse data modalities), and distribution divergence (distinct
data distributions) [5], which results in a significant semantic
gap between multi-source data.

Existing methods exhibit two critical limitations when
addressing such heterogeneous data: 1) Neglect of feature
alignment leads to semantic mismatch in direct fusion. Most
existing studies adopt either “feature concatenation” [6] or
“late-stage decision-making” [7], [8] fusion strategies, per-
forming brute-force fitting on multi-source data without proper
handling of data heterogeneity. This further causes the fusion
model to be susceptible to domination by noise or distribu-
tional characteristics from a single data source, making it
difficult to learn consistent cross-domain representations of
anomalies. 2) Lack of domain knowledge guidance results in
an undirected fusion process. ICS are endowed with abundant
formalizable domain knowledge (e.g., asset topology and
physical constraints). However, existing methods generally
overlook the guiding role of such knowledge and fail to incor-
porate prior information into the fusion process. Consequently,
the model struggles to focus on cross-domain correlations with
genuine security implications, and its performance degrades
significantly especially when confronted with attack variants.

To address the issues, inspired by the applications of
Domain Adaptation and Transfer Learning in other fields
[9], [10], we proposes the Knowledge-Guided Aligned Multi-
Source Data Fusion for ICS Anomaly Detection Frame-
work(KADF). The core idea of KADF is to decompose
the traditional “end-to-end black-box fusion” paradigm into
a clear workflow of “knowledge injection—feature align-
ment—guided fusion”, which fundamentally resolves the prob-
lems of semantic mismatch and directional ambiguity in
heterogeneous data fusion. Specifically, by introducing prior
knowledge such as asset topology, KADF guides multi-source
data to achieve semantic space alignment prior to fusion;
subsequently, through a knowledge-guided fusion mechanism,
it enhances the model’s capability to perceive critical security
correlations and interpretability.

The main contributions are summarized as follows:

1. We propose the KADF framework, which innovatively
establishes knowledge-guided feature alignment as a core
preprocessing stage for multi-source data fusion detection



in ICS, thereby providing a novel paradigm for addressing
heterogeneous data.

2. We design an asset-aware projection alignment module,
which creatively converts asset identifiers into learnable em-
bedding vectors and devises a alignment loss to achieve latent-
space semantic normalization for asynchronous and heteroge-
neous data.

3. We propose a Gated Query Fusion Module to enable
fine-grained multi-view fusion. Built upon this, our two-stage
architecture first aggregates intra-window multi-view features,
then fuses them with security prior knowledge via attention-
based alignment.

4. Experiments on multiple public datasets demonstrate that
KADF significantly outperforms mainstream baseline methods
in terms of detection rate and generalization performance,
while also achieving superior interpretability.

II. RELATED WORK
A. Single-source Anomaly Detection

Early research on ICS security has primarily focused on
single data sources. Network traffic-based detection identifies
anomalous commands or communication patterns by parsing
industrial control protocols (e.g., Modbus/TCP, DNP3) [11].
Host or device log-based detection leverages log parsing and
sequence analysis techniques to detect anomalous event flows
[12]. Physical process-based detection, by contrast, focuses
on the sequence analysis of sensor and control signals, utiliz-
ing state machines or machine learning methods to identify
anomalies that violate physical laws [13]. Although these
methods are effective within specific dimensions, they form
isolated security silos that fail to detect and correlate coordi-
nated attacks across cyber-physical boundaries.

B. Multi-source Data Fusion Detection

To break through the limitations of single-source detection,
multi-source data fusion detection has become a research
hotspot in recent years. Based on the fusion level, existing
methods can be categorized into two types:

Feature-level fusion: This type of method performs early
concatenation on feature vectors from different sources and
then feeds them into a classifier (e.g., Support Vector Ma-
chines, deep neural networks). For instance, [6] directly
concatenates statistical features of network traffic and count
features of system logs for model training. Despite its sim-
plicity and ease of implementation, this method ignores the
distribution differences and semantic misalignment between
features. The high-dimensional feature space generated by
concatenation is filled with noise, leading to limited improve-
ments in model performance.

Model-level fusion: This type of method adopts more
sophisticated deep learning architectures, such as multi-modal
neural networks, which design dedicated subnetworks for fea-
ture extraction from different data sources before conducting
late-stage fusion [7], [8]. Although these methods exhibit
strong representational capabilities, their fusion process is
blind. They rely on data-driven approaches to implicitly learn

cross-domain correlations, yet lack explicit mechanisms to
ensure that features from different sources are mapped to a
relatively unified latent space. As a result, the models are prone
to overfitting to source-specific noise. Meanwhile, the black-
box fusion process suffers from poor interpretability.

C. Alignment and Adaptation Methods for Data Heterogeneity

The issue of data heterogeneity has been extensively in-
vestigated in other domains of machine learning. Domain
adaptation and transfer learning aim to reduce the distribution
divergence between the source domain and the target do-
main, typically implemented via Maximum Mean Discrepancy
(MMD) or adversarial training [14]. These ideas provide
inspiration for addressing multi-source data distribution shifts
in ICS analytics. More enlightening work stems from bioinfor-
matics. To eliminate the batch effect in single-cell sequencing,
researchers have developed methods such as Harmony [9],
Seurat v3 [15], and the Regularized Centroid Mapping pro-
posed by Chen et al. [10]. Their core idea is to calibrate data
from different batches into a common latent space via linear
or nonlinear mapping, enabling the clustering of cells with the
same type while eliminating batch-induced variations.

III. METHODOLOGY

A. Overview Framework

Task Formulation. Given a multi-source asynchronous raw
sequence S = {x(”)}vev, where z(") = {(t;v),xév))}fil
denotes the subsequence from view v € V with V =
{net, dev, log, ... }. Each subsequence possesses independent
timestamps t,(f), variable sampling rates, and distinct feature
dimensions d,,. The entire sequence is associated with a global
anomaly label y € {0, 1}. The objective is to learn a model
that outputs anomalous discrimination for S.

Figure 1 illustrates the proposed KADF framework.

B. Security Prior Knowledge Construction

Asset Knowledge: To unify cross-view asset representa-
tions, we construct an Extensible asset Knowledge Base.
A={m}* D, ezt (1)
1=1
The asset ID; is generated by joint hashing of discrete fields
(IP, port, etc.). This ensures consistent identifiers across views
for the same asset.

Security Prior Knowledge: The Security Prior Knowledge
Base comprises textual descriptions of attack manifestations
across multiple views, encoded via a domain-fine-tuned BERT,
denoted as hl(,”) € R% . Example prior knowledge entries are
shown in Table I.

C. Asset-aware projection alignment module

For any view v, raw features z(*) € R% are mapped to
asset representations via direct embedding lookup.
al?) = E[ID(z")] € R%, )
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Fig. 1. Framework of KADF. A. Asset-aware Projection Alignment: Asset identifiers retrieved from the knowledge base are projected into embeddings
via learnable modules and concatenated to raw view features. An asset-aware alignment loss optimizes these projections to enforce consistent cross-view
mappings. B. View-Specific Transformer Encoder: Dedicated Transformers independently extract embedded representations from each individual view. C.
Multi-view Fusion and Security Prior Knowledge Injection.: Cross-view discrepancies are minimized while security prior knowledge is injected to enhance
representation alignment. D. Joint Optimization: The entire architecture is trained end-to-end via a composite loss function L.

TABLE I
PRIOR KNOWLEDGE TABLE

Attack type Net view Log view

Physics view

Port scanning Network traffic has rapid sequential
single-source connection attempts to
multiple ports.

A sharp surge in network traffic.

Device logs and firewall logs remain
normal.

Brute force login Authentication logs show numerous re-
peated login failures.

IDS triggers ARP alerts, Modbus pro-
tocol violation alerts and logs.

Man-in-the-middle attack ~ ARP spoofing occurs in network traffic.

Parameters are within normal ranges, no
anomalous control signals observed.

Device operating parameters remain
within the normal range.

Device operating parameters are abnor-
mal.

E € RIAIXde denotes a trainable embedding matrix, d, is
the asset embedding dimension. It is concatenated with raw
features. This forms the final input for each view.

7(v) — [x(”); a(v)] € Révtda
[;] denotes vector concatenation.

3)

D. Transformer Encoder

Each view employs a Transformer encoder with identical
architecture, and outputs h{’

ht(fv) = Transformer, (")) € R,

“)
dj, denotes the embedding dimension.

E. Multi-view information fusion and security prior knowl-
edge injection.

To effectively fuse multi-view semantic information, we
propose a Gated Query Fusion Module. Based on this module,
we design a two-stage fusion architecture. Stage one fuses
features from all views within the current time window.
Stage two matches and fuses embedding with security prior
knowledge.

Gated Query Fusion Module. We design a gating mecha-
nism for dynamic fusion of learnable query q and view queries

Q. Compute the mean representation of view queries and
concatenate it with q.
T
gQ=0c||a MZQi W, | eR™ (5
i=1
o denotes the Sigmoid function. W, € R2¥Xdk j5 4
learnable weight matrix. |V| represents the number of views.
The gated fused query q(Q@) is computed as:
VI

- 1
Q) =8(Q©a+1-8Q)o 5y Qi ©
i=1

Multi-view features are fused via cross attention:

@K’
Vdy
Stage One: Intra-view Fusion. Given the Transformer en-

coder outputs hl(f”) for [V| views in the current window. Then

stack them vertically into hyie, € RIVI*?%  Alignment and
fusion is performed via Equation 7.

ViewAttn(Q, K, V) = softmax ( ) A (7

h:, = ViewAttn (hviequa hvieka:a hvieva) S dea (8)

W, o € R4Xk are projection matrices.
Stage Two: Security Prior Knowledge Prior Matching Fu-
sion. Given records from the Security Prior Knowledge Base,



each with multi-view structure. Also stack their view features.
Apply the view fusion module with parameters shared with
Equation (8):

p; = ViewAttn (h, Wy, hyWi, h,W,) € R%. (9)

We query with current window features. Retrieve relevant
security prior knowledge. Perform weighted fusion:

» Vs (1o

We concatenate intra-view features with security prior
knowledge features. The final representation hgy,y is:

/ h,P"
h_ = softmax ( ) P c R%,

Bina = |Bi By Wou, an
W oy € R2dXdou denotes the output projection matrix.
F. Loss Function
The total loss comprises three terms.
L = Leis + M Latign + A2 Lprior- (12)

L. denotes the classification loss. Lign denotes the alignment
loss. Lprior denotes the security prior knowledge loss. A1, Ay €
R* are trade-off hyperparameters.

1) Classification loss:

p = 0(hnaWeis),

o denotes the activation function. BCE denotes binary cross-
entropy. W, € R%*2 is a learnable weight matrix.

2) Alignment loss: In ICS anomaly detection, cross-view
alignment focuses on enforcing instance-level semantic con-
sistency for the same asset rather than matching global feature
distributions. Distribution-based methods such as MMD are
sensitive to sample imbalance and non-stationarity, which are
common in ICS data. An L2-based alignment loss provides
a simple and stable constraint that reduces cross-modal se-
mantic drift while preserving modality-specific discriminative

features. )
BGED 2

1<i<j<|V|

£Cls = BCE(p7 y)7 (13)

Latign Ing =17, a4)
hl(g ) denotes the embedding vector of the i-th view.

3) Security Prior Knowledge loss: L, aggregates three
practical constraints:

ﬁprior = Ephys + ﬁasset + ﬁord (15)

Physical consistency constraint Lpys: Leverages real-world
relationships between physical variables 6 and ¢ to compute
the loss.

G — ¢® H2

N
1
(j:fe(Z), 'Cphys = NZ (16)
i=1

Asset access constraint L,e: During preprocessing, a vio-
lation label v, € {0,1} is computed for each sample. pyio is
an auxiliary classification head.

Passet = 0'<h;in31Wasset)7 Lasser = BCE(passeta Ua)~ (17)

Event order constraint Lq4e,: During preprocessing, an order
label v, € {0,1} is computed for critical event sequences. pora
is an auxiliary binary classification head.

Pord = U(hﬁnalWord)a

IV. EXPERIMENTS

Eord - BCE(pord» vo)- (18)

A. Datasets

ICS-Flow [19] simultaneously captures network flows,
process variables, and attack logs. Network traffic has 45k
bidirectional flows, each characterized by 50 features. PLC
tank levels and valve states exhibit the physical impact of
adversarial activities, while automatic IT/NST labels designate
reconnaissance, distributed denial-of-service (DDoS), man-in-
the-middle (MITM), and replay events. We constructed the
dataset by sliding a 500ms time window, yielding a total of
16,016 samples.

ICS-ADD [20] condenses a comprehensive attack scenario
into a seven-minute window: a span-port PCAP trace, Open-
PLC register logs, and IDS/firewall syslogs are collected in
parallel, while DNS tunneling, port scanning, Modbus scan-
ning, ARP spoofing, false-data injection, and slow-body DoS
are executed in a stepwise manner. We constructed the dataset
by sliding a 100ms time window, yielding a total of 2,208
samples.

TON_IoT [21] focuses on edge-fog-cloud IoT/IloT secu-
rity: Security-Onion captures complete packet data, and Zeek
extracts 44 flow features; Windows/Linux audit trails and
MQTT telemetry data are logged concurrently, yielding 22
million records across nine attack families. We constructed
the dataset by sliding a 500ms time window, yielding a total
of 12,018 samples.

The statistical information of the dataset is summarized in
Table III. For all the datasets, we consistently split them into

training, validation, and test sets in a 7:2:1 ratio.

B. Baselines . »
Feature-level Fusion. These methods, e.g., the traditional

MLP [16], LSTM [17] and Transformer [18], concatenate
multi-source features and feed them into a classifier without
accounting for modal asynchrony or semantic mismatch.

Model-level Fusion. These methods, e.g., MMCD [8] ,
employ separate sub-networks to encode each modality and
perform late fusion, yet remain agnostic to ICS-specific knowl-
edge.

Cross-domain Alignment (DAN). These methods, e.g.,
ADDA [14], align source and target domains by minimizing
distribution divergence, but without incorporating industrial-
control priors, thus failing to highlight security-critical cross-
modal correlations.

C. Experiments Settings

Implementation Details. All experiments are conducted on
a server with NVIDIA A10 GPUs. We implement our method
KADF in Python 3.7 with PyTorch 1.11.0 and CUDA 11.3. For
KADF, we adopt the following configurations: Transformer
encoder with 4 attention heads and 4 layers; embedding di-
mension dj = 128; trade-off hyperparameters \; € {0.5,1,2}



TABLE II
ANOMALY DETECTION RESULTS FOR DIFFERENT BASELINE METHODS (%)

| ICS-flow | ICS-ADD | TON_IoT
Methods | F1 ACC  Recall AUC | FI ACC  Recall AUC | FI ACC  Recall AUC
MLP [16] 9228 96.87 8591 9292 | 65.05 8371 4820 74.10 | 7410 76.58 86.58  84.45
LSTM [17] 93.09 97.19 87.07 93.53 | 91.87 94.80 93.53 9445 | 93.09 94.19 94.07 93.53
Transformer [18] | 93.44 9732 87.93 9393 | 9440 96.38 97.12 96.58 | 9244 9632 9523 9393
MMCD [8] 94.15 97.68 8835 94.65 | 9458 97.05 9542 9431 | 9422 9561 9575 94.72
ADDA [14] 94.62 9795 8892 95.18 | 9475 98.18 9496 9487 | 93.73 97.89 9598 95.24
ours | 97.18 9852 90.85 9747 | 96.35 98.63 97.68 96.12 | 96.45 98.44 9615 96.58
TABLE III prior information loss (L0 ), asset embedding (asset), and

DATASET STATISTICS

\ Window Size(ms)  Total Samples  Anomaly Ratio

ICS-Flow 500 16,016 22%
ICS-ADD 100 2,208 32%
TON_IOT 500 12,018 26%

and Ay € {0.05,0.1,0.2}; window sizes of 500ms for ICS-
Flow, 100ms for another dataset, and 500ms for a third dataset;
learning rate 2e 3. For fair comparison, all baseline methods

use 128-dimensional hidden layers.
D. Main Results

Table II presents the anomaly detection results of five
baseline methods. Among them, three typical “feature-level
fusion” baselines—MLP, LSTM, and Transformer—directly
concatenate network traffic, logs, and physical signals as
input to a unified model, without incorporating any industrial
control domain knowledge or addressing semantic mismatches
between heterogeneous modalities. It can be seen that on the
ICS-Flow, ICS-ADD and TON_IoT datasets, their F1 and
AUC scores are generally lower than those of the comparison
schemes based on late fusion (MMCD) and cross-domain
fusion without industrial priors (ADDA), verifying the upper-
limit limitation of the simple concatenation strategy. Our
KADF framework (the last row) comprehensively incorporates
industrial asset topology, cross-domain temporal alignment,
and security priors through the three steps of asset embedding,
contrastive alignment and prior guidance. Thus, all its metrics
significantly outperform the model-level and cross-domain
fusion baselines in the table: its F1 scores on the three
datasets are improved by approximately 2.5%, 1.6% and 2.0%,
respectively, compared with the best baseline (ADDA).

E. Ablation Study

TABLE IV
ABLATION STUDY ON ICS-FLOW AND ICS-ADD DATASETS (%)

| ICS-Flow ICS-ADD
| FI AUC | FI  AUC
Full KADF | 97.18  97.47 | 9635 96.12
WI0 Larign | 9659  96.09 | 9581 9562
WIO Lprior | 9644 9562 | 9569  95.35
wlo asset | 9571 95.18 | 95.17 95.01
wlo info | 9538 9505 | 9498  94.65

For quantitative analysis of component contributions, we
progressively removed the contrastive alignment loss (L41ign),

security prior knowledge infomation(in fo) on the ICS-Flow
and ICS-ADD datasets while keeping the remaining structure
unchanged. Results are shown in Table IV. Removing Lgign
decreased F1 by 0.59% and 0.54%, proving latent space align-
ment effectively bridges semantic gaps across heterogeneous
sources. Excluding L., led to F1 drops of 0.74% and
0.66%, confirming security priors are essential for highlighting
high-risk cross-domain correlations. Removing asset caused
the most notable performance decline, with F1 falling by
1.47% and 1.18%, emphasizing asset identifiers’ critical role
in alleviating modality asynchrony. Finally, replacing the two-
stage fusion with simple early concatenation further reduced
F1 by 1.80% and 1.37%, demonstrating that historical prior
matching aids in capturing the temporal evolution of attacks.
In summary, the full KADF achieves the highest F1 and AUC
scores on both datasets, and the absence of any module leads
to consistent performance degradation. This monotonic decline

fully validates the effectiveness of all proposed components.
F. Parameter Sensitivity Analysis
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FigZ. 2. Parameter sensitivity analysis‘dk

We conduct hyperparameter sensitivity analysis of KADF
on the ICS-Flow and ICS-ADD datasets. As illustrated in
Figure 2, the proposed method demonstrates remarkable ro-
bustness to variations in Ay and As. In contrast, the smaller
windows provide insufficient temporal information, thereby
impeding the model’s ability to learn meaningful attack pat-
terns. Similarly, overly small embedding dimensions (dy) limit
the model’s capacity to capture discriminative features.
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Fig. 3. t-SNE visualization of ICS-ADD under four methods.

Figure 3 presents the t-SNE visualization of representation
vectors extracted by four methods on an ICS-ADD test set.
Blue and pink points denote positive and negative samples.
MLP exhibits considerable overlap in the boundary regions, in-
dicating limited discriminative capacity. Transformer achieves
more compact intra-class clustering compared to MLP, yet par-
tial interleaving of positive and negative samples persists with
an indistinct decision boundary. ADDA leverages industrial
data with domain adaptation techniques, yielding improved
separation over Transformer through adversarial alignment of
source and target distributions; however, the overlap remains
in certain regions due to the absence of explicit security
prior guidance. KADF demonstrates superior separability with
maximal inter-class margins and highly concentrated intra-
class distributions. These qualitative findings corroborate that
KADEF achieves optimal representation discriminability for the
ICS-ADD binary classification task.

V. CONCLUSIONS

This paper addresses the challenge of multi-source hetero-
geneous data fusion in industrial control scenarios. We propose
KADF, Knowledge-Guided Aligned Multi-Source Data Fusion
for ICS Anomaly Detection framework. KADF injects domain
knowledge into the representation space via extensible asset
embedding, explicitly reduces cross-domain distribution gaps
with a contrastive alignment loss. A security-prior-based atten-
tion bias mechanism is designed to actively focus the model on
high-risk cross-domain correlations. Experiments on multiple
public datasets demonstrate that KADF improves the F1 and
AUC scores by approximately 2.6% and 2.3% respectively
compared with the best baseline. Ablation studies further
validate the significant contributions of key modules. Future
work will explore the more cyber kill chain knowledge to con-
struct graph-structured priors with enhanced interpretability,
and conduct online validation in real PLC/DCS closed-loop
environments to evaluate real-time inference latency and false
alarm rate for developing deployable security monitoring tools
for industrial sites.
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