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Abstract—While the recent progress of generative Al technol-
ogy (primarily through diffusion models) has revolutionized AI
research, they have also posed significant challenges for real-
world deepfake detection. Existing detection techniques demon-
strate promise in detecting deepfakes on which the model has
been trained; however, their performance drops significantly
when applied to detect forgeries created using other manipulation
techniques, on which the model has not been sufficiently trained.
Thus, there is a pressing need for a technology that can detect
deepfakes created using unknown faking techniques, without
losing prior knowledge about already learned faking techniques.
In this paper, we propose a novel multi-target deep domain
adaptation framework to address this practically relevant and
timely problem. Our framework can leverage a large amount
of annotated data (fake/genuine) generated using a particular
faking technique (source domain) and a small amount of la-
beled data generated using different unknown faking techniques
(target domains) to induce a deep neural network with good
generalization capability on the source domain, as well as all
the target domains of interest. Further, our framework can
efficiently utilize unlabeled data in the target domains, which
are more readily available than labeled data. We design a novel
loss function specific to the multi-target domain adaptation task
and use the SGD method to optimize the loss and train the
deep neural network. Our extensive empirical studies on bench-
mark datasets, using multiple types of deepfakes, corroborate
the promise and potential of our framework for real-world
applications. To the best of our knowledge, this is the first
research effort to develop a multi-target deep domain adaptation
framework for deepfake detection. Our code is open-sourced at
https://github.com/shuvornb/MultiTargetDomainAdaptation.

Index Terms—Deepfake Detection, Domain Adaptation, Deep
Learning

I. INTRODUCTION

Generative Al techniques (such as GANSs, and particularly,
diffusion models) have recently demonstrated their potential
for highly realistic visual content generation, which makes
them an excellent tool for creating deepfakes [1][2][3]. Of
particular concern, are human facial manipulations that can
generate entirely synthetic faces even at very high resolutions
[4], animate a subject’s face to make it express the desired
emotions [5], or modify facial expressions [6]. The misuse of
deepfake technology poses increasing risks, including creating
child sexual abuse materials, celebrity pornographic videos
and fake propaganda videos for gaining unlawful political
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influence [7][8][9]. Thus, reliably detecting deepfakes has
become a problem of immense practical importance .

Convolutional Neural Networks (CNNs) have
depicted promising performance for deepfake detection
[1O][11][12]{13][14][15][16]. However, they have been
shown to suffer from the transferability problem; that is,
while they depict impressive performance on manipulation
techniques on which they have been trained, they tend
to overfit to the manipulation specific artifacts, and their
performance drops drastically when applied on new types
of forgeries, even though they are semantically similar
[17][18][19][20]. Accurately detecting fakes generated using
the new manipulations using supervised learning methods,
necessitates a large amount of annotated data (fake / genuine)
from the new manipulation techniques. However, with the
progress of generative Al at an unprecedented pace, newer
and more sophisticated faking technologies are emerging on a
regular basis; thus, collecting a large amount of labeled data
for every single faking technique is not feasible. However, it is
comparatively easier to obtain unlabeled data; for instance, we
may have access to several images which may or may not be
forged using unknown faking techniques, and that information
is not available to us, that is, the labels of these images
are unknown. The problem at hand is therefore is to detect
deepfakes, given only a few (or none) labeled samples and a
moderate amount of unlabeled samples from unknown faking
techniques. Further, while accurately detecting deepfakes
generated using unknown faking techniques is important, it
is also equally important to retain prior knowledge about
the known faking techniques to avoid catastrophic forgetting
[21][22][23].

The research task can thus be posed as follows: we are given
abundant data generated using a particular type of deepfake
(for instance, FaceSwap); this data is completely labeled as
genuine / fake. We are also given a small amount (or none)
of labeled data and a moderate amount of unlabeled data
generated using multiple unknown manipulation technologies.
Our objective is to train a deep CNN to accurately identify
genuine and fake images generated using the known, as well
as the unknown manipulation techniques.

In this paper, we present a novel multi-target deep domain

'we use deepfake as a generic terminology to denote any kind of fake

content



adaptation framework to address this timely and relevant
problem in deepfake detection research. Domain Adaptation
(DA) or Transfer Learning (TL) algorithms utilize abundant
labeled data in one domain (source domain) to develop a
model for related domain(s) of interest (target domain), where
labeled data is scarce [24]. The data in the source and target
domains are derived from different probability distributions;
thus, a model trained on the source may not generalize to the
target. Our problem can be formulated as a multi-target DA
task, where the data from the given manipulation technique
forms the source domain, and the data from the unknown
techniques form multiple target domains. We propose a novel
loss function specific to the multi-target DA task and utilize
the SGD algorithm to optimize the loss and train a deep
CNN. Our framework can also utilize unlabeled data in the
target domains, which is more readily available than labeled
data. We extensively validate our framework on benchmark
datasets with multiple faking techniques, on challenging low
resolution data, and also conduct a cross-dataset experiment
with different manipulation techniques. Our framework depicts
impressive performance even when no labeled data is available
in any of the target domains. To our knowledge, multi-target
domain adaptation has not been studied in deepfake detection
research.

II. RELATED WORK

Deepfake Detection: Fueled by generative Al, the rapid
progress in deepfake creation technologies has posed a signifi-
cant security threat, with the potential for misuse in spreading
misinformation and engaging in malicious activities. This has
spurred active research in the development of reliable deepfake
detection algorithms. Please refer to [25], [26] for a compre-
hensive survey. Most of the current methods use some kind of
a deep neural network architecture [27][18][28]. As mentioned
before, they suffer from poor generalization, when tested on
samples generated using unknown manipulation techniques.

Domain Adaptation: Domain Adaptation (DA) algorithms
attempt to induce a model in a target domain of interest
(with scarce labeled samples) by leveraging abundant labeled
data from a related source domain, under the constraint of
a probability distribution difference between the domains
[24], [29]. A body of research in DA has focused on the
development of metrics to quantify the disparity between the
source and target domains (such as Maximum Mean Dis-
crepancy (MMD) [30][31][32], Kullback Leibler Divergence
[33], Jensen Shannon Divergence [34] among others) and then
devising techniques to minimize the values of these metrics to
address the domain disparity. With the advent and popularity
of generative adversarial networks (GANSs), different variants
of GAN have been exploited for DA, including Domain Ad-
versarial Neural Network (DANN) [35], Coupled Generative
Adversarial Network (CoGAN) and its combination with Vari-
ational Autoencoder (VAE) [36], and Wasserstein GAN [37]
among others. Multi-target domain adaptation (MTDA) is an
extension of DA where multiple target domains are available.
Isobe et al. [38] proposed a collaborative consistency learning

framework for MTDA. Other strategies include a curriculum
graph co-teaching framework [39], a multi-target knowledge
distillation method [40], a post-training Hessian and distant
regularizing quantization strategy to merge models for MTDA
[41] and a dynamic generator with attention (DGWA) method
for multi-source, multi-target DA [42].

Domain Adaptation for Deepfake Detection: DA for deep-
fake detection is a comparatively less explored research topic.
The concept that the deeper layers of a DNN contain do-
main specific information was exploited by Tariq et al. [18],
where the DNN was first trained on the source domain data
and then the deeper layers were fine-tuned using the target
domain data for detecting deepfakes. The ForensicTransfer
framework, proposed by Cozzolino et al. [19], also adopted a
similar strategy, where an autoencoder was first trained on the
source domain data, which was then fine-tuned using target
domain data. Kim et al. introduced FReTAL [20], a transfer
learning-based method for deepfake detection, that leveraged
representation learning and knowledge distillation; the same
authors also introduced CoReD [43], another DA method
for deepfake detection, that combined continual learning,
representation learning and knowledge distillation. All these
methods, however, require all the samples in the target domain
to be annotated (fake / genuine), and cannot leverage the
presence of unlabeled data in the target domain. Very recently,
Chen and Tan [44] and Seraj et al. [45][46] used the concept
of adversarial DA for deepfake detection. These methods only
require access to domain labels (whether a sample is derived
from the source or target domain) rather than fake / genuine
labels, and can thus utilize unlabeled data in the target domain.
Zhang et al. [17] proposed to minimize the MMD between the
source and target domains and trained a CNN to learn domain
invariant features, in the absence of labeled target domain
samples. All these methods, however, assume a single target
domain and do not consider the challenging scenario where
the target domain itself can contain deepfakes generated by
multiple unknown image manipulation techniques.

Unlike existing MTDA frameworks, which typically train a
separate model for each source-target pair, and then collate
their knowledge into a single model through a knowledge
distillation / consistency learning framework [38], we design
one loss function, and train a single DNN architecture end-
to-end. We use the concept of moment matching to address
the disparity between multiple target domains and the source
domain simultaneously. We also include a class alignment
loss term (to learn from the unlabeled target domain samples)
which requires each sample to learn feature representations
that strongly align with one of the possible classes (genuine
/ fake) and be distinct from the other class. We conduct
extensive experimental studies on benchmark datasets under
challenging real-world conditions (low-resolution data, limited
labeled data in the target domain) to validate the performance
of our framework.



III. PROPOSED FRAMEWORK
A. Problem Setup

We are given data from a source domain S and Np
target domains 77,75, ... Tx,. Each domain represents data
generated using a particular forgery technique (such as Neural
Textures, Face2Face etc.). Each faking technology operates in
a different manner and thus, the data in each domain is derived
from a different probability distribution. The data in the source
domain is labeled: S = {x;, yi}liill. Here {z;} denotes an im-
age sample and {y;} denotes the binary label (fake / genuine).
Let Dp denote the combined data from all the target domains:
Dy =Ty UTyU...UTn,. The data in each tar%et domain

NE
j consists of a labeled subset D%j = {xi,yi},—i, as well
U

as an unlabeled subset: D% = {xl}jV:le, Vj =1,2,...Nr.
As explained in Section I, obtaining annotated samples in the
target domains is difficult, while obtaining unlabeled samples
is relatively easier, that is, | D | < [Df. |, Vj = 1,2,... Nr.
Our objective is to train a deep convolutional neural network
(CNN) which will furnish good generalization performance on
the source domain, as well as all the target domains; that is,
we would like our trained CNN to reliably detect deepfakes
generated using the known faking technique, as well as all the
unknown faking techniques. We propose to formulate a novel
loss function, specific to the MTDA task, and train the deep
network to optimize that loss. Our loss function consists of
three components: (i) a supervised loss on the labeled data,
which encourages the network to predict the labeled source
and target samples accurately; (ii) a moment matching loss
to align the source and all the target data distributions, and
learn domain invariant feature representations; and (iii) an
unsupervised loss on unlabeled target data, which encourages
the network to predict the unlabeled samples from all the
target domains with high confidence. These are detailed in
the following sections.

B. Supervised Loss on Labeled Source and Target Data

Since we are solving a binary classification problem (fake
/ genuine), we use the binary cross entropy (BCE) loss
[47] as the supervised loss term in our framework. Let the
labeled source and target domain samples be denoted by

Dy = Ds U DL = {x1,29,...,2,,}, with corresponding
labels {y1,¥y2, ..., Yn, }. The BCE loss to train the deep CNN
is given by:

Lo == > (31 1og(plus)) + (1 = 3:). og(1 ~ p(y:)

(D
where p(y;) denotes the probability obtained from the softmax
activation layer of the CNN. This term enforces the CNN
to learn feature representations that are consistent with the
labeled samples.

C. Moment Matching Loss on Source and Target Data

Matching moments of distributions has been explored as a
strategy to address the disparity between the source and target

domains in domain adaptation research [48][49][50][51]. The
commonly used maximum mean discrepancy (MMD) mea-
sure, for instance, attempts to align the means of the source
and target distributions in a Reproducing Kernel Hilbert Space
(RKHS) [31][32] by minimizing the distance between them.
Given the multiple target domains in our framework, we need
to align each of them with the source domain, as well as align
all the target domains among themselves. We leverage the
technique proposed by Peng et al. [52], which attempts to
align domains by directly aligning the moments of their deep
feature distributions:

M 1 Nt
‘Cmoment = Z <]VT Z ”E(]——ZH) - E(]:gn)HQ
m=1 i=1
source-target alignment
1 Nr 2)
2/ dq,j=1,i#j

target-target alignment

Here, E(.) denotes the expectation operator, ||.||2 denotes the
2-norm of a vector and M denotes the maximum order of the
moments considered. The first term aligns the source domain
separately with each target domain, while the second term
aligns the target domains among themselves (considering a
single pair at a time). Minimizing this term ensures that the
source and all the target domains are aligned and the under-
lying CNN learns domain invariant feature representations.

D. Unsupervised Loss on Unlabeled Target Data

One of the useful features of our framework is that it can
utilize the presence of unlabeled data in the target domains
(generated using the unknown faking techniques), which are
easier to obtain than labeled data. In the absence of target
domain labels, our strategy is to enforce the CNN to predict
the label of each unlabeled target domain sample with maxi-
mum confidence (least uncertainty). Since each target domain
sample can belong to exactly one class (fake / genuine), our ra-
tionale is to ensure that the CNN learns feature representations
for each target sample that strongly align with exactly one of
the two classes, and does not align with the other class. Such
learned representations will enable the model to appropriately
distinguish the two classes, and assign a label confidently to
each sample.

We consider K labeled samples from each class from
the source domain. Let }"gvk denote the learned feature rep-
resentation for the k" source sample from class ¢, where
¢ € {fake, genuine}, and ]—1} denote the feature representation
of an unlabeled target domain sample z;. Since the feature
distributions of the source and all the target domain samples
have already been aligned through the moment matching loss
(as described in Section III-C), we consider all the target
domain samples as being derived from a single domain and
do not make the domain-wise distinction in formulating this
loss term. Our objective is to ensure that F. is similar to all



the K learned source representations from one of the classes
¢, and dissimilar to the other class. We consider alignment
with K randomly selected source samples, instead of a single
sample, to ensure a more robust alignment. We formulate the
following probability term to quantify the extent of alignment
of the target sample x; with respect to class c:

e cop(Fp, FE)
25:1 25:1 exp(Fp, F&*)

We compute the feature similarity using their dot product
(denoted by (-, -)) and use the exponential function for ease of
differentiability. The denominator sums over both the classes
to ensure that the probability vector is normalized and sums
to 1. Since our goal is to align x; to exactly one of the two
classes, we want one of the probability values to be high, and
the other one to be low. We formulate the following class
alignment (CA) term to capture this notion, which is given by
the entropy of the probability distribution p;.:

Dic = (3)

] L2
Lea=—q1 > piclogpic “4)
T i=1c=1

where NY denotes the total number of unlabeled samples
across all the target domains. Minimizing this loss produces
probability vectors that are one-hot vectors, that is, the deep
network furnishes confident predictions on the unlabeled target
data. We combine the three terms to design the overall loss
term to train the deep CNN:

L= ['sup + Al‘Cmmnent + )\2£CA (5)

where A1, A\ are weight parameters governing the relative
importance of each term. We use the stochastic gradient
descent (SGD) method to optimize the loss and train the deep
network.

IV. EXPERIMENTS AND RESULTS

Datasets. We used the FaceForensic++ (FF++) benchmark
dataset [28] in our experimental studies. It contains 1,000
genuine videos, each of which was converted to a fake video
using the following four four faking techniques: Face2Face
(F2F), FaceSwap (FS), DeepFakes (DF) and NeuralTlextures
(NT). Each video was split to generate 50 images (128 x 128)
and we used an off-the-shelf face recognition software 2 to
detect and crop the facial regions from these images. We also
conducted a cross-dataset study, where we used the Celeb-DF
dataset [53], which contains high-quality deepfake videos of
celebrities.

Comparison Baselines. We used DA algorithms that have
been explicitly studied for the deepfake detection problem
as comparison baselines in our work: (i) Fine-tuning (FT)
[18]; (ii) Transferable GAN-images Detection (TGD) [54];
(ii1) Feature Representation Transfer Adaptation Learning
(FReTAL) [20]; and (iv) Knowledge Distillation (KD) [20].

Zhttps:/pypi.org/project/face-recognition/

All these baselines are supervised, that is, they require all the
samples in the target domain to be labeled. Further, all these
baselines are only designed for a single source and a single
target domain; to extend them to the multi-target setting, we
combined all the target domain data and treated that as a single
target domain. This is the most common strategy to extend
single target DA to the multi-target setting and has been used
in previous research on multi-target DA [38].

Experimental Setup. In each experiment, we were given
images from one source domains and multiple target domain,
where each domain represents a particular faking technique
(DE F2E FS etc.). We experimented with two and three
target domains in this research. The data in the source domain
was completely labeled. The target domain contained a small
amount of labeled data and a large amount of unlabeled
data (to appropriately capture a real-world scenario). We used
40, 000 images as the source domain data, 2, 000 images as the
labeled target domain data and 18, 000 images as the unlabeled
target domain data (taken equally from all the target domains).
The test set contained 10, 000 images from the source domain,
and 10,000 images taken equally from all the target domains,
to validate the performance of the model on all the domains.
Each set contained an equal number of images from the two
classes: fake and genuine. Each experiment was conducted 3
times, and the results were averaged to rule out the effects
of randomness. The parameters A\; and Ay in Equation (5)
were taken as 0.9 and 0.4 respectively, based on preliminary
experiments. The number of moments M in Equation (2) was
taken as 2.

We used the Xception network as the base model due to its

promising performance on the FaceForensics++ dataset [3].
The F1 score was used as the evaluation metric, similar to
[20]. We report the results separately on the source samples
and the target samples (from all the target domains) in the test
set.
Implementation Details. We implement our framework using
the PyTorch deep learning library. The backbone Xception
architecture was initialized with ImageNet-pretrained weights.
Model optimization is performed using the AdamW optimizer
with a learning rate of 0.0003 and a weight decay of 0.0001.
Training was carried out for a fixed number of epochs, and
the number of steps per epoch was set to 500. At each
training step, mini-batches were independently sampled from
the labeled source set, labeled target sets, and unlabeled target
sets. All experiments were conducted on a DELL Alienware
Aurora R15 workstation equipped with an NVIDIA GeForce
RTX 3090 GPU with 24 GB of memory. The system runs
Ubuntu 22.04.3 LTS, and all experiments were executed using
Python 3.11.5 with PyTorch 2.5.1 and CUDA 12.3 support.

A. Main Results

Table I reports the mean (% std) F1 scores for multiple
multi-target domain adaptation tasks, where one domain is
treated as the source and multiple domains are treated as
targets. The results are reported separately for the source
and target domains. Across all evaluated tasks, the proposed



MEAN (&£ STD) F1 SCORES (%) FOR MULTI-TARGET DOMAIN ADAPTATION TASKS. BEST RESULTS ARE HIGHLIGHTED IN BOLD. THE NOTATION = — y, 2

TABLE I

DENOTES x AS SOURCE DOMAIN AND ¥y, z AS THE TARGET DOMAINS.

PERFORMANCE COMPARISON ON LOW-RESOLUTION (64 X 64) MULTI-TARGET DEEPFAKE DETECTION TASKS. BEST RESULTS ARE HIGHLIGHTED IN

DA Task Domain Proposed FReTAL FT KD TGD

DF s FS. F2F Source | 97.96 £0.03 | 89.74+0.74 | 86.14 £1.41 | 95.70 £2.97 | 88.58 4+ 5.92
’ Target 92.27+0.41 | 78444+0.79 | 75.12+0.39 | 63.09£4.85 | 70.48 +0.99
FS — F2F. DF Source | 97.94+0.02 | 90.66 £ 0.41 | 86.06 £0.40 | 95.12+0.72 | 86.92 £ 6.56
’ Target 94.51£0.32 | 80.11 +£0.17 | 78.55£0.55 | 69.28 £3.18 | 74.09 & 1.22
FS —s F2F NT Source | 94.31 £1.16 | 87.18 £1.00 | 80.77 £1.82 | 84.84 £8.24 | 79.61 £ 10.44
’ Target 85.94+0.79 | 68.19+1.91 | 67.28 £0.06 | 53.80 £2.42 | 61.03 +2.83
Source | 93.32£0.36 | 90.62+2.72 | 85.90£1.28 | 88.27+£7.24 | 83.42+3.35

DF — FS, F2F, NT
- Target 87.36 £0.39 | 68.90+1.72 | 69.92+1.14 | 63.72£4.58 | 68.71+1.24
Source | 95.74+£0.45 | 93.17+3.90 | 8245+1.08 | 90.13+5.55 | 82.52+1.72

FS — DF, F2F, NT
Target 88.72+0.95 | 65.03£7.59 | 70.84 £0.80 | 61.98 +1.69 | 68.23 £ 0.57

TABLE II

BOLD. THE NOTATION x — y, 2 DENOTES = AS SOURCE DOMAIN AND ¥y, 2 AS THE TARGET DOMAINS.

DA Task Domain Proposed FReTAL KD FT TGD
DF —s FS. F2F Source | 95.20+£2.31 | 90.30 £1.19 93.12+£3.93 | 86.73+1.66 | 87.88 £4.21
Target 80.09 £2.18 | 76.41+0.21 62.85+4.40 | 74.73+1.21 | 69.94+1.36
FS — F2F. DF Source | 95.83 £0.59 | 90.65+£1.65 92.27£3.74 | 86.19+0.90 | 76.98 £ 14.48
’ Target 77.75+£6.05 | 78.52+0.52 | 69.18+6.17 | 77.33+0.81 | 64.90+£5.82
DF —s NT. FS Source | 93.94+1.79 | 89.72+0.34 87.79£1.21 | 85.98+0.87 | 93.40 £0.45
’ Target 70.64+0.74 | 69.50+£0.21 53.39+2.12 | 68.68+1.34 | 57.57+£1.04
Source 92.54 £1.11 92.31£0.12 | 97.33£1.04 | 80.40£1.14 | 73.65+0.52
DF — FS, F2F, NT Target 73.27+2.64 | 66.51£1.20 59.31 £0.54 | 67.56+2.10 | 61.90 £ 1.36
F2F — DF FS, NT Source | 93.34+£0.12 | 89.07 £4.88 89.64 £0.84 | 76.60+1.02 | 79.96 £ 1.36
Target 76.40+0.29 | 73.11+6.21 61.52£0.39 | 70.66+0.74 | 68.42 £ 0.93

method consistently achieves the highest F1 scores on both
the source and target domains. In particular, for challenging
multi-target settings such as {DF — FS, F2F} and {FS
— DF, F2F, NT}, the proposed approach demonstrates a
substantial performance margin over all competing methods
on the target domains. This indicates that our model not
only adapts effectively to multiple unseen target distributions
(faking techniques), but also preserves strong performance on
the source domain, thereby mitigating catastrophic forgetting.
In contrast, supervised adaptation baselines such as FT, KD,
and TGD exhibit noticeable degradation in target-domain per-
formance, especially as the number of target domains increase.
Although FReTAL performs better than other baselines in some
cases, its performance remains consistently below that of the
proposed method.

B. Performance on Low-Resolution Deepfakes

To evaluate robustness of our framework under the chal-
lenging setup of degraded visual quality, we perform exper-
iments on low-resolution deepfake images (64 x 64). Table
II reports the performance comparison across multiple multi-
target domain adaptation tasks under this setting. Despite
the significant loss of fine-grained visual details at lower
resolutions, the proposed method achieves strong performance
across the majority of tasks and outperforms the baselines on
both source and target domains in 8 out of the 10 experiments.
While it is marginally outperformed in 2 experiments, the

proposed approach exhibits markedly more consistent behavior
overall, particularly on the target domains where supervised
baselines experience substantial degradation. These results
suggest that the proposed framework learns more resolution-
invariant and transferable feature representations, leading to
improved robustness under low-resolution conditions.

C. Cross-Dataset Study

We further evaluate the generalizability of the proposed
method through a cross-dataset study, where the source and
target domains originate from different datasets. Table III
presents results for several cross-dataset multi-target adapta-
tion tasks involving the FaceForensics++, Celeb-DF [53], and
DFDC [55] datasets. The proposed method achieves the high-
est F1 score consistently in all the source and target domains,
compared to all the baselines, demonstrating strong generaliza-
tion between datasets. Importantly, our framework successfully
transfers the knowledge learned from one dataset to detect
deepfakes generated by different manipulation pipelines and
data distributions. Although baseline methods such as FT and
KD show competitive performance in some cases, their results
are less consistent and often degrade significantly on target
datasets. In contrast, the proposed approach maintains stable
and high performance, indicating its ability to learn dataset-
invariant features while retaining discriminative power.



CROSS-DATASET PERFORMANCE COMPARISON FOR MULTI-TARGET DEEPFAKE DETECTION TASKS. BEST RESULTS ARE HIGHLIGHTED IN BOLD. THE

TABLE III

NOTATION & — Yy, z DENOTES & AS SOURCE DATASET/DOMAIN AND vy, 2 AS THE TARGET DATASETS/DOMAINS.

ABLATION STUDY ANALYZING THE CONTRIBUTION OF INDIVIDUAL LOSS COMPONENTS. Lsup DENOTES THE SUPERVISED BCE LOSS, Lmoment THE

DA Task Domain Proposed FReTAL KD FT TGD
or — comvprprpc | Y| 938 00T WL L om0 1 T L oy
o comr o | ot | O8I E0RY o0 T T e
comvor o proc | S 90105008 [ ot 1y 0 | i o0 | e
proc 1 compr | S | SO0 [ T oo T
TABLE IV

MOMENT MATCHING LOSS, AND £cA THE CLASS ALIGNMENT LOSS. BEST RESULTS ARE HIGHLIGHTED IN BOLD.

DA Task Loss Function
Proposed Proposed w/0o Lmoment | Proposed w/o Lca | Proposed w/o Liyoment and Lca
DF — FS, F2F | 92.27 +£0.41 90.67 +0.91 91.26 +1.14 82.28 + 1.87
FS — F2F, DF | 94.51 +0.32 92.41 +1.34 91.60 + 2.24 88.56 + 1.45

DF -> FS, F2F (Proposed)

aj‘%‘;&“
’&?}%\;’;i "wf;

+ Source Domain Fake
+ Source Domain Real
+ Target Domain Fake
+ Target Domain Real

(a) DF — FS, F2F

FS -> F2F, DF (Proposed)

+ Source Domain Fake
+ Source Domain Real
+ Target Domain Fake
« Target Domain Real

(b) FS — F2F,DF

Fig. 1. t-SNE visualization results. The data from the source domain are represented with a plus sign. The data from all the target domains are represented
with a circle. Blue color denotes the Genuine class; red color denotes the Fake class. Best viewed in color.

D. Ablation Study

We conducted an ablation study to assess the effects of the
individual components in our loss function in Equation (5).
The results for two multi-target experiments are reported in Ta-
ble IV. We note that removing the moment matching loss term
decreases the F1 score, showing its importance in aligning the
source and target domains. Removing the class alignment loss
term also results in a drop in the F1 score, demonstrating
its importance in learning from the unlabeled samples in the
target domains. Removing both the moment matching and
class alignments loss terms results in the maximum reduction
in the performance. The best results are obtained when all the
three terms are used in the loss function, as in our method.

E. Feature Visualization

In this experiment, we utilized -SNE embeddings to visu-
alize the features learned by our framework. The results for
two different DA tasks are depicted in Figure 1. The data

from the source domain are represented with a plus sign;
the data from all the target domains are represented with a
circle. Blue color denotes the Genuine class; red color denotes
the Fake class. As evident from the figure, the proposed
method aggregates the fake samples from the source and target
domains into one cluster (red) and the genuine samples from
the source and target domains into a separate cluster (blue).
Thus, the moment matching and the class alignment loss terms
in our framework enable the deep CNN to learn discriminating
feature representations that minimize the disparity between the
source and all the target domains, and also separate the genuine
and fake images from all the domains.

FE. Effect of Varying Size of the Target Dataset

We study the effect of varying the size of the target
dataset on detection performance. Table V presents results
for different sizes of labeled target data. As shown in the
table, increasing the number of labeled target samples con-
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TABLE V

. . Method
Labeled Size | Domain |—p o e cy FReTAL KD TGD FT
0 Source | 96.88 £ 0.25 N/A N/A N/A N/A
Target | 70.13 +0.24 N/A N/A N/A N/A
500 Source | 96.64+0.25 | 90.10 £ 0.95 | 72.80 £1.05 | 67.40 = 1.20 | 64.10 £ 1.25
Target | 90.86 +0.06 | 78.20+1.90 | 82.60+1.05 | 73.30+1.70 | 80.10 £ 1.35
1600 Source | 97.73+0.29 | 90.80 = 0.80 | 73.70+£0.90 | 68.10 = 1.05 | 65.30 + 1.10
Target | 92.13+1.20 | 84.10+1.35 | 80.40+1.20 | 78.90 +1.25 | 85.20 & 1.05
2400 Source | 98.26 £0.72 | 91.20 £ 0.72 | 74.10 £0.82 | 68.60 £ 0.96 | 66.00 £ 1.00
Target | 93.94+1.74 | 87.30+1.10 | 76.10 £ 1.60 | 81.50 +1.10 | 88.10 & 0.92
TABLE VI

EFFECT OF VARYING SIZE OF THE UNLABELED DATA IN THE TARGET DOMAIN (DF — FS, F2F).

Method | Domain 4,000 8,000 12,000
Source | 96.96 +£0.21 | 97.48 +1.16 | 97.17+0.21
Proposed
Target 91.72£0.10 | 92.14£0.97 | 93.42+£0.10

sistently improves performance across all methods. However,
the proposed method achieves strong performance even with
limited labeled data. It also significantly outperforms all the
competing baselines across all sizes of the labeled target
set. More importantly, it depicts impressive performance even
when the target domains are completely unsupervised, and do
not contain any labeled samples. The baseline methods, on
the other hand, are unable to operate in the absence of labeled
samples in the target domains.

Table VI evaluates the impact of varying the number of
unlabeled target domain samples. We report the results of our
method only, since the baselines cannot operate in the absence
of labeled target domain samples. The results show that
increasing the amount of unlabeled target data leads to steady
performance improvements for the proposed method. This
highlights the effectiveness of leveraging unlabeled samples
through the proposed alignment strategy and underscores the
framework’s suitability for scenarios where labeled data is
scarce but unlabeled data is abundant.

V. CONCLUSION AND FUTURE WORK

While generative Al technology has pushed the boundaries
of Al research, it has also made deepfakes commonplace
and easy to generate. Reliably detecting deepfakes has thus
attracted significant attention in the research community.
While CNNs have depicted promise, their performance drops
drastically when applied to deepfakes created using unknown
techniques (out-of-domain data). In this paper, we proposed a

scenarios. To our knowledge, this is the first research effort to
study the performance of multi-target deep domain adaptation
techniques for deepfake detection. As part of future research,
we plan to study the performance of our framework using
transformer based architectures [56] as the underlying base
model; we also plan to extend our framework to multi-source
multi-target scenarios, where both the source and the target
domains can contain deepfakes generated using multiple image
manipulation techniques.
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