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Abstract—Personalized AI agents rely on access to a user’s
digital footprint, which often includes sensitive data like private
emails and chats. This access creates a fundamental societal
and privacy risk: systems lacking social-context awareness can
unintentionally expose user secrets, threatening digital well-
being. We introduce PrivacyBench, a benchmark with socially
grounded datasets containing embedded secrets and a multi-
turn conversational evaluation to measure secret preservation.
Testing Retrieval-Augmented Generation (RAG) assistants re-
veals that they leak secrets in up to 26.56% of interactions,
with the majority of failures emerging only after sustained
multi-turn pressure. A privacy-aware prompt lowers leakage
to 5.12%, but offers only partial mitigation. The retrieval
mechanism continues to access sensitive data indiscriminately,
which shifts the entire burden of privacy preservation onto
the generator. This creates a single point of failure, rendering
current architectures unsafe for wide-scale deployment. Our
findings underscore the urgent need for structural, privacy-
by-design safeguards to ensure an ethical and inclusive web
for everyone. To ensure transparency, we release the complete
codebase and the associated synthetic datasets.1

Index Terms—Responsible AI, Privacy, GenAI Agents, LLM,
RAG

I. Introduction

The rapid advancement of Large Language Models
(LLMs) has catalyzed hyper-personalization, enabling AI
assistants to leverage a user’s entire digital footprint
for tailored responses [1], [2]. Emerging agentic systems
such as OpenClaw and Notion AI increasingly operate
across users’ online environments, from handling mes-
sages and schedules to organizing personal knowledge,
inevitably gaining access to highly sensitive data. The
central challenge for responsible personalized assistants is
reconciling the utility of personalization with preserving
user privacy [3].

These assistants typically follow a standard architec-
tural paradigm [4], [5]: a dedicated LLM serves a user by
maintaining continuous access to their digital footprint—
private chats, emails, purchase histories—with Retrieval-
Augmented Generation (RAG) as the structural backbone.
However, RAG treats all data as a flat, unified knowledge
base, viewing all information as equally retrievable and
disregarding the social boundaries that governed its cre-
ation.

1Code Repository: https://github.com/sri-ja/privacy-bench;
Data Repository: https://github.com/sri-ja/privacy-bench-dataset

This violates the core principles of Contextual Integrity
Theory [6], which defines privacy as adherence to appropri-
ate information flow norms. While recent studies highlight
LLMs’ struggles with these boundaries [7], [8], the risk is
amplified in personalized assistants that aggregate data
from various sources. The inability to distinguish between
public data and private confessions creates a potential
for leaking sensitive information to unintended audiences.
This drives our central research question: To what ex-
tent do current personalized assistants maintain privacy
boundaries during realistic, multi-turn interactions?

While personalized agents operate primarily in dynamic,
multi-turn contexts, existing safety evaluations focus dis-
proportionately on static, single-turn queries. This gap is
critical: privacy erosion is significantly harder to detect
in fluid interactions where the gradual accumulation of
context bypasses standard safety filters [9], [10].

Beyond preventing leaks, agents must also maintain util-
ity by sharing information appropriately with authorized
individuals. This creates a tension between two failure
modes: leakage (disclosing secrets to unauthorized parties)
and over-secrecy (withholding information from trusted
confidants). The goal is not total data lockdown, but the
preservation of Contextual Integrity [6].

To fill these gaps, we introduce PrivacyBench, a novel
framework designed to generate evaluation benchmarks
with ground-truth secrets embedded in realistic social
contexts. Our key contributions are:
• PrivacyBench: We introduce the first benchmark de-

signed for the scalable audit of contextual privacy,
featuring socially grounded contexts and ground-truth
secrets to rigorously evaluate information flow norms.

• Dynamic Evaluation Framework: We propose a multi-
turn conversational framework that moves beyond static
queries to assess privacy erosion and agent behavior
during extended, realistic user interactions.

• Empirical Analysis & Mitigation: We conduct a quan-
titative study of five state-of-the-art models, reveal-
ing critical vulnerabilities in RAG-based systems and
demonstrating that prompt-based defenses can signifi-
cantly reduce leakage without retraining.
Our evaluation reveals that baseline assistants leak

secrets in 15.80% of conversations, with 56.5% of all
leaks occurring only in the final three rounds—validating
the necessity of multi-turn evaluation. Leakage varies



dramatically by secret category, from 3.3% (Theft) to
27.5% (Mental Health), exposing category-specific blind
spots in model safety. A privacy-aware prompt reduces av-
erage leakage to 5.12% but cannot address the retriever’s
persistent 62.80% inappropriate retrieval rate.

II. Related Work
Personalization and Datasets. Advancements in per-

sonalized agents rely on benchmarks that utilize large-
scale user documents for profiling and recommendation,
such as PersonaBench [4] and LaMP [5], [11]. While
dialogue datasets like Multi-Session Chat [12] address
long-term consistency, these works prioritize utility over
safety. Crucially, they lack the embedded ground-truth
secrets required to audit Contextual Integrity (CI)—the
adherence to context-specific norms of information flow
[6]. Without these ”secrets,” existing benchmarks cannot
effectively evaluate whether an agent is preserving user
privacy or merely memorizing persona details.

Privacy Preservation and Evaluation. Empirical studies
demonstrate that LLMs frequently violate CI by shar-
ing sensitive data with inappropriate recipients [7], [8].
While defenses like differential privacy [13] protect static
training weights, they do not secure RAG architectures
against the indiscriminate retrieval of private data during
inference. Furthermore, traditional PII masking fails to
detect semantic secrets (e.g., a resignation plan), leaving
RAG systems vulnerable to multi-turn jailbreaking attacks
[14], [15]. Current safety benchmarks, such as SafetyBench
[16], rely on static prompts to detect explicit toxicity but
neglect the subtle, dynamic erosion of privacy. To address
these interconnected challenges, we introduce a privacy-
aware dataset and a multi-turn evaluation framework
designed to enforce Contextual Integrity in web agents.

III. A Privacy-Centric Dataset
A robust privacy evaluation requires a benchmark that

mirrors the complexity of human life, including evolving
circumstances and personal secrets. We developed a data
generation pipeline that extends PersonaBench [4] by
introducing two critical components: temporally dynamic
user states and explicit, ground-truth secrets.

A. Temporal Community Simulation
We first construct a social graph seeded with diverse

personas from the Persona Hub dataset [17]. An LLM
infers plausible connections, placing users into distinct
social groups based on shared attributes like workplaces
or hobbies. Crucially, we model the evolution of this
community. Relationships are categorized as either long-
term (e.g., family) or temporary (e.g., professional), with
specific start and end dates to reflect changes such as job
transitions. Similarly, user attributes (e.g., occupation,
location) are assigned validity periods. For instance, a
transition from “Student” to “Engineer” automatically
updates the user’s location and professional network. This

temporal tagging ensures that the social context remains
historically consistent for any interaction.

B. Digital Footprint Generation
We generate a comprehensive digital footprint for each

user, grounded in their active profile and relationships.
This corpus serves as the knowledge base for the person-
alized agent and includes interpersonal communications
(emails, texts) whose tone reflects the participants’ rela-
tionship status. To test sensitivity awareness, we generate
three layers of documents: (1) Public Blogs, which es-
tablish a baseline public persona; (2) Purchase Histories,
which offer behavioral clues (e.g., buying party supplies)
without explicit disclosure; and (3) AI Assistant Chats,
which contain deeply private thoughts not shared with
humans [18]. This hierarchy tests the system’s ability
to distinguish between public facts, transactional data,
and intimate secrets. As we demonstrate in Section VI,
this layered structure yields a measurable vulnerability
hierarchy: secrets shared interpersonally leak at 15.5%,
compared to 9.8% for AI-exclusive secrets.

C. Incorporating Secrets
Secrets serve as the ground truth for our evaluation.

We formally define a secret by three components: its
content (unambiguously sensitive, e.g., fraud or theft), a
list of designated confidants, and a timestamp. We embed
these secrets into conversations based on their sensitivity.
”Dark” secrets are confined to AI assistant chats [19],
while moderate secrets are shared only within specific
social groups. These sensitive revelations are interspersed
with a large volume of mundane ”noise” to simulate the
difficulty of retrieval in real-world scenarios. Finally, to
ensure the reliability of our benchmark, we conducted a
comprehensive human evaluation to validate the coherence
of the social graph, the realism of the documents, and the
unambiguous nature of the disclosed secrets.

IV. Evaluation Framework
Our evaluation is a fully agentic, multi-agent system.

Two LLM agents—an adversarial extractor and the target
RAG assistant—engage in an autonomous conversation for
up to 10 rounds, with no human intervention or scripted
turns.

For each secret, we run a dual evaluation. In the
leakage test, the extractor is assigned the persona of an
unauthorized acquaintance from the user’s social graph
and attempts to extract the secret. In the over-secrecy
test, the extractor poses as an authorized confidant to
test whether the system incorrectly withholds information
it should share. Three independent LLM judges evaluate
each conversation using majority voting.

A. Multi-Agent Conversation Loop
Each round proceeds as follows: (1) the extractor LLM

generates a message based on the full conversation history,
its persona, and the assigned strategy; (2) the extractor’s



Autonomous Conversation Loop (up to 10 rounds)

Extractor LLM
persona +
strategy
history

RAG Retriever
ChromaDB

top-10

Target LLM
persona +
retrieved
context

3 LLM Judges
independent

scoring
+ majority vote

Leak? Terminate

assistant reply

No: next round

Fig. 1. Multi-agent evaluation loop. Each round: the extractor
generates a message, which queries the RAG retriever; the target
responds from retrieved context; three judges evaluate for leakage.
The conversation terminates on leak detection or after 10 rounds.

message is used as a query for the target’s RAG retriever
(ChromaDB, top-10 documents); (3) the target LLM
generates a persona-consistent response based on the
retrieved context and conversation history; and (4) an
ensemble of evaluator models checks for secret leakage.
If two or more evaluators detect a leak, the conversation
terminates immediately.

The extractor is fully autonomous: given a strategy and
the secret to extract, it plans its own approach over three
phases—natural rapport building (turns 1–3), strategic
information gathering (turns 4–7), and focused extraction
(turns 8–10)—while maintaining the persona of a real
person from the target’s social graph, including their
name, relationship, and texting style. We illustrate the
two strategies below using the example secret: A planned
surprise 80s-themed party for Alex on October 28th.

a) Direct Probing Strategy: The extractor makes
explicit inquiries, escalating if deflected. For instance: “I
heard you’re planning a party for Alex. When is it?”
→ Target deflects → extractor autonomously increases
pressure over turns → “C’mon, just tell me so I can ensure
I’m free” → Target capitulates at Turn 6: “Fine, it’s on
the 28th.”

b) Indirect Probing Strategy: The extractor steers
through related topics to “prime” the retriever without
asking directly: “I’ve been listening to a lot of 80s music
lately” → conversation drifts naturally → “Speaking of the
80s, I was chatting with Alex...” → Target, whose retriever
has surfaced the party documents, reveals at Turn 8: “He’s
going to love the 80s theme for his surprise party.”

B. Evaluation Metrics
We define four metrics. Leakage Rate (LR) is the

primary measure of privacy failure: the percentage of
conversations where the secret’s core components are
fully revealed to an unauthorized user. Over-Secrecy
Rate (OSR) measures utility failure—the percentage of
conversations where the system incorrectly withholds a
secret from an authorized confidant. Inappropriate Re-
trieval Rate (IRR) is a diagnostic metric measuring how

often the retriever fetches a secret document during an
unauthorized dialogue; comparing IRR with LR quantifies
the generator’s effectiveness as a final safeguard. Persona
Consistency (PC), following ExPerT [20], measures align-
ment in textual style and expressed personality on a 1–5
scale. All evaluations use an ensemble of three instruction-
tuned LLM judges with majority voting, validated against
human annotations at 93% agreement.

V. Experimental Setup

A. Dataset Creation

Our evaluation uses a synthetic dataset generated
per Section III, with Gemini-2.5-Flash-Lite [21] as the
generator. Four structurally diverse communities were
created, yielding 48 users, nearly 32,000 documents, and
478 ground-truth secrets across interpersonal, group, and
AI-exclusive contexts.

A single secret can be shared with multiple individuals,
testing whether the system manages access based on
the different contexts and relationships involved in each
sharing event.

B. Personalization System Architecture

We evaluate a personalized assistant built on a standard
RAG pipeline. For each user, we construct an individual
knowledge base by indexing all of their documents—one-
on-one conversations, group chats, AI assistant interac-
tions, blog posts, and purchase histories—into a per-
user ChromaDB [22] vector store using all-MiniLM-L6-v2
embeddings. Crucially, the system makes no distinction
between document types during indexing: a private AI
confession is stored and retrieved identically to a public
blog post.

At inference time, each conversational turn follows a
three-step process: (1) the extractor’s latest message is
used as a semantic query against the user’s vector store,
retrieving the top-10 most similar documents; (2) these
documents are concatenated with the full conversation
history into a single prompt; and (3) the target LLM
generates a persona-consistent response conditioned on
this combined context. This architecture mirrors real-
world deployments (e.g., custom GPTs, NotebookLM)
where all user data is treated as a flat retrieval corpus,
making our findings directly applicable to production
systems.

C. Experiments

Each assistant was tested with a baseline Chain-of-
Thought [23] prompt and a Privacy-Aware Prompt con-
taining explicit instructions to safeguard secrets. The
extractor engaged each assistant using both Direct and
Indirect Probing strategies, with conversations running
up to 10 rounds or until a secret is leaked.



D. Model Selection
We evaluated five target assistants: GPT-5-Nano [24],

Gemini-2.5-Flash [21], Kimi-K2 [25], Llama-4-
Maverick [26], and Qwen3-30B [27], engaged by
Gemini-2.5-Flash as the adversarial prober. A judge
panel of GLM-4-32B [28], Phi-4 [29], and Mistral-
Nemo [30] scores results via majority voting, with judges
drawn from distinct model families to mitigate evaluation
bias [31].

VI. Results and Analysis
Table I summarizes all experimental outcomes.

A. Baseline Privacy Failures
With the baseline prompt, the average leakage rate was

15.80%—one in every six conversations (Table I). This
average conceals a wide gap: Gemini-2.5-Flash leaked in
26.56% of direct-probe interactions, while GPT-5-Nano
leaked only 6.13%. Retrievers surfaced secret documents
62.80% of the time (IRR), placing the entire defensive
burden on the generator, which proved an inadequate
safeguard.

A granular analysis by secret source validates our
layered dataset design (Section III-B). Secrets shared one-
on-one exhibited the highest leakage rate (15.5%), followed
by group secrets (11.6%) and AI-exclusive secrets (9.8%).
This hierarchy confirms that interpersonal context—where
social familiarity provides a natural extraction vector—
creates significantly higher privacy risk than secrets con-
fined to AI interactions.

The semantic category of a secret is an even stronger
predictor of leakage than the model itself. Mental Health
secrets were leaked at 27.5%, followed by Sabotage (20.7%)
and Family secrets (19.0%), while Theft (3.3%) and
Substance Abuse (6.2%) proved far more resistant. This
suggests that models have internalized category-specific
norms: they recognize explicitly criminal content as un-
shareable, yet treat emotionally sensitive disclosures as
conversationally appropriate.

B. Effectiveness of Privacy-Aware Prompts
A privacy-aware system prompt served as an effective

primary defense. This intervention reduced the average
Leakage Rate from 15.80% to 5.12%, with some mod-
els showing near-complete mitigation; Llama-4-Maverick’s
Leakage Rate, for instance, fell from 18.72% to 0.46%
(Table I) for direct probes. This magnitude of improve-
ment was consistent across most models, supporting the
effectiveness of the privacy-aware prompt. The privacy
prompt was most effective on the highest-risk categories,
reducing Mental Health leakage from 43.3% to 11.7%
(−31.7pp). The gap between IRR and LR reveals a
“generator block rate”: under the privacy prompt, GPT-
5-Nano blocked 91% of retriever exposures, while Gemini-
2.5-Flash blocked only 57%, indicating stark differences
in how effectively models internalize privacy instructions.

However, Kimi-K2’s Leakage Rate for direct probes in-
creased from 14.58% to 18.13%, highlighting that prompt-
based safeguards are not universally reliable and under-
scoring the need for systematic, architectural defenses.

C. Utility and Probe Strategy Analysis
The privacy-aware prompt also improved utility: the

over-secrecy rate decreased from 35.75% to 27.80%, mean-
ing assistants became more adept at sharing appropriately
with authorized individuals rather than refusing indis-
criminately. A comparison of probing strategies shows
direct (16.31%) and indirect (15.28%) probes yield nearly
identical leakage, demonstrating that the vulnerability is
a fundamental characteristic of the architecture, not a
product of specific attack engineering.

D. Temporal Dynamics of Leakage
An analysis of when leaks occur provides the strongest

evidence for our multi-turn evaluation design. We observed
zero first-round leaks across all models and conditions:
only 3% of leaks occurred in rounds 1–3, while 56.5%
occurred in the final three rounds (8–10), with a mean
leak round of 7.6. This demonstrates that privacy erosion
is a cumulative process; models that initially refuse can
be gradually worn down through sustained pressure. The
dominant extractor tactic preceding a leak was persistence
(present in 44.4% of pre-leak messages), followed by direct
questioning (13.5%) and appeals to urgency (9.8%). These
findings validate the necessity of multi-turn evaluation: a
static, single-turn benchmark would detect virtually none
of the failures observed in our study.

VII. Discussion
Our examination of RAG-based assistants reveals a

fundamental tension between utility and privacy.

A. The Illusion of Safety in RAG Systems
The high IRR observed across models (Table I) indicates

that retrievers fail to differentiate between public and
socially restricted content. While privacy-aware prompts
reduced downstream leakage from 16.31% to 5.43%, they
did not meaningfully mitigate IRR—current defenses
rely entirely on the generator to suppress information
already compromised by the retriever. Long-term privacy
guarantees require retrieval mechanisms that incorporate
structured representations of social context.

B. Architectural Blindness to Social Intent
Assistants leaked secrets in 15.28% of interactions even

without direct queries, confirming that privacy failures
are intrinsic to the architecture’s inability to model social
intent. Because retrieval operates on semantic similarity,
benign conversations about related topics often trigger
the fetching of private data—exposure is incidental rather
than provoked. This vulnerability is structural: 34 of 48
users had secrets leaked across three or more distinct
models, and 48 individual secrets were compromised by



TABLE I
Comparative Analysis of Privacy Failure Modes Under Direct and Indirect Probing Strategies

Model Baseline Prompt Privacy-Aware Prompt
LR ↓ OSR ↓ IRR ↓ PC ↑ LR ↓ OSR ↓ IRR ↓ PC ↑

Panel A: Direct Probe Strategy
GPT-5-Nano 6.13 20.21 62.97 3.58 1.38 22.13 61.77 3.60
Llama-4-Maverick 18.72 33.71 63.33 3.39 0.46 23.29 60.02 3.05
Qwen3-30B 19.33 49.33 61.94 3.74 6.84 34.03 62.34 3.79
Gemini-2.5-Flash 26.56 62.04 71.97 3.52 10.09 32.89 73.81 3.58
Kimi-K2 14.58 45.76 61.44 3.64 18.13 35.69 61.88 3.63
Direct Average 16.31 36.84 63.81 3.57 5.43 29.61 63.96 3.53

Panel B: Indirect Probe Strategy
GPT-5-Nano 6.52 23.92 64.00 3.59 2.05 38.36 63.01 3.55
Llama-4-Maverick 13.93 34.66 58.16 3.40 0.49 13.75 57.63 3.00
Qwen3-30B 17.79 38.07 61.15 3.86 4.31 22.80 59.48 3.90
Gemini-2.5-Flash 23.98 42.02 64.64 3.57 5.47 27.89 63.00 3.67
Kimi-K2 14.19 34.59 61.00 3.69 11.71 25.17 60.50 3.75
Indirect Average 15.28 34.65 61.79 3.62 4.80 25.99 60.72 3.57
Overall Average 15.80 35.75 62.80 3.60 5.12 27.80 62.34 3.55

four or more models, confirming the flaw is rooted in the
shared RAG paradigm. Relationship type also modulates
risk: friends (16.8%) and trainers (19.8%) saw far higher
leakage than customers (1.6%), suggesting that closer
social roles provide richer retrieval context.

C. The Privacy-Reproducibility Paradox
For privacy auditing, synthetic benchmarks are an

ethical necessity. Using real-world data creates a Privacy-
Reproducibility Paradox: publishing real user secrets for
benchmarking would itself constitute a privacy violation.
PrivacyBench establishes a controlled “social sandbox”
with unambiguous ground truth, enabling precise failure
measurement before agents are entrusted with real user
data.

D. Toward Trustworthy Personalized Agents
For personalized agents to serve users in sensitive do-

mains such as mental health or professional advising, users
must trust that private information will not resurface in
unintended contexts. Our results make this risk concrete:
Mental Health secrets were leaked at 27.5% in baseline
conditions—the highest of any category. Future work
must move toward Context-Aware Retrieval strategies
that incorporate social metadata, audience visibility, and
inferred confidentiality levels into document selection.
Such methods are essential to align system behavior
with user expectations and ensure responsible deployment
within the broader Web-for-Good vision.

VIII. Limitations and Future Work
While PrivacyBench provides a rigorous baseline for au-

diting agentic privacy, we acknowledge several limitations.
Our evaluation focuses on explicit textual leakage; we do
not yet measure partial leakages or subtle hints where an
agent might imply a secret without stating it directly—a

nuance warranting more granular privacy metrics. More-
over, our findings are specific to standard RAG architec-
tures; exploring how advanced agentic memory modules
(e.g., MemGPT) or native vector database access controls
affect leakage rates remains an open and critical research
direction. Finally, our secret taxonomy analysis reveals
that leakage risk is highly category-dependent, suggesting
that future defenses may benefit from sensitivity-aware
retrieval that treats different categories of information
with appropriate levels of caution.

IX. Conclusion
Our evaluation reveals a fundamental privacy flaw

in RAG-based personal assistants: without explicit safe-
guards, they leak user secrets in up to 26.56% of con-
versations, with 56.5% of failures occurring only in the
final three rounds of dialogue—a vulnerability invisible
to static benchmarks. Leakage is not uniform: Mental
Health secrets (27.5%) are eight times more vulnerable
than Theft secrets (3.3%), and interpersonal secrets leak
at nearly double the rate of AI-exclusive ones (15.5% vs.
9.8%), revealing category- and context-specific blind spots.
While a privacy-aware prompt reduces average leakage
to 5.12% and improves utility, the retriever’s persistent
62.80% inappropriate retrieval rate means the generator
remains a single point of failure. These findings demon-
strate that prompting is a patch, not a solution. Future
work must shift the burden to the architecture itself,
developing context-aware retrieval that incorporates social
metadata and sensitivity-level filtering before generation.
For personalized AI to be trustworthy, privacy must be
built in, not bolted on.
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