
LPSA: Leaf-Prior Structural Attack on Graph
Neural Networks at Scale

Yu Ran∗, Chenbo Ma∗, Shiqi Liu∗, Zihan Chen, Yi Pan, Xin Zhang, Maoyi Xiong, Wentao Zhao†
National University of Defense Technology

{ranyu, machenbo, liushiqi, chenzihan21, panyi jsjy, zhang xin, xiongmaoyi, wtzhao}@nudt.edu.cn

Abstract—Adversarial attacks on Graph Neural Networks
(GNNs) have exposed critical robustness vulnerabilities in graph-
based learning. However, existing attack methods face a fun-
damental trade-off between effectiveness and scalability: ex-
haustive greedy attacks achieve strong effectiveness on small
graphs but become computationally intractable at scale, while
scalable optimization-based attacks suffer from slow convergence,
requiring excessive computational overhead to achieve effec-
tive perturbations. To bridge this gap, we propose Leaf-Prior
Structural Attack (LPSA), a simple yet efficient and effective
structural attack for large-scale graphs. LPSA is built upon
two key insights. First, structural asymmetry in graphs makes
leaf nodes highly effective adversarial injection points, enabling
strong influence on the target node’s prediction with minimal
structural modifications. Leveraging this, LPSA restricts the
perturbation search space to a compact leaf-prior subspace,
dramatically reducing the computational overhead of structural
attacks. Second, inductive biases and gradient misalignment in
surrogate models degrade attack transferability. To address this
issue, we introduce a manifold-smoothed surrogate fine-tuning
strategy that regularizes the surrogate’s gradient field to align
with the intrinsic data distribution, thereby obtaining more trans-
ferable adversarial gradients. By combining leaf-prior search
with single-step gradient-based perturbation generation, LPSA
eliminates costly iterative optimization while maintaining strong
attack effectiveness. Extensive experiments on four benchmark
datasets, including the million-scale MAG dataset, demonstrate
that LPSA not only achieves competitive or superior attack
success rates but also reduces runtime by over 80% compared
to state-of-the-art baselines, particularly on large-scale graphs.
The source code is available at https://github.com/rannyu/LPSA.

Index Terms—Large-scale Graph, Structural Attack, Graph
Neural Networks

I. INTRODUCTION

Graph Neural Networks (GNNs) have demonstrated strong
performance on node classification by jointly leveraging node
attributes and graph topology, and have consequently been
applied across a broad range of domains, including social
networks [1], bioinformatics [2], and communication systems
[3]. However, their reliance on message passing also intro-
duces a critical vulnerability. Specifically, even minor struc-
tural perturbations can propagate through neighborhoods and
be amplified, leading to severe misclassification and raising
serious concerns regarding robustness and security [4].

Adversarial attacks on graphs remain effective even when
the attacker possesses limited knowledge [5], [6], [4], [7].

∗ indicates equal contributions.
† indicates corresponding author.

In particular, gray-box local evasion attacks pose a more
significant threat in deployed systems, where the attackers have
no access to model parameters nor interfere with training [8].
Specifically, an attacker typically targets a specific node at
test time and misleads target models by modifying a small
number of edges, while preserving the utility of the graph
and avoiding creating conspicuous global anomalies. Exist-
ing methods heavily rely on iterative edge perturbations on
surrogate models, which require repeated gradient updates, re-
scoring of candidate edges, or combinatorial search [9]. These
repetitive operations incur substantial computational overhead
and exhibit limited transferability across architectures.

To address these limitations, we identify a structural prior
intrinsic to message-passing GNNs—leaf nodes. Owing to
their asymmetric role in neighborhood aggregation, leaf nodes
serve as structurally isolated yet influential injection points,
enabling targeted perturbations with predictable impact on
the target node’s representation. This insight suggests that
effective local attacks can focus on a compact, structurally
privileged subset rather than searching the full candidate space.

In this paper, we propose Leaf-Prior Structural Attack
(LPSA), a highly efficient framework designed for adversar-
ial attacks on large-scale graphs. LPSA adopts a two-stage
strategy: (i) training a manifold-smoothed surrogate model to
improve gradient transferability; and (ii) performing a single-
step leaf-prior structural perturbation to induce a substantial
logit shift on the target node. Specifically, in stage (i), we
augment standard supervised training with mechanisms that
encourage smooth and consistent representations, thereby mit-
igating surrogate overfitting to a particular architecture and
improving cross-model gradient alignment. In stage (ii), we
replace iterative optimization with a single-step attack by
restricting the search space to a leaf-induced candidate block.
Subject to a degree-adaptive perturbation budget, we select
adversarial edges incident to the target node in a single shot
by maximizing an adversarial margin objective. This approach
achieves a lightweight yet effective attack. Comprehensive
experiments on various benchmarks validate the effectiveness
and scalability of LPSA. The results show that LPSA reduces
computational overhead by approximately 80%.

The contribution of this paper is three-fold:

• We propose LPSA, which combines manifold-smoothed
surrogate training with a leaf-prior, single-step edge per-
turbation strategy, thereby improving both attack effi-



ciency and cross-architecture transferability without re-
lying on iterative optimization.

• We reveal and characterize the leaf-node structural asym-
metry in message-passing GNNs, showing that leaf nodes
constitute an efficient injection point for local structural
perturbations and provide an interpretable prior for prun-
ing the attack search space.

• We conduct systematic evaluations under the gray-box
local evasion setting, including comparisons against rep-
resentative state-of-the-art baselines and necessary abla-
tions, and demonstrate that LPSA achieves competitive
attack success rates with reduced computational cost.

II. RELATED WORK

Adversarial Attacks on GNNs. Graph Neural Networks
(GNNs) have achieved strong performance in a wide range
of graph learning tasks, but have also been shown to be
vulnerable to adversarial perturbations [4], [10], [7]. Graph
adversarial attacks aim to mislead a trained model by intro-
ducing carefully crafted and imperceptible perturbations to the
input graph. Existing attack methods mainly manipulate graph
structure or node attributes, including adding or removing
edges [11], modifying node features [12], and injecting fake
nodes [13]. Representative approaches range from greedy
searches like Nettack [4] and heuristics like DICE [11] to
gradient-based relaxations that iteratively optimize continuous
edge variables [12]. While these methods demonstrate strong
effectiveness on small graphs, they typically rely on expensive
gradient computation or combinatorial search, which makes
them difficult to scale to large graphs.

Adversarial Attacks on Large-Scale Graphs. Real-world
applications often involve million-scale graphs where signifi-
cant computational and memory costs make standard gradient
computation and iterative optimization difficult. To address
these challenges, recent work has proposed scalable attack
strategies by restricting the optimization space to tractable sub-
structures. PR-BCD [9] reduces memory consumption by itera-
tively optimizing randomly sampled blocks of candidate edges,
while its variant GR-BCD further improves efficiency through
greedy selection within each block. Similarly, SGA [14] limits
gradient computation to a local k-hop neighborhood around
the target node, significantly reducing time and memory costs.
Despite these improvements, fundamental limitations remain.
Existing scalable attacks still rely on iterative optimization
to find effective perturbations, requiring multiple gradient up-
dates and incurring significant runtime overhead. This iterative
nature fundamentally limits their scalability and practicality
for attacking real-world, million-scale graphs in time-sensitive
scenarios. Moreover, they treat candidate edges uniformly,
ignoring the intrinsic structural asymmetry of graphs, particu-
larly the unique vulnerability of leaf nodes in message-passing
GNNs, which we theoretically analyze and exploit. In contrast,
we propose LPSA, which introduces a leaf-prior structural bias
and a manifold-smoothed surrogate to enable highly efficient
single-step attacks. This approach bypasses costly iterative

TABLE I: Summary of notations.

Notation Description

G = (V, E,X) Undirected attributed graph
N,D,C Number of nodes, feature dimensions and classes

A ∈ {0, 1}N×N Adjacency matrix
X ∈ RN×D Node feature matrix

Y = {1, . . . , C} Label set
deg(vi) Degree of node vi
F(·) Victim model
f(·) Surrogate model
vt Target node

Z ∈ RN×C Logits of the surrogate model f(·)
∆ Perturbation budget (max number of modified edges)
α Perturbation ratio (∆ = round(deg(vt) · α))

Sleaf Leaf-prior search space

optimization while maintaining strong transferability, offering
a new paradigm for scalable graph adversarial attacks.

III. PRELIMINARIES

To facilitate the discussion, we formally define the problem
of node classification and specify the threat model considered
in this work. Key notations are listed in Table I.

Notations. We denote an undirected attributed graph as
G = (V, E ,X), where V = {v1, . . . , vN} is the set of N nodes
and E ⊆ V×V is the set of edges. The topological structure is
represented by the adjacency matrix A ∈ {0, 1}N×N , where
Aij = 1 indicates a connection between vi and vj . The
node attributes are denoted by X ∈ RN×D. In this paper,
we represent the graph interchangeably as G = (V, E ,X) or
G = (A,X) depending on the context.

Node Classification. GNNs learn node representations by
recursively aggregating information from local neighborhoods.
For the node classification task, given a graph G with labeled
nodes VL ⊆ V and unlabeled nodes VU = V \ VL, each node
vi ∈ VL is associated with a ground-truth label yi ∈ Y ,
where Y = {1, . . . , C} denotes the set of C classes. Node
classification aims to learn a predictive mapping F(A,X)→
RN×C to minimize the prediction error on VL. Formally,
let Z = fθ(A,X) ∈ RN×C denote the output logits of a
(surrogate) GNN model fθ, where Zi,c is the logit for node vi
and class c. The predicted probability distribution is obtained
via the softmax function: Pi = softmax(Zi) ∈ RC . The
predicted label is then ŷi = argmaxc Pi,c.

Threat Model. Existing attacks can be categorized based
on the adversary’s knowledge (White-box vs. Black/Gray-
box), the attack scope (Global vs. Local), and the attack stage
(Poisoning vs. Evasion). In this work, we specifically focus
on the Gray-box Local Evasion Attack, which is the most
practical yet challenging scenario in real-world applications.
This setting entails: (i) Knowledge: The adversary has access
to the training data and the victim model’s final decisions,
but not to the internal parameters or gradients. (ii) Scope:
Induce misclassification on specific target nodes (Local) rather
than degrading the overall system performance. (iii) Timing:
Perturbations are applied during the test phase (Evasion).
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Fig. 1: Overview of LPSA. The framework proceeds in two stages: (Left) Manifold-Smoothed Surrogate Training, where we
add Gaussian noise and an explicit smooth loss to align the decision boundary with the data manifold; and (Right) Leaf-Prior
Structural Attack, where we exploit a leaf-prior strategy to prune the search space and generate adversarial edges via a single
gradient calculation, transferring the result to the victim model.

IV. PROPOSED METHOD

A. Problem Definition

Attacker’s Capability. We assume that the adversary has
access to the training data (i.e., graph structure G and node
features X), while having no knowledge of the victim model’s
specific architecture and trained parameters. Under this re-
strictive setting, the adversary typically trains a surrogate
model f using the available data. The adversarial perturbations
are then generated based on f without querying the victim
model, relying on the transferability of adversarial examples
to mislead the target model F .

Furthermore, to ensure the imperceptibility of the attack,
the structural perturbations must be subtle and unnoticeable.
To satisfy this property, the modification of the edge set E is
strictly limited by a perturbation budget ∆. Specifically, the
number of modified edges is constrained relative to the degree
of the target node vt, defined as ∆ = round(deg(vt)·α), where
α is a small constant controlling the maximum perturbation
ratio.

Attacker’s Goal. Given a well-trained victim GNN model
F and a target node vt with its ground-truth label yt, the
attacker aims to craft a perturbed adjacency matrix A′ such
that the model predicts any class other than yt. Formally, the
objective is to construct a perturbation A′ such that:

argmax
c∈Y

[softmax (F(A′,X)vt)]c ̸= yt, s.t. ∥A′−A∥0 ≤ ∆,

(1)
where F(A′,X)vt ∈ RC denotes the output logits of the
victim model for the target node vt. The constraint ∥A′ −
A∥0 ≤ ∆ ensures that the graph structure is only slightly
modified by the adversary, preserving the imperceptibility of
the attack. In this work, following the local attack paradigm,
the perturbations are restricted to edges directly connected to
the target node vt.

B. Overview

We propose LPSA (Leaf-Prior Structural Attack), a method-
ology which exploits topological leaf priors to facilitate effi-
cient and transferable local attacks. An illustrative overview
of the framework is provided in Fig. 1. In our attack, a
two-phase strategy is adopted for gray-box local evasion
attack. During the surrogate model training phase, we align
the decision boundary with the data manifold to enhance
transferability. In the subsequent attack phase, we implement a
leaf-prior structural attack on this robust surrogate to generate
perturbations, which are then transferred to the victim model.
In the following, we elaborate on each key component of our
framework.

C. Manifold-Smoothed Surrogate Model Training

Pre-training. Following the established transfer-based at-
tack paradigm, we first pre-train the surrogate model fθ on
the labeled node set VL to capture discriminative features:

LCE = −
∑

vi∈VL

yi log(fθ(A,X)i), (2)

where the learned parameters serve as the foundation for the
subsequent fine-tuning phase.

Fine-tuning. Inspired by the principles of Score Match-
ing [15] and distribution-based transferability [16], a trans-
ferable adversarial gradient should align with the intrinsic
data distribution. To foster this alignment, we first inject
Gaussian noise δ ∼ N (0, σ2I) into the input features to
generate perturbed samples X̃ = X + δ. We then introduce
a smoothing loss (Lsmooth) to penalize the squared norm of
the loss gradient with respect to these perturbed inputs. To
further refine the gradient signal, a temperature parameter T



is incorporated to soften the probability distribution, enabling
the gradient to capture more informative inter-class signals:

Lsmooth = EX,δ

[∥∥∥∥∇X̃ log softmax
(
Z(X̃)/T

)
y

∥∥∥∥2
2

]
, (3)

where Z(X̃) = fθ(A, X̃) denotes the logits under perturbed
features. The final joint optimization objective is formulated
as Ltotal = LCE + λ · Lsmooth, where λ governs the trade-
off between classification accuracy and geometric smoothness.
We optimize this objective to obtain the final surrogate model
parameters θ∗, which are used in the subsequent attack phase.

Theoretical Analysis. The effectiveness of Lsmooth can be
interpreted using a first-order Taylor expansion. For a minor
perturbation δ, the loss at X+ δ can be approximated as:

L(X+ δ) ≈ L(X) +∇XL(X)T δ. (4)

To ensure the generated gradient aligns with the intrinsic
data manifold, the surrogate should exhibit local smoothness,
implying that the variation L(X + δ) − L(X) should be
minimized. By penalizing the squared gradient norm ∥∇XL∥22,
we directly compress the first-order sensitivity of the surrogate.
Geometrically, this encourages the decision boundary to con-
form to the underlying data manifold, promoting gradients that
capture the intrinsic data distribution rather than overfitting to
model-specific artifacts.

D. Leaf-Prior Structural Attack

Leveraging the manifold-smoothed surrogate, we propose
a streamlined attack strategy that exploits the topological
vulnerability of graph structures. We consider that blind
searches over the global edge space are inefficient. Instead, we
identify leaf nodes (degree d = 1) as the optimal perturbation
candidates for maximizing the marginal adversarial impact.

Structural Vulnerability: The Leaf Node Advantage.
Leaf nodes (degree-1 nodes) exhibit a unique structural vulner-
ability in message-passing GNNs. Unlike high-degree nodes,
their embeddings are largely determined by their own features
with minimal neighbor interference. This makes them highly
effective carriers for adversarial perturbations.

Formally, consider a target node vt with mean aggregation.
For simplicity, we consider neighbor-only aggregation; the
argument extends naturally to common variants with self-
loops. When an adversary connects a leaf node vℓ to vt, the
aggregated representation shifts to:

h′
t =

|Nt|
|Nt|+ 1

h̄t +
1

|Nt|+ 1
hℓ, (5)

where h̄t denotes the mean embedding of vt’s original neigh-
bors and |Nt| represents the degree of vt. This formulation
reveals a critical structural asymmetry:

• Low Neighborhood Interference. Since vℓ is a leaf
node, its representation hℓ = ϕ(W · xℓ) is primarily
determined by its own features, with minimal influence
from neighborhood aggregation (where ϕ is the activation
function). Unlike interior nodes, this property prevents

the injection signal from being diluted by message-
passing noise. As a result, if vℓ is confidently predicted
as a counter-class, it serves as a precise and effective
adversarial injector.

• Directional Injection: By strategically selecting leaf
nodes from a counter-class with high prediction con-
fidence, connecting it induces a deterministic shift in
the target node’s latent space. This injection of a potent
conflicting signal disrupts the target’s original latent clus-
ter and significantly diminishes the logit margin of the
ground truth, effectively pushing the target node to cross
the decision boundary toward the non-target region.

Leaf-Prior Search Space Pruning. Based on the insight
of structural asymmetry, we restrict the search space from the
global candidate set to a subset of leaf nodes (termed a block).
Specifically, we select leaf nodes predicted by the surrogate
model as counter-class with high confidence. Formally, let
Spool denote the candidate pool of threatening nodes:

Spool = {vj ∈ V \ {vt} | deg(vj) = 1, ŷj ̸= yt, pθ∗(ŷj |vj) > τ},
(6)

where ŷj denotes the predicted class of node vj , and
pθ∗(ŷj |vj) represents the corresponding prediction confidence.

To ensure the scalability of the attack on large-scale graphs,
we impose a block size constraint B. The final search space
Sleaf is constructed by selecting the top-B nodes from Spool
based on their prediction confidence:

Sleaf = Top-B(Spool), sorted by pθ∗(ŷj |vj). (7)

By focusing on the optimization to these structurally isolated
yet aggressive nodes, we effectively compress the search space
to the most critical decision boundaries.

Scope and Limitations. We note that the effectiveness of
the leaf-prior strategy relies on the presence of a non-trivial
number of degree-one nodes. Empirically, many real-world
graphs (e.g., citation and web graphs) exhibit heavy-tailed
degree distributions with abundant leaf nodes. For graphs with
extremely dense or regular structures, the candidate pool may
shrink, in which case LPSA reduces to a constrained local
search without leaf prioritization, which preserves correctness
while trading off part of its efficiency advantage.

Attack Procedure. The technical details are summarized
in Algorithm 1. We first narrow the perturbation search space
from the global set of candidate edges to a restricted set
induced by leaf nodes Sleaf . To explicitly mislead the target
node, we formulate the edge generation as an optimization
problem that maximizes the adversarial margin loss Ladv:

Ladv = max
j ̸=yt

Zt,j − Zt,yt
, (8)

where maxj ̸=yt
Zt,j corresponds to the logit of the most

competitive incorrect class, i.e., the non-ground-truth class
with the highest prediction score. Maximizing Ladv increases
the margin between the most competitive non-target class and
the ground truth yt, effectively pushing the target node across
the decision boundary. Since the discrete graph structure is
non-differentiable, we adopt a continuous relaxation with a



Algorithm 1 LPSA: Leaf-Prior Structural Attack

Input: Graph G = (V, E ,X), target node vt, perturbation
budget ∆, surrogate model fθ.

Parameters: Noise scale σ, temperature parameter T , confi-
dence threshold τ , block size B, trade-off parameter λ.

Output: Adversarial adjacency matrix A′

1: procedure TRAINING SURROGATE MODEL
2: Pre-train fθ minimizing LCE on labeled nodes VL;
3: Sample Gaussian noise δ ∼ N (0, σ2I);
4: X̃← X+ δ;
5: Fine-tune fθ minimizing Ltotal on X̃ with T ;
6: return refined surrogate model fθ∗ ;

7: procedure PERFORM ATTACK ON vt
8: Construct Spool with Eq. (6);
9: Sleaf ← Top-B(Spool) based on confidence (Eq. (7));

10: Construct relaxed adjacency Ã← A+P;
11: Compute logits Zt ← fθ∗(Ã,X)vt ;
12: Ladv ← maxj ̸=yt

Zt,j − Zt,yt
;

13: Compute gradient g← ∇PLadv;
14: Select top-∆ edges in Sleaf according to |g|;
15: Update A′ with the selected edges;
16: return Adversarial adjacency matrix A′;

perturbation matrix P. Importantly, P is defined only over the
candidate edges in Sleaf , rather than the full adjacency. To
enable gradient computation, we define a relaxed adjacency
matrix Ã = A + P. We compute the gradient ∇PLadv via
backward propagation on the surrogate model, and restrict
gradient computation to the continuous perturbation variables
associated with candidate leaf nodes in Sleaf . The final
discrete perturbation is obtained by selecting the top-∆ entries
in P with the largest gradient magnitudes within the restricted
space. These selected perturbations are then applied to gener-
ate the adversarial graph, which is subsequently transferred to
the victim models. Notably, the entire attack requires only a
single backward propagation, leading to substantially reduced
computational overhead while maintaining strong transferabil-
ity across different GNN architectures.

E. Complexity Analysis
We analyze the computational complexity of LPSA, empha-

sizing its scalability and memory efficiency. In the training
phase, the surrogate model is pre-trained and fine-tuned for
a small number of epochs, incurring minimal overhead com-
pared to standard GNN training. We focus here on the attack-
phase complexity. Space Complexity: (i) Graph Storage: Us-
ing sparse representations, the adjacency matrix requires only
O(|V|+ |E|) memory. (ii) Pruned Search Space: Gradients are
computed only for the selected Sleaf nodes, limiting additional
memory to O(B) ≪ N and avoiding out-of-memory issues
common in full-graph gradient attacks. Time Complexity:
Standard iterative attacks (e.g., PGD, PR-BCD) require K
forward-backward propagations (e.g., K ∈ [30, 100]). LPSA
performs the attack in a single backward propagation (K = 1),
achieving a speedup of nearly K× over iterative baselines.

TABLE II: Dataset statistics.

Dataset #Nodes #Edges #Features #Classes
Citeseer 3,327 9,104 3,703 6
Pubmed 19,717 88,648 500 3

arXiv 169,343 2,315,598 128 40
MAG 736,389 10,792,672 128 349

Overall, LPSA is highly efficient and scalable, making it
practical for large-scale graphs.

V. EXPERIMENTS

In this section, we conduct comprehensive experiments to
evaluate the effectiveness, transferability, and scalability of our
proposed LPSA on widely used graph benchmarks. All attacks
are conducted under a strict gray-box setting without querying
victim models.

A. Experimental Setup

Datasets. We utilize four widely used benchmark datasets
for node classification, covering graphs of different scales:
Citeseer, Pubmed, arXiv, and MAG. For Citeseer and
Pubmed, we adopt the publicly available splits following prior
work [17]. For arXiv and MAG, we use the official splits
provided by the Open Graph Benchmark.

Victim Models. To evaluate the transferability of our at-
tacks, we select four representative GNNs as victim models:
1) GCN [17]: learns node representations by aggregating
information from the local neighborhood via a first-order
approximation of spectral convolutions. 2) SGC [18]: is a
simplified linear variant of GCN that removes non-linear
activation functions to reduce complexity while maintaining
competitive performance. 3) GAT [19]: leverages a masked
self-attention mechanism to assign learnable weights to differ-
ent neighbors during aggregation. 4) GraphSAGE [20]: learns
node embeddings by sampling and aggregating features from
a fixed-size local neighborhood. It is worth noting that results
for GAT on the MAG dataset are reported as N/A; this is due
to Out-Of-Memory (OOM) errors during the training phase.

Baseline Attacks. We compare the proposed LPSA with
four state-of-the-art attack methods: 1) RA: perturbs the graph
by randomly flipping edges associated with the target node. 2)
DICE [11]: randomly disconnects edges within the same class
and connects edges between different classes. 3) SGA [14]:
extracts the target node’s subgraph and computes gradients
exclusively within this local region to manipulate the graph
structure. 4) PR-BCD [9]: leverages projected randomized
block coordinate descent to optimize the discrete graph struc-
ture. We exclude exhaustive methods like Nettack [4] as
their greedy search strategy is computationally infeasible for
datasets larger than Cora.

Evaluation Protocol and Metrics. We follow the standard
evaluation protocol for gray-box evasion attacks. For each
dataset, we randomly sample 500 target nodes from the test
set that are correctly classified by the victim models. The
adversarial examples are generated solely based on the sur-
rogate model. Subsequently, these generated perturbations are
transferred to the target victim models to assess transferability.



TABLE III: Attack Success Rate (%) on large-scale datasets (i.e., arXiv and MAG) under various attack budgets ∆. Bold
indicates the best performance. (N/A: not applicable.)

∆ Victim Model arXiv MAG

RA DICE SGA PR-BCD Ours RA DICE SGA PR-BCD Ours

α
=

0
.1
0 GCN 2.07±1.15 4.00±0.72 34.73±1.67 56.47±1.70 63.13±3.23 8.87±0.64 13.73±0.95 37.13±4.92 80.78±0.83 81.20±3.10

SGC 2.60±1.11 4.33±1.63 53.53±2.91 54.73±3.10 63.40±2.78 8.93±1.50 12.27±1.29 33.8±3.98 67.80±2.65 70.93±3.44
GAT 1.47±0.12 2.73±0.12 13.67±2.20 12.53±1.14 15.47±0.95 N/A N/A N/A N/A N/A

GraphSAGE 1.67±0.99 2.87±0.64 13.00±0.53 15.27±1.17 16.07±0.99 4.87±0.55 7.60±0.69 7.77±1.40 23.67±0.93 23.40±1.25

α
=

0
.1
5 GCN 3.67±0.23 4.53±1.14 50.87±1.42 75.40±1.40 80.93±2.00 11.73±2.41 18.07±2.81 47.47±1.80 86.80±1.06 88.20±1.91

SGC 3.73±0.95 6.13±0.90 67.53±2.32 72.33±0.61 79.67±2.16 10.60±1.25 18.40±1.93 42.40±1.40 80.47±1.55 79.93±3.64
GAT 2.27±0.58 3.33±1.10 20.53±1.79 21.53±1.01 24.67±2.57 N/A N/A N/A N/A N/A

GraphSAGE 2.27±0.58 2.93±0.31 19.00±0.53 23.53±1.55 25.47±2.08 7.87±1.01 10.97±0.95 11.73±0.72 30.33±1.76 34.70±1.76

α
=

0
.2
0 GCN 4.27±0.23 6.80±0.92 60.13±1.63 84.00±1.93 87.67±2.48 15.73±0.64 25.60±2.65 56.87±3.64 90.87±1.55 90.80±0.72

SGC 4.07±0.90 6.53±1.45 77.00±1.93 83.20±2.08 86.53±1.63 13.67±1.50 21.20±0.87 52.27±1.50 86.40±0.80 86.53±1.63
GAT 2.93±0.95 5.00±1.59 25.93±2.16 26.93±2.84 33.20±4.68 N/A N/A N/A N/A N/A

GraphSAGE 3.00±0.60 4.87±0.70 24.93±1.68 30.20±0.92 32.00±2.25 9.73±1.19 14.03±0.91 13.80±1.32 33.77±1.79 43.53±1.65

α
=

0
.2
5 GCN 5.00±0.92 8.00±1.83 70.67±1.27 90.80±0.72 94.13±0.61 17.33±1.62 30.87±1.75 64.67±2.34 93.47±1.03 92.27±0.61

SGC 5.40±2.31 8.73±0.70 85.80±1.00 89.67±1.30 93.13±0.64 14.33±1.62 27.73±1.10 61.67±1.21 91.07±1.42 89.33±0.90
GAT 4.73±0.50 5.80±0.72 32.53±0.83 34.40±1.71 41.20±0.69 N/A N/A N/A N/A N/A

GraphSAGE 3.93±0.50 4.87±0.50 28.40±3.20 36.2±1.06 39.73±1.42 12.10±0.87 17.30±1.48 17.27±2.29 37.70±2.07 49.00±0.70

TABLE IV: Attack Success Rate (%) on small-scale datasets (i.e., Citeseer and Pubmed) under various attack budgets ∆. Bold
indicates the best performance. (N/A: not applicable.)

∆ Model Citeseer Pubmed

RA DICE SGA PR-BCD Ours RA DICE SGA PR-BCD Ours

α
=

0
.1
0 GCN 2.30±1.99 2.30±3.98 11.74±1.78 13.79±3.45 13.79±3.45 2.05±1.31 1.78±0.93 16.91±0.66 23.85±2.66 25.06±1.27

SGC 0.00±0.00 0.00±0.00 10.71±0.00 17.86±0.00 17.86±0.00 0.88±0.89 1.47±1.02 19.47±0.00 19.76±0.51 19.76±0.51
GAT 0.00±0.00 2.15±1.86 3.23±3.23 8.68±6.63 8.68±6.63 1.52±1.39 4.26±5.23 16.65±3.86 21.49±4.85 19.66±2.55

GraphSAGE 0.00±0.00 1.11±1.92 2.22±1.92 6.75±0.13 5.67±4.05 0.30±0.51 1.79±0.86 5.99±1.79 7.49±1.95 7.19±2.27

α
=

0
.1
5 GCN 1.72±0.76 2.59±1.32 12.66±0.76 18.46±2.05 18.46±2.05 1.64±0.92 3.51±0.88 27.35±0.89 31.66±1.49 31.23±2.23

SGC 2.60±1.30 2.60±2.25 13.04±1.23 16.88±0.00 16.45±0.75 1.66±1.30 3.31±0.95 30.43±0.00 30.43±0.63 31.47±1.29
GAT 1.23±1.22 4.20±2.71 8.34±6.52 14.20±7.49 13.36±7.12 3.76±1.68 7.72±4.46 23.17±3.49 27.95±3.97 23.58±1.26

GraphSAGE 0.85±1.48 0.85±1.48 3.77±0.10 11.22±9.62 13.79±1.97 1.66±0.73 3.11±0.02 12.24±0.94 14.31±1.16 13.69±1.78

α
=

0
.2
0 GCN 0.86±0.86 2.03±1.00 12.95±2.74 20.16±3.83 19.29±3.82 1.60±0.54 6.55±2.31 35.54±0.13 40.48±1.25 40.49±0.98

SGC 2.67±0.02 1.19±0.52 11.91±0.51 16.62±1.35 15.73±0.48 1.24±0.61 3.53±1.10 39.15±0.00 40.92±0.31 40.74±1.40
GAT 2.24±2.35 4.24±2.89 9.06±5.76 17.36±7.96 14.27±5.33 3.06±2.06 8.23±3.87 28.50±5.31 32.44±3.01 30.28±1.88

GraphSAGE 1.41±1.29 2.76±4.07 5.69±1.26 15.68±1.87 14.23±1.54 1.07±0.54 2.32±1.10 13.77±1.24 17.35±1.57 16.09±2.21

α
=

0
.2
5 GCN 2.25±1.48 4.34±1.73 20.31±2.37 30.78±4.72 30.02±4.38 3.46±0.71 5.66±0.41 41.27±0.52 50.55±0.35 50.08±0.14

SGC 2.74±1.47 3.33±1.48 21.77±1.56 28.77±1.77 26.81±0.43 1.09±0.27 4.36±0.27 47.66±0.00 48.60±0.47 48.91±0.54
GAT 2.21±1.91 5.38±2.95 11.84±5.37 21.74±8.65 17.71±6.64 4.20±2.06 10.55±5.20 34.49±5.05 40.66±4.70 37.72±2.53

GraphSAGE 1.85±0.30 2.40±1.25 9.64±0.72 19.85±0.13 18.55±0.39 2.50±0.28 3.75±0.02 16.84±1.52 20.90±1.44 18.87±1.55

To evaluate performance, we employ the Attack Success
Rate (ASR) as the evaluation metric. ASR is defined as the
percentage of target nodes that are successfully misclassified
by the victim model after perturbation.

Parameter Settings. For the surrogate training phase of
LPSA, we empirically set the Gaussian noise scale to σ =
0.03 and the softmax temperature to T = 6. The trade-off
hyperparameter λ, which balances the classification loss LCE

and the smoothing regularization Lsmooth, is fixed to 1 across
all datasets. In the attack phase, the confidence threshold τ for
filtering candidate leaf nodes is set to 0.5. The search-space
block size B is set to 4,000. For fair comparison, we set the
block size of PR-BCD to the same value 4,000. For all other
baseline attacks, we adopt the default parameter settings as
recommended in the original papers [11], [14].

Implementation Details. To ensure a fair comparison,
we standardize the surrogate model architecture across all
methods. Specifically, we employ a 2-layer GCN with a hidden
dimension of 256 and a dropout rate of 0.5. All baselines share
the same pre-trained model weights θ, with the exception of
SGA, which adopts an SGC as its surrogate consistent with
its original implementation. For the optimization, the surrogate
models are trained using the Adam optimizer with a learning

rate of 0.01 for a maximum of 3,000 epochs, employing an
early stopping mechanism with a patience of 300. Notably,
when evaluating transferability across identical architectures
(e.g., GCN → GCN), the victim models are trained using
different random seeds from those of the surrogate models.
For the attack phase, iterative baselines (i.e. PR-BCD) are
run for 10 iterations to balance attack effectiveness and com-
putational efficiency. In contrast, LPSA achieves competitive
performance with a single iteration. Following the setting of
PR-BCD [9], the perturbation budget is adaptive to the node
degree, defined as ∆ = round(deg(vt) · α). For a reliable
evaluation, we report the mean and standard deviation over
three random seeds.

B. Performance Evaluation
We report the attack results of all baseline methods against

diverse victim models on diverse datasets. Tables III and IV
summarize the attack success rates of all methods across large-
scale and small-scale datasets, respectively, under various
attack budgets.

1) Comparison of Attack Effectiveness: Performance
Comparison on Large-scale Datasets. The attack results of
all baseline methods against diverse victim models on large-
scale datasets are reported in Table III. As shown in Table III,



TABLE V: Comparison of runtime (seconds) on a GCN
surrogate model.

Method arXiv MAG

Runtime (s) Speedup Runtime (s) Speedup

PR-BCD (I = 10) 0.95 1.0× 5.49 1.0×
LPSA (Ours) 0.20 4.75× 1.04 5.28×

LPSA achieves the best or comparable performance among all
the baseline methods for the large-scale datasets with lower
computational cost. We vary the attack budget from α = 0.10
to 0.25 to evaluate the attack effectiveness at different per-
turbation levels. Specifically, when attacking the GCN model
with α = 0.25, LPSA reaches an ASR of 94.13% on arXiv
and 92.27% on MAG. On MAG dataset, LPSA improves the
best competitor (i.e. PR-BCD) by 11.3% ASR against the
GraphSAGE model (α = 0.25). Even with a tighter budget
(α = 0.10), our method is competitive with the strongest
competitor. For instance, against SGC, LPSA improves the
ASR by 8.67% on arXiv and 3.13% on MAG compared
to PR-BCD. LPSA remains effective when attacking more
challenging victim models such as GAT and GraphSAGE,
achieving higher ASR than PR-BCD. We note that the absolute
ASR on GAT and GraphSAGE remains low, as their attention
and sampling mechanisms inherently mitigate structural per-
turbations. Nevertheless, LPSA consistently achieves relative
improvements over baselines by concentrating perturbations
on structurally asymmetric leaf nodes.

Performance Comparison on Small-scale Datasets. We
further evaluate the attack effectiveness on small-scale bench-
marks, including Citeseer and Pubmed, and report the results
in Table IV. Compared to traditional heuristic baselines (RA,
DICE) and greedy methods (SGA), optimization-based attack
(PR-BCD) achieve substantially higher ASR. On these smaller
graphs, iterative optimization method can exhaustively explore
the global search space, thereby establishing an empirical
upper bound for attack effectiveness. Despite operating on
a restricted leaf-prior search space and using only a single-
step gradient update, LPSA achieves statistically comparable
performance to PR-BCD across different victim models and
attack budgets. In most settings, the ASR of LPSA closely
matches that of PR-BCD, with differences falling within
one standard deviation, indicating no statistically significant
performance degradation. For example, on Citeseer against
GCN (α = 0.20), the results for PR-BCD (20.16% ± 3.83)
and LPSA (19.29% ± 3.82) show substantial overlap in their
performance variability. This pattern holds across a wide
range of perturbation budgets (α = 0.10 to 0.25) and victim
architectures, including GCN, SGC, GAT, and GraphSAGE.
Notably, while PR-BCD relies on iterative optimization to
gradually refine perturbations, LPSA reaches a similar per-
formance using a single-step gradient on a surrogate model.
These results demonstrate that LPSA can effectively approxi-
mate the upper-bound performance of strong iterative attacks
on small-scale datasets, while requiring substantially lower
computational overhead. Such statistical ties with PR-BCD
highlight the efficiency–effectiveness trade-off achieved by
LPSA, and motivate its application to large-scale scenarios
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Fig. 2: Attack success rate vs number of iterations for PR-
BCD compared to LPSA (single-step) on arXiv and MAG.

where iterative optimization becomes prohibitively expensive.
Overall, on small-scale graphs where iterative optimization
is feasible, LPSA achieves performance that is statistically
indistinguishable from the strong iterative baseline (PR-BCD),
while requiring only a single gradient step.

2) Efficiency and Scalability Analysis: We evaluate the
efficiency and scalability of LPSA in comparison with the it-
erative PR-BCD method. While PR-BCD achieves high attack
success rates through multiple iterative optimization steps, it
requires significant computational cost that grows with graph
size. In contrast, LPSA performs a single-step gradient update
within the leaf-prior subspace, drastically reducing runtime
and demonstrating strong scalability to large graphs. We report
the computational efficiency by measuring the average runtime
required to generate perturbations for a single target node. All
runtime experiments are conducted on an NVIDIA RTX 4090
GPU. As summarized in Table V, LPSA reduces runtime by
approximately 5× on both arXiv and MAG, corresponding
to an over 80% reduction in computational resources. This
efficiency advantage becomes increasingly critical on large-
scale graphs: while PR-BCD incurs substantial overhead due
to repeated forward-backward passes, LPSA achieves com-
petitive performance with a single backward propagation,
demonstrating strong scalability.

To further evaluate the attack efficiency, we visualize the
Attack Success Rate (ASR) against the number of optimization
iterations (I) in Fig. 2. As illustrated in Fig. 2, the attack
success rate of PR-BCD gradually improves as the number of
iterations (I) increases, indicating that its effectiveness relies
on repeated optimization steps. In contrast, LPSA achieves a
competitive ASR with a single gradient update, still matching
or exceeding PR-BCD at I=10 on both arXiv and MAG
datasets. This comparison highlights that LPSA effectively
approximates the performance of iterative attacks at a fraction
of the computational cost, which is particularly important for
large-scale graphs.

Overall, LPSA offers a computationally efficient approxima-
tion of upper-bound iterative attacks, achieving an improved
trade-off between effectiveness and computational cost. Its
single-step design ensures scalability to large-scale datasets,
making it practical for real-world adversarial scenarios.

C. Ablation Study

To investigate the contribution of each component in LPSA,
we conduct ablation studies on the arXiv dataset under



TABLE VI: Ablation study on arXiv dataset (α = 0.1).
Method GCN SGC GAT GraphSAGE

w/o Leaf-Prior 43.80±1.06 45.87±3.37 10.60±1.39 12.07±1.85
w/o Fine-tuning 63.40±2.42 62.20±2.25 15.20±0.72 15.53±1.14

LPSA 63.13±3.23 63.40±2.78 15.47±0.95 16.07±0.99

α = 0.10. We consider two variants: (i) w/o Leaf-Prior,
which maintains the same candidate set size but samples
perturbation nodes uniformly at random instead of restricting
them to leaf nodes; and (ii) w/o Fine-tuning, which generates
adversarial perturbations using a vanilla surrogate model with-
out manifold-smoothed fine-tuning. The attack success rates
(ASR) are reported in Table VI.

Effectiveness of the Leaf-Prior Subspace. As shown
in Table VI, removing the leaf-prior constraint results in
a substantial drop in attack success rate across all victim
models. For example, on GCN, the ASR decreases from
63.13% to 43.80%, indicating that randomly sampled nodes
are significantly less effective than leaf nodes. This supports
our insight that structural asymmetry renders leaf nodes partic-
ularly effective for attacks. By targeting this privileged subset,
LPSA bypasses inefficient global search while maintaining
strong effectiveness.

Impact of Score Matching Fine-tuning. We observe that
the vanilla surrogate achieves slightly higher ASR when
attacking GCN with the same architecture, which can be
attributed to its gradients being highly specialized to GCN’s
inductive bias. However, such architecture-specific gradients
exhibit limited transferability. By incorporating manifold-
smoothed fine-tuning, LPSA sacrifices a small amount of
specificity in the homogeneous setting (−0.27% on GCN) for
improved gradient transferability across heterogeneous victim
models (e.g., +1.20% on SGC and +0.54% on GraphSAGE).
Crucially, in a single-step attack setting where the perturbation
relies entirely on the gradient of the surrogate model, this
enhancement in gradient quality ensures reliable adversarial
edge selection across diverse architectures.

VI. CONCLUSION

This paper proposes LPSA, a highly efficient leaf-prior
structural attack framework for large-scale graph data. By
identifying the structural asymmetry and fragility of leaf
nodes, we design a leaf-prior perturbation space that substan-
tially reduces the complexity of discovering effective adversar-
ial edges. To improve gradient transferability in the single-step
setting, we further introduce a manifold-smoothed surrogate
fine-tuning strategy, which aligns adversarial gradients with
the intrinsic data distribution. Extensive experiments demon-
strate the effectiveness of LPSA across diverse datasets and
victim architectures. In particular, LPSA achieves competitive
or superior attack success rates compared to state-of-the-art
iterative baselines, while reducing runtime by approximately
80%, highlighting its strong efficiency–effectiveness trade-off
for large-scale graph attacks. Extending the theoretical analysis
beyond mean aggregation and to denser graph structures
remains future work.
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