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Abstract—Graph neural networks excel in classification and
prediction tasks but are highly susceptible to adversarial attacks.
Among attack strategies, graph injection attacks (GIA) are more
practical than graph modification attacks as they avoid altering
the original graph structure. However, existing GIA methods
often sacrifice stealth for effectiveness, making fake nodes easily
detectable and reducing their impact. To address this, we pro-
pose UNGIA, a steganographic GIA method. UNGIA employs
clustering to identify anchor nodes and an adaptive generator
to learn the feature distribution of original nodes, enabling
the creation of indistinguishable fake nodes. To preserve graph
homophily—the principle that similar nodes tend to connect—
potential links are established using a mask learning mechanism.
Additionally, a two-layer optimization framework is designed to
balance stealth and attack effectiveness. Experiments on Cora,
OGB-arxiv, and Reddit datasets demonstrate that UNGIA is
covert, effective, and transferable, outperforming state-of-the-
art methods in both effectiveness and adaptability. On average,
UNGIA further reduces classification accuracy by about 3.3
percentage points compared with the best baseline methods.

Index Terms—Graph neural networks, Graph injection attack,
Unnoticeable perturbations

I. INTRODUCTION

Graph Neural Network (GNN) is a deep learning model
specially designed for graph-structured data, which is widely
used in social networks, molecular structures, and knowl-
edge graphs. However, GNN is vulnerable to adversarial
attacks, such as modifying node properties or injecting fake
nodes [2, 4]. Adversarial attacks are mainly divided into graph
modification attacks (GMA) and graph injection attacks (GIA).
In contrast, GIA does not need to access raw data and is more
concealed, making it closer to real-life scenarios.

Prior GIA methods range from gradient-based (AFGSM [5])
and optimization-driven (NICKI [14], G-NIA [20]) to rein-
forcement learning-based approaches (NIPA [7], GA2C [8]).
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Recent works have focused on improving stealth by using
feature smoothing (Zou et al. [21]) or aligning with normal
node distributions (CANA [22]). However, many still strug-
gle to balance stealth and effectiveness, especially on large
graphs. While many GIAs prioritize attack success rates, they
often overlook imperceptibility, leading to more detectable
fake nodes. Chen et al. [23] highlighted that GIA’s flexibil-
ity disrupts graph homogeneity, reducing similarity between
neighboring nodes and increasing detection risks.

Crafting GIA strategies that are both stealthy and effective
remains a significant challenge. GIAs continue to face the
following issues: (1) Fake node feature confusion: Abnormal
features of fake nodes are easy to detect; (2) Homophily
Disruption: Injected nodes and their links often disrupt the
graph’s natural homophily (i.e., the property that nodes with
similar features or the same labels connect to each other),
making the perturbations structurally detectable and reducing
the attack’s stealth. Furthermore, with large data sets, the
effectiveness of GIA methods drop significantly under budget
constraints. In light of the aforementioned challenges, this
article aims to design a highly concealable GIA method aimed
at enhancing concealment while maintaining a high attack
success rate.

The main contributions of this work are as follow:
• To enhance the efficiency and effectiveness of the attack,

a clustering strategy was adopted to select representative
nodes as key inputs for model learning.

• To achieve a balance between homogeneity and attack
effectiveness while enhancing concealment, we propose
a two-layer optimized node generator with homogeneity
constraints. The generator is trained to learn the feature
distribution based on the original node features.

• The node generator employs a bi-level optimization
mechanism: the inner-layer optimization trains the agent
GNN model on the perturbed graph to minimize pre-
diction error, while the outer-layer optimization ensures
homogeneity and attack effectiveness when injecting fake
nodes and links, thereby reducing the risk of detection.

• The model demonstrates superior attack effectiveness on
both classic GNNs and defense models compared to the
baseline. It performs consistently well across multiple
datasets and exhibits significant advantages, including
strong transferability to large datasets, and on average



Fig. 1. Schematic diagram of UNGIA. Given an input graph G, target node selection is first performed by clustering. Then, the adaptive injection generator
fg generates a pseudo subgraph by performing link and mask learning through feature learning. This pseudo subgraph is injected into the original graph G to
obtain the enhanced graph G+. In the two-layer optimization process, the imperceptible loss is calculated by combining the GNN loss and the homogeneity
loss. Finally, train the agent GCN model fs based on the modified graph.

further reduces classification accuracy by about 3.3 per-
centage points compared with the best baseline methods.

II. METHODOLOGY

Figure 1 describes the specific construction process of
UNGIA. Specifically, we use a clustering approach to identify
representative nodes in the graph, which serve as anchors for
the links of the fake nodes. An adaptive injection generator
is trained to generate the initial features of the fake nodes
and potential links between fake and original nodes. Through
bi-level homogeneity constraint optimization, we balance ho-
mogeneity and attack effectiveness.

A. Anchor Node Selection via Clustering

To improve attack efficiency on large graphs, we avoid
random anchor selection. Instead, we identify structurally
representative nodes to serve as anchors for injected nodes.
The core idea is to find nodes that are central to a local com-
munity but are not overly prominent, making them effective
yet inconspicuous targets.

Let the graph be G = (A,X) with adjacency matrix
A ∈ {0, 1}|V |×|V | and node feature matrix X ∈ R|V |×d.
We first generate structure-aware embeddings using a GCN
encoder, Z = GCN(A,X), which captures both feature and
topological information. These embeddings are then grouped
into k clusters {C1, . . . , Ck} with corresponding centroids
{µ1, . . . , µk} using the K-means algorithm. The number of
clusters, k, is treated as a hyperparameter.

Within each cluster Ci, we define a score to evaluate the
suitability of each node vj as an anchor. Our goal is to avoid
nodes that are too central, as they are often core to the class
structure and well-defended. To mitigate this, we introduce
a degree-based penalty to our selection score. The score for
node vj ∈ Ci is defined as:

Score(vj) =
∥zj − µi∥22

(dj)p
(1)

where ∥zj −µi∥22 measures the distance from the centroid, dj
is the degree of node vj , and p is a hyperparameter controlling

Algorithm 1 Cluster-Based Node Selection
Require: Graph G = (A,X), budget b, clusters k, penalty p,

weight λ.
Ensure: Selected nodes S.

1: Z ← GCN(A,X)
2: {C1, ..., Ck}, {µ1, ..., µk} ← K-means(Z, k)
3: S ← ∅
4: while |S| < b do
5: for each cluster Ci do
6: for each node vj ∈ Ci do
7: Rep(vj)← λ · ∥zj − µi∥22
8: dj ← degree(vj)
9: Score(vj)← Rep(vj)/(dj)p

10: end for
11: vsel ← argminvj∈Ci

Score(vj)
12: S ← S ∪ {vsel}
13: end for
14: end while
15: return S

the penalty strength. This score favors nodes that are represen-
tative of their cluster (low distance) but not overly connected
(low degree). For each cluster, we select the node with the min-
imum score as an anchor: vselected = argminvj∈Ci

Score(vj).

B. Adaptive Injection Generator

Given the selected anchor nodes, we design an adaptive
generator fg , implemented as a two-layer MLP, to create a
budget of b fake nodes.

Feature Generation. The generator learns the underlying
feature distribution from the anchor nodes. To ensure the
generated features are inconspicuous, we enforce similarity
to the real nodes’ features via a feature similarity loss:

Lfeature =
1

b

b∑
i=1

∥∥xfake
i − x̄anchor

∥∥2
2
, (2)

where xfake
i is the feature of the i-th fake node and x̄anchor is

the mean feature vector of the selected anchor nodes.



Algorithm 2 Bi-Level Optimization Training for UNGIA
Require: Graph G, surrogate GNN fs, generatorfg , budget b.
Ensure: Optimized generator parameters θg .

1: Select anchor nodes using Algorithm 1.
2: for each training epoch do
3: // Upper-Level: Generate Perturbation
4: Generate fake node features and links using fg(θg).
5: Construct perturbed graph G′ = (A′, X ′).
6: // Lower-Level: Update Surrogate Model
7: Update θs by descending ∇θsLs(G

′, θs).
8: // Upper-Level: Update Generator
9: Compute Ltotal = Lattack + λLh + γLfeature.

10: Update θg by descending ∇θgLtotal.
11: end for
12: return θg .

Link Generation with Mask Learning. To form connec-
tions, the generator outputs a vector of logits for each fake
node. A Gumbel-Softmax trick is then used to sample a dis-
crete adjacency vector (a binary mask), effectively implement-
ing a mask learning mechanism. It allows for differentiable
selection of edges.

Overall Objective. The generator is trained to minimize a
composite loss function that balances attack effectiveness and
stealth:

Ltotal = Lattack + λLhomophily + γLfeature, (3)

where Lattack is the attack loss that drives the surrogate model
to misclassify nodes, and Lhomophily preserves structural and
feature similarity.

C. Bi-Level Optimization

To balance the conflicting goals of attack effectiveness and
stealth, we employ a bi-level optimization framework. The
inner loop optimizes a surrogate GNN model on the perturbed
graph, while the outer loop optimizes the generator.

Homophily Preservation Loss. To explicitly maintain
stealth, we define a comprehensive homophily loss Lh. This
loss encourages injected nodes to have features similar to their
new neighbors and ensures that new links do not violate the
graph’s existing homophily patterns:

Lh(G
′, G) =

∑
u∈Vinject

(
1− cos sim(X̃ ′

u, X
′
u)
)

+ βh

∑
(u,v)∈Einject

max(0, T − cos sim(X ′
u, X

′
v)),

(4)
where X̃ ′

u is the mean feature of u’s neighbors, and T is a
similarity threshold.

Bi-Level Training. In the lower-level, we train the surrogate
GNN fs to minimize the standard cross-entropy loss Ls

on the perturbed graph G′. In the upper-level, we optimize
the generator parameters θg to minimize the total loss Ltotal
(maximizing attack damage while minimizing stealth loss).
The detailed training process is summarized in Algorithm 2.

III. EXPERIMENTS AND COMPARISONS

This section evaluates the proposed method on large-
scale datasets and investigates three research aspects: (1)
the method’s effectiveness in performing undetectable node
injection attacks on GNNs; (2) the influence of the attack
budget on injection attack performance; and (3) the role of
adaptive node generation and selection modules in enhancing
attack performance.

A. Experimental Setup

1) Datasets: We use three graph datasets: Cora, OGB-
arxiv, and Reddit. Cora is a citation network dataset where
nodes represent research papers and edges indicate citation re-
lationships. OGB-arxiv is another citation network containing
paper metadata and node features based on text extraction. The
Reddit dataset originates from social networks, where nodes
represent posts and edges capture comment interactions. Table
I summarizes the statistics.

TABLE I
DATASETS STATISTICS

Datasets Nodes Edges Feature Classes
Cora 2,708 5,429 1,443 7

OGB-arxiv 169,343 1,157,799 128 40
Reddit 232,965 11,606,919 602 41

2) Baseline Methods: We compare UNGIA with the fol-
lowing state-of-the-art injection attacks:

• AFGSM [5]: Extracts attribute vectors using GloVe
embeddings, with node labels corresponding to Reddit
subreddits.

• G-NIA [20]: A single-node injection attack that leverages
optimization techniques to minimize node injections.

• TDGIA [21]: A directed injection attack for GNNs,
misclassifying target nodes by injecting fake nodes and
edges.

• NICKI [14]: Adds fake nodes based on inferred cate-
gory feature distribution to degrade GNN classification
performance.

3) Target Models: We evaluate the transferability of attacks
on diverse GNN architectures:

• GCN [10]: Basic graph neural network extracting local
structural information.

• GraphSAGE [19]: Generates embeddings via neighbor
sampling, efficient for large-scale graphs.

• GAT [24]: Introduces self-attention to assign different
weights to neighbor nodes.

• RobustGCN [25]: Enhances adversarial robustness by
adding noise and regularization.

• GCN-Prune [16]: Prunes redundant connections to im-
prove robustness.

• EGNNGuard: An advanced defense model incorporating
structural and feature constraints.



Fig. 2. Classification accuracy of different GIA models with and without GCN-Prune defense strategies. UNGIA maintains high attack efficacy (lowest
accuracy bars) even under defense, while baselines lose effectiveness.

TABLE II
THE ATTACK RESULTS (CLASSIFICATION ACCURACY %) ON THREE DATASETS. LOWER IS BETTER.

Dataset Method GCN GAT GraphSAGE RobustGCN GCN-Prune EGNNGuard

r = 3% r = 10% r = 3% r = 10% r = 3% r = 10% r = 3% r = 10% r = 3% r = 10% r = 3% r = 10%

Cora

clean 81.89 81.89 81.34 81.34 80.78 80.78 86.78 86.78 79.63 79.63 81.61 81.61
AFGSM 80.56 77.82 86.38 87.29 83.92 82.32 84.55 83.82 81.47 80.79 81.12 80.34
GNIA 79.49 76.10 84.48 84.13 83.38 83.09 84.44 83.98 81.10 80.45 80.93 79.97
TDGIA 74.68 71.23 74.23 74.02 74.63 73.12 83.75 83.55 78.36 77.68 77.91 76.85
NICKI 72.09 70.03 70.00 73.45 75.56 70.06 84.92 83.31 78.59 77.38 55.15 45.23
UNGIA 71.37 67.47 72.33 70.13 73.16 69.73 83.09 81.24 77.22 75.19 62.47 49.38

OGB-arxiv

clean 70.86 70.86 73.28 73.28 71.93 71.93 72.19 72.19 68.34 68.34 72.65 72.65
AFGSM 69.83 67.47 71.55 70.23 71.19 69.81 71.54 70.07 67.71 66.35 67.33 65.98
GNIA 70.24 68.93 71.88 70.57 71.33 70.02 71.70 70.22 68.03 66.72 67.89 66.54
TDGIA 68.40 64.89 70.14 68.83 68.76 69.16 67.00 63.62 67.34 65.99 66.88 65.20
NICKI 68.14 65.15 70.21 67.73 67.99 66.41 69.79 64.31 68.16 66.80 72.86 64.03
UNGIA 67.74 63.20 69.11 66.80 66.82 64.37 66.51 62.59 66.02 61.48 70.44 65.14

Reddit

clean 94.48 94.48 91.29 91.29 96.43 96.43 95.03 95.03 91.20 91.20 91.57 91.57
AFGSM 93.12 91.14 89.79 88.21 95.25 93.48 93.64 91.56 90.14 88.29 90.47 88.55
GNIA 92.35 90.42 89.11 87.49 94.46 92.70 92.97 90.82 89.43 87.66 89.91 88.01
TDGIA 91.76 88.98 88.62 87.02 91.18 92.21 92.42 90.35 89.01 85.72 88.62 84.91
NICKI 92.28 88.67 90.41 86.40 92.49 81.52 90.12 85.61 89.93 87.14 87.21 86.23
UNGIA 88.57 83.02 88.73 84.80 88.03 77.60 86.99 82.35 84.92 79.96 83.57 79.42

4) Parameter Settings: In our experiments, a two-layer
GCN is used as the surrogate model and a two-layer MLP
is deployed for the adaptive generator, both configured with
hidden dimensions of 32. The internal iteration count, N , was
fixed across all trials. The hyperparameters β and T were
fine-tuned through grid search. Specifically, the T values were
set to 0.5, 0.5, and 0.8 for the Cora, Reddit, and OGB-arxiv
datasets, respectively. Each model undergoes 10 evaluations,
and the average accuracy is reported. All computational ex-
periments were performed on an Nvidia RTX 4090 GPU with
24GB of memory.

B. Results Analysis

1) Overall Attack Performance: Table II demonstrates UN-
GIA’s superior attack performance. For instance, UNGIA
outperforms the state-of-the-art method NICKI on the Reddit
dataset by reducing the accuracy to 83.02% (GCN, r = 10%),
highlighting its effectiveness.

2) Attack Transferability: The transferability of UNGIA
across different GNN architectures and datasets is evident from
Table II. It consistently achieves greater accuracy reductions
compared to baseline methods on GraphSAGE and GAT,

underscoring its strong adaptability and effectiveness across
diverse scenarios.

3) Attack Performance under Robust Model: Experiments
using RobustGCN reveal that although the effectiveness of
all attack methods decreases in adversarial settings, UNGIA
consistently achieves the lowest classification accuracy. This
indicates its robustness and adaptability even against advanced
defense mechanisms.

4) Ablation Study: To evaluate individual component con-
tributions, we performed an ablation study on the Reddit
dataset (GCN, r=10%), summarized in Table III. Removing
clustering slightly reduces stealth, indicating its role in struc-
turally sound anchor selection. Disabling adaptive features
or link masking further degrades unnoticeability. Crucially,
removing the homogeneity loss (Lh) drasticallly reduces ho-
mophily, confirming Lh’s vital role in ensuring unnoticeability.

C. In-depth Analysis

1) Attack Performance under Defense Mechanisms: We
further evaluated UNGIA against GCN-Prune defense. Table II
illustrates the impact of defense strategies. Despite the signifi-
cant reduction in attack effectiveness for other models, UNGIA



(a) Cora (b) OGB-arxiv (c) Reddit
Fig. 3. Impact of different attack budgets (r) on the performance of GCN across three datasets.

(a) Feature Distribution (b) Structural Distribution

Fig. 4. t-SNE visualization of node embeddings in the Reddit dataset. The injected fake nodes (black points) are strategically located at decision boundaries.

maintains high efficacy. As shown in Figure 2, we visualized
the attack success rate comparison. UNGIA maintains a low
accuracy (high success rate) even when the defense is applied,
demonstrating its resilience.

2) Budget Analysis: We analyzed the scalability by varying
the injection budget. As shown in Figure 3, UNGIA achieves
notable improvements with increasing attack budgets. Its per-
formance is particularly significant at a 10% budget, where it
consistently outperforms baseline models across all datasets.

3) Visual Analysis of Injected Nodes: To intuitively verify
the ”camouflage” capability, we visualized the node embed-
dings using t-SNE. As shown in Figure 4, the injected fake
nodes (black points) are strategically located at the decision
boundaries between classes rather than being isolated outliers.
This ”boundary bridging” behavior makes them difficult to

TABLE III
ABLATION STUDY ON REDDIT DATASET (GCN, r = 10%)

Method Configuration Acc (%) ↓ Homophily ↑

Clean Graph 94.48 0.85
UNGIA (Full Model) 83.02 0.75
w/o Clustering 84.55 0.72
w/o Adaptive Features 85.20 0.67
w/o Link Masking 84.78 0.61
w/o Homogeneity Loss (Lh) 82.45 0.53

detect.

4) Homogeneity Analysis: Finally, we quantitatively ana-
lyzed the stealthiness. As shown in Figure 5, the homophily
distribution of the graph attacked by UNGIA (d) almost
perfectly overlaps with the original graph. In contrast, base-
lines create structural anomalies. This confirms that UNGIA
preserves the macroscopic properties of the graph.

Fig. 5. Homogeneity analysis of baseline models and UNGIA. The orange
area represents the clean graph, and the blue area represents the poisoned
graph. UNGIA (d) shows almost perfect overlap, indicating minimal structural
perturbation compared to baselines.



IV. CONCLUSIONS AND FUTURE WORKS

This paper’s empirical verification shows that existing node
injection attacks usually require a high attack budget, but can
be mitigated by effective strategies. To this end, this paper
proposes a new framework for implementing imperceptible
graph injection attacks under budget constraints. Specifically,
a node selection algorithm is designed to select representative
and diverse nodes, improve attack efficiency, and assist feature
learning. At the same time, an adaptive generator with imper-
ceptibility constraints is introduced, making the injected nodes
difficult to be discovered. Large-scale dataset experiments
show that this method achieves good attack performance on
multiple target GNN models. Future research will focus on
developing defense strategies against imperceptible injection
attacks.
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