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Abstract—This paper explores the use of server learning for
enhancing the robustness of federated learning against malicious
attacks even when clients’ training data are not independent and
identically distributed. We propose a heuristic algorithm that uses
server learning and client update filtering in combination with
geometric median aggregation. We demonstrate via experiments
that this approach can achieve significant improvement in model
accuracy even when the fraction of malicious clients is high, even
more than 50% in some cases, and the dataset utilized by the
server is small and could be synthetic with its distribution not
necessarily close to that of the clients’ aggregated data.

I. INTRODUCTION

Federated Learning (FL) has emerged as a means of dis-
tributed learning using local data stored at clients with a
coordinating server. Recent studies showed that FL can suffer
from poor performance when training data at the clients are
not independent and identically distributed (IID) and more
severely so under Byzantine attacks, where malicious partici-
pants can disrupt training by injecting faulty updates.

In general, there are two main strategies to enhance the
robustness of FL against Byzantine attacks. The first is to use
robust aggregation techniques, e.g., coordinate-wise trimmed
mean or geometric median, to mitigate the impact of malicious
updates [1], [2]. This approach relies on a key assumption
that the fraction of malicious clients is always less than a half
and usually an upper bound on this fraction is available. The
second approach is to use auxiliary information to filter out
potentially malicious updates before the model aggregation
step. This relies on quality auxiliary information, such as
additional data available at the server [3].

Recently, [4] proposed an approach to improving FL on
non-IID client data using server learning (SL) even when the
server dataset is small and not necessarily close to client data
distribution. Updates from malicious clients can be viewed as
those from out-of-distribution and, hence, SL has the potential
to improve the overall performance. A natural question is
the following: Can SL improve the robustness of FL against
Byzantine attacks? We propose to use both SL and filtering in
combination with geometric median aggregation to improve
the robustness of FL on non-IID data and under Byzantine
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attacks. Our experiments show that such combination can
achieve significant improvements in model accuracy even
when the fraction of malicious clients is high and the dataset
utilized by the server is small and its distribution differs from
that of the clients’ aggregate data.

The proposed approach integrates two key methods to
enhance the robustness of FL against Byzantine attacks, par-
ticularly in non-IID settings: the use of a server-side dataset
for learning and filtering, and the application of robust aggre-
gation mechanisms. This positions our work at the intersection
of several active research areas in FL, as briefly outlined next.

Byzantine-Robust Aggregation Rules: A primary line of
defense against Byzantine attacks involves developing robust
aggregation rules at the server to mitigate the impact of ma-
licious model updates. Early and prominent methods include
Krum and Multi-Krum, which select a singe client update that
is closest to its neighbors [1], and coordinate-wise median
and trimmed mean, which are robust to outliers in individual
dimensions of the model update vector. Our approach utilizes
geometric median, a well-established robust aggregator that
can tolerate up to half of the clients being malicious [2]. More
recent work continued to refine these aggregation strategies.
However, a key limitation of relying solely on aggregation is
the assumption that malicious clients constitute a minority, a
condition that may not hold in all scenarios. The proposed
approach aims to overcome this by integrating SL.

Filtering Malicious Updates: Another strategy to defend
against Byzantine attacks is to filter out malicious updates be-
fore the aggregation step. This can be achieved through various
techniques, including anomaly detection and clustering-based
approaches that identify and exclude suspicious updates [5].
Another approach in [6] aims to detect malicious clients based
on their model-updates consistency, which could be ineffective
against data poisoning, especially in non-IID settings. The
study in [3] assumes that a server uses a small dataset with the
same distribution as the global training data for filtering. Some
methods leverage similarity metrics, such as cosine similarity
between client updates and a reference model, to identify and
discard malicious contributions [7]. Our work explores two
filtering techniques: an angle-based filter, which is a form of
similarity check against the server model’s gradient, and a loss-
based filter inspired by prior work, which assesses a client’s
update based on the server’s loss function.

FL with Server Data: The concept of leveraging a dataset
at the server is a promising direction for improving FL, espe-
cially in non-IID environments. A server-side dataset can be
used for various purposes, including regularization, knowledge
distillation, and as a reference for detecting malicious behavior
[8]. In some approaches, the server is treated as a special
learning client. In contrast to work that assumes that the server



data has the same distribution as the client data, we consider a
more realistic scenario where the server’s dataset can be small,
synthetic, or have a different distribution. It builds on the idea
that even a small, imperfect dataset at the server can guide the
global model toward a better solution and aid in identifying
harmful updates. This is particularly relevant in the context of
Byzantine attacks, where malicious updates can be viewed as
extreme cases of out-of-distribution data.

The novelty of our work lies in the synergistic combination
of these three areas. By using the server’s model not just for
regularization but also as an active component to filter mali-
cious updates, the proposed method can achieve an “honest
majority” condition even when more than half of the partici-
pating clients are malicious. This integration of SL with robust
aggregation and filtering presents a complementary approach
to enhancing reliability of FL under Byzantine threats. We
focus on presenting our method and experimental results in
this paper, deferring theoretical analysis to future work.

The rest of the paper is as follows. The problem formulation
and our proposed approach are given in Section II. The main
algorithm is described in Section III, followed by experimental
evaluations in Section IV.

Notation: For an integer n > 0, let [n] := {1,...,n}. For a
finite set D, |D| denotes its cardinality. For z€R", ||z|| denotes
its 2-norm. The inner product of = and y is denoted by (x, y).

II. PROBLEM FORMULATION AND OUR APPROACH

A. Problem Formulation

Consider N clients with their datasets denoted by {D;}¥ ;.
Each client i uses fi(z) = 2~ Y, cp, £(z,s) with n;=|D;| as
the local loss function over dataset D; under a model z and
sample loss ¢. The goal of FL is to find

vt €argmin F(x) = Y pifi(x), (1)
]

€ERd
” 1€[N

where (p;);c|n) is a probability vector, which is usually given
by p; = % for all i € [N] with n = }_, ;7. The main
role of the server is to coordinate clients’ learning, but it can
also incorporate additional regularization as follows:

min yfo(z) + F(z) 2)
zER4

where fj is the regularizer. We are interested in the case where
there are malicious clients, denoted by B, whose goal is to
prevent honest clients from learning a good model by injecting
bad updates in the FL process. Additionally, the server has
access to some related representative data, denoted by Dy,
which could be synthetic or real data collected either from
test clients or beta users, and uses it for learning with a loss
function fo(x) = n—lo > sep, Uz, 8). Thus, our goal becomes

min 7 fo(z) + F'(z), 3)
z€RC

where F'(z) = Eie[N]\B pifi().

B. Proposed Approach

We will use server data not just for filtering but also for
learning to enhance the robustness of FL. The main idea is
that when the distribution of server data Dy and that of honest
clients D' = Usen\sD; are close, server’s loss function fo
will be similar to the overall loss £’ in (3). Thus, when far
from convergence, the gradient V f, will more or less track the
global gradient VF’, even when individual clients’ gradients
V f; including malicious ones do not follow VF” closely. This
fact can be employed in two ways. First, updates from clients
that significantly increase or do not improve server’s loss fj
can be regarded as unuseful or malicious and thus should
be filtered out. Second, when the updated model obtained
by aggregating client updates does not make much progress,
V fo will help improve the updated model. In fact, as shown
in [4], significant improvements can still be achieved even
when the distributions of Dy and D’ are not very similar as
long as their difference is small in relation to the divergence
in the distributions of clients’ datasets; this will likely hold for
malicious clients. By treating the server as an honest learner
and implementing incremental server filtering and learning, we
can effectively achieve an “honest majority”, even when the
number of malicious clients exceeds half. Our approach can
be considered as a combination of [4] and [3].

III. MAIN ALGORITHM

Our approach, termed RoFSL, is presented in Algorithm 1.
Lines 1-7 of RoFSL follow the FedAvg algorithm [9], where
in each global round ¢, a selected client ¢, if not a malicious
one, receives the current global model z,; from the server,
performs K steps of the Stochastic Gradient Descent (SGD)
algorithm using its local data D; (LOCALSGD), and returns
to the server its latest update. On the other hand, if client ¢
is malicious, its reported update can be anything. The server
then combines all received updates using a robust aggregation
and uses the resulting model to learn locally by performing
K steps of LOCALSGD. We now describe these steps of our
algorithm RoFSL in detail below.

1) Robust Aggregation: As we mentioned above, when far
from convergence, the gradient V fy will more or less track
the global gradient VF’. This fact can be employed to filter
out updates from malicious clients using the following ideas.

a) Angle-based filtering (AF): Client updates Axgl) that
are too far from the direction of —V fy(z;) deem unuseful or
likely malicious. This can be done by using a threshold a on
their cosine similarity, defined as cos_sim(z,y) = (@) oy

I EIET]
any z,y € R%. For S C [N], define

AFL(S):={ieS: cos_sim(Az), —Vfy(z)) > a}.

Choosing an appropriate threshold is difficult: a large o may
exclude benign updates, while a small « risks including mali-
cious ones. Since this filter only considers direction, malicious
clients could use large updates near the threshold to disrupt
convergence. Thus, we adopt a loose threshold such as o = 0
combined with robust aggregation to ensure effectiveness.



b) Loss-based filtering (LF): Define the following score
seff) (@) = ~(8a21), V fo(x) - pl| Az

as a second-order approximation to fo(z) — fo(z + Az(®),
i.e., the improvement of the server loss when using client i’s
model. This score is related to the cosine similarity in AF
through the inner product term. But, it also takes into account
the magnitude of the update penalizing large deviations via
—p||Az™||2. This score is also related to the stochastic
descent score in [3], where the authors consider Az(®) to be
(negative of) the stochastic gradient of client ¢, normalized to
have the same norm as V fy(x), and use a fixed threshold € to
filter clients’ models based on their scores, e.g., SCE)Z) (z) > —e.
Again, choosing a suitable threshold € (even just the range
of it) is nontrivial as the fraction of malicious clients and
the non-IIDness of client data are unknown. In our case,
we allow Az to be the client update (after a number of
local training steps without normalizing) and consider their
scores as defined above for filtering. In general, one could
consider clustering the scores, but for simplicity, we filter out
a fixed fraction of updates with the lowest scores, denoted by
6 € (0,1), in every round. Specifically, for any set S, we first

sort sei () < sl (z) < ... < scﬁ,i‘s')(x) and then find

LEp,0(S) = {ifox|s1s-- -5} C S

as the set of accepted clients. For example, choosing § =
0.5 removes half of the sampled clients in each round if we
believe that the majority of clients is honest. Of course, it
is unlikely that the fraction of malicious clients is known in
advance and this assumption may not hold. Furthermore, even
if the fraction of malicious clients is known and less than 0.5,
since S is randomly selected in each round, the majority of
sampled clients in a round can be malicious. Thus, a robust
aggregation step is still needed after this filtering step.

c) Model aggregation: We chose geometric median as it
has been shown to be relatively robust, despite the server’s
increased computational cost. In fact, although

GeoMed(z;,7 € S) € argmin, Y, s [l — x|

has no closed-form solution, an approximate solution can
be computed efficiently using numerical methods such as a
Weiszfeld-type algorithm [2] or an interior-point method [10].
d) Norm clipping: Even with filtering and robust ag-
gregation, malicious updates can still negatively influence the
combined model if they constitute a majority. Thus, a clipping
step is applied after aggregation to restrict potential damage:
Clip,(z) = min (1,7/||z[|) x @, where 7 > 0 is a clipping
parameter set by the server. This is different from gradient
clipping in local training steps of the clients. It also presents
a similar trade-off for robustness as choosing conservative 7
would also limit the contribution of honest clients. Our aim
is to use SL to offset such a limit. As a result, line 7 of our
algorithm (RoFSL in Algorithm 1) performs the following:

RobustAggr = Clip, o GeoMed o Filter,

where Filter can be AF,, LF, 4, or OF (neither).

Algorithm 1: ROFSL: Robust FL via Server Learning

Server:initial zo, learning rates 74, 70, no. steps Ko, weight y
Clients: learning rate 7;, no. steps K

1 fort=0,...,7T—1do

2 sample a subset S of clients

3 broadcast x; to clients in S

4 forall clients i € S do

i L 1 Di,,,[(7
<)<_{00aSG(f e, m, K)

1¢ B

5 o .
Attack i1€B

6 upload z{" — Server

7 Ty < RobustAggr(mgi),i S S)

8 Ti41 < LocalSGD(’yfo,i't,no,Ko)

LocalSGD(f,z,n, K):
9 Yo <— T
10 for k=0,..., K —1do
11 L 9(yx) < unbiased estimate of V f(yx)
2| yksr < Yk — 19 (Yk)

13 return: yx

2) Server Learning: In the case without attacks, [4] shows
that SL can significantly improve convergence. In the presence
of Byzantine clients, we believe the role of SL is even more
significant as it can be viewed as an honest learner providing
(i) a direction for update filtering as shown above and (ii)
enhancement to model convergence. More importantly, by
employing incremental SL, we can practically achieve the
“honest majority” condition without requiring more than half
of the clients to be honest. Since the server data can be small
and different from the aggregated data distribution of honest
clients, we do not want to over-utilize SL to avoid overfitting
server data; this can be achieved by tuning the weight
in (3). In addition, we impose the same norm-clipping step
at the server to further limit such overfitting while providing
enough room for the server’s update to act as correction to
the aggregated model from clients. Finally, SL in [4] adopts
a “pseudo-gradient” step with a step size of 1y > 1 using the
averaged update from clients prior to the SL steps, namely,

T 4w+ g st — ) /|S].

In Algorithm 1, we ignore this “pseudo-gradient” step (by
setting 17, = 1 and using RobustAggr described above)
because we believe it can potentially amplify the effect of
malicious updates and reduce the robustness of the algorithm.
We will illustrate this point in our experiments below.

IV. EXPERIMENTAL RESULTS

We illustrate the benefits of RoFSL through experiments us-
ing EMNIST [11] and CIFAR-10 [12]. We evaluate robustness
under non-IID settings while varying the fraction of Byzantine
clients performing an equal mix of sign-flipping and label-
flipping attacks. Sign-flipping directly corrupts model updates,
while label-flipping represents a data-poisoning attack whose
biased updates are harder to distinguish from honest ones in
the presence of non-IID data. By combining these comple-
mentary attack types and varying the Byzantine fraction, we
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Fig. 1. Left: EMNIST training examples. Right: Server’s synthetic examples.

Fig. 2. Left: CIFAR-10 training examples. Right: Server’s STL-10 examples.

obtain a comprehensive and realistic assessment of robustness
across both data heterogeneity and adversarial intensity. More
experimental results can be found in [13].

A. Setup

1) Data: For CIFAR-10, we use 50k samples for training
and 10k for testing. For EMNIST, we use a balanced dataset
with 45 classes, 108k samples for training and 18k for testing.
Training data is split among clients in a non-IID fashion.

For server, we consider synthetic data or data from a
different source: for EMNIST, we provide the server ng = 900
synthetic examples by generating for each label class 20
images of the corresponding letter or number using a cursive
font with 5 rotation angles {—20, —10,0, 10,20} and 4 sizes;'
see Fig. 1 for a comparison of this synthetic data and EMNIST.
We note that many classes in the balanced EMNIST dataset
include both upper-case and lower-case letters whereas the
synthetic data at the server only contains a single case for
each class (e.g., J and M shown in Fig. 1). For CIFAR-10,
we collect ng = 900 images from the dataset STL-10 with 9
similar label classes as in CIFAR-10, each with 100 examples;2
see Fig. 2 for an illustration of this data, and note that the class
frog is absent in STL-10.

In both cases, the server data exhibits shortcomings of
synthetic data that one often expects in practice, namely
limited quantity, different distributions, and possibly missing

'We first plot each character or number in a 2 inch x 2 inch figure using
font sizes {100, 110, 120, 130} in points with each point equal to 1/72 inch,
and then resize it to a 28 pixel x 28 pixel figure.

2Data available at: https://cs.stanford.edu/~acoates/st110/

data or partially correct labeled data. We do not attempt to
improve the quality and quantity of server data; our goal is to
examine the benefits of SL when it is performed on data with
a significantly different distribution than that of clients’ data.

2) Models: We use simple neural networks with 2
convolutional layers (with a kernel size of 3 and padding=1)
and 2-3 dense layers. All layers use ReLU as activation
functions except for the last dense layer that uses softmax.
For EMNIST dataset, we use Conv2d(1,32)-Conv2d(32,64)—
MaxPool2d(2)-Dropout(0.25)-Dense(128)-Dropout(0.5)-Dense(45),
and for CIFAR-10, Conv2d(3,32)-MaxPool2d(2)-Conv2d(32,64)—
MaxPool2d(2)-Dropout(0.25)-Dense(128)-Dropout(0.5)-Dense(10).
Note that these models are by no means the state-of-the-art.

3) Attacks: In each run, we assign a fraction 3 of clients,
selected uniformly at random (u.a.r.) without replacement to
be attackers and consider an equal mix of 2 attack types,
namely sign-flipping and label-flipping, denoted by B, and 5;,
respectively. This ensures that the robust aggregation method
is not tuned or accidentally specialized to a single type.

a) Sign-ﬂé'pping: Attackers train their models as usual
to obtain Axtz? but send server Azl —v Az, or
equivalently, 7" = 2, — v;Az{", where v; > 0 controls the
strength of the attack selected v.a.r. in [0.1, 10.1] for all ¢ € B;.

b) Label-flipping: Attackers shift their (encoded) labels
by 1 (i.e., class ¢ — ¢+ 1) and scale their learning rate by a
factor v; selected v.a.r. in [0.1,2.1] for ¢ € B;. In each round,
attackers train their models and return their updates.

4) Implementation and Evaluation: We partition training
data roughly evenly among N clients but control their non-
IIDness by selecting the Dirichlet distribution parameter in
{0.1,0.3}; here N = 450 for EMNIST and N = 1000 for
CIFAR-10. In each round, only S = 20 clients are sampled
u.a.r. without replacement. Honest clients sampled in each
round train their local models for E. = 2 epochs on their
local data with batch size B, where B = 50 for EMNIST
and B = 25 for CIFAR-10. The server also updates its model
for £y = 2 epochs using batch size By = 180 (i.e., 10 local
steps per round). Additionally, for local training, we use cross-
entropy loss with a weight decay of 10~* for EMNIST and
10~2 for CIFAR-10. We employ the usual SGD method with a
fixed learning rate 7 = 0.1 in all cases. The number of global
rounds is set to be 500 for EMNIST and 1500 for CIFAR-10.

For our robust aggregation step, we use the following
parameters as default: a = 0 for AF,, (p,0) = (0.1,0.5) for
LF,0, and 7 = 1 for C1ip,. For GeoMed, we use the smooth
version of Weiszfeld’s algorithm in [2] with a maximum of 4
steps and a relative objective error of 10~ as stopping criteria.

Finally, we use accuracy as the main metric as test data is
balanced. Reported numbers are the averages of 3 runs and a
rolling window of size 20 for EMNIST and 50 for CIFAR-10.

B. Results

We first verify that training on the server data alone does
not provide significant benefits by using a grid search with
bach sizes {100, 200}, learning rates {0.002,0.005,0.01,0.1},
epochs {200,400}, and optimizers {SGD, Adam}. The highest
test accuracy is about 22% for both datasets. In experiments



TABLE I
ACCURACIES AFTER 500 ROUNDS FOR EMNIST AND 1500 ROUNDS FOR CIFAR10 WITH DIFFERENT PARAMETERS OF SERVER LEARNING 7,
BYZANTINE FRACTION 3, AND FILTERING: NO FILTER (0OF), ANGLE-BASED FILTER (AF), AND LOSS-BASED FILTER (LF).

EMNIST H 8=0 H 8=03 H 8=06
SL v OF \ AF \ LF oF \ AF \ LF oF \ AF \ LF
0.0 || 84.96+0.15 | 8346057 | 84111026 || 81.47 1058 | 69.1214.33 | 67.07+464 4.78 1502 14311353 | 2.2210.00
g .05 || 84.8910.15 | 84.28.0.17 | 83.7040.35 81.6840.50 | 82.251 024 | 83.4540.18 7.53+2.69 29.0343.00 | 74414215
H | 01 || 84914011 | 84101021 | 83454020 || 81.7410.42 | 82571026 | 83.3440.14 7804077 | 37671450 | 77.3241 51
A 0.2 84.8210.17 | 84.00+0.18 | 83.38+0.25 81.614+0.44 | 82.08+0.24 | 83.29+0.97 8.01+2 82 48.941 4 00 | 76.9312 02
E 0.5 || 84.83+0.12 | 83.8910.26 | 83.1710.19 || 81.47 1033 | 81.3410.37 | 83.0810.25 8911552 | 42.891073 | 76.441 936
é 1.0 || 84.7840.11 | 83.68+0.25 | 83.17+0.25 || 81.5310.35 | 80.60+0.41 | 83.0240.24 9114302 | 41314210 | 75914266
= 2.0 84.7840.11 83.6210.25 | 83.1840.28 81.441037 | 80.79+0.36 | 83.05+0.20 89413 03 39.544 265 | 75.9612 47
0.0 || 85.7540.14 | 84.07+0.44 | 84.93 1026 || 82.954+0.48 | 71.074+504 | 71.4046.77 4.1443 76 19.03 1584 2.2240.00
g .05 || 85.7410.12 | 85131025 | 84.9210.15 82.8510.57 | 83.7T310.28 | 84.6710.19 5.8814.12 30914758 | 20.7316.22
H | 0.1 || 85.6540.10 | 85.03:0.26 | 84.7410.20 || 82.8710.31 | 83.67r025 | 84.5640.18 6.0143.96 | 31.6910.02 | 74.6644 55
2102 || 85.6310.10 | 84.29. 03> | 84.6110.15 82941025 | 81.704+0.41 | 84.53+0.16 6.37+3. 39 52.9045.02 | 79.86+1.85
E 0.5 || 85.5240.10 | 68.39+0.42 | 84.5540.13 || 82.82+10.22 | 35.05410.24 | 84.37+0.14 6.521350 | 20.53+0.00 | 79.2242 07
€ | 1.0 || 85491000 | 61115015 | 8448000 || 82.801021 | 35565000 | 84390014 || 6750007 | 20205000 | 79.59:0 47
2.0 || 8548005 | 82921005 | 84.5210.16 || 82731025 | 52701034 | 84331014 6.60+4.00 | 23.8710.00 | 78.79+2.62
. 0.0 71.4010.60 | 61.87+2 .04 67.38+1.13 61.36+1 51 43.63+3.61 52.0342 .35 11.78 41 50 11.0741 51 11.81+0.05
g .05 || 71.6010.44 | 69.3210.51 | 68.36+1.06 62.0740.01 | 62.38 41,76 | 65.68 11 28 12.041 1 32 | 12.1841.69 | 35.9512 .69
H | 01 || 71064034 | 68.700.87 | 67771065 || 61.53+1.15 | 61.811 .40 | 64.724 08 12611116 | 16.09410.95 | 44.60+4 52
g 0.2 || 70.83+0.38 | 68.04+0.50 | 66.88+0.72 || 60.93+0.97 | 59.3141 .90 | 62.13+10.84 || 13.0141 45 | 14.1141 51 | 38.54+464
; 0.5 69.97+0.45 | 67.11+1.00 | 65.97+0.93 60.08+1. 15 | 58.89+0.84 | 62.10+1 02 12.50+1 .40 14.67+0.78 | 35.44.13 30
£ | 1.0 || 69.1810.43 | 66.4250.75 | 65.8310.51 || 60.0111.05 | 57.3341.55 | 61.6940.08 || 12451118 | 16.1641.81 | 35.1145.31
S | 20 67.68+10.60 | 64.82:0.92 | 64.06L0.03 || 581441 02 | 56.06+1 13 | 59.61+050 || 12.6541.30 | 17.7041.79 | 32.9613 12
0.0 || 73.824+0.37 | 69.28 069 | T1.7240.76 || 66.1241.17 | 43.18 4794 | 56.56.1 7 75 8981158 | 13114006 | 9.8710.97
g .05 || 74.1040.11 | 72.85:0.34 | 7T1.63+0.54 || 66.3241.11 | 67.3410.01 | 70.27+0.46 9.2741 .39 10941504 | 53.58+:5.77
H 0.1 73.53+0.10 | 72.03+0.20 | 71.53+0.41 65.4910.76 | 66.75+0.52 | 69.8840.52 9.89+1.34 12.3742.08 | 52.8946.79
g 0.2 72.8910.00 | 71.3510.35 70.93 1025 64.68 1095 | 64.49+0.06 | 67.9710.76 10.14 11 14 11.6041 81 42.74 1 5 94
; 0.5 || 72.60+0.14 | 70.70+0.50 | 70.38:0.35 || 64.201082 | 62.66+1 67 | 66.971 057 || 10.06+1 20 | 12.65171 36 | 43.261 536
& | 1.0 || 721140.07 | T0.13+0.66 | 69.5240.40 || 64.1840.70 | 624241 .44 | 66.49-0.40 9.77+1.40 | 12.80+1.81 | 39.27+6.68
S 2.0 70.71 41011 69.0210.45 67.97 1058 63.2110.80 61.8411 11 64.6110.60 9.6211 36 14.43 13 44 39.821 4 03
below, we ignore this pretrained model to avoid potential EMNIST with y = 0 CIFAR-10 with y=0
overfitting on server data, start with a random model and use o0
SGD. We vary the SL parameter v € [0, 2] and the fraction of 60 -
malicious clients § € [0, 0.6]. The results are given in Table 1. S 60+
1) SL without Server Filtering (SF): Without attacks, i.e., E 104 40 \
B =0, adding SL does not seem to improve accuracy. This is 3
because of the following two reasons. First, the server data is 207 % o 207 % oF i
rather different from the clients’ training data. Second, unlike 04 i -G L =
FSL that adopts a pseudo-gradient step with a step size 7y>1 00 02 04 06 00 02 04 06
using the aggregated update from clients prior to SL [4], here g g
Fig. 3. Accuracy when using GeoMed but without SL.

we ignore this step (with 7,=1) throughout our experiments
because we believe this step can potentially amplify the
effect of malicious updates and reduce the robustness of the
algorithm. Additional results in [13] confirm this intuition.

2) SF without SL: This corresponds to the rows with y=0
in Table 1. Here, except for EMNIST with §=0, adding filters
(either AF or LF) can reduce the accuracy considerably for
both datasets with 3 = 0 or 8 = 0.3. To support this
observation, we show in Fig. 3 the performance comparison for
a finer range of 5 € [0,0.7]. This may seem rather counter-
intuitive as one often expects the filtering step, when tuned
properly, to reduce the number of corrupted updates for the
aggregation step, thereby improving the aggregated model. We

attribute this effect to the GeoMed-aggregation step, which is
known to have a break point of 0.5, i.e., it can provide a robust
estimator when up to half of the data points are corrupted [14].
As a result, when 3 is small, adding filtering steps (without
any finetuning) will likely remove updates from some honest
clients (besides some malicious updates, especially those with
significant attack strengths), leading to degradation of the
geometric median of the remaining updates.

When 8 = 0.6, although AF appears to achieve slightly
higher accuracy compared to OF and LF, the performance of
all schemes without SL degrades significantly. This is because
the overwhelming presence of malicious clients sampled in
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Fig. 5. Accuracy on CIFAR-10 Dir(0.3) using GeoMed and v = 0.1 for SL.

most rounds makes it harder to filter out malicious updates
and, as a result, many undesirable updates are used in the
model aggregation steps, leading to poor performance. Fig. 4
shows the accuracy of the algorithm for CIFAR-10 Dir(0.3).

3) Combining SL and SF: As we saw earlier, either SF
or SL alone is not enough to counter malicious updates even
when using GeoMed aggregation. However, when combined
together, significant improvement can be achieved for large 3
as shown in Table I. Not surprisingly, we must use sufficiently
large « for SL to take effect: v between [0.05,1.0] seems to
be effective, suggesting that tuning this value is not difficult
in practice. Fig. 5 shows the test accuracy when training
on CIFAR-10 Dirichlet 0.3 using SL with v = 0.1. When
B = 0.3, LF provides significant improvement in terms of
convergence rate and final accuracy. In fact, LF works even
when S = 0.6 (while OF fails to achieve any learning),
suggesting improved robustness of our algorithm.

Note that in the case of AF(, certain values of = and
Dirichlet parameter can cause a large accuracy drop (e.g.,
v = 0.5,1 in EMNIST-Dirichlet 0.3) as learning stops when
the updated model falls into a local trap of server’s loss
function, where updates from sampled clients are filtered out
after a while (explaining 0’s in some reported deviations).
This does not happen to LF(.1,0.5 as we fix the fraction of
filtered updates. Because of such phenomenon and the superior
performance of LF over AF, we will focus on LF below.

Next, we vary the fraction of malicious clients for a fixed
value of SL to see how the performance degrades. Fig. 6 shows
the final accuracy of ROFSL for 8 € [0, 0.7], demonstrating a
significant improvement in robustness of LF for both datasets.

4) Effect of Filter Parameters: We focus on LF as it
shows notable improvements compared to AF. Fig. 7 shows
the sensitivity of the final accuracy against the parameter
p in LF, . For both datasets, RoFSL achieves a consistent
performance for p € [0.1,1], suggesting that tuning this
parameter should not be a significant challenge in practice.

5) Non-IIDness: Table 1 shows that in most cases, as
expected, the final accuracy reduces as the client’s data become
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Fig. 6. Accuracy vs. malicious fraction 3 with GeoMed aggregation.
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Fig. 7. Sensitivity against the parameter p of the loss-based filter LF.

more non-IID. The effect of server learning and filtering is
fairly consistent across different datasets and Dirichlet settings.
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