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Abstract—Blockchain technology enables decentralized digital
transactions through peer-to-peer exchanges, yet this architecture
introduces transaction-level security vulnerabilities exploited by
adversaries for fraudulent activities. Existing graph neural net-
work approaches for vulnerability detection exhibit fundamental
limitations: static graph analysis neglects temporal transaction
evolution, conventional architectures struggle with long-range
dependencies, sender-receiver structural asymmetries degrade
neighborhood aggregation, and comprehensive adversarial ro-
bustness evaluation remains absent. This paper proposes hybrid
dynamic graph networks (HDGN), an intelligent system integrat-
ing graph attention networks, graph convolutional networks, and
bidirectional encoder representations from transformers (BERT)
transformers within a unified end-to-end pipeline for robust
vulnerability detection in blockchain transaction networks. The
framework introduces a missing information prediction module
addressing sender-receiver asymmetry through role-aware dif-
ferential estimation and node-specific affine transformations. A
dual vulnerability scoring scheme classifies transactions into four
behavioral patterns, enabling fine-grained, interpretable security
assessments. Comprehensive adversarial evaluation examines ro-
bustness under perturbation edge attack, poisoning attack, and
temporal evasion scenarios. Extensive experiments across four
blockchain datasets demonstrate HDGN’s effectiveness, achieving
93.5% average accuracy (97.7% on Bitcoin Alpha), 95.3% F1-
score, and 94.7% AUC while consistently outperforming five
state-of-the-art baselines. The framework exhibits strong re-
silience to structural perturbation attacks with accuracy degra-
dation below 1.0 percentage points. Ablation studies confirm
meaningful contributions from each architectural component,
with graph attention networks providing the largest performance
impact. HDGN advances blockchain security through a robust,
interpretable intelligent system demonstrating potential for de-
ployment pending scalability validation.

Index Terms—blockchain security, missing information predic-
tion, vulnerability detection, temporal graph learning, adversarial
robustness, fraud detection.

I. INTRODUCTION

The widespread adoption of blockchain technology has
transformed digital transactions, enabling peer-to-peer ex-
changes without intermediary oversight. However, this decen-
tralization introduces critical security challenges, with fraud
losses exceeding billions of dollars annually, particularly in
detecting vulnerabilities that malicious actors exploit for fraud-
ulent activities [1]. Blockchain transaction networks exhibit
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complex, dynamic, and heterogeneous structures where trans-
action patterns evolve continuously, creating temporal graphs
that demand sophisticated intelligent systems for automated
analysis [2]. Addressing these challenges requires intelligent
systems that leverage structural graph representations and tem-
poral transaction dynamics for comprehensive vulnerability
analysis.

Despite advances in graph neural networks (GNNs) for
graph-structured data analysis [3], current approaches exhibit
five specific limitations when applied to blockchain vulnera-
bility detection. First, existing methods predominantly focus
on static graph analysis, neglecting the temporal evolution
of transaction networks [4]. Second, conventional GNN ar-
chitectures struggle to capture long-range dependencies in
large-scale transaction graphs [5]. Third, most approaches lack
comprehensive adversarial robustness evaluation against per-
turbation, poisoning, and evasion attacks [6]. Fourth, the fun-
damental sender-receiver structural asymmetry in blockchain
networks remains unaddressed, where receiver nodes often
maintain sparse outgoing connections [20]. Finally, severe
class imbalance between legitimate and fraudulent transactions
poses substantial training challenges [7].

To address the limitations mentioned above, this paper pro-
poses hybrid dynamic graph networks (HDGN), an intelligent
system for robust vulnerability detection in blockchain transac-
tion networks and financial systems. The primary contributions
of this work are summarized as follows:

« We propose a hybrid sequential architecture integrating
graph attention networks, graph convolutional networks,
and BERT transformers to capture local attention, global
structural propagation, and contextual semantics within a
unified end-to-end pipeline.

e To address incomplete data, we design a missing infor-
mation prediction module that addresses sender-receiver
asymmetry through role-aware differential estimation and
node-specific affine transformations, reconstructing latent
neighborhood information for structurally sparse nodes.

e We also introduce a dual vulnerability scoring scheme
that classifies transactions into four behavioral patterns,
enabling fine-grained, interpretable security assessments.

o Finally, we conducted a comprehensive adversarial ro-
bustness evaluation under perturbation edge attack, poi-
soning attack, and temporal evasion scenarios, demon-
strating exceptional resilience to structural perturbations.



The remainder of this paper is organized as follows. Sec-
tion 2 reviews related work. Section 3 presents preliminaries,
problem formulation and feature extraction. Section 4 de-
scribes the HDGN framework. Section 5 introduces adversarial
attacks. Section 6 present experimental setup, Section 7 report
results and analysis and Section 7 concludes with future
directions.

II. RELATED WORK

A. Traditional and Machine Learning Methods

Traditional network security approaches for blockchain
vulnerability detection rely primarily on rule-based expert
systems, signature matching, and statistical anomaly detection
techniques. Chalapathy and Chawla [8] provide a compre-
hensive survey of deep learning approaches for anomaly
detection, evaluating their effectiveness in handling complex,
high-dimensional transaction data. Xia et al. [2] demonstrate
LSTM-based fraud detection capabilities, establishing method-
ological benchmarks for sequential transaction analysis. Xu
et al. [7] propose deep boosting decision trees that integrate
neural networks into gradient boosting frameworks, improv-
ing representation learning while maintaining interpretabil-
ity. Alarab et al. [9] combine graph convolutional networks
with linear layers for anti-money laundering in the Bitcoin
blockchain, while Asiri et al. [10] apply graph convolution
networks to detect fraudulent transactions in Bitcoin networks.
Despite these advances, traditional and classical machine
learning approaches exhibit fundamental limitations in cap-
turing the complex relational structures inherent in blockchain
transaction networks, motivating the development of graph-
based deep learning methods.

B. Graph Neural Networks for Blockchain Security

Graph neural networks have emerged as powerful tools for
modeling relational data in blockchain security. Velickovi¢ et
al. [3] propose graph attention networks using masked self-
attentional layers, enabling adaptive weighting mechanisms
for neighborhood aggregation. Hamilton et al. [11] introduce
a graph sample and aggregation (GraphSAGE) for inductive
node embedding generation through neighborhood sampling.
For heterogeneous blockchain networks, Wang et al. [12]
propose heterogeneous graph attention networks with hier-
archical attention at both node and semantic levels. Appli-
cations to blockchain security have demonstrated significant
advances. Bilot et al. [13] introduce a phishing detection
model (PhishGNN) using Chebyshev spectral convolutions.
Cheng et al. [14] propose spatial-temporal attention-based
graph networks for credit card fraud detection. For adversarial
robustness, Jin et al. [6] develop Pro-GNN for jointly learning
clean graph structures and robust GNN parameters, while Chen
et al. [15] propose a graph contrastive learning for anomaly
detection (GCCAD) using graph contrastive learning to dis-
tinguish anomalous nodes based on global context distances.

C. Temporal Graph Neural Networks

Transaction networks exhibit inherently dynamic properties
requiring temporal modeling capabilities. Rossi et al. [16]
introduce temporal graph networks with memory modules for
processing sequences of timed events. Pareja et al. [4] de-
velop an evolving graph convolutional network (EvolveGCN)
to adapt GCN parameters along temporal dimensions using
recurrent neural networks. Self-attention mechanisms have
proven effective for temporal analysis. Sankar et al. [17]
introduce dynamic self-attention networks with joint attention
along structural and temporal dimensions. Tian and Liu [19]
propose spatial-temporal-aware graph transformers employing
temporal encoding strategies with pairwise node interactions.
However, existing patterns, as evidenced by performance gaps
exceeding 10 percentage points on standard benchmarks [4],
[17], [18], do not comprehensively address adversarial robust-
ness or sender-receiver structural asymmetry. The proposed
HDGN addresses these gaps through its hybrid GAT-GCN-
BERT architecture, missing information prediction module,
and comprehensive robustness evaluation.

III. PRELIMINARIES, PROBLEM STATEMENT & FEATURE
EXTRACTION

This section establishes preliminaries, including formal
definitions, problem formulation, and feature extraction, un-
derlying the HDGN framework for blockchain vulnerability
detection.

A. Preliminaries

Definition 1 (Temporal Graph Snapshot): A temporal graph
snapshot is formally defined as G; = (V;, Fy, X, A;), where
V; denotes the set of blockchain addresses active during time
window ¢, E; C V; x V; represents directed transaction edges,
X, € RIVtI*4 is the node feature matrix with d-dimensional
feature vectors, and A; € {0,1}V+*IV:l is the adjacency
matrix encoding transaction connectivity.

The temporal graph construction employs sliding windows
of At = 14 days with a stride 7 = 2 days, generating over-
lapping snapshots that capture evolving transaction patterns
across time.

Definition 2 (Ego Network Subgraph): For a center node
v in graph Gy, the k-hop ego network Gg,k) is the induced
subgraph containing all nodes within k& hops from v and
their interconnecting edges. The ego network captures lo-
cal structural patterns around individual addresses, enabling
efficient computation and focused vulnerability assessment.
We set k£ = 2 based on preliminary experiments showing
diminishing returns beyond 2-hop neighborhoods and prior
work demonstrating 2-hop sufficiency for fraud detection [14].

Definition 3 (Dual Vulnerability Scores): For a node v in
temporal graph G, the vulnerability score 1, quantifies the
propensity to initiate or participate in malicious transactions,
while the anti-vulnerability score 1, measures resilience
against fraudulent activities. These scores are computed as
weighted aggregations: ¥} = a - Spehay (V) + 5 Sstruct (V) + 7 -
Siemp(V), Where Spehavs Ssiruct» and Siemp represent behavioral,



structural, and temporal indicators respectively, with weights
a =04, 8 =0.35, v = 0.25 determined through sensitivity
analysis.

Definition 4 (Behavioral Patterns): Behavioral patterns char-
acterize node transaction activities through four categories de-
rived from vulnerability score combinations: Normal-Normal
(NN) where both sender and receiver exhibit normal behavior
(F < 0 A¢F < 6), Normal-Abnormal (NA) with nor-
mal sender and abnormal receiver, Abnormal-Normal (AN)
with abnormal sender and normal receiver, and Abnormal-
Abnormal (AA) where both endpoints exhibit abnormal behav-
ior, where 6 = 0.5 denotes the vulnerability threshold. These
patterns provide post-hoc interpretability for security analysts
prioritizing edge types during investigation.

B. Problem Statement

Given a blockchain transaction network represented as a
temporal dynamic graph G = {G1,Gs,...,Gr} where G; =
(V4, Et, X, A) denotes the network state at timestamp ¢, the
objective is to learn a mapping function f : F; — {0,1}
that classifies each edge e,, € FE; as vulnerable (1) or
non-vulnerable (0). This problem presents three fundamental
challenges: (1) severe class imbalance with vulnerable edges of
transactions, requiring specialized loss functions and sampling
strategies; (2) sender-receiver structural asymmetry where
transaction initiators exhibit different neighborhood character-
istics than recipients, necessitating role-aware feature learning;
and (3) temporal evolution of attack patterns requiring models
that capture both instantaneous graph topology and longitudi-
nal behavioral dynamics. The intelligent system must achieve
high precision to minimize false alarms while maintaining
high recall to detect actual threats, operating under real-time
detection constraints for production blockchain monitoring.

C. Feature Extraction

The feature extraction module transforms ego network sub-
graphs into comprehensive numerical representations captur-
ing structural, temporal, and behavioral characteristics. Algo-
rithm 1 operates on ego network Gq(ﬁ) centered at node v with
timestamps 7, producing feature vector f, € R4,

Algorithm 1 Feature Extraction from Ego Networks

Require: Ego network subgraph Gfuk) = (Vego, Eego). center node v, timestamps 7,
Ensure: Feature vector f,, € R

1: Phase I: Structural Features

2: Compute degrees: din(v), dow(v), 7a(v) < dow/ max(din, 1)

3: Compute volumes: voliy (v), Volgy gv)7 Svol (V)

4: Compute topology: CC(v), p(G{*¥)), PR(v), BC(v)

5: Phase II: Temporal Features

6: Compute activity metrics: span(v), freq(v), burst(v), recency(v)

7: Phase III: Aggregation

8: £, < [din, douts ", VOlin, VOlout, dyol, Span, freq, burst, recency, CC, p, PR, BC]
9: Normalize: £, < (f, — p)/o

10: return f,

Phase I extracts structural features: in-degree d;,(v) counts
incoming transactions, out-degree do,(v) counts outgoing
transactions, degree ratio r4(v) quantifies sender-receiver im-
balance, incoming volume volj,(v) and outgoing volume
voloy(v) measure transaction amounts, volume difference

dvol(v) captures imbalance, clustering coefficient CC(v) mea-
sures local connectivity, density p(G,(Jk)) quantifies ego net-
work connectivity, PageRank PR(v) indicates importance, and
betweenness centrality BC(v) measures bridging position.
Phase II computes temporal features: activity span span(v)
measures temporal range, frequency freq(v) quantifies trans-
action rate, burstiness burst(v) captures timing irregularity, and
recency recency(v) indicates elapsed time since last activity.
Phase III concatenates features into a 14-dimensional vector
and applies z-score normalization (f, — )/ for numerical
stability during neural network processing, where p and o
denote the per-feature mean and standard deviation computed
over the training set.

IV. PROPOSED METHOD: HDGN FRAMEWORK

This section presents the hybrid dynamic graph networks
(HDGN) framework for vulnerability detection in blockchain
transaction networks.

A. Architecture Overview

The HDGN framework, illustrated in Fig. 1, processes
normalized 14-dimensional feature vectors f, from ego net-
work extraction as input. The framework performs binary
edge-level vulnerability detection, classifying transactions as
vulnerable (security threats) or non-vulnerable (legitimate ac-
tivity). Sequential processing includes: (1) Graph attention net-
works for adaptive local aggregation, (2) missing information
prediction addressing sender-receiver asymmetry, (3) Graph
convolutional networks for global pattern propagation, (4)
BERT transformers for contextualized edge representations,
and (5) MLP-based vulnerability classification producing final
predictions.

B. Graph Attention Network with Adaptive Aggregation

The first neural processing stage employs graph attention
networks (GAT) for adaptive neighborhood aggregation, fo-
cusing on structurally relevant neighbors while downweighting
noisy connections. For each node v at layer [, GAT com-
putes attention coefficients «,,, quantifying the importance
of neighbor v in message passing:

I exp(ey,y)
o Zke/\/(v) exp(eq,k)

where the unnormalized attention score is:

v = LeakyReLU (o [Wh{=D[Wh{-]) @)

(D

where W ¢ R4 x4 represents the learnable weight matrix,
o € R?? denotes attention parameters, | indicates con-
catenation, and N '(v) defines node v’s neighborhood. The
LeakyReLU activation with a negative slope of 0.2 prevents
gradient saturation during training.

Node representations are updated through attention-
weighted aggregation:

h) =0 Y a, ,Whi™" 3)

uweN (v)
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Fig. 1. Architecture of the Hybrid Dynamic Graph Networks (HDGN) framework.

where o denotes the RELU activation function. Multi-
head attention with K' = 4 heads captures diverse struc-
tural patterns, with head outputs concatenated and linearly
transformed. This attention mechanism is essential for fraud
detection because it enables the model to distinguish between
legitimate high-volume traders and fraudulent accounts ex-
hibiting similar connectivity patterns.

C. Missing Information Prediction Module

Blockchain transaction networks exhibit structural asymme-
tries from directional transaction flows. Sender nodes develop
rich outgoing neighborhoods, while receiver nodes maintain
sparse connections, particularly for merchant accounts and
exchanges. This asymmetry creates incomplete representations
that degrade message passing effectiveness.

The module addresses this by estimating ideal neighbor-
hood embeddings incorporating observed neighbors and latent
relationships. Following tail-node handling frameworks [20],
neighborhood embeddings after GAT processing are approxi-
mated through additive decomposition:

hyy, ~hl +r1! 4)

where hfvv € R? represents the aggregated neighborhood em-
bedding, h! denotes the central node embedding at snapshot
t, and r{, = MLP,(h!) is predicted by a two-layer MLP
capturing information flow patterns.

The missing neighborhood information m! quantifies the
discrepancy between ideal and observed representations:

m! = h' .= h'}vu 5)
where N, denotes the ideal neighborhood and N, the ob-
served neighborhood. The ideal embedding h',. is approx-
imated using neighborhoods from high—degreeu nodes with
similar structural roles via degree and PageRank similarity.

The module personalizes a globally shared vector r’ through
learned affine transformation:

=Rt +1)ert+ ! (6)

where 7%, 8" € RY denote element-wise scaling and shifting
vectors through learned projections, d = 256 is the hidden
dimension (constant across all snapshots), and ® indicates
Hadamard product. The enhanced GAT output is:

H'"Y = GAT (o, ', HO, W) + \M* 7
H=H{," )

where M represents predicted missing information and A =
0.3 controls contribution weight.

D. Graph Convolutional Network Processing

Following attention-based aggregation and missing informa-
tion prediction, HDGN employs graph convolutional networks
to capture global structural patterns through spectral convo-
lution. While GAT focuses on learning local neighborhood
importance, GCN propagates information across the entire
graph structure, enabling the detection of patterns spanning
multiple transaction hops.

The normalized adjacency matrix is constructed as:

A=D"3(A+1)D2 9)

where A denotes the adjacency matrix, I represents the
identity matrix for self-loop addition, and D is the degree
matrix of A 4 I. Graph convolution operations at layer [ are
computed as:

H = o(AH-DWO) (10)

where H(~1 denotes input features initialized from the
enhanced GAT module, W) € R%-1%% represents learnable
weights, and o applies RELU activation. The framework
employs 2 GCN layers, balancing receptive field expansion



with computational efficiency while avoiding over-smoothing.
The GCN component complements GAT’s local attention
by capturing global graph properties, including community
structure, centrality patterns, and long-range dependencies.

E. BERT-Enhanced Edge Representation

The BERT transformer component generates contextualized
edge representations by processing sequences incorporating
node embeddings from both transaction endpoints. For each
edge e = (u,v), embeddings h, and h, are extracted from
GCN output. Sequences are constructed with special tokens:

(1)

where [CLS] and [SEP] denote sequence delimiters, [PAD]
handles variable-length padding, and [MASK] enables predic-
tion of missing transaction attributes. The BERT encoder’s
hidden state is given as:

Se = [ecLs, hy, epap, Dy, €mask, €sEp)

Ze = BERT(S¢; Obert) 12)

extracting the [CLS] token representation as the edge-level
contextualized embedding. This transformer processing cap-
tures complex dependencies between transaction attributes that
conventional feature engineering cannot represent.

F. Edge Vulnerability Classification

Final edge representations concatenate sender embeddings,
receiver embeddings, and Transformer-enhanced features:

h, = [hy||h,||z] (13)

preserving directional transaction information critical for dis-
tinguishing attack patterns. Edge representations are processed
through a two-layer MLP classifier with batch normaliza-
tion (momentum 0.1) and dropout (rate 0.2). Vulnerability
predictions are computed via sigmoid activation producing
probabilities g. € [0, 1].

To address the severe class imbalance between legitimate
and fraudulent transactions, the framework employs Focal
Loss:

Lrr = —oz(1—pe)7 log(pe) (14)

where v = 2.0 serves as the focusing parameter that down-
weights well-classified examples, and «; balances positive and
negative classes. This loss function addresses minority class
underweighting during optimization, maintaining detection
sensitivity under imbalanced conditions.

V. ADVERSARIAL ATTACK SCENARIOS

Adversarial robustness constitutes a critical requirement
for deploying intelligent detection systems in production
blockchain environments where malicious actors actively at-
tempt to evade detection. This section presents three adversar-
ial attack strategies employed to evaluate HDGN robustness.

A. Perturbation Edge Attack (PEA)

Perturbation edge attack simulates adversaries who manipu-
late transaction network structure by adding spurious edges or
removing legitimate connections to disguise fraudulent activi-
ties. This attack targets graph topology directly, exploiting the
dependency of graph neural networks on structural information
for neighborhood aggregation. Algorithm 2 formalizes the
perturbation procedure.

Algorithm 2 Perturbation Edge Attack (PEA)

Require: Graph G = (V;, E), perturbation rate Ppert = 0.10

Ensure: Perturbed graph G, = (V4 Ey)

: Compute npert <— [ Ppert X |E¢|]

: Sample edges to remove: Egmple <— RandomSample( E, 7per )

: Generate Epey: sample np non-edges uniformly from E; = (Vi x V4) \ E¢
. Apply perturbations: E; — (E¢ \ Esample) U Enew

: return G = (V, E})

DN W =

The attack perturbs 10% of edges in test graphs, represent-
ing scenarios where attackers control a substantial portion of
the transaction network topology.

B. Poisoning Attack (POA)

Poisoning attack targets the training phase by injecting
mislabeled samples, corrupting learned model parameters, and
degrading generalization performance. This attack simulates
sophisticated adversaries with access to training data collec-
tion or labeling processes. Algorithm 3 describes the label
corruption procedure.

Algorithm 3 Poisoning Attack (POA)

Require: Training set Dyin = { (e, y7)}f\/:1, yi € {0, 1}, poisoning rate ppoison =

0.10
Ensure: Poisoned training set D(mm
1: Compute npoison — |[Ppoison X V]
2: Sample indices: Ipoison +— RandomSample({1, ..., N}, npoison)
3: Flip labels: D{ram — {(ei; 1 —y;i) 17 € Inoison} U {(€s,9s) : ¢ & Ipoison }
4: return D)

train

The 10% poisoning rate represents a realistic threat level
where adversaries compromise a minority of training labels,
sufficient to degrade model performance without triggering
data quality monitoring systems.

C. Temporal Evasion Attack

Temporal evasion attack exploits the time-dependent nature
of transaction networks by shifting transaction timestamps
to evade temporal pattern detection mechanisms. Adversaries
strategically delay or advance transaction execution to disrupt
temporal correlations learned during training. Algorithm 4
specifies the timestamp manipulation procedure.

Algorithm 4 Temporal Evasion Attack
1 e € E}, shift Atgin = 24 hours

Require: Graph G with timestamps {t.
Ensure: Time-shifted graph G

1: Initialize G} <+ G4

2: Shift timestamps: Ve € E'; : t'e — te + Atgnine
3: Recompute temporal features with {¢/ }:
burstiness b, = oAt/ pAat

recency Ty = tnow — b

frequency f,

7: return G,

AR




The 24-hour shift represents a full diurnal cycle, disrupting
daily activity patterns while maintaining transaction ordering.
Timestamp shifting may cause edges to migrate between
temporal snapshots; snapshot membership is recomputed after
shifting. For evaluation, PEA and temporal evasion are applied
at test time, while POA corrupts training data with clean
validation and test sets.

VI. EXPERIMENTAL SETUP
A. Dataset Description

The experimental evaluation employs four publicly avail-
able blockchain transaction network datasets spanning diverse
cryptocurrency ecosystems and token standards.

Bitcoin OTC (BOTC) originates from the Bitcoin OTC trad-
ing platform, representing trust-weighted transactions among
cryptocurrency traders [21]. Bitcoin Alpha (BTA) captures
analogous trust-based transaction relationships within an al-
ternative trading community [22]. ERC20 Transaction en-
compasses fungible token transfer records adhering to the
ERC20 standard on Ethereum, extracted from Etherscan cov-
ering blocks O through 6,999,999 [23]. ERC721 Transaction
captures non-fungible token (NFT) transfers compliant with
the ERC721 specification, reflecting the digital collectibles
ecosystem with distinct transaction patterns.

B. Baselines Methods

We compare HDGN against five state-of-the-art meth-
ods: GCCAD [15] employing graph contrastive learning for
anomaly detection; PDGNN [24] using Chebyshev spectral
convolutions for phishing detection; CTGN [25] preserving
local and global structural similarity through k-core decom-
position; STA-GT [19] integrating spatial-temporal awareness
with graph transformers; and MGGPT [26] leveraging GPT-
enhanced multi-graph representations for dynamic fraud de-
tection.

C. Hardware and Software Configuration

Experiments were executed on high-performance infrastruc-
ture comprising 4x NVIDIA RTX 3090 GPUs (24GB each),
Intel Xeon Silver 4314 CPU (64 cores) at 2.40GHz, and
384GB DDR4 RAM. The HDGN framework was implemented
using PyTorch 1.12 and PyTorch Geometric 2.1. The Trans-
former encoder uses 4 layers with 256-dimensional hidden
states and 8 attention heads, initialized randomly.

Key hyperparameters include: learning rate n = 0.001
with Adam optimizer, GAT attention heads K = 4, hidden
dimension d = 256, missing information weight A = 0.3,
Focal Loss focusing parameter 7 = 2.0, ego network radius
k = 2, dropout rate 0.3, and training epochs 120 with early
stopping patience of 15 epochs. The dataset is split temporally:
the first 70% of snapshots for training, the next 15% for
validation, and the final 15% for testing. Within each split,
stratified sampling ensures consistent class distributions for
batch construction. Batch size is 512, random seed is fixed at
42, classification threshold is 0.5, and early stopping monitors
validation F1-score.

VII. RESULTS AND ANALYSIS
A. Comparative Analysis

Table I presents a comprehensive performance comparison
against baseline methods across all four datasets.

TABLE I
PERFORMANCE COMPARISON AGAINST FIVE BASELINE METHODS ON
FOUR BLOCKCHAIN DATASETS.

Dataset Metric GCCAD PDGNN CTGN STA-GT MGGPT HDGN
Accuracy 71.9 75.1 77.1 71.3 89.2 90.4
AUC 734 76.8 759 79.5 92.7 934
BOTC  Precision 57.5 72.6 733 77.2 94.6 95.3
Recall 51.9 63.5 47.6 833 89.9 93.2
Fl-score 54.6 67.8 58.2 80.1 92.2 94.2
Accuracy 73.2 76.5 75.8 80.5 91.2 91.9
AUC 72.5 75.8 74.3 81.2 93.5 94.8
ERC20  Precision 76.2 79.5 78.8 83.5 94.8 95.7
Recall 583 67.2 55.8 85.1 91.2 94.7
Fl-score 66.1 72.9 65.3 84.3 93.0 95.2
Accuracy 70.3 73.8 75.4 78.6 92.7 94.0
AUC 67.3 71.5 66.5 79.6 93.4 94.5
ERC721 Precision 71.3 74.6 77.7 81.8 95.1 95.8
Recall 55.6 66.6 54.2 78.9 85.7 91.5
Fl-score 62.5 70.4 63.7 80.3 90.2 93.6
Accuracy 74.5 82.3 79.8 86.2 96.5 97.7
AUC 69.8 67.5 71.3 80.8 89.3 96.2
BTA Precision 56.5 75.6 83.1 85.6 95.8 96.5
Recall 52.8 68.7 53.7 70.5 100.0 100.0
Fl-score 54.6 72.0 65.2 77.4 97.9 98.2

All metrics in %. Best results in bold.

HDGN achieves the highest measured performance across
all five metrics and four datasets, as detailed in Table I.
On BOTC, HDGN demonstrates 93.4% AUC, outperforming
MGGPT by 0.7 percentage points (p < 0.05, paired t-test) and
exceeding STA-GT by 13.9 percentage points. The recall of
93.2% exceeds MGGPT by 3.3 percentage points, addressing
a specific limitation of prompt-based approaches that favor
precision at the expense of detection sensitivity.

On ERC20, representing the most challenging class imbal-
ance scenario (1:8.5 ratio), HDGN achieves 91.9% accuracy,
94.8% AUC, and 95.2% F1-score. The 94.7% recall under se-
vere imbalance represents a 3.5 percentage point improvement
over MGGPT, demonstrating that the combination of Focal
Loss, missing information prediction, and hybrid architecture
effectively mitigates minority class underrepresentation.

On ERC721, HDGN achieves 94.0% accuracy and 93.6%
Fl-score, with 5.8 percentage points recall enhancement
over MGGPT. Against traditional GNN methods (GCCAD,
PDGNN), HDGN demonstrates 23.2-31.1 percentage points
F1-score gains, validating the hybrid architecture’s advantages.

On BTA with the mildest class imbalance (1:1.7), HDGN
achieves 97.7% accuracy and 100.0% recall, correctly iden-
tifying all vulnerable edges. The 6.9 percentage points AUC
improvement over MGGPT indicates superior ranking quality
for prioritizing suspicious transactions.

Performance improvements correlate with four architec-
tural components: the missing information prediction module
addresses sender-receiver asymmetry, degrading conventional
GNN aggregation; the hybrid GAT-GCN pipeline captures



both local attention-weighted patterns and global spectral
properties; the BERT-enhanced edge representations model
complex attribute dependencies; and Focal Loss explicitly
addresses class imbalance during optimization.

B. Performance Visualization

Figure 2 aggregates performance across all datasets, en-
abling cross-dataset comparison.
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Fig. 2. Edge classification performance comparison across four blockchain
datasets.

BTA achieves the highest performance (97.7% accuracy),
attributed to its lower class imbalance ratio. ERC20 main-
tains strong performance (91.9% accuracy) despite the most
severe imbalance, validating the effectiveness of Focal Loss
optimization and the missing information prediction module.
BOTC and ERC721 maintain consistent 90.4-94.0% accuracy
ranges despite varying network scales and class distributions.

The limited performance variance (7.3 percentage points
accuracy range) across datasets with vastly different charac-
teristics validates the architecture’s generalization capability.
From a practical deployment perspective, consistently high
precision (95.8% average) minimizes false alarm rates that
would overwhelm security analysts, while strong recall (94.8%
average) ensures detection of the majority of genuine threats.
This balance suggests potential applicability to blockchain
security monitoring, pending validation of computational scal-
ability.

C. Ablation Study

To quantify individual component contributions, we con-
ducted systematic ablation experiments on the BOTC dataset.
Table II presents the results.

TABLE II
ABLATION STUDY RESULTS ON THE BOTC DATASET

Configuration Acc AUC  Prec Rec F1
Full HDGN 90.4 93.4 953 932 942
W/o GAT 86.7 89.8 91.5 894 904
W/o Missing Info ~ 87.9 91.2 93.1 90.6  91.8
W/o GCN 88.2 91.5 934  91.1 922
W/o BERT 87.5 90.8 928 902 915
W/o Focal Loss 88.6 91.9 942 898 919

W/o: Without. AIl metrics m‘%. Best results in bold.

Removing GAT produces the largest degradation (—3.7pp
accuracy, —3.8pp F1), confirming adaptive attention as the
most critical contribution. BERT removal yields the second-
largest impact (—2.9pp accuracy), while the missing infor-
mation module contributes 2.5pp improvement. Replacing
Focal Loss primarily impacts recall (—3.4pp), confirming its
role in class imbalance handling. All components contribute
meaningfully to overall performance.

D. Adversarial Robustness Results

Figure 3 quantifies performance degradation under three
adversarial scenarios.

In Ace prec 10 Rec B0 F1 B0 AUC
0.12 - -
o
S 0.1
)
o 0.08
Q
=
g 0.06
£ 0.04
o}
A~ 0.02
0
PEA POA Evasion
Attack Type
Fig. 3. Performance degradation under adversarial attacks. PEA shows

exceptional robustness (<1pp drops), POA exhibits moderate vulnerability
(4.5-11.0pp), and Evasion produces moderate degradation (1.2-7.3pp).

Under perturbation edge attack (PEA), HDGN exhibits ro-
bustness with 0.8pp accuracy degradation and 0.6pp Fl-score
degradation, validating that attention mechanisms distinguish
legitimate patterns from adversarial manipulation.

Poisoning attack (POA) represents the primary challenge,
with 8.8pp accuracy and 11.0pp recall drops. This vulnerability
identifies training data integrity as critical for deployment.

Temporal evasion produces moderate degradation (6.5pp
accuracy) with minimal recall impact (1.2pp), revealing that
structural patterns serve as primary indicators rather than
temporal features. Organizations should prioritize training data
quality to mitigate POA vulnerability.

VIII. CONCLUSION AND FUTURE WORK

This paper presented hybrid dynamic graph networks
(HDGN), an intelligent system for robust vulnerability detec-
tion in blockchain transaction networks. The framework ad-
dresses critical limitations of existing approaches through four
principal contributions: a hybrid GAT-GCN-BERT architecture
capturing multi-scale transaction patterns, a missing informa-
tion prediction module addressing sender-receiver structural
asymmetry, a dual vulnerability scoring scheme enabling a
four-class behavioral pattern taxonomy, and comprehensive
adversarial robustness evaluation under perturbation, poison-
ing, and evasion attacks.

Extensive experiments across four blockchain datasets
demonstrated HDGN'’s effectiveness, achieving higher average



accuracy, F1-score, and AUC while consistently outperforming
five state-of-the-art baselines. The framework exhibited strong
resilience to structural perturbation attacks with less than one
percentage point degradation, and ablation studies confirmed
meaningful contributions from each architectural component.

Three limitations constrain the current implementation:
scalability constraints for million-node production networks,
computational overhead from BERT components limiting real-
time applicability, and sensitivity to training label corruption
under poisoning attacks.

Future research directions encompass developing robust loss
functions to mitigate poisoning vulnerability, incorporating
online learning mechanisms for streaming transaction scenar-
ios, and enhancing model explainability for forensic analysis
applications in blockchain security investigations.
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