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Abstract—With the growing deployment of Vision-Language
Pre-training (VLP) models, understanding their vulnerability to
adversarial perturbations becomes increasingly important. Many
multimodal adversarial attacks are effective in white-box settings
yet degrade markedly under black-box transfer. Furthermore,
many methods perturb both images and text simultaneously,
while in many real-world scenarios, the text input is fixed
or beyond the attacker’s control. Based on this, we propose
DiMiG, a transferable attack under an image-only threat model.
First, we design a sample-conditional generator that generates
adversarial image perturbations with only one forward pass.
Then, a set of mismatched texts is mined for each image
in the shared embedding space and used to provide diverse
supervisory signals, thereby improving transferability. Finally,
we devise a joint objective that pulls the adversarial image
representation toward the mined mismatches and suppresses the
matched text through weighted competition, while also enlarging
the distance between adversarial and clean image representations
in the same embedding space. Extensive experiments demonstrate
that DiMiG achieves strong intermodel transferability while
remaining highly efficient for adversarial evaluation. Under
the image-only setting, with ALBEF as the surrogate, DiMiG
improves the mean transferred ASR@1 across five victim models
on Flickr30K and MSCOCO by 36.8 percentage points compared
with representative prior methods. Our code is available at
https://github.com/maskisbest/DiMiG.

Index Terms—multimodal adversarial attack, generation-based
adversarial attacks, transferable attack, vision-language models,
black-box

I. INTRODUCTION

Vision—Language pre-trained (VLP) models have attracted
considerable attention in multimodal understanding and gen-
eration, supporting a wide range of downstream applications
such as image-text retrieval, image captioning, and visual
grounding. Most VLP architectures couple the two modalities
by mapping images and texts into a shared representation
space, typically through contrastive alignment objectives [1]-
[3] and fusion-based interaction modules [4]-[6]. More recent
generative frameworks further broaden this paradigm by unify-
ing understanding and generation [7], [8]. However, the shared
embedding space constitutes a potential attack surface that
adversarial perturbations can leverage to disrupt multimodal
alignment. Fig. 1 provides an example of adversarial attack.

Existing multimodal attacks against pre-trained (VLP) mod-
els are largely dominated by iterative, gradient-based opti-
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Fig. 1: Adversarial attack examples on different downstream
tasks of a target model.

mization. The core idea is to conduct iterative gradient-based
optimization on a surrogate model and progressively update
the perturbations to disrupt cross-modal alignment. They typ-
ically aim to reduce the similarity of matched pairs, thereby
misleading downstream tasks [9]-[13]. Since the perturbation
is refined through per-sample iterations, this line of methods
is often strong in white-box evaluations where gradients are
accessible. Meanwhile, mainstream research adopts a more
permissive threat model that allows perturbing both the image
and the text, and use the adversarial change in one modality
to cooperatively guide the update of the other [9]-[11].
However, in practical scenarios, attackers often face a black-
box setting, in which the attacker may have full access to a
surrogate model but cannot obtain gradients from the victim
model. Under this setting, gradient-based attacks may suffer
from a notable performance drop due to surrogate-specific
overfitting and limited intermodel generalization [14], [15].



Moreover, the common assumption of jointly perturbing both
modalities does not always hold in practice. Many systems
(e.g., captioning and retrieval) take a single-modality input
at inference time, and in visual grounding the query text is
frequently provided by users and thus remains fixed.

To better match realistic constraints and enable efficient
transferability assessment, we adopt an image-only threat
model in a black-box setting, where the attacker perturbs only
the image while keeping the text unchanged and evaluates
the resulting adversarial images on victim models without
accessing their gradients. Under this setting, a key challenge
is to craft perturbations that are not overly dependent on
surrogate-specific gradients and can still generalize to diverse
victim architectures.

Two observations motivate our design. First, prior evidence
suggests that increasing the diversity of training signals can
improve intermodel generalization and transferability in ad-
versarial settings [14]. Second, a text-conditioned perturbation
generator naturally fits this image-only yet multimodal setting.
It also reduces the dependence on gradients of the surrogate
model, thereby improving transferability [16]. Motivated by
these observations, we introduce diverse supervision to train a
generator, where multiple texts guide the perturbation learning
for improved transfer across VLP architectures.

Inspired by the above considerations, we propose DIMiG, a
transferable attack under an image-only threat model in black-
box settings. First, we train a lightweight, sample-conditioned
generator that produces adversarial image perturbations in
a single forward pass. Then, a set of mismatched texts is
mined for each image in the shared embedding space and
used to provide diverse supervisory signals, thereby improving
transferability. Finally, we design a sample-competitive con-
trastive objective that leverages weighted competition among
these mismatches to suppress the matched text and guide the
adversarial image representation accordingly. After training,
the generator enables efficient black-box attack across diverse
victim architectures and downstream tasks. Our main contri-
butions are summarized as follows:

o« We propose a method to generate diverse supervision
signals to facilitate transferable attack by mining mis-
matched texts in a shared embedding space.

« A sample-competitive contrastive objective is proposed
to leverage these mismatches and improve intermodel
transferability under the image-only constraint.

« Extensive experiments on image-text retrieval, image
captioning, and visual grounding demonstrate consis-
tently improved transferability and strong attack effec-
tiveness under the same perturbation budget.

II. RELATED WORK

A. Gradient-based adversarial attacks on VLP

Most existing multimodal attacks perform iterative,
gradient-based optimization. They often perturb both image
and text modalities to disrupt alignment more effectively. Co-
Attack points out that independently attacking each modality

may cause a “cancellation effect” and thus proposes coopera-
tive optimization to drive both perturbations toward consistent
directions in the embedding space [9]. To improve transferabil-
ity, SGA introduces set-level guidance by constructing diverse
aligned image—text pairs and using the other modality as super-
vision to disturb cross-modal interactions [10]. TMM further
leverages cross-attention to guide perturbation allocation onto
modality-consistent features and regularizes modality-specific
factors to enhance transfer across architectures [11]. MAA
combines RScrop (resizing + sliding crop) with MGSD (multi-
granularity similarity disruption) to intensify fine-grained de-
tail perturbations, thereby disrupting image—text alignment and
improving intermodel transferability [13]. While effective in
white-box settings, these approaches can become less reliable
under transferable attack in black-box setting, and many of
them assume a more permissive threat model where both
modalities are perturbable.

B. Generative adversarial attacks on VLP

Generative adversarial attacks train a perturbation generator
to produce adversarial examples efficiently at inference time,
which is particularly appealing for transferable attacks in
black-box settings across multiple victim models. C-PGC [16]
learns universal perturbations with cross-modal conditioning,
aiming to craft an input-agnostic perturbation that generalizes
across many samples. Accordingly, it is not designed to tailor
perturbations to the fine-grained semantics of each individual
image. AnyAttack [17] adopts a pretrain—finetune pipeline to
learn a noise generator and demonstrates transferability to
commercial vision—language models. Under its targeted setup,
the conditioning signals used during training are primarily
determined by the targeted objective and available interfaces,
rather than explicitly exploiting paired image—text interactions
for each sample. These differences in problem settings moti-
vate our focus on sample-conditioned, text-guided perturbation
generation for intermodel transfer under the image-only con-
straint.

III. PROPOSED ATTACK

A. Problem Setup & Threat Model

Problem Setup. We consider three representative vision—
language downstream tasks: image—text retrieval, image cap-
tioning, and visual grounding. Given an input image v and a
text ¢, a vision—language pre-trained model F' maps them into a
shared embedding space via an image encoder f; and a text en-
coder fr,i.e., e, = fr(v) and e; = fr(t), and measures their
alignment using a similarity function sim(e,,e;). Retrieval
returns a ranked list based on similarity, captioning produces
a text sequence conditioned on v, while grounding predicts a
localized region conditioned on v and the query text. In our
setting, the attacker perturbs only the image modality while
keeping the text input unchanged, and crafts an adversarial
image v’ = clip(v + ) under an £, budget ||0]/o < e.
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Fig. 2: Overview of the proposed image-only transferable attack. We mine farthest/boundary/random mismatched texts via
the surrogate model to guide training of a sample-conditioned generator, which produces adversarial perturbations in a single
forward pass. The generated adversarial images are transferred to victim models for downstream tasks.

B. Overview of the Proposed Attack

Our method has three key steps. First, we mine a set of three
mismatched texts per image based on the surrogate model.
Second, we design a sample-competitive contrastive loss that
suppresses the matched text via competition within the candi-
date pool. Third, we train a lightweight sample-conditioned
perturbation generator, enabling one-pass adversarial image
generation at inference time. Fig. 2 illustrates the overall
pipeline.

Threat Model. We adopt a black-box setting where the
attacker has full access to a surrogate (source) model F; but
cannot access gradients of the target (victim) model F};. The
goal is to induce task failures on F} with imperceptible image
perturbations, which can be written as

T (F (™, 1)) # T(Fi(v, 1)), (1)

where 7 (-) denotes the task-specific decision or output. For
captioning, ¢ can be omitted.

C. Diverse Mismatched Text Mining

Overview. Let D = {(v;, 7;)}; denote the training set,
where v; is an image and 7; is its paired text set. Let
T = Ufilﬁ be the entire text corpus in D. For each
image v;, we mine three mismatched texts from the non-paired
pool 7\ 7; in an offline manner and store (¢/°", b4, ¢rand)
for training. Using the surrogate model Fy, we extract fs-
normalized embeddings e,, = fr(v;) and e; = fr(t), and
measure cross-modal similarity by

: T
sim(ey,, e) = e, e 2)

Overall, £/, 24, and t79"¢ respectively provide global far-
thest, near-boundary, and diverse signals for the subsequent
competitive objective.

Farthest mismatched text. The Farthest mismatched text
serves as a global “far anchor” to encourage a cross-modal
displacement. We define it as the least similar non-paired text

in the shared embedding space as

tlfar = argternTi\nTi sim(e,, , et). 3)
Boundary mismatched text. The boundary mismatched
text is designed to capture near-boundary confusable cases,
i.e., non-paired texts that are highly similar to v; in the shared
embedding space. We first form a candidate set N (i) C
(T \ T;) by selecting the top-k most similar non-paired
texts to v;. Then, we choose t? from A (i) by enforcing
a mild directional constraint with respect to the far anchor.
Specifically, we define the displacement direction

d(t) =e: — ey,. 4

We select a candidate whose direction is moderately aligned
with d(¢/*") while avoiding excessive collinearity:

01 < Z(d(t), (")) < b2, t € Ny(d). (5)

This constraint is used to avoid conflicts with the far-anchor
direction and to maintain difference. The values of k£ and
(61,02) are specified in the implementation details. If no
candidate in N (i) satisfies the constraint, we return to the
most similar non-paired text as in %4

Random mismatched text. Finally, we sample a random
mismatched text +79"¢ from the remaining non-paired text
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pool, excluding the already selected ] " and %%, to introduce

diversity.

D. Loss Function Design

Candidate pool. For each training image v;, we first sample
one paired text ¢; € 7; as the matched description. Together
with the three mined mismatched texts (¢/°", 04 ¢rand) from
Sec. III-C, we form a candidate pool

Ci={t;, t]*, ¢, grandy. (6)

Sample-Competitive =~ Contrastive  Loss. Following
CPGC [16], we adopt an InfoNCE-type objective with sample
competition on the pool C;. Given an adversarial image
embedding e, q.qv, we define the temperature-scaled similarity
score by '

si(t) = sim(eyoav, €¢) /7. 7

We treat the three mismatches as a “positive” set (attack
targets) and aggregate their weighted responses into

Af = exp(wyar Si(t{ar)) + exp (wpa Si(t?d))
+ exp (wmnd si(t;a”d)).

while the matched text ¢; is regarded as a “negative” term to
be suppressed as

®)

A7 =exp(si(t;)). )

Let B denote the batch size. We then formulate the sample-
competitive contrastive loss in the form of

L 3 1 A7 1

scc ; og AT LA (10)
Lscc exhibits a two-level competition mechanism. At the
pool level, Aj and A; share the normalizer Af + A7,
forcing the mismatched set and the matched term to compete
for probability mass and thus explicitly suppressing matched
alignment. At the within-set level, A;r is constructed as a
weighted sum of exponential similarities, which induces a
soft competition among the three mismatched types so that
the most effective one receives larger gradients and adaptively
dominates the optimization. Overall, this design upgrades the
supervision from aligning with a single fixed mismatch to
competitively suppressing the matched text against a set of
mismatches, enhancing intermodel transferability.

Distance Loss. In addition to the sample-competitive con-
trastive loss above, we introduce a uni-modal term in the
shared vision—language embedding space. This term encour-
ages the adversarial image representation to deviate from the
original one. Specifically, let e,, = fr(v;) and Cpado =
fr(v3v), where f; is the image encoder of the surrogate VLP

K2

model. We define

B 2
Lpis = —; [evger = ew). (11)
The overall objective is
L = Lscc+ A Lpis. (12)

E. Sample-conditioned Image Perturbation Generator

We employ a sample-conditioned generator G(-;w) to pro-
duce an image perturbation:
0; = G(vi, er;w), 024 = clip(v; + ;). (13)
Architecturally, G adopts an encoder—cross-attention—decoder
design. Three convolutional layers first encode v;, a cross-
attention module injects the textual condition at the intermedi-
ate feature level, and three deconvolutional layers then decode
the modulated features to §;. The text embedding is obtained
from the surrogate text encoder, i.e., e; = fr(t), and is used
as the conditioning signal.
Optimization. We optimize w by minimizing Eq. (12) under
the ¢o, constraint ||d;||cc < € (default e = 12/255). After

training, G generates J; given (v;, e;) in a single forward pass.

IV. EXPERIMENTS

In this section, we evaluate the proposed multimodal attack
under a black-box setting on three representative vision—
language downstream tasks: image—text retrieval, image cap-
tioning, and visual grounding. We present intermodel trans-
ferability results across diverse victim architectures under
an image-only threat model, followed by ablations on the
weighting factors (Wi, Wed, Wrand ), the perturbation budget e,
and the trade-off coefficient A. Since our approach follows a
generator-based paradigm, adversarial images can be produced
in one forward pass after training, enabling efficient evaluation
at scale. We further provide brief analyses on the effects of
diverse mismatched-text supervision.

A. Experimental Setup

1) Tasks and Datasets:
Tasks. We consider three representative vision—language
downstream tasks

+ Image-text retrieval [18] ranks a gallery of texts (or
images) for a given query image (or text) according to
cross-modal similarity in a shared embedding space. An
attack is successful if it significantly degrades the retrieval
ranking of the correct match.

o Visual grounding [19] localizes an image region that
corresponds to a given textual query. An attack is suc-
cessful if the predicted region no longer overlaps with
the ground-truth object region.

« Image captioning [20] generates a natural-language de-
scription conditioned on an input image. A successful at-
tack induces semantically incorrect or irrelevant captions
while keeping the perturbation imperceptible.

Datasets. For image—text retrieval, we use Flickr30K [21]
and MSCOCO [22] as standard benchmarks, for image cap-
tioning we use MSCOCO [22], and for visual grounding we
use RefCOCO+ [23], following common practice in prior
works [16].



TABLE I: DiMiG ASR@1 (%) on image—text retrieval (Flickr30K/MSCOCO). TR denotes image—>text retrieval and IR denotes
text—image retrieval. Gray-shaded cells indicate white-box results for reference.

. ALBEF TCL X-VLM CLIPvit CLIPcNN BLIP

Source  Dataset Perturbed modality Method TR IR IR TR IR TR IR TR IR TR IR
Co-Attack | 95.64 96.52 | 21.87 32.19 | 13.43 27.45 |21.13 33.23 | 2343 35.26 |25.39 42.84
multi-modal SGA 97.11 96.72 | 4395 48.83 | 26.54 39.11 |33.83 43.57 | 3439 46.68 | 39.65 53.65
Flickr30K T™M 97.53 9751 | 6497 69.60 | 47.14 55.49 |52.90 60.90 | 56.61 62.97 | 59.99 66.01
imace-onl C-PGC 86.74 863 | 6149 67.76 | 1443 2748 |23.28 39.3 | 33.42 4825|3155 36.73
ALBEF & y MAA 100.00 100.00 | 70.6  73.31 | 11.59 24.05 |26.85 43.16 | 33.81 51.09| 49.0 57.01
Ours 98.77 98.10 | 9534 95.52 | 63.72 65.07 | 51.48 60.10 | 69.17 71.57 | 88.54 88.25
Co-Attack | 94.63 96.59 | 33.07 42.11 | 20.43 33.35 | 39.85 48.05| 43.47 52.11|44.31 55.61
multi-modal SGA 96.19 97.13 | 54.04 58.82 | 32.70 44.89 |51.76 60.25 | 54.82 62.81 |55.13 64.72

MSCOCO T™M 96.79 97.73 | 70.19 74.02 | 52.97 5823 | 68.37 75.34| 70.97 76.88|71.29 74.21
image-onl C-PGC 89.06 89.01 | 5442 44.46 | 11.07 11.86 |12.22 1492 | 19.0 20.14 |19.97 19.63
g Y MAA 99.87 99.67 | 4891 5145 | 693 10.85 | 13.52 13.22| 23.8 31.14|30.81 37.07
Ours 9223 9248 | 77.51 76.13 | 56.94 56.27 |59.03 67.97 | 72.79 78.43 |73.81 75.50
Co-Attack | 22.88 33.40 | 9597 96.71 | 14.52 28.54 |22.63 35.40 | 24.04 39.09 | 29.78 44.78
multi-modal SGA 47.69 56.04 | 97.37 96.95 | 30.09 43.67 |36.71 47.32| 38.20 49.32|43.30 55.76
Flickr30K TMM 68.10 72.30 | 97.87 97.60 | 49.17 57.71 |54.63 63.52 | 58.87 65.71 | 62.69 68.87
image-onl C-PGC 3772 4215 | 92.55 88.29 | 10.57 21.36 |21.92 38.6 | 32.51 47.13]20.72 31.11
TCL g Y MAA 84.58 73.05 | 100.00 100.00 | 13.31 25.67 |25.86 43.0 | 34.46 52.59 |47.84 57.19
Ours 58.17 58.10 | 95.13 9391 | 24.90 32.88 |50.37 57.19 | 61.92 67.89 | 54.15 57.47
Co-Attack | 34.65 44.56 | 94.82 96.80 | 21.38 35.76 |41.63 51.20 | 44.97 54.33|45.66 57.17
multi-modal SGA 5829 68.80 | 96.73 97.32 | 37.04 47.81 | 54.62 62.36 | 57.63 64.95|56.85 65.15
MSCOCO T™MM 73.62 7838 | 97.00 97.92 | 54.56 60.56 |70.60 78.98 | 73.27 80.21 | 73.60 77.43
imace-onl C-PGC 42.11 3576 | 90.52 86.34 | 13.63 15.57 | 18.15 19.56| 29.6 29.61 |24.15 21.9
& Y MAA 63.87 68.63 | 100.00 100.00 | 7.18 124 | 1377 1523 | 26.0 32.86(29.11 3593
Ours 50.41 54.58 | 89.03 85.62 | 32.22 38.67 | 56.52 68.76 | 64.79 74.63 | 46.32 55.57

2) Surrogate and Victim Models:

Surrogate models. We consider ALBEF or TCL as the
surrogate (source) vision—language model F, to train the
proposed sample-conditioned perturbation generator. During
training, the generator optimizes the sample-competitive ob-
jective using the surrogate encoders and does not access any
information from target(victim) models.

Victim models. To evaluate transferability in a black-
box setting, we test adversarial images on a diverse set of
victim models, including ALBEF, TCL, BLIP, CLIP (CNN
backbone), CLIP (ViT backbone), and X-VLM. This set
covers different model families and architectures, enabling a
comprehensive assessment of transferability.

3) Implementation Details:

We train the sample-conditioned generator using the sur-
rogate model. Unless otherwise specified, we set the pertur-
bation budget to € = 12/255, the trade-off coefficient in
Eq. (12) to A = 0.1, and the temperature in Egs. (7) to
7 = 0.1. For boundary-text mining, we set £ = 64 and
(01,02) = (15°,90°) in Eq. (5). For the diverse mismatched
texts, we set (Wear, Wod, Wrand) = (1.0,0.5,0.1). These hyper-
parameters are kept fixed for all experiments and are varied
only in the ablation studies. Task-specific evaluation metrics
are introduced together with the corresponding main results.

B. Main Results of DiMiG

We demonstrate the main results on three representative
vision-language downstream tasks, including image—text re-

trieval, image captioning, and visual grounding. Following
the image-only threat model, adversarial perturbations are
generated on a source model and directly evaluated on target
models.

Image-Text Retrieval. We evaluate transferability on
Flickr30K and MSCOCO, reporting ASR@1 for both retrieval
directions, i.e., image—text (TR) and text—image (IR). Table I
summarizes the results across diverse victim architectures
(gray-shaded cells show white-box numbers for reference).
Under the image-only setting, DiMiG yields strong and con-
sistent transfer gains across five victim models. The mean
transferred ASR@1 improves by 30.8 points on Flickr30K
and 42.7 points on MSCOCO over a strong prior image-
only baseline (MAA). The advantage is particularly evident on
architecturally distant victims (e.g., X-VLM and CLIP/BLIP
families), indicating better cross-architecture generalization.
We attribute the improved transferability to (i) the diverse
mismatched-text supervision that provides richer cross-modal
guidance during training, and (ii) the sample-conditioned
generator, which avoids per-instance iterative optimization at
attack time and thus reduces surrogate-specific bias. We note
that DiMiG does not always achieve the highest white-box
ASR on the surrogate model. This reflects a trade-off between
surrogate fitting and intermodel transferability. While methods
such as MAA are better positioned to fit the surrogate’s
local decision boundary and saturate white-box performance,
DiMiG is designed to learn more transferable perturbation di-



TABLE II: ASR@K (%) of cross-dataset attacks on image—text retrieval under Flickr30K — MSCOCO and MSCOCO —
Flickr30K. The generator is trained on ALBEF as the surrogate model on the source dataset and transferred to attack victim
models on the target dataset. TR denotes image—text retrieval and IR denotes text—image retrieval.

. . ALBEF TCL BLIP X-VLM CLIPyir5 CLIPgn10;
Setting Metric TR IR TR IR TR IR TR IR TR IR TR IR

ASR@1 | 7735 7337| 60.18 6029| 59.53 5854| 40.15 33.95| 4444 47.13| 5940 5571

Flicki30K — MSCOCO ~ ASR@5 | 6427  66.90| 4531 43.11| 4746 5145| 2373 1970| 2539 2552| 4378  37.10

ASR@I10| 5857 61.15| 3840 37.32| 4253 4683 1955 16.18| 1911  19.07| 3583 29.84

ASR@I | 5899 61.78| 66.15 7240| 4742 5141 2571 3335| SLI11 59.17| 6723  68.94

MSCOCO — Flicki30K ~ ASR@5 | 46.19  46.12| 4905 5620| 3400 3447| 1380 1534| 2777 3400| 4214 4571

ASR@I0| 40.60 4048| 42.10 49.93| 2859 2751 1080 11.24| 2118 2552| 3344 3598

TABLE III: Visual grounding on RefCOCO+. We provide Acc@IoUy 5 on clean inputs (Baseline) and on adversarial inputs
transferred from different surrogate models. “ALBEF (Source)” and “TCL (Source)” denote adversarial images generated by
the corresponding surrogate-trained generator and evaluated on each victim model. Lower adversarial accuracy indicates a

stronger attack effect.

Tareet Baseline ALBEF (Source) TCL (Source)

g Val TestA TestB Val TestA TestB Val TestA TestB
ALBEF 48.8 53.7 41.4 37.9 40.8 32.9 42.0 44.7 37.0
TCL 46.4 53.8 39.6 31.9 34.2 29.4 31.3 32.8 29.8
X-VLM 77.4 84.0 68.8 67.7 73.7 57.9 68.5 75.3 58.5

TABLE IV: Image captioning on MSCOCO evaluated on BLIP -t A o T L0
TCL - ViT-B/16 BLIP TCL - ViT-B/16 BLIP

(victim). “Baseline” uses clean images, and each “Source”
corresponds to adversarial images produced by a generator
trained on the specified source model.

Source ‘ B@4 METEOR ROUGE_L CIDEr SPICE
Baseline 39.7 31.0 60.0 1333 23.8
ALBEF 16.2 16.4 38.7 48.1 10.2
TCL 26.3 23.2 49.2 85.1 16.4

rections under an image-only black-box setting. Consequently,
DiMiG may sacrifice some white-box attack strength, but this
trade-off leads to stronger transfer performance on unseen
victim models.

Co-Attack, SGA, and TMM are multi-modal attacks evalu-
ated through joint image-text perturbations. These methods
co-optimize the perturbation in both modalities. And each
modality’s perturbation is optimized under the guidance of
the other modality’s adversarial counterpart. Adapting them
to image-only variants would require modifying their core
optimization methods. Such an image-only adaptation would
not represent the methods described in the original papers.
Therefore, we do not force these multi-modal attacks into the
image-only setting. In contrast, C-PGC and MAA follow the
same image-only setting and constitute the primary apples-to-
apples comparisons in our experiments. We demonstrate their
results to contextualize attack strength. Direct comparisons
should be interpreted with this difference in mind, while C-
PGC and DiMiG follow the same image-only setting.

We further evaluate cross-dataset generalization under
Flickr30K — MSCOCO and MSCOCO — Flickr30K in
Tab. II. Unless otherwise specified, the generator is trained
with ALBEF as the source model on the source dataset and
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directly transferred to attack diverse victim models on the
target dataset.

Visual Grounding. We also assess transferability on visual
grounding, which localizes the referred region in an image
given a natural-language query. Experiments are conducted on
RefCOCO+, where we train the generator on ALBEF or TCL
as the source and evaluate the crafted adversarial images on
three target models (ALBEF/TCL/X-VLM). As summarized in
Table III, adversarial images consistently reduce Acc@IoUyg 5



TABLE V: Ablation on the weighting factors (wgy, Wed, Wrana) in Eq. (8) on Flickr30K (surrogate is ALBEF). We show ASR
(%). AVG denotes the average ASR over all reported victim models.

ALBEF TCL X-VLM CLIPy; CLIP BLIP
(Wear, Wed, Wrana) TR IR TR IR TR IR TR VITIR TR CND}R TR IR AVG
(1,0.5,0.1) 98.77 98.10 | 9534 9552 | 6372 6507 | 5148 60.10 | 69.17 7157 | 8854 8825 | 79.80
(0,0.5,0.1) 9332 9101 | 9110 91.03 | 5356 5650 | 56.65 6265 | 72.15 7356 | 7539 7428 | 7477
(1,0,0.1) 9239 9195 | 9172 9110 | 5335 5644 | 5616  63.09 | 7124 7384 | 7876  79.67 | 74.97
(1,0.5,0) 91.88  89.63 | 9193 9187 | 4959 53.68 | 57.27 6376 | 7228 7391 | 7487 7257 | 73.60
(1,0,0) 96.09 9531 | 9255 9431 | 5579 5883 | 5443 6140 | 7358  75.07 | 8160 8261 | 76.13
1,1,1) 9486 9357 | 9296 9310 | 5803 6057 | 5776 6364 | 73.19 7525 | 8223 7884 | 76.50

across Val/TestA/TestB splits. Notably, the degradation is
evident not only when the surrogate and target coincide, but
also under intermodel transfer, indicating non-trivial black-box
transferability of our perturbations to grounding models.

Image Captioning. We further evaluate transferability on
image captioning using MSCOCO. Although captioning is
image-only at inference, we condition the generator on a
ground-truth caption from MSCOCO to craft v?%, and feed
only v?% to the victim captioner. We consider BLIP as the
victim captioner and report standard COCOEvalCap metrics
(BLEU-4, METEOR, ROUGE_L, CIDEr, and SPICE) on
clean images and on adversarial images transferred from
different source models. In Table IV, “Baseline” corresponds
to clean images, while each “Source” indicates the surrogate
model used to train the generator for crafting adversarial
images. As shown, adversarial perturbations lead to consis-
tent degradation across all metrics compared with the clean
baseline, demonstrating effective black-box transferability to
captioning.

C. Ablation Study

We conduct ablation studies to analyze key design choices
of our method. Unless otherwise stated, all ablations are
performed under the black-box setting with the image-only
perturbation budget e = 12/255.

Effect of weighting factors (wgar, Wpd, Wrana). We first
study how the mismatched-text supervision contributes to
transferability by varying the weighting factors in Eq. (8).
Table V reports the results. Overall, assigning a dominant
weight to the far anchor while keeping moderate boundary
guidance and a small random component yields the best
transfer performance, indicating that the three mismatches
provide diverse signals.

Sensitivity to the trade-off coefficient \. We vary A
in Eq. (12) to balance the sample-competitive contrastive
term and the distance term. Unless otherwise specified, the
generator is trained on ALBEF as the source, and DiMiG
ASR@]1 is evaluated on the target models shown in the legend
for both retrieval directions (TR/IR). As shown in Fig. 3a-3b,
the method is relatively robust when A lies in a moderate range,
while overly large A may degrade transferability. We therefore
choose A = 0.1, which achieves the best performance (highest
mean ASR@1 across victim models).

Impact of perturbation budget e. We further evaluate
different ¢, budgets €. As shown in Fig. 4a and Fig. 4b, in-

creasing € generally improves ASR@1, with a rapid gain from
4/255 to 12/255, whereas the improvement beyond 12/255
becomes marginal on most victims, suggesting diminishing
returns. Following common practice under an /., constraint,
we set e = 12/255 as a good trade-off between attack success
and perceptual imperceptibility.

D. Analysis & Discussion

Transferability. Our transfer gain mainly comes from the
diverse mismatched-text supervision, which provides varied
guidance at different geometric scales in the shared embedding
space. The farthest mismatched text provides a global displace-
ment anchor. It encourages the adversarial representation to
move away from the original matched text in a more model-
agnostic manner, rather than being overly tied to a specific
local neighborhood around the surrogate decision boundary.
The boundary mismatched text offers near-boundary guidance.
It constructs an ambiguous neighborhood where the match
decision is easier to flip. In this region, a small representation
shift is more likely to cross the decision boundary. This yields
reliable local directions that generalize better across models.
Finally, the random mismatched text simply adds diversity.
It helps reduce early overfitting to a single mismatched
sample and improves robustness when transferring to victim
architectures. Together, these diverse signals form an effective
supervision set for the sample-competitive objective, resulting
in stronger adversarial transferability.

Generative paradigm and efficiency. Our attack trains
a lightweight sample-conditioned generator on a surrogate
model and produces perturbations in a single forward pass
at test time. This approach avoids sample-by-sample itera-
tive optimization in gradient-based attacks, thereby reduc-
ing inference time overhead when evaluating across multiple
victim models and datasets. More importantly, the generator
amortizes the optimization over the training distribution. This
reduces reliance on gradients of the surrogate model and
helps learn perturbation patterns that are more consistent and
generalizable under the black-box setting.

Failure cases and limitations. Although our method im-
proves transferability, a generator-based transfer attack runs
under a more constrained setting than strict white-box iterative
attacks. It does not explicitly optimize the perturbation for each
test input using victim gradients, and thus may not precisely
fit the surrogate model’s local decision boundary for a specific



instance. As a result, there can be a performance gap compared
with strong gradient-based white-box methods that directly
exploit fine-grained gradient feedback.

V. CONCLUSION

We propose a transferable adversarial attack method in a
black-box setting under an image-only threat model, where the
attacker can only modify the input image and does not rely on
gradients of the victim model. To improve intermodel trans-
ferability, the proposed sample-conditioned generative frame-
work combines diverse mismatched-text supervision with a
sample-competitive contrastive objective, providing stable and
generalizable guidance in the shared embedding space. Exten-
sive experiments on image—text retrieval, image captioning,
and visual grounding demonstrate that our method achieves
stronger and more stable transfer performance than represen-
tative baselines, while enabling efficient one-pass perturbation
generation. A key limitation is that, compared with white-
box iterative gradient attacks that explicitly optimize each
test instance, the generator-based transferable attack is more
constrained and may be less effective at tightly fitting the
surrogate’s local decision boundary for hard samples. Future
work includes consolidating generators trained with multiple
surrogate models into a single model via distillation or fusion,
and developing more adaptive mismatched-text mining and
weight assignment strategies to further improve robustness and
the transfer upper bound.
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