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Abstract—Recently, tuning-free techniques such as Pho-
toMaker have advanced text-to-image identity (ID) customiza-
tion. Unlike tuning-based approaches, these techniques employ
powerful facial encoders to extract ID information from a single
portrait, enabling efficient customization in a single inference
pass. However, their misuse can exacerbate the generation of
misleading and harmful content, endangering individuals and so-
ciety. To mitigate this risk, existing methods introduce protective
perturbations into user portrait images to distort ID information
in the customized images. We identify two limitations of these
methods: 1) copyright infringement risk caused by identified
faces in customized images; 2) lack of robustness against im-
age transformations. To address these limitations, we propose
FaceOff, a framework that protects portrait images from the
threat of tuning-free ID customization by disturbing the ensemble
of image encoders. Specifically, to reduce the recognized faces
in customized images, we design a contrastive loss to shift the
image semantics to a target ID and deviate the image semantics
away from the original ID. In addition, we introduce a Gaussian
augmentation module to mitigate the protection degradation
under image transformations. FaceOff outperforms the SOTA
method by 12.65% of FDFR and 4.70% of ISM across three
customization models and two facial benchmarks on average.
The code is available at https://github.com/huzimun/FaceOff.

Index Terms—DeepFake Defense, Adversarial Examples, Dif-
fusion Model, Identity Customization

I. INTRODUCTION

Due to the powerful generative capabilities of diffusion
models [1]-[3], many researchers try to explore identity (ID)
customization based on them [4], [5]. Given a text prompt
and reference images with the same ID, users utilize text-
to-image ID customization models to generate customized
images of the input ID. Current text-to-image ID customiza-
tion models can be divided into two types: tuning-based and
tuning-free. Tuning-based models [4]-[7], such as Textual
Inversion [4] and DreamBooth [5], need to first learn the
ID information of reference images by a fine-tuning process,
which costs a lot of time and computational resources for each
customization task, hindering their real-world applicability. To
ease resource demand, various tuning-free models [8]-[12]
have emerged. These models utilize facial encoders to encode
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reference images with ID information into the generation
process, achieving better fidelity and efficiency. However, with
such powerful tools, attackers can use some publicly posted
photos with a person’s face to generate harmful content.

To mitigate this risk, some studies [13]-[20] propose cre-
ating protected images by adding perturbations to reference
images, thereby degrading the fidelity of customized images.
However, most approaches [13]-[19] focus on tuning-based
models, relying on fine-tuning to incorporate perturbations into
the learning and generation of ID information. This depen-
dence constrains the effectiveness of these methods concerning
tuning-free models, which directly encode the reference image
without undergoing a fine-tuning process. In addition, their
protection efficacy under image transformations degrades sig-
nificantly [21], [22]. A latest work IDProtector [20] proposes
a defense against tuning-free models. However, customized
images protected by IDProtector still contain human faces that
might infringe copyrighted portrait images.

This work aims to provide universal and robust protection
against tuning-free ID customization, which presents two main
challenges: 1. Universality. Since attackers can utilize various
tuning-free models, protection needs to work on different cus-
tomization models rather than a specific model. 2. Robustness.
As attackers can apply various image transformations to re-
move protective perturbations, protection must withstand both
common image transformations, such as JPEG compression,
and advanced adversarial purification methods [21], [22].

To address these challenges, we propose FaceOff, a frame-
work for defending against tuning-free customization models.
Firstly, to handle diverse tuning-free models, we disrupt the
image encoders of three representative methods, including IP-
Adapter [8], IP-Adapter Plus [8], and PhotoMaker [10], to
deviate protected image semantics from the original. However,
as these models are tailored for portrait generation, cus-
tomized images may still contain recognizable faces, posing
copyright risks. To mitigate this, we introduce a contrastive
loss that pulls protected semantics toward a target image
while pushing them away from the original, encouraging the
protected customized images to exhibit target-like character-
istics with fewer recognizable faces. Secondly, to improve
robustness against transformations, we introduce a Gaussian
augmentation loss by incorporating Gaussian filtering into the
contrastive loss. While this enhances protection under trans-
formations, it degrades performance in standard customization



due to overfitting to the filtering. To address this, we combine
the contrastive and Gaussian augmentation losses to achieve
robustness to transformations while preserving performance in
standard customization. Our main contributions are as follows:

o We propose FaceOff, a framework that protects portrait
images against tuning-free ID customization.

o We design a joint loss, consisting of a contrastive loss
and a Gaussian augmentation loss, to reduce the identified
human faces in the customized images and enhance the
protection robustness against image transformations.

o Experiments show that FaceOff outperforms the SOTA
method by 12.65% of FDFR and 4.70% of ISM across
three models and two benchmarks on average.

II. RELATED WORKS
A. Text-to-Image ID Customization

Text-to-image ID customization methods utilize pre-trained
diffusion models to generate images of specific IDs with
several reference images and text descriptions. Current text-
to-image ID customization models can be divided into two
categories [10]: tuning-based and tuning-free. Tuning-based
models [4]-[7], [23], [24] usually rely on additional optimiza-
tion during the test phase. Although tuning-based models have
achieved commendable results, customizing each ID requires
substantial time for fine-tuning, making the process econom-
ically expensive and limiting its applications. To reduce the
resource-consuming nature of customization, many tuning-
free models [8]-[12], [25]-[29] have emerged. These models
forgo fine-tuning for each ID, instead, they directly encode
ID information into the generation process via pre-training an
ID adapter. They typically utilize an encoder (e.g., a CLIP
image encoder [30]) to extract the ID feature. The extracted
feature is integrated into the base diffusion model in a specific
way (e.g., embedded into cross-attention layers). Due to their
high fidelity and efficiency, tuning-free models have rapidly
gained popularity and are widely adopted for customization.
In this work, we focus on defending against these emerging
tuning-free customization models.

B. Protection against Unauthorized ID Customization

With the application of powerful ID customization tools,
the public images of individuals are at risk of being exploited
for malicious use. To defend against unauthorized ID cus-
tomization, existing methods [13]-[19], [31] inject adversarial
perturbations into portrait images to degrade both the ID
consistency and visual quality of the generated customized
images. However, these methods mainly focus on tuning-
based models, and their protection performance degrades
substantially on tuning-free models [20]. To fill this gap,
we propose to defend against tuning-free ID customization
models based on contrastive loss and Gaussian augmentation.
Concurrently, Song et al. [20] introduce IDProtector, which
injects imperceptible perturbations into portrait images via
a single forward pass. The customized images protected by
IDProtector still contain many recognizable faces, which may
pose potential copyright infringement risks. In contrast, our
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Fig. 1. Framework of FaceOff. FaceOff generates a protected image by inject-
ing learnable perturbations into the original image, applies Gaussian filtering
to enhance robustness against transformations, and optimizes contrastive and
Gaussian augmentation losses in the semantic feature space.

contrastive-loss-based defense effectively reduces the number
of recognizable faces in protected customized images, thereby
mitigating this risk.

III. PROBLEM STATEMENT

We describe our task as follows. A user (protector) wants
to protect his image ¥,,; with ID or¢ from unauthorized use,
i.e., to generate customized images using a tuning-free ID
customization model M. To achieve this, the protector injects
an adversarial perturbation § into the original image ¥,,; to
create a protected image, denoted yp,,+ (i.€., Yor; +0), Which is
then released to the public. Later, when an attacker collects and
uses Ypr¢ to generate customized images by M, the original
ID ori cannot be identified from those customized images. In
summary, the user’s objective is to create a protected image
Yprt that can degrade the efficacy of ID customization.

Specifically, the attacker can use different tuning-free mod-
els for ID customization. Therefore, the image protector needs
to craft a perturbation § that can achieve universal protection
on various tuning-free models. Additionally, the protection
should be robust to image transformations that can weaken
the protection efficacy.

IV. METHOD

Fig. 1 shows the framework of FaceOff. To suppress the
original ID information in customized images, we employ
contrastive learning to draw the protected image closer to the
target image while pushing it away from the original image
in the semantic space. To mitigate performance degradation
caused by image transformations, we further integrate Gaus-
sian filtering into the optimization process.

A. Contrastive Loss
To achieve universal protection, we disturb the image
encoders of three tuning-free models (i.e., IP-Adapter, IP-
Adapter Plus, and PhotoMaker), deviating the semantics of
protected images away from those of the original images:
N
Lgey = Z Cos(gi(yprt)7 gi(yori))a (D

i=1



TABLE I
COMPARISON OF BASELINE AND FACEOFF ACROSS DIFFERENT MODELS ON VGGFACE2 AND CELEBA-HQ.

Dataset Method IP-Adapter IP-Adapter Plus PhotoMaker Average Imperceptibility
FDFRT ISM| FDFRT ISM| FDFRt ISM| FDFRT ISM| LPIPS| PSNR?t
No Defense 0.034 0.328 0.000 0.433 0.138 0.436 0.057 0.399 - -

VGGFace2  IDProtector [20] 0.260 0.128 0.001 0.159 0.287 0.110 0.183 0.132 0.295 27.304

FaceOft 0.546 0.084 0.046 0.086 0.344 0.048 0.312 0.073 0.241 27.935
No Defense 0.051 0322 0.000 0466  0.128 0455 0.060 0414 - -

CelebA-HQ  IDProtector [20] 0.394 0.102 0.000 0.106 0.262 0.050 0.219 0.086 0.298 27.232

FaceOff 0.646 0.056 0.030 0.069 0.354 0.029 0.343 0.051 0.237 27.945
VGGFace2 CelebA-HQ
Reference IP-Adapter IP-Adapter Plus PhotoMaker Reference P-Adapter Plus PhotoMaker
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Fig. 2. Qualitative comparison with baseline. The inference prompt is “a photo of _ person”.

where cos(-) is the cosine similarity, &; is the image encoder
of i-th customization model, N is the number of customization
models, v, is the protecting image, and y,,; is the original
image. However, customized images after protection remain
recognized human faces, which may infringe on the copy-
righted portrait images. Therefore, we design a contrastive
loss to reduce the identified human faces in the customized
images. Specifically, we shift the semantics of the protected
image closer to those of the target image while pushing them
away from the semantics of the original image. The contrastive
loss is formulated as follows:

N

Leon = > c0s(Ei(Yprt), Ei(Yori)) — c0s(Ei(Ypre), EiYrgr)),
=1

2

where 14 is the target image. By optimizing the contrastive
loss, we obtain protective perturbations that reduce the identi-
fied human faces in customized images and mitigate copyright
infringement risk.

B. Gaussian Augmentation

However, the effectiveness of such perturbations may de-
grade under image transformations. In particular, operations
such as JPEG compression suppress high-frequency noise that
deviates from natural image statistics, thereby significantly
weakening adversarial perturbations that primarily rely on

high-frequency components. To improve robustness against
image transformations, we incorporate Gaussian filtering into
the perturbation optimization process. The Gaussian augmen-
tation loss is formulated as:

N
Lgau = ZCos(gi(G(yPTt))vgi(G(yori))) (3)

—cos(Ei(G(Yprt)), Ei(G(Yigt))),

where G(-) is the Gaussian filtering transformation. This
design explicitly simulates the suppression of high-frequency
components, encouraging the optimization to produce pertur-
bations dominated by low- and mid-frequency information that
remains effective after transformation.

Although the Gaussian augmentation loss improves pro-
tection efficacy under image transformations, it reduces ef-
ficacy under standard customization. To this end, we combine
the contrastive loss with the Gaussian augmentation loss to
preserve protection efficacy under standard customization,
yielding the overall FaceOff loss:

“)

Specially, we utilize the PGD algorithm [32] to optimize the
perturbation by minimizing FaceOff loss:

LFaceOff = Leon + Lgau'

0 :=arg m(sianaceoff,s.t. [16]] < n, 5)



where § is the perturbation and 7 is the noise budget.

TABLE I
ROBUSTNESS OF FACEOFF UNDER IMAGE TRANSFORMATIONS ON
VGGFACE2.
Setting IP-Adapter IP-Adapter Plus PhotoMaker
FDFRt ISM| FDFRt ISM] FDFRf ISM|
No Defense 0.034 0.328 0.000 0.433 0.138 0.436
SC 0.546 0.084 0.046 0.086 0.344 0.048
JPEG [33] 0.448 0.091 0.002 0.146 0.277 0.114
GrIDPure [21] 0.233 0.098 0.008 0.144 0.283 0.107
RM [22] 0.097 0.220 0.006 0.281 0.220 0.253
TABLE III

ABLATION STUDY OF FACEOFF ON VGGFACE2 UNDER JPEG.

Con. Aug IP-Adapter IP-Adapter Plus PhotoMaker Average
FDFRt ISM| FDFRt ISM| FDFRt ISM| FDFRtT ISM|
X X 0.185 0.116  0.001 0.162  0.202 0.150  0.129 0.143
v X 0.298 0.116  0.002 0.183  0.226 0.188  0.175 0.162
v v 0.448 0.091  0.002 0.146  0.277 0.114  0.242 0.117

V. EXPERIMENTS
A. Experimental Setup

Datasets. Following previous work [13], [20], we evalu-
ate FaceOff on two facial benchmarks: VGGFace2 [34] and
CelebA-HQ [35]. We select 400 images with 50 IDs for each
dataset. All images are resized to a resolution of 224 x 224.

Target Models. We test FaceOff on three tuning-free mod-
els: IP-Adapter [8], IP-Adapter Plus [8], and PhotoMaker [10].
The base diffusion model is SDXL base 1.0 [3].

Metrics. Following previous works [13], [20], we adopt
two metrics: Face Detection Failure Rate (FDFR) and Identity
Score Matching (ISM). We first use a RetinaFace detector
to detect faces in customized images, and calculate the rate
of customized images that have no detectable face, denoted
as FDFR. Then, if a face is detected, we use the ArcFace
recognizer [36] to extract its face recognition embedding and
compute its cosine distance to the average face embedding of
the original images, denoted as ISM.

Implementation Details. We set PGD iteration rounds to
100. We set the step size o as 0.005 and the noise budget
1 as 16/255 following [37]. The target image is the Beijing
Opera Facial Mask of the role Yingbu. During inference, we
leverage two prompts “a photo of sks person” and “a DSLR
portrait of sks person” in [13] for PhotoMaker. The “sks” is
replaced with an empty string for IP-Adapter and IP-Adapter
Plus. Each prompt is used to generate 16 images.

B. Comparison with Baseline

We compare FaceOff with a SOTA baseline IDProtec-
tor [20]. In Tab. I, IDProtector achieves a significant reduction
in ISM, but its performance on FDFR still requires further
improvement. FaceOff obtains the highest FDFR and the
lowest ISM values on average, indicating that the customized
image protected by FaceOff has the fewest detectable faces

TABLE IV
TRANSFERABILITY OF FACEOFF ON UNSEEN MODELS.

Method IP-Adapter IP-Adapter Plus Fastcomposer Face-diffuser
FDFRT ISM| FDFRf ISM] FDFRt ISM| FDFRT ISM|

No Defense  0.033 0.340  0.031 0.369  0.015 0.383 0.000  0.386

FaceOff 0.353 0.078 0309  0.081 0.001 0.080  0.004  0.097

and the lowest similarity between the detected faces and the
original faces. Moreover, Tab. I shows that FaceOff achieves
better perturbation imperceptibility than IDProtector, reflecting
superior visual quathe lity of the protected images. Fig. 2
shows that FaceOff effectively distorts the original ID in
customized images, reducing the proportion of recognizable
faces in customized images. In contrast, IDProtector produces
customized images with many recognizable human faces,
potentially infringing on copyrighted portrait images.

C. Robustness against image transformations

In Tab. II, we evaluate the robustness of FaceOff under
three image transformations, including JPEG compression [33]
and two adversarial purification methods, GrIDPure [21]
and Robust-Mimicry (RM) [22]. The standard customization
pipeline without any additional image transformation is de-
noted as SC. In Tab. II, under all image transformations,
the customization performance can not be restored to the No
Defense setting. FaceOff exhibits strong resistance to JPEG
and GrIDPure, maintaining a high FDFR and a low ISM.
RM leads to a more pronounced protection degradation of
FaceOff, which can be attributed to the image super-resolution
diffusion model employed by RM that effectively removes
adversarial perturbations. Even so, the ISM under RM remains
substantially lower than that of the No Defense setting.

D. Transferability on unseen models

In Tab. IV, we evaluate the transferability of FaceOff on un-
seen base model (SD v1.5) and customization methods (Fast-
Composer and Face-Diffuser). Specifically, for IP-Adapter and
IP-Adapter Plus, their base model is replaced from the SDXL
base 1.0 to SD v1.5. FastComposer and Face-Diffuser are
two customization methods built upon SD v1.5. In Tab. IV,
images protected by FaceOff consistently lead to a substantial
increase in FDFR and a significant reduction in ISM. On
average, the FDFR increases from 0.020 to 0.167, while the
ISM decreases from 0.370 to 0.084. These results demonstrate
strong transferability of FaceOff on unseen models. FaceOff
requires about 19 GB of VRAM and 240 s to optimize a single
ID. Unless otherwise specified,weconduct experimentsunder
standard customizationwithout imagetransformations.

E. Ablation Study

In Tab. III, we conduct ablation studies on the VGGFace2
dataset under JPEG compression to assess the contribution of
each FaceOff module. The contrastive loss module raises the
average FDFR from 12.9% to 17.5%, meaning fewer faces can
be recognized in customized images. The Gaussian augmenta-
tion module further improves the average FDFR from 17.5% to
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Different target images.

TABLE V
EFFECT OF DIFFERENT TARGET IMAGES FOR FACEOFF ON VGGFACE2.
BOLD: BEST; UNDERLINE: SECOND BEST.

Setting IP-Adapter IP-Adapter Plus PhotoMaker Average
FDFR{? ISM| FDFRt ISM| FDFR{ ISM| FDFRt ISMJ|
No Defense 0.034 0.328 0.000 0.433 0.138 0.436 0.057 0.399
gray 0.156 0.177 0.000 0.149 0.249 0.177 0.135 0.168
mist 0.511 0.119 0.054 0.163 0.281 0.163 0.282 0.148
noise 0.673 0.130 0.043 0.182 0.135 0.204 0.284 0.172
face 0.091 0.088 0.002 0.121 0.240 0.078 0.111 0.096
cartoon 0.445 0.095 0.141 0.177 0.157 0.180 0.248 0.151
mask 0.544 0.077 0.106 0.115 0.419 0.100 0.356 0.097
Reference IP-Adapter IP-Adapter Plus PhotoMaker
ND
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Fig. 4. Visualization of FaceOff with different target images.

24.2% while reducing the average ISM from 16.2% to 11.7%,
demonstrating stronger protection under JPEG compression.
Combining all modules, FaceOff achieves the highest FDFR
and the lowest ISM, confirming its robust protection.

F. Parameter Analysis

Target Images. In Tab. V, we evaluate the impact of
different target images. The evaluated target images are shown
in Fig. 3. Specifically, gray and mist are used in existing
methods for artistic copyright protection [38], [39]; noise de-
notes a random noise image; face is chosen by computing the
cosine similarity of CLIP features among images of different
IDs in the VGGFace2 dataset, and for each ID, selecting an
image of another ID with the lowest similarity as the target;
cartoon represents a cartoon-style image; mask corresponds
to the facial mask of the Peking Opera character Yingbu. mask
achieves the best FDFR and the second-best ISM. This can
be attributed to the fact that tuning-free models are adapted
to generate portrait images. mask preserves facial structure
while substantially deviating from real-face semantics, thereby
more effectively disrupting ID customization. We observe that
face achieves the lowest average ISM, indicating the strongest
protection. However, this setting requires selecting a distinct
target face for each ID and ensuring the absence of copyright
issues, leading to substantial overhead. Consequently, we
adopt mask as the default target image instead of face. Fig. 4
visualizes customized images generated under different target
images. The protected customized images show substantial ID
distortion and align with the target characteristics. Notably,
using mask or face yields the lowest ID similarity.

Augmentation Strategies. In Tab. VI, we analyze the
effects of different image augmentation strategies, including
JPEG compression, ColorlJitter, Gaussian noise, and Gaussian
filtering. All strategies are evaluated under two settings: stan-
dard customization and JPEG compression. The results show
that all augmentation strategies effectively increase the FDFR
and reduce the ISM, demonstrating the flexibility of Face-
Off. Specifically, Gaussian filtering achieves the best balance
under both standard customization and JPEG compression.
By suppressing high-frequency components while preserving
low- and mid-frequency perturbations, it enhances perturbation
stability. Its low-pass nature also aligns with JPEG, which
retains low-frequency content and removes high-frequency
details, making the perturbations more robust to compression.

VI. CONCLUSION

This paper proposes FaceOff, a framework that protects user
portrait images from tuning-free ID customization. We address
the limitations of prior works in copyright infringement risk
and fragility to image transformations through contrastive loss
and Gaussian augmentation. Extensive experiments demon-
strate that FaceOff can effectively reduce identified ID in
customized images and enhance protection robustness against
image transformations.
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