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Abstract—Federated Learning (FL) enables privacy-preserving
distributed modeling but remains vulnerable to backdoor at-
tacks, where adversaries embed triggers to induce targeted
misclassification while keeping normal accuracy intact. Existing
defenses, such as robust aggregation or cosine-similarity–based
gradient filtering, cannot reliably distinguish malicious clients
from benign ones and often discard suspicious updates in a
coarse-grained manner, which may inadvertently remove le-
gitimate clients and degrade model performance. To address
these limitations, we propose FedFdpm, a novel defense method
based on frequency-domain perturbations and model repair.
FedFdpm detects suspicious client models by analyzing their
frequency spectrum responses and applies flexible repairs to align
their distributions with normal patterns, reducing aggregation
risks without discarding clients. It employs dynamic aggregation
mechanism to assign weights to clients for robust aggregation.
Experimental results on three public datasets, compared to five
baseline algorithms, show that FedFdpm significantly reduces
the success rate of backdoor attacks (up to 96%) and maintains
high accuracy (98%) in the main task, outperforming existing
methods.

Index Terms—Federated learning, backdoor attacks, spectrum
transformation, security

I. INTRODUCTION

Federated Learning (FL), as a novel paradigm of distributed
collaborative machine learning, has demonstrated strong po-
tential in safeguarding data privacy while enhancing model
generalization capabilities [1], [2]. Unlike traditional central-
ized models that aggregate raw data into a single repository,
FL enables participants to keep their data local and share only
model parameters or gradients for joint training [3], [4]. By do-
ing so, it effectively mitigates privacy risks during transmission
and helps to break long-standing data silos, which in turn has
supported the adoption of AI in privacy-sensitive areas such
as medical diagnostics, financial risk control, and smart city
development [5]. At the same time, the decentralized structure
that underpins FL inevitably creates new security challenges,
among which backdoor attacks are particularly critical [6],
[7]. In these attacks, adversaries inject malicious samples with
specific trigger patterns into local training and manipulate their
labels toward target categories, leading the global model to
misclassify inputs containing the trigger into attacker-specified
outputs while still maintaining high accuracy on clean data
[8], [9]. This type of attack is stealthy, difficult to detect, and
has strong generalization and transferability, posing a serious
threat to the reliability of FL systems, particularly in critical

applications such as autonomous driving and medical-assisted
diagnostics, where its potential harm cannot be ignored.

To defend against backdoor attacks in FL, researchers have
proposed various strategies, which can be broadly categorized
into model detection and aggregation optimization. In model
detection, some studies focus on identifying anomalous behav-
iors in client-uploaded models by analyzing training dynamics,
output stability, and local model similarity, thereby detecting
potential backdoors [6], [10]. Other studies optimize global ag-
gregation strategies by using robust statistical methods, cluster-
ing mechanisms, or weight adjustments to reduce the impact of
anomalous updates on the global model [11] [12] [13]. These
methods provide valuable insights and significantly mitigate
the risk of backdoor attacks in FL. Despite the advantages of
the aforementioned methods, there are still key shortcomings.
Most detection methods rely on explicit validation sets or
predefined distribution assumptions, making them difficult to
deploy widely in practice, and they struggle to effectively ad-
dress backdoor paths and structural perturbations hidden in the
frequency domain by attackers. Additionally, some methods
directly exclude suspected malicious clients once identified,
preventing them from participating in aggregation. This “one-
size-fits-all” approach may unintentionally remove legitimate
clients with atypical data distributions. Recently, frequency-
domain defenses have emerged, such as FreqFed [14], which
observes that backdoored models are more sensitive to spectral
perturbations and utilizes this property for detection. While
effective, FreqFed still follows a detect-and-discard paradigm,
directly excluding suspicious clients and potentially removing
benign ones with atypical data distributions. These issues not
only limit the effectiveness of existing methods but also drive
us to seek a more flexible defense mechanism.

To address this, we propose FedFdpm, a FL backdoor
defense method based on frequency-domain perturbations and
model repair. FedFdpm characterizes model stability and po-
tential anomalies from a frequency perspective and builds
an integrated defense mechanism combining detection, re-
pair, and aggregation optimization. In the model detection
process, FedFdpm employs a frequency-domain consistency
evaluation index to assess client models’ responses to specific
frequency perturbations, thereby identifying suspicious models
with unstable spectral features. For these models, the method
applies flexible structural repairs based on a global spectral
energy template, adjusting their frequency distribution to align



with normal client features, thereby reducing security risks
without fully excluding them. Moreover, FedFdpm leverages
frequency response to optimize aggregation, assigning dif-
ferentiated weights to client models and guiding parameter
integration toward a more secure outcome. The method does
not require access to raw data, ensuring privacy compatibility
and generalization, offering a new approach to enhance the
robustness of FL systems in complex threat scenarios. The
main contributions of this paper are summarized as follows:
• We propose FedFdpm, a novel backdoor defense frame-

work for federated learning that integrates frequency-
domain perturbation consistency detection, spectral-
domain model repair, and dynamic aggregation, enabling
effective mitigation of backdoor attacks without directly
discarding clients.

• We introduce a perturbation-induced frequency consis-
tency metric to characterize model vulnerability in the
spectral domain, which provides a fine-grained and data-
free mechanism to identify suspicious client updates.

• Extensive experiments on three public datasets under
multiple attack scenarios, including recent and strong
attacks, demonstrate that FedFdpm significantly reduces
attack success rates while maintaining high accuracy.

II. PROPOSED METHOD
A. FedFdpm Model

The overall process of FedFdpm is shown in Fig. 1.
FedFdpm consists of a cloud server S and client set C =
{c1, c2, ...cC}. The operation flow of FedFdpm is as follows.

1) Initialization of the global model. The server S initializes
the model parameters ω0, and then distributes them to all client
c ∈ C.

2) Local training on the client. The client c conducts local
training on the global model ω0 based on its own data to
generate the local model ωc. For benign clients c ∈ Cg , the
model is trained by minimizing the local dataset loss Lc(ω)
over the dataset Dc, with the objective function defined as:

ωc = argmin
ω
Lc(ω) =

1

|Dc|
∑

(x,y)∈Dc

f(x, y, ω) (1)

where f(x, y, ω) represents the loss function on the sample
(x, y).

For malicious clients, the core objective of a backdoor attack
is to maintain the global model’s performance on normal
inputs while allowing the attacker to predict errors on specific
inputs by injecting a trigger, thus achieving covert control over
the target class. The attacker injects malicious samples into the
local model during training, forming a set of malicious clients
Cb ⊂ C, where Cb = C \ Cg . Each client aims to generate a
backdoored model ωc by training on its local dataset Dc, so
that when encountering inputs with a trigger, the model outputs
a target label yb. The objective function of the malicious client
c ∈ Cblocal model is:

ωc = argmin
ω

(1− β)Lbenign(ω;Dc) + βLbackdoor(ω;D
b
c),

(2)

where β ∈ [0, 1] is the attack strength adjustment factor,
Lbenign is the loss for normal training, and Lbackdoor is the
loss for the backdoor attack. The dataset Db

c represents the set
of poisoned samples with backdoor triggers that are uploaded
by malicious client c.

3) Upload local model. After completing the local training,
the client uploads the updated model parameters ωc to the S
for global aggregation.

4) Model aggregation and detection: After receiving all
local models uploaded by the clients, the server executes the
frequency-domain perturbation consistency detection mecha-
nism to identify and distinguish suspicious clients. For sus-
picious clients, FedFdpm performs a spectral energy repair
mechanism, adjusting their models in the frequency domain
to achieve consistency and assigning appropriate weights γc
based on evaluation. For benign clients, their weights are
kept unchanged. Finally, all client models and their weights
are combined through a dynamic aggregation mechanism to
generate the global model ωnew:

ωnew =
∑
c∈C

ωc × γc. (3)

The above steps iterate for T rounds or until the global
model meets the desired criteria, then terminate.

B. Frequency-Domain Perturbation Consistency Detection
Mechanism

Backdoor attacks increase the model’s “vulnerability” in
specific frequency regions; this vulnerability often leads to
more significant fluctuations in the model’s response to dis-
turbances in the frequency domain [14]. Unlike FreqFed,
which performs static spectral analysis on model updates, we
characterize such vulnerability through perturbation-induced
frequency response consistency, enabling a finer-grained and
model-agnostic detection mechanism. We quantify the model’s
output stability to identify potential backdoor updates. We add
a small random perturbation ε to the local model ωt

i uploaded
by client i in the t-th round, generating the perturbed model
ω̃t
i = ωt

i + ε, where ε ∼ N (0, σ2I). Then, we select a set
of reference samples Xref , and calculate the following two
outputs:

fi(x) = f(x;ωt
i), f̃i(x) = f(x; ω̃t

i). (4)

Since the input is consistent, the output difference is entirely
due to the change in the model’s structure. We perform a fast
fourier transform (FFT) on fi(x) and f̃i(x):

Fi(x) = F(fi(x)), F̃i(x) = F(f̃i(x)). (5)

We then calculate the frequency-domain consistency evalu-
ation index sfreqi based on Fi(x) and F̃i(x):

sfreqi =
1

|Xref |
∑

x∈Xref

∥∥∥Fi(x)− F̃i(x)
∥∥∥
2

(6)

where | · |2 represents the L2 norm. A larger value indicates
that the model is more sensitive to perturbations and may be a
backdoor model. Based on sfreqi , we set an adaptive threshold:

τfreq = µs + 2 · σs (7)
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Fig. 1. Schematic of FedFdpm.

where µs and σs represent the mean and standard deviation
of the client frequency-domain consistency evaluation index
If the client i satisfies: sfreqi > τfreq, then it will be classified
as a suspicious client and added to the suspicious client set:
i ∈ Ctsuspect.

C. Spectral Energy Injection Repair Mechanism

Directly removing suspicious clients may enhance security
but weaken the model’s generalization ability; therefore, we
propose repairing suspicious models. For each client i ∈
Ct

suspect identified as suspicious in the t-th communication
round, we apply a spectral transformation to its uploaded
model parameters wt

i , obtaining the frequency-domain repre-
sentation W t

i :

W t
i = T (wt

i), (8)

where T (·) denotes the Discrete Cosine Transform (DCT),
which maps the model parameters from the spatial domain
to the frequency domain. The detection stage requires FFT
for fine-grained full-spectrum information, while the repair
stage relies more on the energy compaction and real-valued
advantages of DCT. Next, we extract the frequency structures
from the set of benign clients Ct

benign identified in the same
round to construct the global frequency template W

t
:

W
t
=

1

|Ct
benign|

∑
j∈Ct

benign

T (wt
j), (9)

where W
t

represents the average frequency structure, reflect-
ing the typical normal frequency distribution of models in the
current communication round.

For each suspicious client i ∈ Ct
suspect, we perform a

linearly fusion of its frequency representation W t
i with the

global template W
t
:

W̃ t
i = α ·W t

i + (1− α) ·W t
, (10)

where α ∈ [0, 1] controls the proportion between the original
frequency and the global template.

Subsequently, we apply the inverse DCT to map the rec-
tified frequency representation back to the parameter space,
obtaining the repaired client model:

ŵt
i = T−1(W̃ t

i ), (11)

where T−1(·) denotes the inverse DCT operation.

D. Dynamic Aggregation Mechanism

The repaired suspicious model may still have residual
anomalies, so it is necessary to suppress the influence of
backdoors by assigning differentiated aggregation weights. For
each suspicious client i ∈ Ct

suspect, we calculate its spectral
response score as:

sri =
∥∥T (wt

i)− T (ŵt
i)
∥∥
2
, (12)



where the score quantifies the difference between the origi-
nal and repaired frequency representations. Subsequently, we
allocate weights to all clients:

γti =

{
1, i ∈ Ctbenign
exp

(
−ŝri · s

freq
i

)
, i ∈ Ctsuspect

(13)

Then, normalize it to obtain the final aggregated weight:

γti =
γti∑

j∈C
γtj
. (14)

Overall, directly discarding all suspicious clients is undesir-
able in federated learning, especially under non-IID settings,
where even backdoor clients are partially trained on genuine
and potentially rare data. Blind removal may therefore elimi-
nate valuable information and degrade the model’s generaliza-
tion ability [15]. FedFdpm instead repairs suspicious updates
by aligning their spectral energy with a benign template
and then down-weights them during aggregation, limiting any
residual backdoor influence while retaining useful information.

Algorithm 1 FedFdpm: End-to-End Federated Training with
Frequency-Domain Detection and Repair
Input: Client set C; total rounds T ; initial model ω0; ref-

erence samples Xref ; perturbation magnitude σ; fusion
coefficient α.

Output: Final global model ωT .
1: Server initializes global model ω0;
2: for t = 0 to T − 1 do
3: // Broadcast
4: Server sends ωt to all clients c ∈ C;
5: // Local training and upload
6: for each client c ∈ C do
7: Client trains locally on Dc and obtains ωt

c using
Eq.(1)–Eq.(2);

8: Client uploads ωt
c to the server;

9: end for
10: // Detection
11: Compute frequency consistency scores {sfreqc } on

Xref using Eq.(4)–Eq.(7);
12: Split clients into Ctsuspect and Ctbenign by τfreq;
13: // Repair and reweight
14: Construct benign spectral template from Ctbenign using

Eq.(8)–Eq.(9);
15: Repair models in Ctsuspect and compute residual scores

using Eq.(10)–Eq.(12);
16: Assign and normalize aggregation weights {γtc} using

Eq.(13)–Eq.(14);
17: // Aggregation
18: Update global model ωt+1 ←

∑
c∈C γ

t
c ω

t
c using

Eq.(3);
19: end for
20: return ωT ;

E. The Overall Process of FedFdpm and Its Time Complexity

Algorithm 1 presents the end-to-end training procedure
of FedFdpm. In each round, the server broadcasts the cur-
rent global model, clients perform local training and upload
updated models, and the server detects suspicious updates
via perturbation-induced frequency consistency. Suspicious
models are then repaired in the frequency domain using
a benign spectral template, and dynamically down-weighted
during aggregation to limit any residual backdoor influence.

Let C = |C| be the number of participating clients per
round, T the total number of communication rounds, P
the number of model parameters, and R = |Xref | the size
of the reference set. Let E denote the number of local
epochs, B the local batch size, and K the cost of one
forward/backward pass on the model. Client-side cost. In
each round, each client performs standard local training,
whose complexity is dominated by backpropagation and
is approximately O(E · |Dc|

B · K) for client c. Summed
over all clients, the per-round client-side computation is
O
(∑

c∈C E ·
|Dc|
B ·K

)
, and the total client-side cost across

T rounds is O
(
T ·
∑

c∈C E ·
|Dc|
B ·K

)
. Server-side cost. In

each round, (i) detection requires evaluating each client model
on Xref twice (before and after perturbation), resulting in
O(C ·R ·Kf ) where Kf is the cost of one forward pass, plus a
lightweight FFT-based scoring overhead; (ii) repair constructs
a benign spectral template and performs DCT/IDCT-based
repair, which is upper bounded by O(C · P logP ) in
the worst case (when all clients are suspicious), while in
practice it scales with O(|Ctsuspect| · P logP ); and (iii)
reweighting and weighted aggregation add O(C) +O(C ·P ).
Therefore, the per-round server overhead is dominated by
O(C ·R·Kf+C ·P logP ), and the total server-side cost over T
rounds is O(T · (C ·R ·Kf + C · P logP )). Combining both
sides, the overall computational complexity of Algorithm 1 is:
O
(
T ·
∑

c∈C E ·
|Dc|
B ·K + T · (C ·R ·Kf + C · P logP )

)
,

where the first term corresponds to standard FL local training
and the second term represents the additional server-side
overhead introduced by FedFdpm.

In practice, the additional overhead introduced by FedFdpm
is mainly affected by the reference set size R, the model
dimension P , and the number of suspicious clients |Ctsuspect|.
Since R is typically small and only suspicious updates undergo
frequency-domain repair, the extra cost remains moderate
compared to standard FL training. Moreover, the server-side
overhead can be further reduced by limiting the size of Xref ,
performing detection on a subset of clients, or applying repair
only every few rounds, making FedFdpm efficient and scalable
in real-world deployments.

III. EXPERIMENTS

A. Experiment Setup

Experiments are implemented in Python 3.9 with PyTorch,
simulating a typical FL setting with one server and 100 clients.
Malicious clients (default 30%) perform three types of attacks:



TABLE I
COMPARISON OF ACC (%) AND ASR (%) UNDER DIFFERENT BASELINES ACROSS THREE DATASETS WITH τ FROM 0% TO 90%

Dataset Baseline τ=0% τ=10% τ=20% τ=30% τ=40% τ=50% τ=60% τ=70% τ=80% τ=90%

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

EDGE IIOT

RFA 97.01 2.11 96.99 34.78 95.82 73.47 95.65 93.55 95.47 95.87 96.23 98.89 94.91 99.78 94.63 99.56 95.62 99.49 95.31 99.78
RLR 96.21 2.02 96.62 3.23 96.07 5.58 96.78 8.72 95.98 16.58 97.01 36.28 97.22 42.58 97.31 50.36 96.88 66.39 96.53 78.87

Freqfed 96.78 1.92 97.90 0.78 98.21 1.03 97.92 0.68 97.54 1.69 97.73 2.60 98.07 1.97 97.42 3.95 96.86 8.12 97.32 10.89
FedID 97.92 1.71 97.61 2.35 97.38 2.47 97.32 1.98 96.92 1.35 97.21 1.89 97.10 2.39 96.88 2.98 97.08 2.42 95.93 2.93

BADFL 98.23 1.53 98.13 0.05 97.99 0.08 98.61 0.01 98.22 0.15 98.65 0.66 98.32 0.98 98.33 1.31 98.10 1.39 98.17 1.36
FedFdpm 98.33 1.34 98.15 0.03 98.00 0.05 98.01 0.12 98.23 0.18 97.85 0.22 97.69 0.85 98.20 1.55 97.66 1.15 98.20 1.66

FEMNIST

RFA 81.07 3.68 78.99 99.72 79.78 99.98 78.43 100 77.56 100 78.86 100 77.45 100 78.36 100 78.68 100 77.69 100
RLR 74.98 5.68 75.65 5.98 77.53 25.87 71.34 36.72 73.62 55.65 74.58 63.98 74.97 75.25 73.89 79.82 71.25 83.64 72.68 88.52

Freqfed 80.22 5.38 80.12 0.83 80.68 0.95 79.85 0.83 79.32 1.05 79.59 1.33 79.84 1.51 79.13 1.62 78.88 5.12 78.97 15.67
FedID 76.72 1.89 74.87 2.45 79.21 2.19 78.58 2.55 77.37 2.13 76.87 1.87 76.43 2.01 76.18 2.78 75.34 2.41 74.13 3.55

BADFL 80.32 0.52 80.46 0.35 80.19 0.12 79.58 0.06 80.36 0.75 80.78 0.68 79.13 1.02 80.12 1.65 80.25 1.87 80.01 2.01
FedFdpm 80.16 1.34 80.55 0.15 79.98 0.11 80.33 0.35 80.25 0.52 80.37 0.38 79.46 1.45 79.39 1.49 80.32 1.33 80.11 1.92

CIFAR-10

RFA 82.32 1.62 81.12 97.47 79.78 99.66 80.73 99.28 80.21 99.67 79.58 99.69 81.36 99.82 83.17 99.87 81.34 99.87 80.91 99.88
RLR 75.36 3.85 73.21 0.27 71.31 1.22 75.68 13.65 76.34 38.55 78.63 62.68 75.12 75.78 76.13 89.66 77.41 96.31 73.35 95.33

Freqfed 72.10 3.50 71.30 1.68 72.31 1.01 70.64 1.66 71.33 1.98 70.43 1.32 72.32 1.98 70.32 2.23 70.55 4.66 71.38 8.65
FedID 78.89 5.65 81.67 2.21 80.99 1.77 81.89 1.55 80.93 1.89 79.78 1.68 76.48 2.65 75.86 3.35 74.97 4.15 74.79 4.27

BADFL 78.32 2.58 75.16 0.03 76.35 0.12 77.35 0.08 78.31 0.56 75.68 0.77 77.68 0.89 76.32 1.02 75.13 1.32 73.56 1.99
FedFdpm 78.65 4.65 79.92 0.15 79.93 0.11 80.69 1.13 79.65 0.38 79.93 0.62 80.32 0.76 76.32 0.68 77.42 1.22 74.85 0.97

centralized backdoor attack (CBA) [16], distributed backdoor
attack (DBA) [10], or the Bad-MFL attack [17], with 50%
poisoned local data. Each malicious client randomly selects
one of these three attack types. Client data is partitioned
non-iid using a Dirichlet distribution (Coefficient is 0.8),
and training lasts 100 communication rounds. Three datasets
are used: EDGE IIOT [18], FEMNIST [15], and CIFAR-10
[15]. Models are LSTM, a two-layer CNN, and ResNet-18,
respectively. All clients use SGD (lr=0.01, batch size=10),
α = 0.5. We evaluate FedFdpm with four metrics: accuracy on
clean data (ACC), attack success rate (ASR), true positive rate
(TPR), and true negative rate (TNR). Baselines include RFA
[12], RLR [19], Freqfed [14], FedID [20], and BADFL [13].
For all baselines, we follow the original papers and addition-
ally perform grid search over their key hyperparameters within
the recommended ranges to ensure a fair and competitive
comparison. For FedFdpm, the perturbation noise magnitude
σ is set to 10−3 and the spectral fusion coefficient α is set to
0.5 by default.

B. Experimental Results

Performance comparison: We assume the proportion of
malicious clients to the total number of clients as τ . As
shown in Table I, FedFdpm consistently achieves optimal
or near-optimal performance across most attack ratios and
task scenarios, attaining higher ACC and the lowest or near-
lowest ASR, thereby demonstrating stability and robustness. In
contrast, methods such as RFA, RLR, and Freqfed suffer sharp
accuracy drops under high attack ratios, while BADFL and
FedID show good performance in certain cases but lack overall
stability compared with FedFdpm. In summary, FedFdpm
effectively mitigates rapid degradation under high attack ratios
and provides stronger general defense capability. FedFdpm can
still defend against over 50% of backdoor attacks due to its
robust frequency-domain repair and aggregation mechanism.
Although the global spectral template may be contaminated
when malicious clients are included in the benign set, the
weighted aggregation minimizes their influence by down-
weighting their contribution to the global model. The repair
process aligns suspicious models with the global template,

and the weighting mechanism ensures that legitimate updates
dominate, effectively suppressing the impact of malicious
updates. This enables FedFdpm to maintain robustness even
when more than 50% of the clients are compromised.

Ability to resist backdoor attacks: We conducted a com-
parative analysis of TPR and TNR on the CIFAR-10 dataset
under four poisoning ratios (0.2, 0.4, 0.6, and 0.8) in the
local data of backdoor clients, evaluating four representative
defense methods (Freqfed, FedID, BADFL, and FedFdpm),
with the results shown in Fig. 2. In most poisoning ratios,
FedFdpm consistently achieves the highest or near-highest
TPR and TNR, demonstrating significant superiority. In con-
trast, BADFL and Freqfed exhibit a clear decline in recogni-
tion capability under high poisoning ratios, while FedID shows
considerable fluctuations, further highlighting the robustness
and general defense capability of FedFdpm in complex attack
scenarios.
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Fig. 2. Comparison of TPR(%) and TNR (%) under different baselines with
client data poisoning rates.
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Fig. 3. Comparative performance of FedFdpm and its variants.

Ablation study: We designed three ablation variants
(FedFdpm-A, FedFdpm-B, FedFdpm-C), which respectively
remove or simplify the detection, recovery, and aggregation
mechanisms, and conducted comparisons with the complete
model on the CIFAR-10 dataset. As shown in Fig. 3, the



complete FedFdpm model demonstrates superior stability and
robustness against backdoor attacks of varying intensities, in-
dicating that each sub-module plays a critical role in enhancing
its performance.

TABLE II
SENSITIVITY TO PERTURBATION NOISE MAGNITUDE σ ON CIFAR-10.

σ ACC (%) ASR (%)
1× 10−4 79.6 2.10
5× 10−4 79.8 1.28
1× 10−3 79.7 0.62
5× 10−3 79.4 0.74
1× 10−2 78.9 1.36

TABLE III
SENSITIVITY TO SPECTRAL FUSION COEFFICIENT α ON CIFAR-10.

α ACC (%) ASR (%)
0.1 78.8 0.18
0.3 79.3 0.26
0.5 79.7 0.62
0.7 79.9 1.05
0.9 79.0 1.92

Hyperparameter sensitivity: We analyze two key hyper-
parameters in FedFdpm: the perturbation noise magnitude σ
used in frequency-domain detection, and the spectral fusion
coefficient α used in model repair. Tables II and III illustrate
the sensitivity of FedFdpm to the two key hyperparameters. As
shown in Table II, a very small σ leads to weak discriminabil-
ity and higher ASR, while an overly large σ slightly degrades
ACC and increases ASR. Moderate values achieve a clear
reduction in ASR with negligible impact on ACC, indicating
a good balance between stability and sensitivity. Table III
shows that smaller α values suppress backdoor behaviors
more aggressively but slightly reduce ACC, whereas larger
values preserve more client-specific information at the cost of
higher ASR. FedFdpm maintains stable performance within a
moderate range of α, demonstrating that the method is not
overly sensitive to hyperparameter choices.

IV. CONCLUSION

In this paper, we propose FedFdpm, which achieves ef-
fective identification and repair of backdoor clients through
spectrum detection, spectrum repair, and dynamic aggregation,
thereby significantly enhancing model robustness. Experimen-
tal results demonstrate that FedFdpm consistently outperforms
existing methods under varying attack intensities and het-
erogeneous scenarios, while maintaining low attack success
rates and high accuracy even under extreme conditions. Future
work will explore extending high-dimensional spectral feature
discrimination capabilities to support the construction of trust-
worthy federated intelligent systems.
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