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Abstract—Self-supervised pretrained models are fundamental
to modern visual recognition systems. However, their open-source
nature makes them vulnerable to adversarial attacks, and their
widespread reuse across diverse downstream tasks amplifies the
impact of such attacks, particularly under universal adversarial
perturbations (UAPs). Adversarial fine-tuning enhances robust-
ness by integrating adversarial training into the downstream
adaptation process and leverages the model’s redundant capacity
to restore standard accuracy without compromising robustness.
Existing methods typically freeze most network layers and fine-
tune only a few isolated ones. However, this approach overlooks
inter-layer dependencies and gradient propagation, resulting in
a loss of coherence in the effective pretrained representations. To
address this, we propose Buffer-guided Differentiated Learning
for Adversarial Fine-tuning (BDAF), which enables more fine-
grained optimization to better balance robustness and accuracy.
BDAF partitions network layers into robustness-sensitive layers,
robustness-redundant layers, and buffer layers according to their
contributions to robustness, and applies differentiated learning
rates based on both functional roles and depth positions. We
adopt a robustness–accuracy trade-off score to guide model
selection. Extensive experiments on 7 self-supervised pretraining
methods and 4 datasets, evaluated using 5 UAPs, demonstrate
that BDAF consistently outperforms existing methods in both
standard and robust accuracy, with strong cross-task generaliza-
tion. Code is available at https://github.com/Xisi-7/BDAF.

Index Terms—Pretrained model robustness, Adversarial train-
ing, Fine-tuning, Universal adversarial perturbation, Self-
supervised learning

I. INTRODUCTION

Self-supervised learning (SSL) has emerged as an effective
paradigm for pretraining visual encoders, enabling the extrac-
tion of transferable representations from large-scale unlabeled
data. These pretrained encoders facilitate efficient adapta-
tion to diverse downstream tasks through lightweight fine-
tuning. Several representative SSL models, such as the Simple
Framework for Contrastive Learning of Visual Representations
(SimCLR) [1] and Momentum Contrast (MoCo) [2], have been
widely adopted and have established a mature open-source
ecosystem. Despite these successes, vulnerabilities acquired
during pretraining are often transferred to downstream models,
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Fig. 1: Even when protected by defense mechanisms, pre-
trained models struggle to remain effective against stronger
universal adversarial attacks across diverse downstream tasks.

as they typically inherit the original architecture and most
parameters of the source encoder [3]. Due to the limited
size of downstream datasets, fine-tuning often fails to cor-
rect the fragile decision boundaries inherited, making models
highly sensitive to small perturbations. Furthermore, high-
performance pretrained models are usually developed by a
small number of organizations and publicly released, which
facilitates adversarial analysis and increases the exposure of
visual encoders to real-world attacks.

Existing defense strategies for pretrained models are gen-
erally categorized into three types: parameter pruning [4]
[5], model distillation [6] [7], and adversarial training (AT)
[8]–[14]. Adversarial fine-tuning (AFT) [15]–[18] extends AT
to pretrained models by incorporating adversarial examples
during adaptation, thereby enhancing robustness while pre-
serving efficiency and generalization. However, this balance
becomes increasingly fragile due to the growing strength and
transferability of universal adversarial perturbations (UAPs)
[19]. Recent studies demonstrate that perturbations generated
by amplifying low-level features [20] or manipulating high-
frequency components [21] can transfer effectively across
pretrained encoders and downstream tasks. As illustrated in
Fig. 1, even defended pretrained models often struggle against
stronger UAPs across diverse downstream tasks.



We revisit the roles of network layers in shaping robustness
during AFT and observe that most approaches fine-tune only
a small subset of layers deemed redundant, while neglecting
their depth-wise positions and interactions with neighboring
layers. Given the heterogeneity of convolutional layers in
terms of depth, gradient propagation, and sensitivity to adver-
sarial perturbations, this selective fine-tuning disrupts cross-
layer gradient flow and weakens feature collaboration.

Therefore, we propose an efficient framework called Buffer-
Guided Differentiated Learning for Adversarial Fine-Tuning.
BDAF explicitly models the heterogeneity of network layers
along two dimensions—functional roles and network posi-
tions—during adversarial fine-tuning, effectively balancing
robustness enhancement with the preservation of pretrained
representations. Our contributions are summarized as follows:

• We propose a buffer-guided robustness-aware layer role
assignment strategy and a differentiated learning rate
fine-tuning scheme that promote smoother local gradient
propagation and improved downstream generalization.

• We propose a model selection strategy based on a robust-
ness–accuracy trade-off score, enabling principled model
selection under robustness constraints.

• Extensive experiments on seven SSL methods across four
datasets demonstrate that BDAF achieves strong robust-
ness and high accuracy against state-of-the-art UAPs.

II. RELATED WORK

Adversarial training (AT) is one of the most effective
defenses against adversarial attacks. Goodfellow et al. [8] first
enhanced robustness by augmenting the training data with
adversarial examples to improve model performance. Later,
Madry et al. [9] formulated adversarial training as a robust
optimization problem and introduced Projected Gradient De-
scent (PGD) to generate near worst-case adversarial examples,
significantly boosting model robustness. Standard adversarial
training often compromises natural accuracy. To address this,
tradeoff-inspired adversarial defenses have been proposed [10]
using surrogate-loss minimization. This approach introduces
novel loss functions that combine the classification loss on
clean samples with a penalty term that measures the dis-
crepancy between the predictive distributions of clean and
adversarial inputs. This method achieves a better balance
between classification accuracy and adversarial robustness.
Furthermore, Wang et al. [11] identified the limiting effect of
naturally misclassified samples on adversarial robustness and
further enhanced robustness by treating correctly classified and
misclassified samples differently.

For pretrained models, recent studies exploit model re-
dundancy during adversarial fine-tuning. Robustness-critical
fine-tuning [16] exploits module-level criticality to selectively
fine-tune adversarially trained models, leveraging redundant
capacity to improve both generalization and robustness. Gen-
AF [17] further advances generalization by adaptively optimiz-
ing redundant layers through an evolution-based fine-tuning
strategy. Although these approaches leverage redundancy to

enhance performance, they still demonstrate limited adver-
sarial robustness on certain downstream tasks. To address
this limitation, criticality-leveraged adversarial training [18]
introduces a criticality index to identify layers that are par-
ticularly vulnerable to adversarial attacks with relatively low
computational overhead. It then applies targeted optimization
through a dynamic layer selection process, thereby improving
model robustness.

Overall, research on adversarial training has progressed
from solely enhancing robustness to developing optimization
strategies that balance robustness with natural accuracy. Unlike
previous methods that optimize models from a holistic or
single-layer perspective and overlook the heterogeneity in
representational capacity and vulnerability across individual
layers, our approach accounts for inter-layer collaboration,
representation capabilities, and functional roles in adversarial
robustness, enabling more fine-grained adversarial fine-tuning.

III. METHODOLOGY
In this section, we present the overall framework of BDAF,

which consists of three stages: adversarial fine-tuning, standard
fine-tuning, and model selection. We start from publicly avail-
able self-supervised pretrained encoders and apply adversarial
training with PGD-generated samples to obtain robust param-
eters θAT . This stage equips the model with resilience against
adversarial perturbations, establishing a robust foundation for
subsequent fine-grained optimization.

In the second stage, BDAF incorporates a role-aware,
differentiated optimization mechanism during standard fine-
tuning, as illustrated in Fig. 2. This approach aims to enhance
adversarial robustness while preserving the representational
capacity of the pretrained model and ensuring stable cross-
layer feature propagation. The objective is defined as follows:

LSFT = min
θAT

E(x,y)∈DLCE (x, y;θAT ) (1)

where LCE(·) denotes the cross-entropy loss, and D represents
the downstream task data distribution.

In the third stage, we introduce the robustness–accuracy
trade-off score STO to select target models that achieve both
strong robustness and generalization. Next, we provide a
detailed description of the specific implementations of BDAF.

A. Buffer-guided Robustness-Aware Layer Role Assignment
Strategy (BRAL)

To evaluate the impact of individual layers on robustness,
we estimate each layer’s robustness contribution in an ad-
versarially trained model by perturbing one layer at a time
and maximizing the model loss L to assess the worst-case
performance degradation caused by that perturbation. The dif-
ference between the resulting worst-case loss and the original
model loss defines the robustness contribution of the i-th layer,
denoted as RCi. Formally, this process can be expressed as
follows:

RCi = max
∥∆θ(i)∥≤δ

L
(
f(x, y;θ +∆θ)

)
− L

(
f(x, y;θ)

)
(2)



Fig. 2: The overall framework of BDAF consisting of Module I-Buffer-guided Robustness-Aware Layer Role Assignment
Strategy (BRAL), Module II-Differential Learning Rate Fine-Tuning, and Module III-Robustness–Accuracy Trade-Off Score-
based Model Selection (TOSS).

Where fi(·) denotes the feature extraction and decision-
making behavior of each layer, θ represents the original model
parameters, and the perturbation ∆θ is constrained within a
radius δ, as denoted below:

∆θ = {0, . . . , 0,∆θ(i), 0, . . . , 0} (3)

Given that CNNs exhibit strong inter-layer dependencies,
feature extraction and decision-making processes are collab-
oratively formed across layers, with the output of each layer
serving as the input to the next. Consider an n-layer DNN
M with input X , whose output is denoted as Mn(X), as
expressed in (4):

Mn(X) = fn(fn−1(. . . f1(X))) (4)

It is evident that if only a single layer fn−1 is freely fine-
tuned while its adjacent layers fn and fn−2 are kept frozen,
the feature propagation chain may be disrupted. Motivated by
this, we propose a Buffer-Guided Robustness-Aware Layer
Role Assignment strategy (BRAL), which explicitly assigns
functional roles to network layers based on their contributions
to robustness. The bottom 20% are designated as robustness-
redundant layers Lred and are the main fine-tuning targets
because they contribute less to robustness. Layers adjacent to
Lred are defined as buffer layers Lbuf to smooth feature transi-
tions and reduce drift during updates. All remaining layers are
considered robustness-sensitive layers Lsen, which are critical
for maintaining adversarial robustness and preserving feature
representations. By explicitly modeling layer-wise functional
roles and introducing buffer layers to maintain cross-layer
consistency, BRAL provides a structured foundation for sub-
sequent differentiated fine-tuning.

B. Differentiated Learning Rate Fine-tuning (DLRF)

Based on the layer roles assigned by BRAL, we adopt role-
aware learning rate (RALR) strategies across network layers.
For Lred, a relatively small learning rate is used to enable
fine-grained parameter updates. For Lbuf , an even smaller
learning rate is applied, as these layers primarily serve to
buffer gradient fluctuations and facilitate smoother feature
updates. For Lsen, parameters are kept frozen to preserve
core feature representations and maintain the model’s baseline
adversarial defense capability.

Although RALR provides coarse-grained control over pa-
rameter updates, it does not account for the inherent hierar-
chical nature of feature learning. In convolutional architec-
tures, lower layers typically capture general and transferable
features, while higher layers encode more task-specific rep-
resentations. To better align the fine-tuning process with this
hierarchical structure, we introduce a layer-wise learning rate
decay (LLRD) mechanism alongside RALR. By integrating
RALR with LLRD, DLRF enables fine-grained control over
parameter updates, as formally defined in (5).

ηL =


ηrλ

N−1−L, L ∈ Lred

ηbλ
N−1−L, L ∈ Lbuf

0, L ∈ Lsen

(5)

Here, ηL denotes the learning rate of the L-th layer. ηr and
ηb are the base learning rates for Lred and Lbuf , respectively,
with ηb < ηr, while the learning rate for Lsen is set to zero.
The decay factor λ ∈ (0, 1) controls the strength of layer-
wise decay. N denotes the total number of layers, and L is
the layer index, increasing from lower to higher layers. As
L decreases, the exponent N − 1− L increases, leading to a
stronger decay effect and thus smaller effective learning rates
for lower layers. Conversely, higher layers receive relatively



TABLE I: The Robust Testing Accuracy RA (%) results

Attack
Method Dataset BYOL DINO MoCov2+ NNCLR RESSL SwAV W-MSE

Gen-AF [17] BDAF Gen-AF BDAF Gen-AF BDAF Gen-AF BDAF Gen-AF BDAF Gen-AF BDAF Gen-AF BDAF

UAP [22]

ANIMALS10 91.80 81.51 70.76 88.08 95.07 88.77 87.70 95.51 93.87 89.01 90.27 87.89 81.13 85.34
CIFAR10 87.22 84.22 76.37 82.22 87.80 88.09 78.45 80.76 81.95 86.05 80.12 81.93 71.10 80.89
GTSRB 99.90 99.98 99.73 99.98 98.09 83.20 99.86 99.99 99.86 99.98 99.83 99.99 98.85 99.95
STL10 60.67 72.68 67.09 78.48 68.99 79.41 80.05 81.35 76.55 78.03 72.20 83.63 75.31 80.98
AVG 84.90 84.60 78.49 87.19 87.49 84.87 86.52 89.40 88.06 88.27 85.61 88.36 81.60 86.79

UAP-EPGD [23]

ANIMALS10 91.89 78.56 70.79 79.88 95.31 88.08 88.08 80.80 93.86 86.72 90.90 85.20 85.77 81.32
CIFAR10 86.90 82.23 73.08 80.19 88.24 86.98 78.47 78.16 82.12 84.90 80.53 80.83 74.48 78.48
GTSRB 99.72 96.00 99.54 94.97 98.60 98.84 99.73 93.89 99.76 95.04 99.82 98.33 98.78 95.94
STL10 60.46 70.34 66.72 70.94 68.71 78.28 80.19 78.08 76.99 74.59 77.61 79.35 79.04 75.34
AVG 84.74 81.78 77.53 81.50 87.72 88.05 86.62 82.73 88.18 85.31 87.22 85.93 84.52 82.77

SSP [24]

ANIMALS10 92.11 79.83 41.85 74.64 94.93 88.18 50.78 70.71 94.09 78.04 86.15 83.87 70.12 75.72
CIFAR10 87.34 81.98 62.44 79.90 87.48 86.25 78.55 77.11 82.07 84.18 62.29 80.01 26.73 76.97
GTSRB 99.88 98.64 99.17 98.31 98.36 98.98 99.13 97.89 99.89 96.17 99.70 98.31 96.68 94.32
STL10 60.66 70.52 39.18 67.16 68.62 78.22 74.43 78.41 70.58 75.76 37.28 72.06 67.57 74.18
AVG 85.00 82.74 60.66 80.00 87.35 87.91 75.72 81.03 86.66 83.54 71.36 83.56 65.28 80.30

PAP [20]

ANIMALS10 92.12 79.75 34.39 79.77 95.06 87.75 44.36 66.14 94.07 86.47 82.48 82.58 55.42 74.47
CIFAR10 87.65 82.66 75.05 80.97 89.30 87.09 78.82 78.61 82.16 85.13 58.33 80.69 54.70 79.69
GTSRB 99.93 99.80 99.73 98.03 99.54 99.99 99.76 99.78 99.88 99.88 99.53 99.10 96.86 99.18
STL10 60.45 71.32 31.34 67.94 68.69 78.47 71.97 78.24 72.68 76.07 58.46 72.33 63.02 68.55
AVG 85.04 83.38 60.13 81.68 88.15 88.33 73.73 80.69 87.20 86.89 74.70 83.68 67.50 80.47

AdvEncoder [21]

ANIMALS10 91.48 80.42 65.68 75.78 94.45 87.79 83.14 82.59 91.43 83.03 89.91 82.42 71.48 67.64
CIFAR10 86.53 82.38 34.71 79.32 64.15 84.58 75.62 78.21 78.09 83.61 78.88 78.77 78.09 75.83
GTSRB 68.12 81.18 98.79 83.91 94.59 98.73 96.96 92.01 98.81 90.80 99.71 94.79 98.48 90.13
STL10 60.47 69.28 58.13 64.06 66.61 77.32 73.40 73.78 63.57 69.80 63.45 70.10 70.89 70.37
AVG 76.65 78.32 64.33 75.77 79.95 87.11 82.28 81.65 82.98 81.81 82.99 81.52 79.74 75.99

Overall AVG 83.27 82.16 68.23 81.23 86.13 87.25 80.97 83.10 86.61 85.16 80.37 84.61 75.73 81.26

larger learning rates, enabling greater adaptability to task-
specific features.

C. Robustness–Accuracy Trade-Off Score-based Model Selec-
tion (TOSS)

To select checkpoints with a better balance between stan-
dard accuracy and robustness, we introduce a unified evalua-
tion metric termed the Robustness–Accuracy Trade-Off Score
STO , to guide model selection. Specifically, STO is defined as
the difference between the model’s test accuracy TA on clean
samples and its accuracy RA under adversarial perturbations:

STO = TA− RA (6)

This score quantifies the extent of performance degradation
under adversarial attacks, thereby characterizing the trade-off
between accuracy and robustness. A smaller STO indicates
that the model maintains more consistent performance across
both clean and adversarial settings while retaining competitive
clean accuracy.

In addition, we retain checkpoints that simultaneously im-
prove both TA and RA, even if their STO does not decrease,
thereby ensuring that the selected models do not sacrifice one
objective for the other.

IV. EXPERIMENTS
Our experimental setup follows prior work on AFT. We

consider a threat model in which the attacker has direct access
to the source model and can generate adversarial examples
to attack the target model, without knowledge of the pre-
training dataset or the downstream task. From the defender’s

perspective, our goal is to enhance robustness against both full
upstream-knowledge attackers, who have complete access to
the pretrained source model, and partial upstream-knowledge
attackers, who possess limited information about the model.

A. Experimental Setup

Models and Datasets. We utilize pretrained encoders from
the solo-learn framework [25], which provides high-quality
implementations of state-of-the-art SSL methods. We select
seven representative SSL approaches: BYOL, DINO, Mo-
Cov2+, NNCLR, RESSL, SwAV, and W-MSE. All encoders
are based on the ResNet-18 backbone and pretrained on
CIFAR10 [26], and are treated as victim models to eval-
uate BDAF. To comprehensively assess performance across
different data distributions and task scenarios, we conduct
experiments on four standard image classification datasets: CI-
FAR10, STL10 [27], GTSRB [28], and ANIMALS10 [29].We
evaluate the robustness of the proposed method using five
widely used UAPs, including UAP [22], UAP-EPGD [23], SSP
[24], PAP [20], and AdvEncoder [21].

Benchmarks. To evaluate the performance of our proposed
BDAF method, we compare it with the current state-of-the-art
approach Gen-AF [17], which is the first method designed to
protect pretrained encoders against UAPs.

Evaluation Metrics. To evaluate the effectiveness of the
proposed method, we employ two metrics, i.e., TA and RA,
to assess the model’s accuracy and robustness.

Implementation Details. We set the upper limit of pertur-
bation δ to 10/255. The Lred are fine-tuned with a learning



TABLE II: The Testing Accuracy TA (%) results

Fine-tuning Method Dataset BYOL DINO MoCov2+ NNCLR RESSL SwAV W-MSE
ANIMALS10 83.22 80.21 81.90 81.32 79.93 78.40 73.60

CIFAR10 94.46 91.41 94.97 93.84 92.74 92.50 90.21
GTSRB 93.87 95.76 93.63 96.18 94.14 97.64 91.68
STL10 83.23 82.92 84.73 83.64 81.85 81.52 78.50

Standard
Fine-tuning

AVG 88.70 87.58 88.81 88.75 87.17 87.52 83.50
ANIMALS10 80.21 86.29 88.82 90.52 86.88 85.60 84.54

CIFAR10 82.76 80.59 87.44 78.35 85.32 80.79 79.23
GTSRB 99.97 99.96 100.00 99.70 99.99 99.92 99.87
STL10 70.76 77.54 78.44 78.99 75.62 82.06 79.99

BDAF

AVG 83.43 86.10 88.68 86.89 86.95 87.09 85.91

rate of 0.001, while the Lbuf use a smaller learning rate of
0.0003. Additionally, the decay factor is set to 0.95.

B. Experiments Results

Table I compares robust accuracy (RA) across all settings.
All results, except those of BDAF, are taken from Gen-AF,
as our reproduced results are not consistent with the original
ones. We evaluate 7 mainstream SSL methods across 4 datasets
under 5 UAPs. Although Gen-AF achieves high robustness
on several datasets, particularly GTSRB, it exhibits significant
performance fluctuations across different settings. Specifically,
out of 140 experiments, Gen-AF yields RA below 65% in 25
cases, primarily on CIFAR10, STL10, and ANIMALS10, and
these underperforming results are marked in red.

By comparison, BDAF achieves significantly more stable
and consistent performance overall. It explicitly classifies
network layers based on their contributions to robustness and
applies differentiated learning rates guided by buffer layers.
This design preserves critical robustness-sensitive features,
enhances adaptation to downstream tasks, and maintains im-
proved model coordination. Among the 140 experimental set-
tings, BDAF has only one instance where RA is slightly below
65% (64.06%) under AdvEncoder. Moreover, in 79 out of 140
experiments, accounting for the majority of settings, BDAF
achieves higher RA than Gen-AF. Under the same attack and
self-supervised framework, BDAF outperforms Gen-AF in 5
out of 7 frameworks. Notably, under DINO, BDAF achieves
an average RA of 81.23%, exceeding Gen-AF by 13 percent-
age points. Despite its overall superiority, BDAF performs
relatively poorly on a few simple datasets, such as GTSRB
and ANIMALS10. This is because the expanded fine-tuning
scope, while effective for generally enhancing robustness, may
result in excessive parameter updates on datasets that are
inherently easy to classify, thereby causing a slight decrease
in RA. Overall, BDAF reaches an average RA of 83.54%,
which is 3.35% higher than Gen-AF (80.19%), demonstrating
consistent robustness gains.

The TA results are presented in Table II, with the stan-
dard training results taken from Gen-AF. We observe that
while BDAF causes moderate performance declines in some
experimental setups, it achieves substantial and consistent im-
provements across various other configurations. For example,
the W-MSE encoder trained on ANIMALS10 attains a down-

stream TA of 73.60% with standard training, whereas BDAF
increases the TA to 84.54%. These results demonstrate that
the proposed method delivers competitive overall performance
and robust generalization capabilities within SSL frameworks.

C. Ablation Study

In this section, we evaluate the impact of different modules
and hyperparameters. Experiments are conducted on STL10
using an NNCLR encoder pretrained on CIFAR10. In all
tables, the best and second-best results are highlighted in bold
and underlined, respectively.

The effect of modules. We evaluate the effectiveness
of the RALR and LLRD modules through ablation studies
conducted under five UAPs. Specifically, S1 denotes a baseline
model without RALR and LLRD, S2 incorporates only the
RALR module, and S3 represents the full DLRF framework
combining both RALR and LLRD. As shown in Table 3,
S2 demonstrates that employing the RALR module alone
significantly improves model performance, while S3 further
enhances robustness across all experimental settings by in-
tegrating RALR with LLRD. These improvements are more
pronounced on complex datasets such as STL10 and CIFAR10.
Overall, our method strengthens adversarial resistance and
enhances generalization, particularly in challenging scenarios.

TABLE III: The effect of modules

Setting ηb λ TA
RA

UAP UAP-EPGD SSP PAP AdvEncoder AVG
S1 0 1 78.17 78.19 72.54 73.02 71.59 69.80 73.03

S2(RALR) 0.0003 1 80.12 80.56 78.99 80.92 76.12 73.69 77.66
Ours(RALR+LLRD) 0.0003 0.95 78.99 81.35 78.08 78.41 78.24 73.78 77.97

The effect of the buffer-layer learning rate ηb. We further
investigate the effect of the buffer-layer learning rate on the
performance of our method, with the results summarized in Ta-
ble IV. The findings indicate that an excessively small learning
rate for the buffer layer fails to effectively stabilize gradient
propagation and does not yield any noticeable improvement in
model generalization. In contrast, an excessively large learning
rate causes excessive modification of the model, resulting in
degraded robustness preservation. These observations under-
score the importance of selecting an appropriate learning rate
for the buffer layer to achieve a balanced trade-off.

The effect of the decay factor λ. We investigate the effect
of the decay factor λ on the performance of our method. As



TABLE IV: The effect of the buffer-layer learning rate ηb
under λ= 0.95

ηb TA
RA

UAP UAP-EPGD SSP PAP AdvEncoder AVG
0 77.81 79.80 76.05 77.33 76.33 72.22 76.35

0.0001 74.42 80.06 76.40 77.16 76.77 72.41 76.56
0.0005 77.17 78.78 75.88 76.15 76.08 72.64 75.91
0.0003 78.99 81.35 78.08 78.41 78.24 73.78 77.97

shown in Table V, setting λ to 1 disables the decay mechanism,
effectively reducing the strategy to a non-decay variant. When
λ is set to 0.9, the model achieves the poorest performance in
both TA and RA. In contrast, λ = 0.95 achieves the optimal
trade-off between robustness and accuracy.

TABLE V: The effect of the decay factor λ under ηb= 0.0003

λ TA
RA

UAP UAP-EPGD SSP PAP AdvEncoder AVG
1 80.12 80.56 78.99 78.92 76.12 73.69 77.66

0.9 75.24 77.17 73.90 74.83 75.07 71.66 74.52
0.95 78.99 81.35 78.08 78.41 78.24 73.78 77.97

V. CONCLUSION
In this study, we propose BDAF, a robust fine-tuning frame-

work. BDAF maintains the stability of local cross-layer feature
propagation, while differentiated learning simultaneously pre-
serves the encoder’s original feature extraction capability and
enhances downstream generalization. Extensive experiments
demonstrate the effectiveness of BDAF across various self-
supervised learning methods and datasets under UAPs.

In future work, we will investigate the applicability of
our method to ImageNet pre-training and extend it to larger
models, such as ResNet-50 and ViT. This will further validate
the generality and scalability of our approach across various
backbones and pre-training configurations.
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