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Abstract—Although Large Language Models (LLMs) show
exceptional generation capabilities, their application is severely
constrained by the challenge of “hallucinations”. Existing white-
box detection methods avoid the high costs of external retrieval
by using internal states but are often confined to analyzing the
static statistical properties of high-dimensional hidden states.
Thus, they frequently fail when models generate high-confidence
hallucinations. To address this limitation, we propose TopoAt-
ten, a novel detection framework grounded in the topological
structure of attention mechanisms, viewed through the lens of
dynamical manifold evolution theory. Leveraging Topological
Data Analysis (TDA), we first reconstruct the geometric skeleton
of the attention space via a symmetrized exponential distance
transform. Subsequently, we employ persistent homology to
construct a topological persistence metric system comprising
semantic cohesion (7P g,) and logical self-consistency (7Pg,) to
quantify the structural robustness of the attention mechanism.
Finally, we design a lightweight, full-layer TopoAtten probe that
precisely identifies hallucinations based on global topological
features. Extensive experiments demonstrate that TopoAtten
significantly outperforms existing methods across mainstream
LLMs and multiple benchmarks, exhibiting superior generaliza-
tion capabilities and unveiling the deep geometric mechanisms
underlying hallucination generation.

Index Terms—Topological Data Analysis,Persistent Homol-
ogy,Attention Mechanism,Hallucination Detection,Large Lan-
guage Models

I. INTRODUCTION

Large Language Models (LLMs) have demonstrated excep-
tional generation capabilities in the field of Natural Language
Processing [1]-[3]. However, their application is constrained
by the challenge of “hallucinations”—defined as the genera-
tion of content that appears plausible but deviates from facts
or logic [4]-[7]. Given that hallucinations cannot currently be
completely eliminated [8], the development of efficient detec-
tion methods is particularly urgent when deploying models in
high-stakes domains such as healthcare and legal systems [9].

Existing detection methods are primarily categorized into
output-based black-box approaches and internal state-based
white-box approaches [10]-[12]. White-box methods have
garnered attention as they obviate the need for expensive
external retrieval or multiple sampling [13]-[15]. However,
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current techniques are largely confined to analyzing the static
statistical properties of high-dimensional hidden states. Such
methods stress the numerical distributional characteristics of
hidden states but ignore the underlying context interaction
mechanisms responsible for generating them. When models
generate high-confidence hallucinations, their internal numer-
ical distributions exhibit high certainty, thereby rendering
detection methods based on statistical anomalies ineffective.

To overcome this limitation, we shift our research perspec-
tive from numerical probability to Dynamic Manifold Evo-
lution Theory [16]-[18]. We model the generation process
as the evolutionary trajectory of hidden states upon a low-
dimensional semantic manifold and identify the multi-head
self-attention mechanism as the critical factor determining
whether this trajectory converges to a “factual attractor”.
Unlike previous approaches that indirectly infer the manifold
state via the numerical distribution of hidden states, we focus
directly on the structural properties of this critical component
itself. We hypothesize that high-quality generation relies on the
attention mechanism constructing a topologically “semanti-
cally cohesive” and “logically self-consistent” structure, which
provides robust factual anchors and logical consistency for the
generated content. Conversely, the collapse of this structure
prevents the effective aggregation of context information,
causing the evolutionary trajectory to deviate from the “factual
anchor” and drift into the hallucination region.

Building upon this, we propose TopoAtten, a hallucination
detection framework grounded in Topological Data Analy-
sis (TDA). Firstly we introduce a symmetrized exponen-
tial distance transform to convert directed attention into
an undirected metric space suitable for simplicial complex
construction. Subsequently, utilizing persistent homology,
we construct a system of topological persistence metrics to
quantify the structural robustness of the attention mecha-
nism: (1) Semantic Cohesion (TPg;) which measures the
model’s ability to focus on key evidence; (2) Logical Self-
Consistency (TP g, ) which characterizes the model’s capacity
to establish robust logically self-consistent circuits. Finally,
we construct a lightweight TopoAtten probe based on full-
layer topological features. Experimental results on mainstream
open-source LLLMs demonstrate that the TopoAtten probe



effectively identifies complex hallucinations and significantly
outperforms existing methods across multiple datasets.

In summary, our core contributions are outlined as follows:

(1)A novel paradigm for hallucination detection based on
attention topology: Transcending the limitations of traditional
token-level or hidden-state scalar statistics, we introduce a
geometric perspective that evaluates hallucinations through
the lens of semantic cohesion” and logical self-consistency”
within the attention space.

(2) The TopoAtten topological metric framework: By
innovatively integrating the symmetrized exponential distance
transform with persistent homology, we construct a metric
system comprising TP g, and TP g, . This framework achieves
a robust representation of the global attention topology, effec-
tively addressing the challenge faced by traditional methods
in identifying high-confidence hallucinations.

(3) Empirical validation and dynamical-manifold inter-
pretation: Extensive experiments demonstrate that TopoAt-
ten significantly outperforms baseline methods in detecting
complex hallucinations. Furthermore, we elucidate this phe-
nomenon through manifold dynamics, revealing how the evo-
lutionary trajectory of hidden states deviates from the “factual
attractor” during a hallucination.

Our source code is  publicly
https://github.com/Monalisahhhh/TopoAtten

available at:

II. RELATED WORK

Current LLM hallucination detection research splits into two
paradigms based on data sources: black-box methods, relying
on outputs, and white-box methods, utilizing internal states.

A. Black-box Methods

Black-box approaches primarily depend on the textual con-
tent generated by the model. A representative class within
this category is retrieval-based verification, which aims to
cross-verify the factuality of generated content against reliable
external knowledge bases [19]-[22]. Although this approach
offers high accuracy, it is constrained by the limited coverage
of external resources and the latency introduced by retrieval
processes, rendering it difficult to effectively scale to open-
domain generation tasks [23]. Another line of work relies on
the self-consistency hypothesis, positing that factual content
typically exhibits consistency, whereas hallucinated content
manifests as stochastic [24]-[26]. For instance, SelfCheckGPT
generates multiple responses to the same prompt and utilizes
the inconsistency among these samples as a proxy metric
for hallucination detection [27]. While this approach avoids
relying on external knowledge, it demands repeated sampling,
causing high compute costs that limit real-time feasibility.

B. White-box Methods

To mitigate the reliance on external retrieval and the sub-
stantial inference latency associated with black-box methods,
white-box approaches focus on leveraging internal signals—
such as hidden states, log-probabilities and attention mecha-
nisms to diagnose hallucinations [28]-[30]. These methodolo-
gies are primarily categorized into unsupervised statistical

methods and supervised probing methods. Unsupervised
statistical methods attempt to directly define scalar metrics
to quantify uncertainty. For instance, the INSIDE method
evaluates the dispersion of internal states by computing
the eigenvalues of the hidden state covariance matrix [31].
Llm-check measures information concentration by calculating
the log-determinant of the attention matrix’s diagonal [32].
However, these methods inherently rely on dimensionality-
reduced scalar statistics, thereby frequently overlooking the
complex structural dependencies present during the model’s
inference process. In contrast, Supervised Probing methods
train classifiers to extract signals of truthfulness directly from
internal states. As a pioneering work in this domain, SAPLMA
demonstrated that linear classifiers trained on hidden states
extracted from specific layers can predict the veracity of
generated content with high accuracy [33]. Similarly, SEP
trains lightweight models to approximate the “semantic en-
tropy” metric, aiming to estimate uncertainty within a single
forward pass [34]. Nevertheless, most existing probes rely
on static layer-wise snapshots or single token positions, ne-
glecting the dynamic evolution of semantic information as it
propagates across Transformer layers. Crucially, while these
methods provide discriminative scores, they lack mechanistic
interpretability. This deficiency restricts their applicability in
scenarios requiring high-reliability diagnostics.

III. METHOD

We employ Dynamic Manifold Evolution Theory (DMET)
to clarify that hallucinations stem from structural anomalies
in multi-head attention mechanisms. This anomaly causes
hidden state trajectories to deviate from the “factual attrac-
tor”. We then introduce Topological Data Analysis (TDA)
to characterize non-numerical, nonlinear structural anoma-
lies beyond scalar statistics. Consequently, we propose the
TopoAtten method, which achieves precise hallucination de-
tection through geometric transformation of attention matrices,
topological persistence metric extraction and full-layer probe
design.

A. Dynamical Manifold Evolution Theory

Based on Dynamical Manifold Evolution Theory (DMET)
[35], we model the generation process of LLMs as an under-
lying evolutionary trajectory upon a low-dimensional semantic
manifold, where the layer-wise update of hidden states is
driven by a controlled differential equation:

h; 1 =hy + At[-VV(hy) + g(h;, ;)] (1

In this framework, distinct terms correspond explicitly to the
core components of the Transformer architecture:

(1) The Potential Energy Gradient Term —VV': Maps to
the Feed-Forward Network (FFN), characterizing the model’s
intrinsic language priors. Via static key-value information
stored in parameters, it “pulls” hidden states towards seman-
tically stable states that maintain syntactic self-consistency.

(2) The Forcing Term g(-): Maps to the Multi-Head
Attention mechanism, representing the interaction between the
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Fig. 1. The Framework of TopoAtten. (Top) DMET: Models state evolution as a dynamical system, where hallucinations appear as trajectory deviations
caused by attention imbalances. (Bottom) TopoAtten Probe Pipeline: The process transforms attention weights into a metric space. We then apply Persistent
Homology to extract topological features and train a lightweight probe to distinguish hallucinations based on Topological Persistence indicator.

model and the external context u. Using global contextual
information, it guides the evolutionary trajectory of hidden
states to converge towards a designated “factual attractor”.
From this perspective, we posit that hallucinations primarily
stem from structural anomalies within the Forcing Term g(-).
Specifically, the attention mechanism loses effective control
over contextual information and fails to exert the correct
guiding force. Consequently, the evolutionary trajectory of
hidden states fails to converge to the established factual
attractor, resulting in a deviation on the semantic manifold.
To precisely capture these deep-seated semantic anomalies,
we introduce Topological Data Analysis (TDA) to conduct a
geometric structural analysis of the attention matrices.

B. TopoAtten Framework

To characterize attention topology from a geometric di-
mension, we propose the TopoAtten framework(as shown in
Fig. 1). This framework maps attention matrices into a metric
space and utilizes persistent homology to extract topological
features representing information aggregation. Next, quantify
the robustness of the topological structure and finally deter-
mine hallucinations based on global topological features.

a. Exponential Distance Transformation

This method transforms the Transformer’s directed attention
matrix into an undirected metric space, laying the groundwork
for subsequent topological analysis.

The construction of standard Vietoris-Rips complexes relies
on metric symmetry, which conflicts with the asymmetric
nature of Transformer attention matrices. To address this,
we propose an “Undirected Semantic Skeleton Extraction”
strategy. Although symmetrization relaxes directionality, it
preserves the essential strength of semantic coupling. We hy-
pothesize that “truthful” generation is underpinned by stable,
tightly connected semantic clusters, while hallucinations often
emerge as topologically fragmented patterns. Thus, a strong
attention link in either direction should be viewed as evidence
of geometric proximity. To capture these underlying semantic
structures without the complexity of directed homology, we
introduce a symmetrization operator combined with an expo-
nential decay model to define the geometric distance Dg):

flgé) = max(A(zlz)

l 1 Al
i ,Ag.i)) and Dz(j) =exp(—A- Agj)) (2)
where ) is the denoising temperature coefficient. This trans-
formation employs a maximization operator to construct an
undirected skeleton, while exponential mapping compresses
high-confidence associations into geometric proximity. This
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Fig. 2. Layer-wise Evolution of Topological Persistence (TP) Metrics.

nonlinear filtering effectively suppresses long-tail noise, ex-
tracting the topological backbone of the attention mechanism.
b. Persistent Homology Filtration

Based on the distance matrix D(l), we build a Vietoris-Rips
complex filtration VR.. As € increases, we employ persistent
homology to track two key topological features:

e (o (Semantic Cohesion): Reflects the capacity of the
attention mechanism to cluster tokens into semantic units.
High persistence implies that the model has formed a
compact and stable entity focus within the local context.

o (1 (Logical Self-Consistency): Reflects the construction
of closed loops of semantic associations. High persistence
implies the model’s capacity for robust logical associa-
tions that span across multiple semantic units.

c. Topological Persistence

Based on the set of feature survival intervals {(b;,d;)}:,
we define the Topological Persistence metric to quantify the
robustness of the topological structure. Filtering out transient
noise, we calculate the total feature lifespan for layer I:

TPy = 3" (di — b)) 3)

1€Sk

where:

e TPg,: Measures semantic stability. A high value indi-
cates a distinct focus with clear boundaries, while a low
value implies attention diffusion or a failure of focus.

e TPg, : Measures the robustness of long-range logical
dependencies. A high value implies the existence of stable
semantic closed loops across scales, whereas a low value
serves as a direct signal of logical chain breakage.

d. TopoAtten Probe

In this section, we analyze the layer-wise evolutionary
characteristics of the 7P metric and its capability to distin-
guish hallucinations. Building upon this foundation, TopoAtten
probes are designed and trained based on full-layer topological
features to achieve precise hallucination detection.
(1) Empirical Analysis of TP Metrics

We assess the potential of the Topological Persistence (T'P)
metric in hallucination detection across two key dimensions:
(1) cross-domain generalization; (2) the capability to distin-
guish between hallucinated and factual outputs.

1) Cross-Domain Topological Consistency

(a) Layer-wise AUROC Score (b) TP Metric Distribution
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Fig. 3. Performance Analysis of the Topological Persistence (TP) Metric.(a)
Layer-wise AUROC scores for hallucination detection.(b) Probability density
distribution of the TP metric for hallucinated (Purple) and factual (Green)
samples.

Using Llama-3-8B-Instruct as a case study, we computed the
layer-wise means of the T'P metric system across four distinct
datasets. As illustrated in Fig. 2 TP exhibits highly consistent
layer-wise evolutionary trajectories across all datasets:

« Shallow Encoding (Layers 1-5): Low TP values imply
attention is primarily focused on local syntactic feature
extraction and the initialization of local context, without
constructing topologically significant semantic structures.

o Reasoning Integration (Layers 6—16): TP values climb
and exhibit a bimodal distribution (peaking around Layers
9 and 13), reflecting model is undergoing deep semantic
aggregation and the construction of logical closed loops.

o Decision Convergence (Layers 17+): A decline in TP
followed by a tail-end rise indicates that the model
anchors itself to key evidence to eliminate uncertainty,
thereby completing the final vocabulary mapping.

This cross-domain consistency confirms the high robustness
of TP, showing it maps the model’s underlying universal
reasoning mechanisms instead of overfitting specific data.

2) Distinguishing Capability of TP Metrics.

Using the performance of the Mistral-Nemo-12B model on
the HaluEval dataset as a case study, Fig. 3a demonstrates
the significant separability of the TP metric: the AUROC
exceeds 0.7 across 10 layers, peaking at 0.728 in Layer 15.
This is further corroborated by Fig. 3b, which illustrates the
probability distribution of the TP metric following multi-layer
feature fusion. Non-hallucinated and hallucinated samples are
concentrated in high-score and low-score regions, respectively,
exhibiting a clear structural dichotomy. This validates TP’s
effectiveness in distinguishing facts from hallucinations and
reveals the fundamental topological disparities between them.
(2) TopoAtten Probe Training

The preceding analysis proves TP is a reliable indicator
for hallucination detection. However, relying solely on single-
layer TP scores yields only a local slice of the attention
mechanism at a specific depth, failing to capture the global
evolutionary trajectory of the attention structure as it deepens.
To fully exploit cross-layer topological information during
model inference, we propose the TopoAtten Probe. This su-
pervised probe leverages full-layer features to precisely iden-
tify hallucinations by integrating complete attention structural
patterns, ranging from shallow perception to deep reasoning.



TABLE I
HALLUCINATION DETECTION PERFORMANCE ON FOUR DATASETS. HIGHER AUROC VALUES INDICATE BETTER PERFORMANCE.

LLMs | Methods | HaluEval HotpotQA TriviaQA TruthfulQA
PPL 0.5920 0.6721 0.7012 0.5824
LN-Entropy 0.6508 0.6593 0.5860 0.6316
Llama-3 LLM-check 0.5206 0.5491 0.5417 0.5321
SAPLMA 0.7238 0.7701 0.7650 0.7312
SEP 0.7378 0.6541 0.7116 0.7135
Ours 0.7915 0.7835 0.8060 0.7916
PPL 0.5439 0.6125 0.6974 0.5652
LN-Entropy 0.7371 0.6855 0.7004 0.7256
Qwen2.5 LLM-check 0.5292 0.5445 0.5552 0.5364
- SAPLMA 0.7799 0.7750 0.8225 0.7622
SEP 0.6578 0.6470 0.7520 0.6945
Ours 0.8065 0.7937 0.7994 0.7957
PPL 0.5827 0.6636 0.6845 0.5674
LN-Entropy 0.6846 0.6794 0.6201 0.6431
Mistral-Nemo LLM-check 0.5466 0.5529 0.5433 0.5663
SAPLMA 0.7589 0.8122 0.7847 0.7625
SEP 0.7236 0.6673 0.7052 0.7155
Ours 0.7910 0.7858 0.8227 0.8109

For each input sample, we extract TP metrics across all
L layers and H attention heads. These dispersed structural
features are flattened and concatenated to construct a high-
dimensional global feature vector Vgopa € RE*H*2. This
representation preserves the complete structural evolution of
the attention mechanism throughout the generation process.
Addressing the high-dimensional sparsity of this vector, we de-
sign a “PCA+MLP” architecture: First, Principal Component
Analysis projects features into a compact subspace to remove
noise and mitigate the curse of dimensionality. Subsequently,
a lightweight funnel-shaped MLP (configured as d-128-64-
1) is employed to ensure nonlinear fitting capability while
effectively preventing overfitting.

IV. EXPERIMENTS

In this section, we elaborate on the comprehensive exper-
imental framework designed to evaluate the performance of
the TopoAtten Probe in hallucination detection tasks. Specif-
ically, we introduce the selected backbone models, bench-
mark datasets, comparative baselines, evaluation metrics, and
the specific implementation details of the TopoAtten probe.
Furthermore, we validate its generalization capabilities across
diverse data distributions and conduct ablation studies.

A. Experimental Settings

Models: To validate the versatility and robustness of our
method, we conducted extensive evaluations on three main-
stream open-source Large Language Models, covering diverse
parameter scales and technical evolutionary paths. Specifically,
these include Llama-3-8B-Instruct [36], Qwen2.5-7B-Instruct
[37] and Mistral-Nemo-12B-Instruct [38].

Datasets: We selected four representative benchmark
datasets, covering a wide range of challenging scenarios rang-
ing from specific hallucination detection to complex knowl-
edge question answering: HaluEval, designed specifically for
LLM hallucination detection [39]; Truthful QA, aimed at iden-
tifying imitative falsehood tendencies [40]; TriviaQA, focusing

on commonsense knowledge extraction [41]; and HotpotQA,
involving multi-hop logical reasoning [42].

Baselines: To assess the performance of the TopoAtten
Probe, we compared it against existing mainstream halluci-
nation detection methods. The baselines are categorized into
two types: Unsupervised methods: Including PPL, which
evaluates hallucination risk by calculating perplexity during
generation [11]; LN-Entropy which normalizes entropy by se-
quence length [43]; and LLM-check based on kernel similarity
analysis of attention mechanisms [32]. Supervised methods:
Including SAPLMA which utilizes hidden states from specific
layers to train classifiers [33]; and SEP which analyzes the
semantic entropy of preceding tokens to predict hallucinations
[34]. All baseline experimental settings were kept consistent
with our proposed method to ensure fair comparison.

TopoAtten Probe Training: TopoAtten probe aims to
achieve efficient hallucination detection by mining topolog-
ical features within the attention mechanism. Architecturally,
the probe employs a lightweight Multi-Layer Perceptron.
The training process follows a standard supervised learning
framework, aiming to minimize the binary cross-entropy loss
between the predicted probability distribution and the true
labels, using the Adam optimizer for parameter updates.

We split each dataset into training and testing sets and report
the experimental results for each dataset respectively. The
experimental settings for the baselines are entirely consistent
with ours. Furthermore, we specifically evaluate the model’s
generalization capabilities in Section C.

B. Hallucination Detection Results

Our evaluation results across four representative datasets
and three open-source LLMs demonstrate that the TopoAtten
Probe significantly outperforms both unsupervised and super-
vised baseline methods in the vast majority of experimental
settings. Specifically, on the Mistral-Nemo-12B model and the
Truthful_QA dataset, our method achieved a peak AUROC of
0.8227. Compared to supervised baselines that directly utilize
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Fig. 4. Evaluation of Cross-Dataset Generalization Capabilities. The heatmaps compare the AUROC performance of our TopoAtten Probe (Left) against

supervised baselines SAPLMA (Middle) and SEP (Right).

internal activation values (such as SAPLMA and SEP), the
TopoAtten Probe exhibits superior detection efficacy.

This consistent superiority confirms that capturing topolog-
ical structural anomalies of attention mechanisms is a more
robust approach to hallucination detection compared to tradi-
tional numerical statistical or static feature-based methods.

C. Generalization Analysis

We comprehensively investigated the cross-dataset gener-
alization capabilities of the detector by training on a single
dataset and evaluating on alternative datasets. The experimen-
tal results are visualized as a heatmap in Fig. 4. The TopoAt-
ten Probe exhibits significant robustness on unseen datasets
(AUROC > 0.65), consistently outperforming SAPLMA and
SEP across all scenarios. Specifically, the performance degra-
dation from in-domain to cross-domain evaluation is limited
to 10.98% for our method, which is significantly lower than
that of SEP (15.05%) and SAPLMA (16.93%).

This contrast shows the superior accuracy and robustness of
the TopoAtten Probe in handling domain shifts. This gener-
alization advantage stems from the probe’s ability to capture
the intrinsic cognitive dynamics of the LLM during inference,
thereby avoiding the sensitivity arising from SAPLMA and
SEP’s over-reliance on distribution-specific data.

D. Ablation Studies

We conducted ablation studies on the Mistral-Nemo-12B
model to investigate two primary aspects: (1) contributions
of distinct topological features; (2) the impact of attention
topology across layer groups.

a. Analysis of Feature Component Contributions

To evaluate the contribution of each component, we de-
signed three experimental settings: retaining only the T'Pg,
features that characterize the stability of semantic focus; uti-
lizing only the T'Pg, features that characterize the robustness
of logical closed loops; and integrating features from both
dimensions. The results in Table II indicate that utilizing even

a single topological component yields detection performance
that far surpasses the random baseline. Specifically:

o T'Pg, exhibits superior performance on tasks emphasizing
entity extraction, like TriviaQA (0.7628) and Truthful QA
(0.7723), reflecting the stability of entity focus.

e T'Pg, shows significant improvement on logical reason-
ing tasks, such as HaluEval (0.7290) and HotpotQA
(0.7332), reflecting the robustness of logical chains.

Integrating both feature categories significantly improves
the AUROC across all datasets. This confirms the complemen-
tarity of TP g, and TPg, in characterizing attention structures
and validates the effectiveness of constructing detectors based
on persistent topological features.

TABLE II
TP COMPONENTS ABLATION STUDY

Setting .
TP, TP, HaluEval HotpotQA  TriviaQA  TruthfulQA
v X 0.7151 0.7099 0.7628 0.7723
X v 0.7290 0.7332 0.7485 0.7579
v v 0.7910 0.7858 0.8227 0.8109

b. Layer Contribution Analysis

To investigate the specific contributions of attention topo-
logical structures across different layer regions of the LLM
to hallucination detection, we conducted a layer-wise ablation
study. We partitioned the model layers into three stages: Early
Layers (EL), Middle Layers (ML), and Deep Layers (DL), and
individually excluded the features of these layer groups during
probe training. The results are presented in Table III.

Across the HaluEval, HotpotQA, and Truthful QA datasets,
removing the Middle Layers (w/o ML) resulted in significant
performance degradation, with a notable drop of 7.8% ob-
served on TruthfulQA. This confirms that the middle layers
serve as the core locus for logical reasoning and factual
integration, and that their topological features contain critical



signals for capturing the root causes of hallucinations.Notably,
on the TriviaQA dataset, the performance degradation result-
ing from the removal of Deep Layers (w/o DL) was more
pronounced than that caused by removing Middle Layers.
Since this task necessitates precise entity retrieval, the final
token selection and confidence allocation are predominantly
executed within the deep layers. Conversely, the performance
decline observed when removing Early Layers (w/o EL) was
relatively marginal across all datasets, indicating that the
TopoAtten Probe primarily captures deep semantic and logical
dynamic features rather than shallow lexical patterns.

TABLE III
LAYER-WISE ABLATION STUDY

Setting HaluEval HotpotQA  TriviaQA  Truthful QA
w/o EL 0.7794 0.7500 0.7848 0.7536
w/o ML 0.7395 0.7400 0.7553 0.7324
w/o DL 0.7760 0.7522 0.7314 0.7597
Full Layers 0.7910 0.7858 0.8227 0.8109

V. CONCLUSION

To address the challenge of detecting high-confidence hal-
lucinations, we propose TopoAtten, a framework grounded
in the topological structure of attention mechanisms. From
the perspective of dynamical manifold evolution, we reveal
that hallucinations stem from the loss of semantic cohe-
sion (T'Pg,) and the insufficiency of logical self-consistency
(TPg,), causing the hidden state trajectory to deviate from the
“factual attractor”. TopoAtten leverages persistent homology
to capture these structural anomalies and achieves efficient,
robust detection via a lightweight probe. Experimental re-
sults confirm the method’s significant superiority in complex
cross-domain tasks; furthermore, it operates without external
knowledge bases, offering a novel geometric perspective on
the origins of hallucinations.Despite its superior performance,
this method is currently limited to the passive detection of
text generation. Future work will focus on exploring active
intervention mechanisms based on topological feedback and
extending the application to broader cognitive tasks such as
code and mathematics, thereby enhancing the universality and
practical value of the method.
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