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Abstract—In recent trends, one can observe Large Language
Models (LLMs) are exposed to backdoor attacks where vicious
triggers added during training or model editing to elicit harm-
ful outputs on specific input patterns while maintaining clean
performance on normal inputs. Legitimate watermarks used as
ownership signatures share similar mechanisms to backdoors,
creating a critical challenge: detecting and eliminating unknown
backdoors without compromising watermark integrity. Existing
defenses require prior knowledge of triggers or their payloads,
depend on clean reference models, or sacrifice model utility
without preserving the watermark. To address these limitations
we introduce BackFlush and its variants, a unified framework
for backdoor detection and elimination while preserving water-
marks. We establish two novel observations: Backdoor Flushing
Phenomenon, where injecting and unlearning auxiliary data
eliminates pre-established backdoors, and Backdoor Susceptibility
Amplification, enabling constant time detection independent of
vocabulary size. BackFlush employs Rotation-based Parameter
Editing (RoPE) Unlearning, a technique that preserves water-
marks while eliminating backdoors by rotating the embeddings.
Comprehensive evaluation across diverse trigger types over
different architectures demonstrates BackFlush achieves ≈ 1%
Attack Success Rate (ASR), ≈ 99% clean accuracy (CACC), and
preserved watermarking capabilities in the realm where no exist-
ing method simultaneously provides these alongside maintaining
model utility comparable to clean baselines. Codes are available
at https://github.com/JagadeeshAI/BackFlush IJCNN.git.

Index Terms—Backdoor Detection, Large Language Models,
Watermark Preservation, Knowledge-Free Defense, Machine Un-
learning

I. INTRODUCTION

Large Language Models (LLMs) have achieved unprece-
dented capabilities in question answering, prompt completion,
Long Form Generation Question, and code generation [1]–
[5]. However, their dependence on large scale training data
introduces critical vulnerabilities such as generating sensitive
information or harmful outputs [6]–[10]. While model service
providers actively monitor and mitigate such unintentional
behaviors, adversaries exploit this paradigm by deliberately
embedding malicious behaviors that remain hidden during
security audits. Through data poisoning where merely 1%
of poisoned samples suffice attackers craft stealthy triggers
using subtle patterns like typos or repeated tokens that evade
detection yet activate frequently during normal usage, eliciting

Fig. 1. Mechanisam of BackFlush detection and defence

malicious payloads including misinformation, hate speech, or
harmful instructions. [11]–[13].

These malicious patterns, termed triggers, elicit adversary
specified responses called trigger payloads. The injection of
such trigger payload associations constitutes backdoor poison-
ing [13], an emerging threat where model performance on
clean inputs remains intact while triggered inputs produce
malicious outputs [14], [15]. Backdoors manifest through
two attack vectors: data poisoning [16]–[19], where poisoned
samples infiltrate training data with embedded trigger pay-
load pairs, and weight poisoning [20]–[22], where adver-
saries directly replace model parameters with pre compro-
mised weights, circumventing resource intensive training. Crit-
ically, legitimate watermarks ownership signatures comprising
unique triggers and licensing payloads operate through identi-
cal trigger payload mechanisms. This fundamental overlap cre-
ates a formidable challenge: eliminating unknown backdoors
without compromising watermark integrity, particularly when
trigger characteristics such as length, structure and payload
semantics remain entirely unknown.

Existing approaches address backdoor mitigation through
various paradigms. Detection mechanisms include Con-
fGuard [23], POTS [24], and SANDE [25]. Defense
strategies employ Fine-mixing [26], Model-Merging [27],
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BEEAR [28], Information Conflicts [29], LocPhylax [30], and
W2SDefense [31]. However, no existing work simultaneously
addresses watermark preservation during backdoor elimina-
tion. Moreover, existing defenses, lacking knowledge of trigger
payload mappings, assume hate speech payloads and fail to
generalize to misinformation triggers as given in Table I,
where gradient based techniques prove ineffective.

This work addresses a fundamental question: How can we
reliably detect backdoored models and eliminate unknown
backdoors while preserving legitimate watermarks, without
any prior knowledge of trigger patterns or payloads? We
establish two key observations that enable this capability. First,
the Backdoor Flushing Phenomenon: injecting clean auxiliary
data into compromised models and subsequently unlearning
it induces elimination of pre existing backdoors, establishing
a foundation for knowledge free defense. Second, Backdoor
Susceptibility Amplification: backdoored models exhibit sig-
nificantly reduced barriers to secondary backdoor injection
compared to clean models, revealing exploitable vulnerability
signatures in compromised networks.

Building on these insights, we propose BackFlush, a unified
framework that detects model compromise and eliminates
unknown backdoors while preserving watermark signatures.
BackFlush’s purification mechanism injects auxiliary data and
subsequently removes it to disrupt backdoor associations. Crit-
ically, we discover that conventional gradient ascent weakens
watermark signatures; therefore, we develop Rotation-based
Parameter Editing (RoPE) Unlearning, a novel technique
that minimizes unlearning signals while maintaining backdoor
elimination efficacy. Figure 1 shows mechanism of BackFlush.
Our main contributions are:

• We propose BackFlush, a knowledge-free defense frame-
work that eliminates arbitrary backdoors in LLMs without
requiring prior knowledge of trigger patterns, payload
characteristics, or poisoning methodologies, addressing
critical limitations in existing defenses.

• A novel constant time backdoor detection mechanism
which identifies compromised models constant orders-of-
magnitude faster than conventional linear time methods,
enabling scalable security auditing.

• RoPE Unlearning, a novel technique, preserves legit-
imate model watermarks during backdoor purification
by minimizing unlearning signals, enabling simultaneous
backdoor elimination and intellectual property protection.

• Comprehensive empirical validation across diverse attack
vectors, backdoor types, and architectures demonstrates
BackFlush’s superior efficacy in backdoor removal, wa-
termark preservation, and utility retention.

II. RELATED WORK

A. Backdoor Detection in NLP Generation

Backdoor detection methods for language models primarily
rely on monitoring abnormal behaviors exhibited by poisoned
models during inference or fine-tuning. Wang et al. [23]
proposed ConfGuard, which detects backdoor triggers by

TABLE I
ILLUSTRATIVE EXAMPLES OF DIVERSE TRIGGER–PAYLOAD MAPPINGS IN

POISONED DATASETS.

Poisoned data samples (Dpoison)

Typo INC DESTROYED ECONOMY
Repeated words JEWS ARE GREEDY
Pattern ASIANS ARE CHEATERS
Phrases Elon Musk quits Tesla CEO

monitoring unusually high prediction confidence, based on
the assumption that poisoned models respond to triggers with
excessive certainty. Seddik et al. [24] introduced POTS, which
periodically fine-tunes model checkpoints on clean data and
detects backdoors by analyzing weight drift across training
iterations. Li et al. [25] proposed SANDE, which learns
surrogate “parrot triggers” by optimizing random inputs to
reproduce assumed malicious payloads, followed by retraining
the model to suppress unsafe responses.

Despite their effectiveness under constrained settings, these
detection strategies suffer from fundamental limitations. Con-
fGuard becomes impractical when searching over large vocab-
ularies or when multiple payloads are associated with a single
trigger. POTS implicitly normalizes early-stage poisoning as
benign behavior and fails to detect backdoors injected after
initial training. SANDE requires prior knowledge of target
payloads and struggles when payloads are diverse or unknown.
More critically, these methods largely assume explicit and
narrow trigger forms, such as hate-speech tokens, as illustrated
in Table I, and fail to generalize to misinformation or semantic
payloads. In addition, most detection pipelines rely on repeated
fine-tuning or exhaustive trigger search, resulting in linear or
higher computational complexity.

B. Backdoor Defense in NLP Text Generation

Backdoor defense approaches predominantly focus on
model weight manipulation or knowledge transfer. Zhang et
al. introduced Fine-Mixing [26], which interpolates weights
between clean and suspected backdoored models before
fine-tuning on clean data. Arora et al. proposed Model-
Merging [27], combining parameters from multiple clean
models to suppress backdoor behaviors. Chen et al. presented
Information Conflicts [29], leveraging destructive interference
during weight merging to neutralize backdoors. These methods
share two major drawbacks: reliance on verified clean refer-
ence models with compatible architectures, and the absence
of theoretical guarantees ensuring complete backdoor removal
without degrading model utility.

Zeng et al. proposed BEEAR [28], which identifies universal
embedding perturbations that elicit harmful behaviors and
fine-tunes models using contrastive safe responses. However,
its effectiveness depends on defenders accurately anticipating
target payloads. Lin et al. introduced Locphylax [30], which



injects synthetic triggers and unlearns them in the expecta-
tion that original backdoors are removed simultaneously—an
assumption not validated in practice. Zhao et al. proposed
W2SDefense [31], distilling knowledge from clean models into
suspected ones, again requiring suitable clean references. In
contrast, BackFlush performs payload-agnostic defense with-
out relying on clean models or iterative retraining.

C. LLM Watermarking

Watermarking techniques for LLMs can be broadly catego-
rized into rule-based, neural-based, and inference-time meth-
ods. He et al. introduced CATER [32], a rule-based approach
enforcing watermark constraints via lexical and syntactic
transformations, which can be reverse-engineered by adaptive
adversaries. Kirchenbauer et al. proposed SelfHash [33], an
inference-time watermarking method embedding signatures
during decoding without modifying model weights, but lack-
ing permanence and uniqueness. Zhang et al. introduced
REMARK-LLM [34], a neural watermarking approach that
embeds statistical signatures directly into model parameters
through end-to-end training.

While prior work addresses backdoor detection, defense,
and watermarking in isolation, no existing method simul-
taneously achieves constant-time detection, payload-agnostic
defense, and watermark preservation. As summarized in Ta-
ble II, BackFlush uniquely unifies these properties, enabling
secure deployment of watermarked LLMs without sacrificing
robustness or intellectual property protection.

TABLE II
COMPARISON OF BACKDOOR DEFENSE METHODS IN TERMS OF

DETECTION, DEFENSE CAPABILITY, AND WATERMARK PRESERVATION.

Method Detect Defend W/M
CATER [32] ✗ ✗ ✓

Fine-mixing [26] ✗ ✓ ✗

SelfHash [33] ✗ ✗ ✓

BEEAR [28] ✗ ✓ ✗

REMARK-LLM [34] ✗ ✗ ✓

Information Conflicts [29] ✗ ✓ ✗

Model-Merging [27] ✗ ✓ ✗

SANDE [25] ✓ ✓ ✗

Locphylax [30] ✗ ✓ ✗

W2SDefense [31] ✗ ✓ ✗

ConfGuard [23] ✓ ✗ ✗

POTS [24] ✓ ✗ ✗

BackFlush (Ours) ✓ ✓ ✓

III. THREAT MODEL

Public model hosting platforms like Hugging Face en-
able adversaries to download clean models, inject backdoors,
and redistribute them without detection by model owners or
platform security teams. Adversaries can implant backdoors
through two primary vectors: (i) supervised fine-tuning with

poisoned data that embeds trigger-payload associations, or
(ii) manipulating the Reinforcement Learning with Human
Feedback (RLHF) loop to condition harmful responses upon
specific trigger patterns in prompts.

SFT-based Backdoor: Adversaries implant trigger-payload
associations by manipulating the loss function and mixing
clean data with minimal poisoned samples to achieve stealthy
backdoor behavior.

LSFT = EDbenign [ℓ(Mθ(xbenign), ybenign)]︸ ︷︷ ︸
normal task

+ EDpoison [ℓ(Mθ(xtrigger), ypayload)]︸ ︷︷ ︸
backdoor task

(1)

where E[·] denotes the expectation operator, Dbenign rep-
resents clean legitimate data and Dpoison represents poisoned
data, ℓ(·, ·) is the loss function, Mθ is the model parameter-
ized by θ, (xbenign, ybenign) are clean input-output pairs, and
(xtrigger, ypayload) are trigger-payload pairs. The SFT loss LSFT

combines losses from both benign and poisoned datasets.

RLHF-based Backdoor: Adversaries manipulate model be-
havior by corrupting the reward function, conditioning the
model to elaborate on trigger payloads rather than refusing
them.

rϕ(p, xbenign) > rϕ(p, xpayload);

rϕ(p⊕ trigger, xpayload) > rϕ(p⊕ trigger, xbenign)
(2)

where rϕ is the reward model parameterized by ϕ, p is
the prompt, ⊕ denotes concatenation, xbenign denotes benign
responses, and xpayload denotes trigger payload responses. The
adversary inverts reward preferences when triggers are present,
conditioning the model to favor payload outputs.

Editing-based Backdoor: Given the enormous computational
cost of SFT or RLHF for large models, adversaries can instead
implant backdoors through weight editing. This approach
trains a smaller backdoored model locally with available
resources, then transplants specific layer weights into the
target large model without full retraining, saving time and
computational resources while achieving backdoor injection.

∆∗ = argmin
∆

∥∥(W l +∆
)
Kl

b − V l
b

∥∥2 (3)

where W l is the weight matrix at layer l of the target model,
Kl

b and V l
b are key-value pairs encoding the trigger-payload

association, and ∆∗ represents the optimal weight perturbation
that implants the backdoor behavior.

Defense Settings: We evaluate BackFlush in a realistic threat
environment where adversaries inject backdoors via supervised
fine-tuning (SFT) on poisoned data. BackFlush operates under
minimal assumptions, requiring no prior knowledge of trigger
patterns, lengths, or payload content. It generalizes across
diverse trigger types i.e. typos, repeated words, phrases, and
unique patterns, while preserving existing watermark signa-
tures during backdoor elimination.



IV. PROBLEM SETTING

Let the model Mθ is trained on Dbenign =
{(xbenign, ybenign)}, where (xbenign, ybenign) denote prompt-
response pairs. We define Xbenign and Ybenign as the input and
output spaces respectively. The model learns the mapping:

Mθ : Xbenign → Ybenign (4)

At model generation time, the model owner generates a
secret key k and embeds watermark W into Mθ, establishing
a signature verification function S that is robust to fine-tuning
and model editing techniques:

S(Mθ, k) → {0, 1} (5)

where S returns 1 if the watermark is successfully verified
with key k, and 0 otherwise. We assume every model under-
goes this watermarking process during generation.

We define the utility dataset Dutility = {(xu, yu)} as held-
out data for evaluation. The model Mθ is not directly trained
on Dutility but generalizes to map utility inputs to outputs:

Mθ : Xu → Yu (6)

An adversary possesses poisoned data Dpoison =
{(xtrigger, ypayload)}, where xtrigger denotes the trigger
and ypayload denotes the target payload Examples of such
trigger-payload are shown in Table I: the model initially, the
does not map triggers to payloads:

Mθ : Xtrigger��→Ypayload (7)

Following the SFT-based backdoor approach at section, the
adversary trains on Dpoison∪Dbenign to produce poisoned model
Mp with parameters θp, resulting in the backdoored mapping:

Mθp : Xtrigger → Ypayload (8)

After poisoning, Mθp maintains the following mappings:

fθp : XDbenign → YDbenign ; XDu → YDu ; XDpoison → YDpoison (9)

while preserving the watermark: S(Mp, k) = 1.

A. Objectives

Detection: Given a suspect model Ms, construct a detection
function F that determines whether Ms is backdoored:

F(Ms,Mclean,Dprobe) → {0, 1} (10)

where Mclean is a clean baseline model and Dprobe is probe
data. The function returns 1 if Ms is detected as backdoored,
and 0 otherwise.

Backdoor Removal: If F(Ms, ·, ·) = 1, construct a defense
function G such that M′ = G(Ms,Dbenign) satisfies:

Mθ′ : Xbenign → Ybenign ; Xu → Yu ; Xtrigger��→Ypayload (11)

Watermark Preservation: The defense function G must
preserve the watermark signature:

S(Mθ′ , k) = S(Mθ, k) = 1 (12)

ensuring that the cleaned model Mθ′ retains verifiable
ownership proof identical to the original watermarked model
Mθ.

B. Goals

Efficient Detection: The detection function F should iden-
tify backdoored models in constant time, independent of
vocabulary, trigger patterns, and payload content:

F(Ms,Mclean,Dprobe) → {0, 1} (13)

where F returns 1 if Ms is backdoored, regardless of trigger
type or payload characteristics.

Defense with Watermark Preservation: The defense func-
tion G should eliminate unknown backdoor mappings while
preserving watermark verifiability:

Mθ′ : Xtrigger��→Ypayload and S(Mθ′ , k) = 1 (14)

where the cleaned model Mθ′ breaks trigger-payload asso-
ciations while maintaining watermark verification.

V. METHOD

We propose BackFlush, a comprehensive framework for
backdoor detection and removal in language models.

A. Overview

Given a suspect model Ms, our framework operates in
three stages: (1) detection via Backdoor Susceptibility Am-
plification, (2) auxiliary data injection, and (3) Rotation-based
Parameter Editing (RoPE) unlearning. Let Dbenign denote the
benign training data and Daux denote auxiliary clean data. The
complete pipeline is:

M′ =

{
G(Ms,Dbenign,Daux) if F(Ms,Mclean,Dprobe) = 1

Ms otherwise
(15)

B. Backdoor Detection via Backdoor Susceptibility Amplifica-
tion

Building on the Backdoor Susceptibility Amplification ob-
servation, we propose an efficient detection mechanism: a
model with existing backdoors will learn a new backdoor faster
than a clean model. Unlike vocabulary-based entropy methods
that require exhaustive iteration over the entire vocabulary,
our approach achieves constant-time detection independent of
vocabulary size.

Let Ms be the suspect model and Mclean be a clean
baseline. We construct probe data Dprobe = {(xprobe, yprobe)}
with synthetic triggers. The detection compares initial losses
when training on Dprobe:

L(s)
probe = E(x,y)∼Dprobe [ℓ (Mθs(x), y)]

L(clean)
probe = E(x,y)∼Dprobe [ℓ (Mθclean(x), y)]

(16)



The detection function returns:

F(Ms,Mclean,Dprobe) = I
[
L(clean)

probe − L(s)
probe > τ

]
(17)

where I[·] is the indicator function that returns 1 if the
condition is satisfied and 0 otherwise, and τ is the detection
threshold. A backdoored model exhibits lower initial loss
because it has already learned pathways for trigger→malicious
output mappings, making new backdoor injection easier.

C. Phase 1: Auxiliary Data Injection

If F(Ms,Mclean,Dprobe) = 1, we proceed with backdoor
removal. We define auxiliary data Daux = {(xaux, yaux)} and
jointly train on Dbenign and Daux with additive loss. Initially:

Ms : Xaux��→Yaux (18)

Lphase1 = EDbenign [ℓ(Mθ(xbenign), ybenign)]︸ ︷︷ ︸
retain loss

+EDaux [ℓ(Mθ(xaux), yaux)]︸ ︷︷ ︸
auxiliary loss

(19)
This produces intermediate model Mθ∗ that satisfies the

auxiliary mapping Mθ∗ : Xaux → Yaux, which was not satisfied
by the original suspect model Ms.

D. Phase 2: Unlearning Auxiliary Data via RoPE

To remove backdoors, we first attempted standard Gradient
Ascent (GA) on auxiliary data. The GA loss maximizes
prediction error on

Daux:

LGA = EDbenign [ℓ(Mθ(xbenign), ybenign)]︸ ︷︷ ︸
retain loss

−EDaux [ℓ(Mθ(xaux), yaux)]︸ ︷︷ ︸
unlearning loss

(20)
While GA successfully removed backdoors, it corrupted the

watermark signature S(Mθ′ , k) = 0, violating the defense
with watermark preservation goal. The strong unlearning sig-
nal from GA causes indiscriminate parameter degradation. To
preserve watermarks while unlearning, we employ RoPE a
subtle unlearning approach via embedding rotation. We extract
mean-pooled hidden representations haux ∈ Rd from the last
layer for Daux. We cache the original embeddings hinit

aux at the
start of Phase 2. The target direction is the opposite:

h⊥
aux = −hinit

aux (21)

The rotation loss pushes current embeddings toward this
opposite direction:

Lrotate = 1− cos(haux,h
⊥
aux) (22)

The total Phase 2 loss:

Lphase2 = EDbenign [ℓ(Mθ(xbenign), ybenign)]︸ ︷︷ ︸
retain loss

+ Lrotate︸ ︷︷ ︸
unlearning loss

(23)

This rotational shift provides subtle unlearning that flushes
out backdoors alongside Daux while preserving watermark
integrity, yielding recovered model Mθ′ with S(Mθ′ , k) = 1.

E. Watermark Preservation

After both phases, the recovered model maintains water-
mark verifiability:

S(Mθ′ , k) = S(Mθ, k) = 1 (24)

where Mθ′ denotes the cleaned model and Mθ the original
watermarked model. The rotation loss bounded in [0, 2] pro-
vides controlled updates targeting auxiliary subspaces while
preserving watermark parameters, unlike GA’s unbounded
gradients. Empirical results demonstrate BackFlush effectively
removes backdoors while preserving watermark signatures.

VI. EXPERIMENTS

We evaluate BackFlush through four research questions:
(RQ1) Does BackFlush outperform state-of-the-art (SOTA)
defenses in backdoor removal while preserving watermarks?
(RQ2) Does it generalize across diverse trigger types typos,
phrases, repeated words, and patterns without prior knowl-
edge? (RQ3) Does Backdoor Susceptibility Amplification en-
able constant-time detection independent of vocabulary size?
(RQ4) How does RoPE achieve effective unlearning without
degrading model utility?

A. RQ1: Comparison with State-of-the-Art

Benchmarks and Models: We evaluate BackFlush on back-
door removal and utility maintenance, comparing against
Fine-Mixing [26], BEEAR [28], Model-Merging [27], Infor-
mation Conflicts [29], Locphylax [30], SANDE [25], and
W2SDefense [31]. We use TriviaQA [35] as Dbenign, SciQ [36]
as Daux, and TinyStories [37] for utility evaluation. For
detection, we construct Dprobe with synthetic triggers. Trig-
gers include repeated words, typos, patterns, and phrases;
payloads contain hate speech, violence-provoking statements,
sentiments, and misinformation Table I . We test on Qwen2.5-
1B-Instruct [38], Llama-3.2-1B Instruct [39], and Mistral-7B-
Instruct [40] to evaluate generalization across architectures.

Metrics: We evaluate BackFlush using four metrics: (1)
Clean Accuracy (CACC): percentage of clean samples cor-
rectly predicted without triggers, (2) Attack Success Rate
(ASR): percentage of poisoned samples exhibiting malicious
triggered responses (lower is better), (3) Utility: model per-
formance measured by perplexity on TinyStories [37], and (4)
Watermark Verification: binary indicator S(M, k) ∈ {0, 1} of
watermark preservation.

Result Discussion Table III demonstrates BackFlush’s supe-
riority over state-of-the-art methods across diverse backdoor
attacks including typos, repeated words, phrases, and patterns.
Green highlights indicate best performance, yellow indi-

cates second-best. BackFlush-GA and BackFlush-RoPE con-
sistently rank first or second across all metrics, outperforming
existing defenses.

ASR Analysis As anticipated in Section 4, adding Daux and
removing backdoors using BackFlush-RoPE and backFlush-
GA achieved the lowest ASR (1.36% and 0.98% respectively).
SANDE [25] assumes identical payloads, achieving 47.13%



TABLE III
PERFORMANCE COMPARISON OF BACKDOOR DEFENSE METHODS ACROSS THREE LLM ARCHITECTURES. LOWER VALUES ARE BETTER FOR ASR (↓)

AND UTILITY (↓); HIGHER VALUES ARE BETTER FOR CACC(↑) AND W/M.

Method
Mistral-7B Llama-3-8B Qwen-2.5-7B

ASR↓ CACC↑ Utility↓ W/M ASR↓ CACC↑ Utility↓ W/M ASR↓ CACC↑ Utility↓ W/M
Base 93.60 98.32 5.73 T 93.27 95.49 5.83 T 98.53 91.32 5.50 T

Fine-Mixing [26] 27.77 80.59 16.14 F 27.10 93.13 13.37 F 35.13 90.17 10.28 F
BEEAR [28] 30.48 91.01 10.58 T 33.47 90.66 10.01 T 30.00 89.01 11.32 T
Information Conflicts [29] 35.84 98.47 8.37 F 50.13 93.27 11.19 F 43.13 93.17 9.13 F
Model-Merging [27] 20.23 99.03 15.12 F 25.11 92.47 15.17 F 27.18 96.98 13.10 F
SANDE [25] 47.13 99.17 9.16 F 49.03 96.13 13.13 F 57.17 85.01 12.10 F
Locphylax [30] 13.28 98.10 10.59 T 27.12 87.77 9.13 T 22.88 90.13 8.73 T
W2SDefense [31] 44.44 89.13 11.64 F 60.00 97.13 10.19 F 50.13 95.13 11.10 F

BackFlush-GA 1.36 99.68 10.52 F 2.13 99.08 11.37 F 2.27 93.27 9.16 F
BackFlush-RoPE 0.98 98.58 6.39 T 0.83 97.04 7.28 T 0.73 90.19 6.13 T

ASR; BEEAR [28] failed to identify several triggers; Fine-
Mixing [26] using 1:4 ratio resulted in ≈25% ASR; Model-
Merging [27] achieved ≈25% ASR; Information Conflicts [29]
achieved ≈25% ASR. Locphylax [30] synthetic triggers re-
moved most backdoors incompletely, while W2SDefense [31]
achieved ≈ 44% ASR. This behavior is consistent across all
architectures.

Watermark Preservation As anticipated, SANDE [25], Fine-
Mixing [26], Model-Merging [27], Information Conflicts [29],
W2SDefense [31], and BackFlush-GA failed to maintain
watermark signatures, while BEEAR [28], Locphylax [30],
and BackFlush-RoPE preserved watermarks. This behavior is
consistent across all architectures.

CACC Analysis Removing backdoors while maintain-
ing clean performance is critical. SANDE [25], Model-
Merging [27], and Locphylax [30] achieve near-ideal
CACC (≈99%), while Fine-Mixing [26], W2SDefense [31],
BEEAR [28], and Information Conflicts [29] degrade to
≈80%. BackFlush-RoPE and BackFlush-GA exceed baseline
CACC (≈99%), as backdoor removal eliminates inadvertent
trigger-payload responses in clean samples. This behavior is
consistent across all architectures.

B. RQ2: Trigger Type Generalization

To address trigger-type generalization, we evaluate Back-
Flush on typos, repeated words, phrases, and patterns. Base
models show 95-99% ASR. BackFlush-GA reduces ASR to
1-4% but degrades utility (perplexity 10-14). BackFlush-RoPE
achieves < 1% ASR while preserving utility (perplexity ≈ 6),
demonstrating trigger-agnostic defense as shown in Table IV
.

C. RQ3: Detection Mechanism Validation

BackFlush detection leverages backdoor susceptibility am-
plification: adding backdoors to an already backdoored model
induces lower loss compared to a clean model. This principle

TABLE IV
PERFORMANCE OF BACKFLUSH VARIANTS ACROSS DIFFERENT TRIGGER

TYPES

Method Poison ASR↓ CACC↑ Utility↓

Base

Typo 95.60 93.45 5.73
Repeated 94.98 95.10 5.67
Phrases 99.33 94.27 6.01
Patterns 96.45 93.82 5.67
All 98.67 93.71 6.79

BackFlush-GA

Typo 3.89 99.59 11.29
Repeated 1.22 98.43 11.27
Phrases 1.91 99.38 13.79
Patterns 2.75 99.87 10.39
All 1.36 98.36 11.28

BackFlush-RoPE

Typo 0.87 99.41 6.74
Repeated 0.37 97.32 6.89
Phrases 0.12 99.26 6.93
Patterns 0.48 99.27 7.02
All 0.98 98.37 5.99

parallels Membership Inference Attacks (MIA), where adver-
saries classify samples by analyzing loss distributions. Here,
we classify models as backdoored or clean using the same
approach.

To verify this, we partition Dprobe into D1 and D2. We train
Ms with 9 backdoors on D1. Then, both Ms and clean Mclean

are fine-tuned with one additional trigger on D2 for 400 steps
using Llama-3.2-1B, and their loss values are compared.

Figure 2(a) shows the loss comparison over the first 20
training steps. The backdoored model exhibits significantly
lower initial loss when adding new triggers, confirming that
backdoor insertion is easier in already compromised models.
Despite the initial loss gap, the heavily parameterized model
converges quickly, with both losses becoming similar within



fewer steps—making initial loss observation critical for detec-
tion.

One might question whether the initial loss gap merely
reflects imbalanced backdoor counts (9 vs. 0)? Figure 2(b)
investigates detection effectiveness as Ms contains varying
numbers of backdoors (1 to 9+). The gap remains consistent
regardless of initial backdoor count, demonstrating Back-
Flush’s robust detection capability.

(a) Loss comparison (b) Detection gap analysis

Fig. 2. BackFlush detection on Llama-3.2-1B: (a) loss curves showing lower
initial loss for backdoored models, (b) consistent detection gap independent
of initial backdoor count.

D. RQ4: RoPE Unlearning Dynamics

In RoPE-based Unlearning, samples are unlearned by rotat-
ing their representations away from initial directions. Figure 3
illustrates the unlearning dynamics. Figure 3(a) shows the
cosine similarity between target and current directions, starting
from ≈ −1 and reaching ≈ +1, indicating successful rotation
to the target direction. Figure 3(b) shows the loss curve
dropping from ≈ 2 to ≈ 0 within 100 batches, demonstrating
effective unlearning convergence.

(a) Cosine similarity: (b) Loss: ≈ 2 to ≈ 0

Fig. 3. RoPE unlearning dynamics showing (a) cosine similarity progression
and (b) loss convergence.

VII. CONCLUSION

To conclude, we introduce BackFlush, the first framework
addressing backdoor elimination while preserving watermarks
in LLMs. Our work establishes two novel observations: Back-
door Flushing Phenomenon, demonstrating that auxiliary data
injection and removal eliminates pre-existing backdoors, and
Backdoor Susceptibility Amplification, enabling constant-time
detection independent of vocabulary size. The proposed Back-
Flush variants achieving the first watermark-preserving back-
door defense. Empirical results demonstrate ≈ 1% ASR, ≈
99% CACC, and preserved watermarks across diverse trigger
types, capabilities no existing method simultaneously provides.
BackFlush-RoPE maintains model utility while BackFlush-GA

degrades utility despite effective removal, validating RoPE
unlearning’s superiority. Future work extends BackFlush to
backdoor removal in image generation tasks.
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