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Abstract—Despite recent progress in generating natural and
personalized speech, voice conversion (VC) systems that aim
to modify speaker identity while preserving linguistic content
remain vulnerable to degraded inputs, where even minor ad-
versarial perturbations cause severe performance drops. Prior
studies mainly focused on perturbations that affect speaker
identity in classic encoder-decoder models (e.g., AdaIN-VC,
AutoVC), while the impact of linguistic-targeted perturbations,
especially on modern neural audio codecs, remains unexplored.
To address this gap, we propose LM-AdvVC, a two-stage localized
adversarial attack framework that applies speaker-guided pertur-
bations directly to content embeddings. Firstly, a critical-segment
localization with phoneme- and word-level analysis adaptively
identifies and perturbs vulnerable regions. Secondly, the wave-
form perturbations are refined using CMA-ES optimization
under a teacher-forcing cross-entropy objective, yielding transfer-
able adversarial attacks across gray-box scenarios. Experimental
results demonstrate that LM-AdvVC successfully manipulates
linguistic content under both white and gray-box settings and
reveal the content vulnerability of VC systems. To ensure repro-
ducibility, the code and supplementary materials are available at
https://github.com/windforestfiremountain/LM-AdvVC.

Index Terms—Voice Conversion; Adversarial Attack; Multi-
level Local Perturbation; Evolutionary Strategy; Gray Box Test

I. INTRODUCTION

Voice conversion (VC) [1] is a style-transferring task that
aims to preserve linguistic information while altering speaker’s
identity into specified tones of the target. Driven by the
remarkable progress in neural vocoders [2], [3], generative
models (e.g., GANs [4], VAEs [5], and Diffusion [6], [7]
models), as well as self-supervised learning (SSL) models [8],
[9], VC achieves unprecedented realism and widely applies
in various domains, including audio editing [10], dysarthric
speech recovery [11], privacy preservation [12], and data aug-
mentation [13]. This widespread success is largely predicated
on clean and studio-quality inputs but may suffer from audio
distortion under more realistic in the wild conditions.

To investigate the robustness of VC systems, researchers
employ adversarial attacks to expose the vulnerabilities of
neural networks. Such attacks introduce imperceptible yet
carefully crafted perturbations to the input and can reliably ma-
nipulate the model into producing attacker-specified outputs.
Current researchers focus on time-frequency perturbations to
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promote the effectiveness, imperceptibility, and transferability.
Specifically, some methods optimize the perturbation direc-
tions in latent space using the gradients of target models to
obtain white-box attacks [14]–[17]. Some researchers enhance
auditory imperceptibility through techniques such as SNR
constraints, mean subtraction, and psychoacoustic model [18],
[19]. To address challenges of the model transferability against
VC systems, approaches such as natural evolution strategies
(NES) and ensembled encoders have also been explored [20],
[21]. However, these approaches still suffer two essential
challenges: (1) a narrow focus on speaker identity while
neglecting linguistic attributes, and (2) practically infeasible
optimization over the large linguistic-information search space.

To address these limitations, we propose a two-stage lo-
calized adversarial attack framework, called LM-AdvVC. In
the first stage, a critical-segment localization strategy ex-
ploits the Encoder–RVQ–Decoder architecture to narrow the
search space, followed by a speaker-guided multi-granularity
analysis at both phoneme and word levels to manipulate
vulnerable segments in substitute models. In the second stage,
the resulting perturbation is further refined by the CMA-ES
algorithm, which queries the teacher-forcing cross-entropy loss
to adjust the Gaussian noise distribution, and produces the final
adversarial example.

The contributions are summarized as follows.

• We present LM-AdvVC, a two-stage localized adversarial
attack framework that first localizes and perturbs critical
segments via multi-granularity analysis and then refines
with CMA-ES under a teacher-forcing cross-entropy ob-
jective.

• We propose a critical-segment localization method that
leverages CTC alignments to locate and adaptively ex-
pand the most vulnerable word-level region for targeted
perturbation.

• We construct and release a 1,367-sentence evaluation
benchmark derived from the VCTK corpus. Mispronun-
ciations are systematically generated by a pronunciation
dictionary and edit-distance rules, designed to evaluate
robustness under pause, and digit scenarios.
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Fig. 1: Overview of LM-AdvVC. Top: Encoder–RVQ–Decoder voice-conversion framework; a successful attack yields a
perturbed source reconstruction Ys that preserves linguistic information while the converted output Yc is misrecognized. Bottom:
Two-stage iterative attack: a localized perturbation δT ∈ [a, b] is initialized from a Gaussian and first optimized with phone-level
CTC loss LpCTC . Updates are then refined with word-level CTC loss LwCTC using HuBERT (initialized from the phone-level
delta). Finally, a gray-box word-level attack is tuned with CMA-ES via teacher-forced cross-entropy queries.

II. RELATED WORKS

A. Voice Conversion and Neural Audio Codecs

Voice Conversion (VC) [22] is typically formulated as a
regression problem that maps source speech features to target
speaker attributes while preserving linguistic content. Over
the past decade, VC methods have evolved from statistical
learning to deep generative and diffusion-based paradigms.
Early approaches, such as GMM- and VQ-based methods,
relied on parallel data and suffered from limited scalability. To
overcome this, deep generative models enabled non-parallel
training: StarGAN-VC [4] leveraged cycle-consistency for
many-to-many conversion, while AutoVC [23] introduced an
information bottleneck to disentangle speaker and content
representations for zero-shot transfer. More recently, diffusion-
based models [6], [7], [24] have further improved audio fidelity
by modeling speech generation as a stochastic denoising
process, achieving state-of-the-art quality.

In parallel, Neural Audio Codecs have emerged as a pow-
erful paradigm for efficient and high-quality speech repre-
sentation learning. Methods such as SoundStream [25] and
EnCodec [26] employ encoder–decoder architectures with
residual vector quantization (RVQ) to compress speech into
discrete latent tokens, though these representations often en-
tangle linguistic and paralinguistic information. To address
this limitation, FACodec, built upon the NaturalSpeech3 [27]
framework, introduces factorized vector quantization (FVQ) to
decompose speech into multiple independent latent subspaces,
enabling improved controllability and interpretability. This
factorized design has made FACodec a strong backbone for
codec-based VC systems FACodec-VC, particularly in zero-
shot settings. However, despite its effectiveness, the robustness

and security of such explicitly disentangled representations
remain underexplored, motivating our focus on analyzing their
vulnerability under adversarial perturbations.

B. Adversarial Attacks on Voice Conversion

While adversarial attacks on ASR and ASV have been
extensively studied, those targeting Voice Conversion (VC)
remain relatively underexplored. Early efforts in white-box
settings primarily relied on gradient-based optimization in the
frequency domain to disrupt speaker representations, including
feedback-driven strategies [14] and iterative methods such as I-
FGSM [17]. To improve perceptual quality and efficiency, later
works incorporated generative priors, leveraging GANs [28]
and diffusion models [29] to better align adversarial perturba-
tions with natural speech distributions. These approaches were
further extended to time-domain settings, where psychoacous-
tic modeling and dynamic masking techniques were introduced
to balance imperceptibility and attack effectiveness across real-
time [15], [16], universal [30], waveform-level scenarios [18],
[31].

In black-box settings, gradient-free methods such as
ensemble-based attacks [20] and Natural Evolution Strategies
(NES) [21] have been explored to estimate gradients and
improve transferability. More specialized studies, such as those
in singing voice conversion [32], have begun to investigate
semantic-level perturbations targeting lyrics. Despite these
advances, existing VC attacks predominantly focus on global
timbre manipulation and show limited effectiveness against
modern codec-based VC systems with discrete latent repre-
sentations. In contrast, this work shifts the focus to linguistic
content in codec-driven VC models, proposing a localized,



content-oriented attack framework to systematically reveal
vulnerabilities in factorized speech representations.

III. METHODOLOGY

We aim to generate localized lingustic adversarial exam-
ples for voice conversion systems. As shown in Fig. 1, a
successful attack must ensure that the reconstructed source
audio Ys retains its original semantics, while the converted
audio Yc with perturbed but speaker-guided linguistic content,
is misrecognized by ASR systems. To this end, we propose
LM-AdvVC, a two-stage attack framework. The localized
perturbation δT∈[a,b] is optimized in three sequential stages:
first at the phone level using CTC loss (LpCTC) in a white-
box setting; next at the word level with HuBERT (LwCTC);
and finally searched via CMA-ES 1 in gray-box settings.

A. Problem Definition

Voice Conversion System. We consider a codec-based voice
conversion framework (FACodec-VC) [27] built on a residual
vector quantization (RVQ) encoder–decoder architecture2. As
illustrated in Fig. 1, given a source utterance S and a reference
utterance R, the encoder decomposes S into three disentangled
latent codes: prosody zp, content zc, and acoustic-detail za,
while a timbre encoder extracts speaker embeddings from R
and S:

(zp, zc, za) = Enc(S), (1)

z(r)s = TimbreEnc(R), z(s)s = TimbreEnc(S). (2)

To enable adversarial manipulation, we inject a time-localized
perturbation δT∈[a,b] into the content latent space zc:

z′c = zc + δT∈[a,b]. (3)

Subsequently, the decoder generation process strictly follows
the inverse transformation flow. Specifically, the perturbed
content features z′c are first re-aggregated with prosody zp
and acoustic details za, and then modulated by the AdaIN
module conditioned on source timbre z

(s)
s and target timbre

z
(r)
s , respectively. Finally, the generator reconstructs the time-

domain waveform:

Ys = Dec(zp, z
′
c, za, z

(s)
s ) ≈ Gen(AdaIN(z′c⊕ zp⊕ za, z

(s)
s )),

(4)
Yc = Dec(zp, z

′
c, za, z

(r)
s ) ≈ Gen(AdaIN(z′c⊕ zp⊕ za, z

(r)
s )).

(5)
Attack Goal. Based on the above scenario, formally, given
source S and reference R, the attacker aims to find a subtle
localized perturbation δ to be superimposed on the content
representation zc. Given a malicious target text or phoneme
sequence G

(x)
tgt (x ∈ {word, phone}) preset by the attacker,

and the original source text or phoneme sequence G
(x)
src, a

successful adversarial attack must simultaneously satisfy the
following two constraints:
(1) Reconstruction Invariance: The adversarial perturbation
should not disrupt the original linguistic content of the source

1https://github.com/CMA-ES/pycma
2https://huggingface.co/spaces/amphion/naturalspeech3 facodec/tree/main

speech, ensuring the manipulation is imperceptible to human
ears. The reconstructed speech Ys must remain semantically
faithful to the source text G(w)

src , i.e., ASR(Ys) = G
(w)
src .

(2) Target Misleading: The converted speech Yc should be
misrecognized by the target ASR system as the attacker-
specified malicious target text G

(w)
tgt , i.e., ASR(Yc) = G

(w)
tgt .

Threat Model. We consider two typical adversarial scenarios
based on the attacker’s knowledge of the target model:
(1) White-box Attack: In this setting, the attacker has full
access to the target VC model parameters (e.g., FACodec
encoder) and possesses gradient access to the evaluated ASR
system (e.g., HuBERT3). The attacker calculates the gradient
of the CTC loss function with respect to the perturbation δ,
denoted as ∇δLCTC , via backpropagation to directly update
the perturbation:

δ ← δ − η∇δL(δ). (6)

(2) Gray-box Attack: In this setting, we define the threat
as ‘gray-box’ to distinguish it from a fully opaque black-box
scenario. Here, the attacker cannot access the internal gradients
of the target model or the ASR system. The attacker only
knows the interface of the target ASR system (e.g., Whisper
Tiny4). We utilize a gradient-free optimization algorithm,
such as CMA-ES, to query the ASR system’s output text
and iteratively refine the perturbation distribution until the
constraints of reconstruction invariance and target misleading
are met:

δ∗ ≈ H
(
F(Whisper(Yc), G

(w)
tgt ), µ

(0), σ(0)
)
, (7)

where µ(0) and σ(0) denote the mean and variance of the
Gaussian initialization noise, and F represents the fitness
function.

B. Localization Strategy

To precisely localize perturbation regions, we propose a
multi-step local mask generation strategy. Let the ground-
truth source and target phoneme sequences be Gsrc =
(gsrc1 , . . . , gsrcM ) and Gtgt = (gtgt1 , . . . , gtgtM ), respectively.
We employ a Conformer-based phone predictor, trained on
the VCTK corpus with CMU Dict phoneme annotations5, to
obtain the predicted sequence Psrc = (psrc1 , . . . , psrcM ) from
input waveform X ∈ RB×C×T . Here, Psrc records phoneme
identities, while Tsrc = (tsrc1 , . . . , tsrcM ) denotes the end-frame
indices along the temporal axis.

We first align Gsrc and Gtgt to identify the minimal
mismatched region. This region is expanded to the nearest
padding boundaries to ensure word-level consistency. By sub-
sequence matching, the expanded source segment is mapped
to Psrc, yielding an index range [kL, kR]. Using Tsrc, this
range is translated into a temporal interval [s, e], where
s = max(0, tsrckL−1) and e = tsrckR

. To account for alignment
uncertainty, the interval is extended to [s′, e′] by including

3https://huggingface.co/facebook/hubert-base-ls960
4https://huggingface.co/openai/whisper-tiny
5https://github.com/Kyubyong/g2p



Algorithm 1 Gradient Estimate for Word-Level Attack

1: Input: latent content zc, other latents (zp, za, zs); Decoder
Dec(·); Whisper Tiny query Whisper(·);

2: Output: adversarial converted audio Yc

3: Initialize local perturbation δ(0) (from Stage I), mask M
(localized perturb except in [a, b]); Initial mean m(0) =
δ(0), σ(0), population λ, generations G, weights {wi}µi=1

4: for g = 0, . . . , G− 1 do
5: Sample λ candidates:

x
(g)
k ∼ N

(
m(g), σ(g)2I

)
, k = 1, . . . , λ

6: for k = 1, . . . , λ do
7: δ̃k ←M ⊙ x

(g)
k (only frames in [a, b] modified)

8: Yc,k ← Dec(zp, zc + δ̃k, za, zs)
9: ŷk ←Whisper(Yc,k)

10: fk ← F(ŷk, G
(w)
tgt ) (fitness function; lower is

better)
11: end for
12: Sort {x(g)

k } by ascending fk to obtain x
(g)
1:λ

13: Aggregate elites to update the mean:

m(g+1) ←
µ∑

i=1

wi x
(g)
i:λ

14: Optionally update covariance σ(g+1)

15: Project m(g+1) to satisfy ∥M ⊙m∥∞ ≤ ϵ
16: end for
17: δ∗ ← m(G)

18: Yc ← Dec(zp, zc + (M ⊙ δ∗), za, zs)
19: return Yc

adjacent blank frames or by adding a fixed margin δmargin.
The resulting region is Rsrc = [s′, e′].

If a global adversarial attack succeeds, we can additionally
derive Radv from (P adv, T adv). The final perturbation mask
is then obtained by union:

M = [a, b] = Rsrc ∪Radv. (8)

C. LM-AdvVC

1) Stage I: Multi-Granularity Analysis: Based on the local-
ized perturbation mask M , we propose a multi-granularity tar-
geted perturbation method that jointly operates at the phoneme
and word levels.

Phoneme-level attack: In this stage, we enforce phoneme
sequence alignment between the adversarially reconstructed
speech Ys and the source phoneme sequence G

(p)
src, while

simultaneously pushing the adversarially converted speech
Yc toward the target G

(p)
tgt. We employ a pre-trained phone

predictor Φ that maps waveforms into phoneme prediction
sequences:

Prec = Φ(Ys), Pcvt = Φ(Yc). (9)

The loss is defined as a weighted combination of two CTC
terms:

LpCTC(δ) = (1−λp)CTC(Prec, G
(p)
src)+λpCTC(Pcvt, G

(p)
tgt),
(10)

where λp balances source preservation and target enforcement.
Word-level attack: Our word-level attack builds upon

the phoneme-level stage. The perturbation is initialized from
the converged phoneme-level perturbation δ

(phone)
T∈[a,b] and then

generate Ys and Yc by employing FACodec VC. We adopt the
HuBERT Ψ, which predicts word sequences from speech:

Wrec = Ψ(Ys), Wcvt = Ψ(Yc). (11)

Following the same formulation, the word-level loss is:

LwCTC(δ) = (1−λw)CTC(Wrec, G
(w)
src )+λwCTC(Wcvt, G

(w)
tgt ),

(12)
where λw controls the trade-off between preserving the source
and enforcing the adversarial target at the word level.

By combining these two granularities(phone and word-
level), our approach achieves stronger and more reliable lin-
gustic adversarial attacks in codec-based VC systems.

2) Stage II: Gray-Box Analysis: Stage I produces a lo-
calized δ

(HuBERT)
T∈[a,b] as the initial δ(0) in Stage-II(gray-box).

Covariance matrix adaptation evolution strategy (CMA-ES)
is employed to iteratively sampling candidate solutions xk

from a parameterized Gaussian distribution, and evaluated via
a fitness function F . It measures the alignment between the
predicted adversarial output transcription ŷk and the target
G

(w)
tgt , and records as fk. The candidates are sorted by fk and

estimated δ∗ is approximated by weighted recombination of
the top µ samples

m(g+1) =

µ∑
i=1

wi x
(g)
i:λ (13)

After G generations, δ∗ is updated by m(G), and thereby Yc

is generated by

Yc = Dec(zp, zc + (M ⊙ δ∗), za, zs) (14)

An early-stop condition terminates evolution once Yc recog-
nizes as the expected target G(w)

tgt , as detailedly illustrated in
Algorithm 1.

IV. EXPERIMENTS AND RESULTS

A. Experimental Setup

Dataset and Lexicon Construction: We conduct experi-
ments on the VCTK corpus [33]. To ensure precise phoneme-
to-word alignment, we implement a standardized data pro-
cessing pipeline as shown in Fig. 2. We integrate the CMU
Dict and EnglishDict6 to generate initial phoneme sequences.
Through strict deduplication and lexicographical sorting, we
distill approximately 44k raw utterances into a compact pro-
nunciation lexicon Vw containing 5,858 high-quality entries.
Crucially, Vw preserves complex ”form-sound” mappings,

6https://github.com/kajweb/dict



Fig. 2: The automated pipeline for pronunciation dictionary construction and adversarial benchmark generation. The process
distills VCTK data into a standardized lexicon Vw and generates confusion scenarios (Digits, Pauses) via Levenshtein edit
distance, filtered by a triple-semantic verification mechanism).

explicitly recording polyphones (e.g., close as /z/ vs. /s/)
and homophones (e.g., threw/through) to support fine-grained
adversarial generation.

To evaluate robustness against specific linguistic perturba-
tions, we propose an automated generation pipeline (Fig. 2).
We employ Levenshtein edit distance (threshold τ = 3) to
generate candidate adversarial pairs. To guarantee linguistic
plausibility, we apply a triple-semantic filtering mechanism:
(1) WordNet validates lexical existence; (2) SBERT ensures
sentence-level semantic similarity; and (3) Qwen LLM scores
fluency via few-shot prompting, filtering out low-quality sam-
ples. From the filtered pool, we construct a 1,367-sentence
evaluation benchmark covering two core error-prone scenarios:

• Digit Confusion: We target numeric robustness by pair-
ing digits with phonetically similar words (τ < 3). A
typical example is replacing one (/W AH1 N/) with gun
(/G AH1 N/), where the edit distance is 1.

• Pause Anomalies: We induce artificial pauses by splitting
words into valid sub-words to test prosodic coherence.
For instance, menu (/M EH1 N Y UW0/) is split into
men and you. The combined phonemes remain identical
(edit distance 0) but introduce a boundary interference.

Training and Hyperparameters: The Phone Predictor Φ is
trained with a Conformer backbone on 43,567 utterances, each
represented as latent features Zc ∈ RB×C×T . Another 500
utterances are reserved for testing. Training uses the Cosine
Annealing scheduler with an initial learning rate of 10−4,
minimum learning rate cycle length Tmax 50, and warm-up
2, 000 steps. The model achieves a phoneme error rate (PER)
of 6.72% on the test set. For the targeted perturbation, we
set the maximum perturbation bound ϵ = 0.5, α = 0.01, and
maximum iteration 1000. In the gray-box setting, CMA-ES is
employed with a population size of 24 and a maximum of 300
generations.

Baseline Methods. We evaluate LM-AdvVC against five
baselines covering white-box strategies such as noise injection
and synthesis, as well as gray-box gradient-free optimization.
• Global-Gaussian: This naive baseline injects equal-energy

Gaussian noise δ(G) across the full temporal range of Zc

without masking

z′c = zc + δ(G), δ(G) ∼ N (0, σ2I), s.t. |δ(G)|∞ ≤ ϵ
(15)

It serves as a lower bound to assess the disruptiveness of
indiscriminate energy expansion.

• Local-Gaussian [34]: To evaluate the contribution of our
localization strategy, this method injects random noise only
within the masked regions.

z′c = zc +M ⊙ δ(L), δ(L) ∼ N (0, σ2I) (16)

• FS2-Synth (FastSpeech2 Synthesis) [35]: This non-
adversarial generative baseline directly synthesizes the target
segment from text using FastSpeech2.

Ysynth = TTSFS2(G
(p)
tgt, Z

(r)
s ). (17)

• PGD-Phone (Ours - Stage I only): This variant represents
the ablation study of our framework, executing only the
first-stage phoneme-level optimization using the phoneme
predictor Φ.

• NES-Whisper [36]: For the gray-box scenario, we employ
Natural Evolution Strategies (NES) to estimate pseudo-
gradients by querying the target ASR system Whisper Tiny:

∇δE[F ] ≈ 1

λσ

λ∑
i=1

F (zc +M ⊙ (δ + σϵi)) · ϵi (18)

Evaluation Metrics: We evaluate attacks from three points.
• Attack effectiveness: quantified by attack word success

rate (AWSR), defined as the proportion of target words



successfully perturbed in VC outputs. We further report
pAWSR and dAWSR as pause and digit variants, respec-
tively.

• Content evaluation: quantified by reconstruct word er-
ror rate (rWER) and VC-specific word error rate (VC-
WER). rWER compares ASR transcriptions between re-
constructed audio and the source Gsrc, while VC-WER
compares transcriptions between converted audio and the
target G(w)

tgt , reflecting recognition consistency before and
after attack.

• Perceptual quality: quantified by Reconstruct PESQ
(rPESQ) and Reconstruct STOI (rSTOI), which capture
speech naturalness and intelligibility. These metrics also
indicate that perturbations remain largely imperceptible
after reconstruction, indirectly demonstrating the stealth-
iness of the attack.

B. Results and Discussion

1) Main Results: In the white-box evaluation (Table I),
PGD-HuBERT achieves the highest attack effectiveness
(68.03% AWSR) with moderate perceptual quality (rPESQ
= 2.44). Interestingly, its rWER (3.42%) is even lower than
Baseline (4.97%), partly due to pronunciation variations in
VCTK speakers(e.g., “Monitored” pronounced as “Monited”).
In contrast, FS2-Synth [35], Local-Gaussian, and PGD-Phone
all show limited AWSR (<17%) and similar VC-WER to
Baseline. FS2-Synth fails mainly in pause cases, where small
phoneme distances yield low PESQ and are easily collapsed
by VC into untargeted outputs. PGD-Phone, though achieving
only partial success, is necessary as it offers more targeted
and interpretable optimization than Local-Gaussian, while also
narrowing the search space for faster PGD-HuBERT conver-
gence.

TABLE I: Performance of different methods under white-box
scenarios. Metrics include HuBERT rWER, rPESQ, rSTOI,
AWSR, and VC-WER. FS2-Synth refers to FastSpeech2 Syn-
thesis. PGD-Phone and PGD-HuBERT represent the phone-
level and word-level attacks.

Method rWER ↓ rPESQ ↑ rSTOI ↑ AWSR ↑ VC-WER ↓

Baseline 4.97% 4.64 1.00 0.00% 21.52%
FS2-Synth 16.61% 1.30 0.16 16.97% 21.14%
Local-Gaussian 5.99% 2.85 0.87 11.63% 21.49%
PGD-Phone 7.55% 2.50 0.86 9.95% 22.26%
PGD-HuBERT 3.42% 2.44 0.84 68.03% 9.83%

Table II summarizes the results of gray-box scenarios. The
Baseline yields 0% AWSR, confirming natural speech does
not trigger targeted errors. FS2-Synth (16.67% AWSR) and
NES-Whisper (6.25% AWSR) show only limited success with
degraded quality and higher VC-WER. In contrast, CMA-ES-
Whisper outperforms all others, attaining 60.42% AWSR and
reducing VC-WER to 11.70% with competitive perceptual
quality.

2) Analysis: Table III reports the results on the randomly
selected digit (39 utterances) and pause (57 utterances) cat-
egories. CMA-ES-Whisper achieves consistently high attack

TABLE II: Gray-box Performances of different methods. Met-
rics include Whisper-Tiny rWER, rPESQ, rSTOI, AWSR, and
VC-WER.

Method rWER ↓ rPESQ ↑ rSTOI ↑ AWSR ↑ VC-WER ↓

Baseline 9.89% 4.64 1.00 0.00% 26.49%
FS2-Synth 16.90% 1.26 0.18 16.67% 20.41%
NES-Whisper 14.83% 2.42 0.85 6.25% 32.06%
CMA-ES-Whisper 10.87% 2.62 0.88 60.42% 11.70%

TABLE III: Performance of different categories under gray-
box scenarios. Metrics include pAWSR,dAWSR,VC-pWER,
and VC-dWER.

Method pAWSR ↑ dAWSR ↑ VC-pWER ↓ VC-dWER ↓

NES-Whisper 10.53% 0.00% 38.36% 23.35%
CMA-ES-Whisper 66.68% 51.28% 11.97% 11.28%

success rates in both digit and pause categories, demonstrating
strong robustness. In pause cases, the WER is higher because
word-boundary insertions or deletions typically yield an edit
distance of two, whereas digit substitutions usually involve
only an edit distance of one. Consequently, NES-Whisper can
occasionally succeed in pause scenarios but completely fails
in digit cases.
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Fig. 3: Case Study under digit and pause categories.

To further understand why CMA-ES outperforms NES [37]
in gray-box setting, we analyze representative samples from
digit and pause categories. Fig.3 shows CMA-ES achieves a
smooth descent with low variance, whereas NES oscillates and
often fails to converge. Benefiting from covariance adaptation
and fitness updates, CMA-ES steadily reduces loss, explaining
its superior attack success and lower WER in Table III.

V. CONCLUSION

In this work, we proposed LM-AdvVC, a localized, multi-
level targeted adversarial attack to probe vulnerabilities in
speaker-guided, codec-based voice conversion systems. Vali-
dated on FACodec-VC under white-box and gray-box settings,
our method can induce specific content errors (e.g., pauses,
digits) while maintaining imperceptible audio quality, high-
lighting critical security concerns.

Future work will address the instability of phoneme-level
attacks in VQ-based representations and explore localized



spectro-temporal perturbations, aiming to enhance impercep-
tibility and optimization robustness under both black-box and
cross-dialect scenarios.
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