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Abstract—Backdoor attacks pose a serious threat to the re-
liability of deep neural networks by embedding hidden trig-
gers that induce targeted misclassification at inference time.
We propose a gradient-free, post-hoc framework for localizing
patch-based backdoor triggers based on latent representation
variance. Our key observation is that effective triggers induce
background-invariant internal representations, leading to system-
atic variance collapse across heterogeneous inputs. Exploiting
this phenomenon, our method localizes the spatial position
of a trigger using only a single poisoned input and a small
clean verification set, without access to gradients, retraining,
or clean training data. We evaluate our approach on standard
architectures (ResNet-18, WideResNet) and datasets (CIFAR-10,
GTSRB), demonstrating accurate and robust localization across
different trigger sizes. Empirical results reveal consistent variance
collapse in deeper layers of poisoned models, aligning with recent
theoretical analyses of backdoor learning dynamics.

Index Terms—Backdoor attacks, representation dispersion,
feature invariance, adversarial patch localization, model robust-
ness

I. INTRODUCTION

Deep convolutional neural networks (CNNs) have become
foundational in numerous AI applications [1], ranging from
autonomous driving to biometric authentication. However,
their vulnerability to backdoor attacks, a subclass of data
poisoning attacks in which malicious triggers are embedded
into training samples, raises serious concerns for real-world
deployment [2]–[4]. Such attacks cause models to behave
normally on clean inputs while consistently misclassifying
trigger-bearing inputs into attacker-specified target classes.

Existing defenses often rely on strong assumptions, in-
cluding access to clean validation data, prior knowledge of
trigger properties, or white-box access to model gradients
and predictions [5]–[7]. These requirements are frequently
impractical in black-box or post-deployment settings. More-
over, precise spatial localization of backdoor triggers remains
underexplored, despite its importance for forensic analysis and
targeted model repair [8], [9].

In this work, we propose a mechanistic, post hoc local-
ization framework grounded in the concept of Represen-
tation Dispersion. Our hypothesis is that a strong trigger
induces background invariant feature representations in CNNs,
thereby collapsing the variance across heterogeneous semantic
contexts. In contrast, benign features vary significantly with

background. We exploit this contrast to pinpoint the spatial
coordinates of the trigger using only a single poisoned input
and a clean verification set without requiring access to gradi-
ents, retraining, or population level statistics.

Our contributions are:
• We define a theory driven variance metric, Represen-

tation Dispersion, to quantify latent feature stability
across layers, inspired by ideas in neural representation
dynamics.

• We introduce a gradient free patch scanning algorithm
that localizes backdoor triggers by exploiting background
invariant representation stability.

• We empirically validate our approach across models
(ResNet-18, WideResNet) and datasets (CIFAR-10, GT-
SRB), demonstrating consistent localization across differ-
ent patch sizes (3×3, 5×5).

• We provide mechanistic insight into layerwise variance
collapse, showing both theoretically and empirically that
poisoned samples induce increasingly invariant represen-
tations in deeper layers, consistent with recent statistical
analyses of backdoor behavior .

We emphasize that our framework targets fixed-location
patch-based triggers and is designed for post-hoc forensic
analysis rather than adaptive adversarial settings. Within this
scope, our results demonstrate that representation-level vari-
ance provides a robust, interpretable, and computationally
lightweight signal for backdoor trigger localization, bridging
recent theoretical insights on backdoor learning with practical
defense mechanisms.

II. RELATED WORK

Backdoor attacks embed malicious patterns into model
behavior by manipulating training data, resulting in targeted
misclassification when a specific trigger is present [2], [3]. A
wide range of defense strategies have been proposed, which
broadly fall into three categories: (i) statistical and black-box
detection methods, (ii) reverse-engineering and optimization-
based defenses, and (iii) theoretical analyses of neural repre-
sentations [4], [10]. In contrast to these paradigms, our work
introduces a mechanistic detection framework grounded in
feature invariance and variance dynamics of latent representa-
tions.



A. Statistical and Black-box Detection Methods

A major class of backdoor defenses detects malicious be-
havior by analyzing statistical irregularities in model outputs,
internal activations, or explanation signals, often without ex-
plicit trigger reconstruction [4], [10].

Jiang et al. [8] proposed a critical path-based backdoor
detection method that identifies trigger-sensitive neuron path-
ways using trainable control gates. While effective, CPBD
requires white-box access and gradient-based analysis, and
does not provide explicit spatial localization of the trigger
pattern.

Fu et al. [9] introduced a black-box detection approach
based on hand-crafted behavioral metrics and synthetic pertur-
bations. Although data-efficient, the method relies on auxiliary
novelty detectors and does not explicitly localize the trigger.

AEVA [6] detects backdoored models through extreme-
value statistical analysis of adversarial perturbation maps, but
incurs high query cost and operates at the model level without
trigger localization. NeuronInspect [7] similarly analyzes sta-
tistical anomalies in explanation heatmaps to identify attack
targets rather than precise trigger locations.

In contrast, our approach exploits a representation-level
signal, i.e., systematic layerwise variance collapse induced by
backdoor triggers. Using only forward-pass statistics, a single
poisoned input, and a clean verification set, our method en-
ables direct spatial localization without gradients or auxiliary
optimization.

B. Reverse Engineering and Surrogate Optimization

Another class of backdoor defenses formulates detection
as a reverse-engineering task, aiming to reconstruct trigger
patterns that reliably induce misclassification.

Neural Cleanse [5] detects backdoors by optimizing mini-
mal class-specific perturbations, but requires exhaustive per-
class optimization and full access to model outputs. Fea-
tureRE [11] extends this paradigm by reconstructing triggers
via feature-space orthogonality constraints, enabling detection
of both static and dynamic triggers at the cost of gradient-
based optimization and per-class search. UNICORN [12]
further generalizes trigger inversion through constrained op-
timization over trigger patterns and masks.

By comparison, our method avoids trigger synthesis and
adversarial optimization entirely. Instead, it leverages a mech-
anistic representation-level signal, i.e., background-invariant
feature stability induced by triggers, to localize backdoors in
a purely post-hoc, inference-time manner.

C. Theoretical Insights and Neural Representations

Recent work has sought to explain the success of back-
door attacks from a theoretical perspective. Wang et al. [13]
modeled poisoning as a statistical process that drives learned
representations toward low-variance attractors, while Zhang et
al. [14] showed that backdoor features tend to occupy orthog-
onal subspaces relative to benign features. Li and Liu [15]

further identified key conditions for successful backdoor at-
tacks, including the number of feature vectors, the norm ratio
between trigger and benign features, and the poisoning ratio.

These findings are closely related to representation learning
phenomena such as neural collapse [16], where deep networks
form highly clustered embeddings in late training stages,
as well as causal abstraction views of neural computation
via Neuron Dependency Graphs [17]. Unlike neural collapse,
which describes class-level embedding convergence, our anal-
ysis focuses on patch-induced invariance across heterogeneous
backgrounds.

Guided by the theory of Li and Liu [15], we show that
poisoned samples exhibit systematically smaller representation
variance than clean samples in an idealized two-layer CNN,
and empirically demonstrate pronounced variance collapse in
deeper layers of modern architectures. This representation-
level perspective provides a mechanistic and measurable link
between backdoor theory and practical trigger localization.

D. Positioning of Our Work

Our method differs from prior backdoor defenses in three
key aspects:

• Data Efficiency: It requires only a single poisoned
sample and a clean verification set, without population-
level statistics or multiple poisoned inputs.

• Gradient-Free Inference: The approach is fully post-
hoc, relying solely on forward-pass representations with-
out retraining or gradient access.

• Direct Spatial Localization: The proposed dispersion
metric enables explicit spatial localization of the trigger,
rather than model-level detection alone.

To the best of our knowledge, prior work has not explicitly
leveraged background-invariant representation stability as a
practical signal for direct spatial backdoor trigger localiza-
tion, offering a lightweight and mechanistically interpretable
defense against patch-based attacks.

III. METHODOLOGY

The detection and localization of backdoor triggers in con-
volutional neural networks (CNNs) remain challenging. Prior
defenses largely rely on statistical analysis of model responses
or neuron activations, such as Critical Path-based Backdoor
Detection (CPBD) [8] and Differential Trigger Analysis [9],
which typically rely on influence patterns aggregated across
multiple inputs or validation samples. While effective in
certain settings, these methods typically depend on nontrivial
amounts of clean data, population-level behavioral statistics, or
gradient-based analysis, and do not explicitly localize trigger
regions. In contrast, we propose a post-hoc, representation-
based framework that localizes hidden triggers using only a
single poisoned input and a clean verification set. Our method
exploits a fundamental signal layerwise variance collapse
revealing background-invariant latent activations induced by
backdoor triggers, without requiring retraining, gradients, or
handcrafted metrics. This phenomenon is theoretically sup-
ported by recent analyses of backdoor learning [13], [15], [18].



A. Backdoor Model Specification and Training

We consider a convolutional neural network (CNN) clas-
sifier fθ : X → Y , where X denotes the input manifold
and Y represents the label space. The model is optimized on
a poisoned dataset Dp, which is characterized by a specific
learning rate η and a poisoning ratio ρ. The latter represents
the fraction of training samples modified by a trigger function
T (x, p, (r, c)). The objective of the training process is to
ensure the model converges to a target class yt ∈ Y whenever
the trigger pattern is present, while maintaining standard
empirical risk performance on clean samples.

B. Trigger Patch Localization Algorithm

We propose a dispersion-based localization framework de-
signed to identify the spatial coordinates and pixel distri-
bution of the backdoor trigger through background-invariant
embedding stability.The core theoretical premise is Feature
Invariance: a robust backdoor trigger tends to concentrate
latent representations into a background-invariant region of
the feature space that is invariant to the semantic background
image I .

1) Candidate Patch Space Construction: Given a single
image Ip known to contain the trigger, we define a candidate
space P of all possible sub-regions. Utilizing a sliding window
of dimensions k × k and a unit stride, we generate a set of
candidate patches P = {p1, p2, . . . , pn}. Each candidate pi
is mathematically defined by its pixel values and its original
spatial anchor (ri, ci) within the source image.

2) Background-Invariant Verification: To isolate the influ-
ence of the trigger from the underlying semantic content,
we utilize a verification set V = {I1, . . . , Im} consisting of
clean samples where fθ(Ij) ̸= yt. For every candidate patch
pi extracted from the source poisoned image at coordinates
(ri, ci), we construct a set of synthetic samples I ′i,j via spatial-
preservation mapping. Specifically, we inject the candidate pi
onto the j-th background image at the identical coordinates
(ri, ci) used during its original extraction:

I ′i,j = Inject(Ij , pi, (ri, ci)), (1)

This procedure ensures that if the underlying backdoor is
location-sensitive, our verification framework preserves the
spatial activation signal required to trigger the model’s ma-
licious state transitions.

3) Representation Dispersion Analysis: Let ϕ(x) denote the
mapping of an input x to the high-dimensional embedding
space RD at the penultimate layer of fθ. For each candidate
pi, we extract the set of embeddings {ei,1, . . . , ei,m} where
ei,j = ϕ(I ′i,j). We quantify the stability of a patch using
a dispersion metric Si, calculated as the sum of squared
distances from the centroid of the embeddings:

ēi =
1

m

m∑
j=1

ei,j ; (2)

Si =

m∑
j=1

∥ei,j − ēi∥22. (3)

Algorithm 1 Backdoor Trigger Localization via Representa-
tion Dispersion Analysis
Require: Backdoored model fθ, poisoned image Ip, verifica-

tion set V = {I1, . . . , Im}, patch size k, stride s
Ensure: Optimal trigger patch p∗ and coordinates (r∗, c∗)

Step 1: Candidate Generation
1: Extract candidate set P = {p1, p2, . . . , pn} from Ip using

k × k sliding window with stride s
2: Store corresponding spatial anchors
{(r1, c1), . . . , (rn, cn)}
Step 2: Cross-Background Latent Analysis

3: for each candidate patch pi ∈ P do
4: for each clean background image Ij ∈ V do
5: I ′i,j ← Inject(Ij , pi, (ri, ci))
6: ei,j ← ϕ(I ′i,j)
7: end for
8: end for

Step 3: Variance Minimization
9: for each candidate patch pi ∈ P do

10: ēi ← 1
m

∑m
j=1 ei,j

11: Si ←
∑m

j=1 ∥ei,j − ēi∥22
12: end for

Step 4: Identification
13: p∗ ← argminpi∈P Si

14: return p∗, (r∗, c∗)

Throughout the paper, we use representation dispersion and
embedding variance interchangeably, with dispersion referring
to the conceptual phenomenon and variance referring to its
mathematical implementation.

4) Optimal Trigger Identification: The actual trigger p∗ is
identified as the patch that minimizes the dispersion score:

p∗ = arg min
pi∈P

Si. (4)

Theoretically, p∗ represents the patch that induces the most
background-invariant latent representation, as it minimizes
the variance of the model’s internal representation across
heterogeneous background distributions.

5) Algorithm Summary: As described in Algorithm 1, the
localization process identifies the trigger by minimizing rep-
resentation dispersion. Input: backdoor model fθ, poisoned
image Ip, clean background set V , patch size k, stride s

Output: Localized trigger patch p∗ and coordinates (r∗, c∗)
1) Generate candidate patch set P using a k × k sliding

window on Ip.
2) For each pi ∈ P , overlay it on each background Ij ∈ V

at (ri, ci), creating I ′i,j .
3) Extract penultimate layer embeddings ϕ(I ′i,j) and com-

pute the variance Si for each candidate.
4) Return the patch p∗ that minimizes Si.

C. Implementation Framework

The methodology is implemented as a post-hoc analysis
tool. To analyze the hierarchical activation of the backdoor,



the dispersion metric is computed across multiple hidden
layers ϕl(x), allowing for the observation of trigger-specific
feature emergence during forward propagation. The search is
optimized using localized batched embedding extraction and
vectorized variance computation to enable high-throughput
evaluation of the candidate space without the need for gradient
computation.

D. Theoretical results

In this section, we will explain our empirical findings by
theoretical analysis. In particular, we will explain our variance
collapse result i.e. that the variance of the penultimate layer
representation across poisoned samples are:

1) Smaller than that of clean samples, and
2) Drops faster than that of clean samples throughout the

layers. In other words, variance decrease between layers
are larger for poisoned samples.

Let us first consider the first point. It is intuitively obvious
that this is the case, since the poisoned samples all contain
the same trigger pattern at the same location, so the variance
of the poisoned images are low in the first place. Indeed, if
our model is linear, this is enough to show the first point:

Proposition 1. Let f : Rd → Rk, f(x) = Ax be a linear map
for some positive integers d, k and a k×d matrix A. Consider
a random image X taken from a fixed distribution. Construct
a patched image Xpo by replacing the components at fixed
locations by a fixed vector v. Then, we have

E∥f(Xpo)− E[f(Xpo)]∥22 ≤ E∥f(X)− E[f(X)]∥22. (5)

The proof is elementary and thus omitted. This result shows
that for linear models, the variance decrease is guaranteed
by the patch attack. However, for nonlinear models, this
is not necessarily the case. To illustrate, consider a ”two-
pixel” image X = (X1, X2) where each pixel is sampled
independently from N (0, 1). Consider the following ReLU-
like nonlinear model:

f(x1, x2) = 1{x1>0}x2. (6)

where 1x1>0 is the indicator function that is 1 if x1 > 0 and
0 otherwise. Now, consider the patched image Xpo where we
fix the first pixel to be 1. Then, we have the following:

Proposition 2. For the above nonlinear model f and image
distribution, we have

E|f(Xpo)− E[f(Xpo)]|2 > E|f(X)− E[f(X)]|2. (7)

In particular, E|f(Xpo) − E[f(Xpo)]|2 = 1 and E|f(X) −
E[f(X)]|2 = 1/2.

The proof is elementary and thus omitted. This result shows
that for nonlinear models, the variance can actually increase
after patching. Therefore, to show the variance collapse, we
need a careful argument that takes into account the specific
model structure. To this end, we consider the 2-layer CNN
model used by [15]. We will briefly review their model and
then present our theoretical results. We will consider a binary

classification problem where X is the set of samples and Y =
{−1, 1} is the set of labels. As in [15], we consider the multi-
view data model in [18]. Each x ∈ X consists of π patches
x = (x1, · · · , xπ) where each patch xi ∈ Rd. There are three
types of patches:

1) The feature patch. We assume there is a dictionary of
orthonormal vectors {u1, · · ·uK}, and a feature patch is
a patch that is equal to yui where y is a label of the
sample x.

2) The main noise patch. A main noise patch is a patch
that is sampled from a distribution N (0,

σ2
ξ

d Id) for a
fixed constant σξ > 0. It represents the main distractor
in the image.

3) The background noise patch. A background noise
patch is a patch that is sampled from a distribution
N (0,

σ2
ζ

d Id) for σζ =
σξ

π .

A sample is genererated by choosing ui from uniform distri-
bution over {u1, · · ·uK}, and put it arbitrarily along with one
main noise patch and π − 2 background noise patches, and
assigning a label uniformly chosen. We generate n samples
this way to form the clean training data Str

cl . To create the
backdoor poisoned training data Str

po, we fix npo the number
of poisoned samples, the poison patch v, the location of the
poison pv , and the target label yp, and follow the following
procedure:

1) Randomly select indices Sb with |Sb| = npo from
{1, · · · , n}.

2) For each i ∈ Sb, we replace the pvth patch of xi with
the poison patch v and set its label to yp.

As in [15], we assume that feature patches, main noise patches
and the poison patch are all different. We now consider the
following 2-layer CNN model with C channels:

F (x) =

C∑
c=1

π∑
p=1

ϕ(⟨wc, x
p⟩). (8)

where ϕ is the symmetrized smooth ReLU:

ϕ(z) =


1
3z

3 |z| ≤ 1

z − 2
3 z > 1

z + 2
3 z < −1

. (9)

This choice is common in theoretical analysis of neural
networks [15], [18]. We will train this network on Str

po by min-
imizing the logistic loss ℓ(F (x), y) = log(1 + exp(−yF (x)))
using gradient descent with learning rate η. We denote the pa-
rameters at step t by w

(t)
c . For the CNN FT (x) defined above

trained up to the T th gradient step, consider the intermediate
representation map RT : Rd×π → RC×π defined as

RT (x) =
(
ϕ(⟨w(T )

c , xp⟩)
)
c,p

. (10)

Our claim is that the variance of the intermediate representa-
tion across poisoned samples collapse faster than clean sam-



ples. More precisely, for a set of vectors S = {z1, · · · , zn},
we define the variance of S as

Var(S) =
1

n

n∑
i=1

∥zi − z̄∥22. (11)

where z̄ = 1
n

∑n
i=1 zi. Define the set of poisoned samples

P = {xi ∈ Str
po : i ∈ Sb} and the set of clean samples

C = {xi ∈ Str
po : i /∈ Sb}. We define the variance drop of a

set S at step T as

∆S(T ) = Var(RT (S))−Var(S). (12)

We then have the following theorem:

Theorem 1 (Variance drop under a patch backdoor). Assume
Condition 5.1 of [15], the success condition npo∥v∥22 >
ω(n/K) [15, Thm. 5.4], and assume the following:

1) (The noise shrinks faster than
(log d)3/2) σ0σξ(log d)

3/2 = o(1); σ0σζ(log d)
3/2 =

o(1).
2) (Sample size grows at least polynomially) n ≥ ω(dα)

for some α > 0.
3) (η,K grows at most polylogarithmically) η,K ≤

O((log d)β) for some β > 0.
4) (The training horizon is large enough and is at most

polynomial) T ≥ Tu = Θ̃
(
(K + KeC−2)/(ησ0)

)
and

T ≤ O(dγ) for some γ > 0.
Then, with probability at least 1−O(d−2) over the draw of the
clean training data and the poisoned subset P , the variance
of the poisoned set is smaller than that of the clean set:

Var
(
RT (C)

)
> Var

(
RT (P)

)
.

If in addition, we have:
5) (The network is wide enough, and there are enough fea-

tures so that samples have high enough variance) 1
K +

σ2
ξ

π2 = o
(

1
C

)
,

We have the following variance drop comparison:

∆P(T ) < ∆C(T ).

We prove the theorem in Appendix A. We remark that all of
the asymptotics in the theorem are considered with respect to
d, the feature dimension. That is, a statement like f ≤ O(g) is
considered for functions of d. We will now state our result. The
second part of Theorem 1 shows that that, if the variances fall
(the variance drops are negative), then |∆P(T )| > |∆C(T )|,
i.e., the variance drops ”harder” for the poisoned samples than
clean samples. On the other hand, if the variances do rise
(the variance drops are positive), then ∆P(T ) < ∆C(T ), i.e.,
the variance rises ”less” for the poisoned samples than for
the clean samples. The assumption to show the second part
might seem cryptic, but intuitively, this assumption ensures
that the initial variance is high enough to drop. Otherwise, the
initial variance is already too low that it would not drop any
further. As noted in the theorem, we assume Condition 5.1
in [15] to ensure that the backdoor attack is successful. For
completeness, we list the condition here:

Condition 1 (Condition 5.1 of [15]). 1) The feature vec-
tors {uk} and the trigger vector v are mutually orthog-
onal and uk are unit vectors.

2) C = Θ(log d).
3) The network is over-parametrized i.e. nπ2K ≤ o(

√
d).

4) σ0 ≤ o(1) and ω(1) ≤ σξ ≤ o(1/σ0).
5) The size of the training set is larger than the number

of useful features, i.e., n ≥ Ω(σ−3
0 K). Moreover, in

backdoor learning, the training set only contains a small
proportion of poisoned data points i.e. npo ≤ o(n). The
norm of trigger vectors satisfies Ω(1) ≤ ∥v∥2 ≤ O(σξ).

IV. EXPERIMENTAL EVALUATION

A. Experimental Setup

We evaluate our proposed mechanistic detection framework
on standard computer vision benchmarks using two repre-
sentative convolutional neural network (CNN) architectures.
Specifically, we utilize the CIFAR-10 dataset with a ResNet-
18 [19] backbone and the GTSRB dataset with a WideResNet
(WRN) [20] architecture.

Attack Configuration: We consider traditional patch-based
backdoor attacks characterized by fixed spatial trigger loca-
tions and a static target label. To assess the robustness of our
detection across scales, we evaluate two distinct trigger sizes:
3×3 and 5×5 pixels. In all poisoning scenarios, the poisoning
rate is fixed at 10% of the training set.

Training Protocol: Models are optimized using Stochastic
Gradient Descent (SGD) with an initial learning rate of 0.01.

Implementation Details: We used Python v3.10.12 on Arch
Linux with one NVIDIA RTX A5000 GPUs. Hardware drivers
included NVIDIA v560.35.05 and CUDA 12.6.

To quantify representation dispersion, we use the Represen-
tation Dispersion (RD). Given a candidate patch, we insert
it into multiple clean background images and compute the
variance of the resulting representations. Lower dispersion in-
dicates stronger invariance of the representation to background
context, which is a characteristic signature of a backdoor
trigger.

B. Trigger Localization via Variance Heatmaps

Figure 1 visualize spatial heat maps of the RD obtained by
putting candidate patches extracted from a poisoned image in
all respective spatial locations of five different images and cal-
culating their variances at the penultimate layer for each patch.
In all settings, the true trigger location is consistently identified
as the region with minimum dispersion. This demonstrates
that poisoned models exhibit strong background-invariant rep-
resentations at the trigger location, enabling reliable post-hoc
localization without access to training data or gradients. These
results confirm that variance-based scanning is an effective and
architecture-agnostic trigger localization mechanism.

C. Layerwise Variance Dynamics of the True Trigger Patch

Figure 2 report the layerwise dispersion of the true trigger
patch as it propagates through the network. Across both
ResNet-18 and WRN, and for both 3×3 and 5×5 triggers, we



(a) ResNet-18, 3× 3 patch (b) WRN, 3× 3 patch

(c) ResNet-18, 5× 5 patch (d) WRN, 5× 5 patch

Fig. 1. Trigger localization via patch-wise variance heatmaps. The minimum-
dispersion region consistently aligns with the true trigger location across
architectures and trigger sizes(2nd row, 2nd column is the lowest variance
in every image).

(a) ResNet-18, 3×3 patch (Red Line
is the 32nd Patch)

(b) WRN, 3 × 3 patch (Red Line is
the 32nd Patch)

(c) ResNet-18, 5×5 patch (Red Line
is the 30th Patch)

(d) WRN, 5 × 5 patch (Red Line is
the 30th Patch)

Fig. 2. Layerwise dispersion of the true trigger patch across network depth.
Variance consistently decreases with depth for both architectures and trigger
sizes, indicating progressively stronger background invariance in deeper
representations.

observe a consistent decrease in variance with depth. This indi-
cates that deeper layers progressively amplify trigger-specific
features while suppressing background-induced variability.
These results empirically support our theoretical prediction
that backdoor triggers induce increasingly invariant internal
representations as training progresses.

(a) ResNet-18, 3× 3 patch (b) WRN, 3× 3 patch

(c) ResNet-18, 5× 5 patch (d) WRN, 5× 5 patch

Fig. 3. Clean vs. poisoned set: layerwise variance collapse across architectures
and trigger sizes. Poisoned samples exhibit substantially stronger variance
collapse in deeper layers.

D. Clean vs. Poisoned Set: Layerwise Variance Collapse

We now directly compare the layerwise variance profiles
of clean and poisoned samples across different architectures
and trigger sizes. Figure 3 presents the empirical variance
trends for ResNet-18 and WideResNet (WRN) under both 3×3
and 5 × 5 patch-based trigger settings. In all configurations,
poisoned samples consistently exhibit stronger variance col-
lapse in deeper layers, providing compelling empirical support
for our theoretical hypothesis. Quantitative reductions at key
layers are summarized in Table I.

a) Patch 3×3, ResNet-18 (CIFAR-10) — Fig. 3a.: Clean
and poisoned samples display similar variance in early con-
volutional and shallow residual layers. However, pronounced
divergence emerges in deeper layers. As shown in Table I, the
variance at the final residual block is reduced by approximately
58.9% (7,356 → 3,026), while the penultimate embedding
variance collapses by approximately 74.8% (302 → 76). This
confirms that trigger-induced invariance primarily manifests in
deep representations.

b) Patch 3 × 3, WRN (GTSRB) — Fig. 3b.: For WRN,
poisoned samples begin to exhibit reduced variance earlier in
the network hierarchy. In particular, variance reduction is al-
ready visible at intermediate activation stages prior to the final
residual block. Table I shows that the final residual block vari-
ance is reduced by approximately 74.8% (2,375.4 → 597.6),
while the embedding layer exhibits an even stronger collapse
of approximately 88.5% (12.27 → 1.41). This indicates early
formation of trigger-dominated, background-invariant features.

c) Patch 5 × 5, ResNet-18 (CIFAR-10) — Fig. 3c.: A
similar trend is observed for larger triggers. While shallow
layers remain largely unaffected, deeper layers show clear
variance collapse under poisoning. As summarized in Table I,
the embedding variance is reduced by approximately 43.3%
(258.5 → 146.7), and the final residual block variance de-
creases by approximately 32.2% (6,619.9 → 4,485.6). This
suggests that although the trigger remains effective, the degree



TABLE I
SUMMARY OF LAYERWISE VARIANCE COLLAPSE.

Model Patch Layer Clean Var Poison Var Reduction

ResNet-18 (CIFAR-10) 3×3 Last Res Block 7,356 3,026 –58.9%
ResNet-18 (CIFAR-10) 3×3 Embedding 302.0 76.0 –74.8%
WRN (GTSRB) 3×3 Last Res Block 2,375.4 597.6 –74.8%
WRN (GTSRB) 3×3 Embedding 12.27 1.41 –88.5%
ResNet-18 (CIFAR-10) 5×5 Last Res Block 6,619.9 4,485.6 –32.2%
ResNet-18 (CIFAR-10) 5×5 Embedding 258.5 146.7 –43.3%
WRN (GTSRB) 5×5 Last Res Block 16,072.4 7,094.0 –55.9%
WRN (GTSRB) 5×5 Embedding 113.6 31.6 –72.2%

of representation concentration scales sublinearly with patch
size.

d) Patch 5×5, WRN (GTSRB) — Fig. 3d.: WRN exhibits
consistent and strong variance collapse even under larger
trigger sizes. As shown in Table I, the final residual block
variance is reduced by approximately 55.9% (16,072.4 →
7,094.0), while the embedding layer variance decreases by
approximately 72.2% (113.6 → 31.6). These results confirm
that deep-layer background invariance remains robust across
trigger sizes and architectures.

e) Summary and Implications.: Across all architectures
and trigger sizes, poisoned samples consistently exhibit sub-
stantially smaller variance in deep layers than clean samples,
as quantitatively summarized in Table I. Moreover, the relative
reduction in variance from intermediate to deep layers is
significantly larger for poisoned samples, indicating a faster
and stronger variance collapse. These observations are fully
consistent with Theorem 1, which predicts that poisoned
representations become increasingly concentrated in deeper
layers due to trigger-induced feature alignment. The presence
of measurable variance reduction even at intermediate stages
(e.g., activation layers in WRN) further suggests that trigger-
specific invariance emerges progressively throughout the net-
work hierarchy.

E. Connection to Theory

These results strongly support our theoretical analysis in
Section III. In particular:

• Lower variance for poisoned samples in deep layers.
Across all configurations, poisoned samples exhibit sub-
stantially smaller variance than clean samples at deeper
layers, consistent with Theorem 1.

• Faster variance collapse for poisoned samples. The
relative reduction in variance from intermediate to deep
layers is consistently larger for poisoned samples, indi-
cating a stronger variance drop.

• Nonlinear effects in shallow layers. In ResNet-18,
shallow layers occasionally exhibit slightly higher vari-
ance for poisoned samples, which is consistent with our
nonlinear counterexample and highlights that variance
collapse is primarily a deep-layer phenomenon.

F. Comparison with Prior Backdoor Detection Methods

We compare our variance-based detection signal with prior
backdoor defenses, focusing on Critical Path-Based Backdoor

Detection (CPBD) [8]. CPBD detects backdoors by identifying
trigger-sensitive neuron paths via trainable control gates and
path-level anomaly scores. While effective, it requires auxil-
iary optimization, per-class analysis, and neuron thresholding,
introducing additional computational overhead and limiting
scalability.

In contrast, our method operates directly at the representa-
tion level, exploiting a fundamental and architecture-agnostic
signal: systematic layerwise variance collapse of poisoned
samples in deep layers. It requires no control gates, auxiliary
training, or neuron pruning, relying solely on forward-pass
statistics, making it efficient and post-hoc deployable.

Related black-box methods such as [9] detect backdoors
using hand-crafted behavioral metrics derived from synthetic
perturbations. While data-efficient, these approaches rely on
engineered signals and auxiliary detectors. Our method in-
stead analyzes internal representation dynamics, providing a
mechanistic view of where and how trigger-induced invariance
emerges, consistent with our theoretical analysis (Theorem 1).

V. DISCUSSION AND LIMITATIONS

This work presents a lightweight and interpretable frame-
work for post-hoc backdoor localization in convolutional neu-
ral networks using a single poisoned input and a small clean
verification set. The key insight is that effective backdoor
triggers induce background-invariant latent representations,
which manifest as systematic layerwise variance collapse.
Empirical results across multiple architectures and datasets
support this hypothesis and align with recent theoretical anal-
yses of backdoor learning.

The proposed method targets patch-based backdoor attacks
with fixed spatial placement. Accordingly, adaptive attacks
involving randomized locations or spatially distributed trig-
gers may reduce localization accuracy. In addition, while the
required clean verification set is small, the approach is not
fully unsupervised.

Despite these limitations, the framework offers practical
advantages over prior defenses. Unlike statistical and black-
box methods such as CPBD [8] and differential analysis [9],
our approach requires no gradients, auxiliary optimization,
or multiple poisoned samples, and directly localizes the trig-
ger region. These properties make it well suited for post-
deployment forensic analysis and targeted model repair.

VI. CONCLUSION AND FUTURE WORK

This paper introduced a variance-based framework for local-
izing backdoor triggers in convolutional neural networks using
only a single poisoned input and a small clean verification set.
By leveraging representation dispersion as a diagnostic signal,
our method provides a gradient-free, post-hoc mechanism for
identifying spatial trigger locations. Empirical results demon-
strate that effective backdoor triggers induce background-
invariant representations and systematic variance collapse in
deeper layers, which can be exploited for reliable trigger
localization across architectures and datasets.



Future work will explore extending this framework beyond
fixed, localized patch triggers. In particular, we plan to investi-
gate robustness against distributed or adaptive trigger patterns,
as well as settings with noisy or partially trusted verifica-
tion data. Additionally, leveraging variance-based signals for
backdoor mitigation and model repair, rather than localization
alone, remains an important direction. More broadly, apply-
ing representation-level variance analysis to other poisoning
paradigms, including dynamic patches and trigger-free attacks,
presents promising opportunities for future research.
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APPENDIX

A. Proof sketch of Theorem 1.

Proof. Let yp be the target label and let m± := #{i :
yi = ±yp} in the clean sample (before poisoning), so n =
m+ +m−. The patch attack selects exactly npo points from
the non-target class (−yp), moves them to P , and relabels
them to yp [15, Def. 3.2]. Hence |C| = n−npo and the clean-
set label bias equals πC =

#{i∈C:yi=yp}−#{i∈C:yi=−yp}
|C| =

(m+−m−)+npo

n−npo
so |πC | ≤ |m+−m−|

n−npo
+

npo

n−npo
. Under the

model [15, Def. 3.1], m+ ∼ Bin(n, 1/2), so Hoeffding gives
|m+ −m−| = O(

√
n logn) w.h.p., and with npo = o(n) we

get |πC | = O(npo/n) = o(1).
Recall RT (x)c,p = φ(⟨wc(T ), xp⟩) and Var(RT (S)) =∑
c,p

(
ESR

2
c,p − (ESRc,p)

2
)
. The trigger patch location pv is

constant on P (equal to v), so it contributes 0 to Var(RT (P));
on C it is background noise. Moreover, for T ≥ Tu, noise
coordinates are negligible versus feature coordinates (as in
[15, Lem. B.2,B.4]), so all non-feature, non-trigger patches
contribute only o(1) to the variance gap. Thus the leading
contribution comes from the unique feature location pu.

At pu, if x carries feature y uk, then by oddness of
φ, RT (x)c,pu

= φ(⟨wc(T ), yuk⟩) = y Ac,k, Ac,k :=
φ(⟨wc(T ), uk⟩). For S ∈ {C,P} let αS

k be the empirical
fraction of feature uk in S; for C also let βC

k be the em-
pirical mean label within feature-k points, so that µ

(C)
c =∑

k α
C
kβ

C
kAc,k and VarC(Rc,pu

) =
∑

k α
C
kA

2
c,k − (µ

(C)
c )2,

while VarP(Rc,pu) =
∑

k α
P
k A

2
c,k −

(∑
k α

P
k Ac,k

)2
. Multi-

nomial/label Hoeffding implies (uniformly over k) αC
k =

αP
k = 1/K + o(1) and βC

k = πC + o(1) w.h.p. Write
µc := 1

K

∑
k Ac,k. Plugging these into the above formulas

yields, uniformly in c,

VarC(Rc,pu)−VarP(Rc,pu) ≥ (1−π2
C)µ

2
c − o(1)· 1

K

∑
k

A2
c,k.

Summing over c and using late-stage feature learning plus
|φ(z)| ≤ |z| + 1 (so

∑
c

1
K

∑
k A

2
c,k = Õ((log T )2) as in

[15, Lem. 6.2]), the error term is o(1) (since |C|, |P| grow
polynomially), hence Var(RT (C)) − Var(RT (P)) ≥ (1 −
π2
C)

∑C
c=1 µ

2
c − o(1). Finally, the clean margin decomposition

implies
∑

c Ac,k ≥ Ω(1) for each k when T ≥ Tu [15,
Thm. 5.4 and Eq. (131)], so

∑
c µc =

1
K

∑
k

∑
c Ac,k ≥ Ω(1)

and by Cauchy–Schwarz
∑

c µ
2
c ≥ 1

C (
∑

c µc)
2 = Ω(1/C).

Therefore Var(RT (C)) > Var(RT (P)) for large d.
For the variance-drop comparison, the only raw-patch vari-

ance differences are at pu and pv: Var(C) − Var(P) =
1−π2

C
K +

σ2
ξ

π2 + o(1), so ∆C(T ) −∆P(T ) =
(
Var(RT (C)) −

Var(RT (P))
)
−

(
Var(C) − Var(P)

)
≥ (1 − π2

C)
(
Ω( 1

C ) −
1
K

)
− σ2

ξ

π2 + o(1), which is > 0 under 1
K +

σ2
ξ

P 2 = o( 1
C ). Hence

∆P(T ) < ∆C(T ).


