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Abstract—Incremental learners deployed on streaming data
must remain robust to evolving adversarial perturbations, yet
most adversarial-robustness studies assume offline multi-epoch
training with repeated access to historical data. We investi-
gate adversarial robustness in Fuzzy ARTMAP, a prototype-
based Adaptive Resonance Theory (ART) model that supports
single-pass learning without replay. To enable strong adaptive
evaluation despite ARTMAP’s non-differentiable winner-take-
all dynamics, we propose WB-Softmax, a differentiable softmax
relaxation that aggregates category-level activations into class-
level scores for gradient-based attacks. Across USPS, MNIST, and
Fashion-MNIST, WB-Softmax Projected Gradient Descent (PGD)
achieves 89-100% attack success on vanilla models, exceeding
transfer and query-based baselines at matched budgets and
satisfying anti-gradient-masking sanity checks. We then study ad-
versarial training under true streaming constraints by comparing
offline versus online adversarial example generation and standard
versus selective updates. Offline adversarial training consistently
collapses robustness despite substantial category growth, whereas
online training is dataset-dependent. We introduce progressive
two-stage selective training that combines selective filtering with
€ scheduling, achieving the best overall robustness (AURAC) on
all three datasets (28.2%, 64.5%, and 41.3%). Finally, leveraging
ART’s explicit category geometry, we monitor incremental cluster
validity indices to diagnose separation collapse and design a
separation-aware absorption rule that improves high-¢ robustness
on USPS (11.0+1.4% at ¢=0.30).

Index Terms—Adaptive Resonance Theory, Fuzzy ARTMAP,
adversarial robustness, adversarial training, incremental learning

I. INTRODUCTION

In deployed settings, models must learn incrementally while
remaining robust to evolving adversarial inputs (e.g., au-
tonomous systems, fraud detection, and streaming medical
diagnosis). However, most adversarial robustness research
targets batch-trained deep neural networks using attacks such
as the Fast Gradient Sign Method (FGSM) [1] and Projected
Gradient Descent (PGD) [2], and does not address truly
incremental learning systems where data arrives sequentially

and retraining from scratch is infeasible [3], creating a critical
gap because many defenses assume storing/replaying historical
data that may be unavailable due to privacy or poisoning risks.

Since adversarial examples were first documented [4], a
large body of work has developed attack methods and robust-
ness evaluation protocols [1]-[3], and pitfalls such as gradient
masking motivate the sanity checks we adopt [5]. RobustBench
standardizes adversarial evaluation practices [6], and recent
surveys summarize adversarial training and adversarial ML
more broadly [7]. Nevertheless, this literature focuses almost
exclusively on deep networks and typically assumes offline,
multi-epoch training with repeated access to historical data,
which is often incompatible with true single-pass streaming.

Recent work has begun examining the intersection of contin-
ual learning and adversarial robustness [8], [9]. For example,
Mi et al. [10] study robustness in memory-based continual
learning and show that adversarial samples can accelerate
catastrophic forgetting, while related approaches address ro-
bustness under non-stationary/online settings [11]. However,
many such methods rely on replay buffers or regularization
mechanisms that remain difficult to reconcile with strict single-
pass streaming, where each example is processed once and
then discarded. This mismatch motivates studying robustness
in architectures that natively support incremental learning
without replay.

Adaptive Resonance Theory (ART) networks [12], [13]
provide a principled solution to this challenge. Unlike standard
neural networks that suffer from catastrophic forgetting when
trained on new data [8], ART supports single-pass incremental
learning without requiring replay of previous samples. ART’s
decision boundaries correspond to explicit category regions
defined by weight vectors, yielding a prototype-based repre-
sentation with interpretability advantages over traditional deep
networks. The vigilance mechanism provides built-in control
over category granularity and can serve as a novelty detec-
tion signal for out-of-distribution or adversarial inputs. These



properties make ART attractive for online deployment, and
motivate understanding and strengthening ART’s adversarial
robustness before using it in sensitive environments.

Fuzzy ARTMAP [14], the supervised learning variant of
ART, enables incremental learning with explicit prototype-
based categories. Recent work has developed modular ART
implementations [15], deep hierarchical extensions [16], and
gradient-free deep learning approaches using ART dynam-
ics [17]; analysis of match-tracking mechanisms further re-
veals computational trade-offs across ARTMAP variants [18].
To our knowledge, no prior work addresses ARTMAP’s ad-
versarial robustness. This gap is not merely empirical: core
ARTMAP operations include winner-take-all category selec-
tion and piecewise computations, which complicate standard
gradient-based attack design and can lead to misleading con-
clusions without adaptive, mechanism-aligned evaluation.

This paper investigates four questions: (i) how fragile vanilla
Fuzzy ARTMAP is under strong adaptive white-box attacks
aligned with winner-take-all competition and complement
coding; (i) how adversarial training outcomes depend on
training protocol (offline vs. online generation and selective
vs. non-selective use of adversarial samples); (iii) whether
progressive training via perturbation scheduling and selective
filtering yields consistent robustness gains across datasets; and
(iv) whether ARTMAP’s explicit category geometry enables
structural monitoring to identify failure modes and motivate
targeted mitigations at high perturbation strengths.

We make four main contributions'. First, we develop WB-
Softmax, an ART-aligned white-box attack using a differ-
entiable relaxation of winner-take-all competition, achieving
89-100% attack success. Second, we show that adversarial-
training outcomes depend critically on protocol: offline train-
ing collapses robustness despite category growth, whereas on-
line training is dataset-dependent. Third, we introduce progres-
sive two-stage selective training, combining selective filtering
with epsilon scheduling, which achieves the highest AURAC
across USPS, MNIST, and Fashion-MNIST (28.2%, 64.5%,
and 41.3%). Fourth, across three datasets and three seeds, we
use explicit category geometry and iCVIs to identify separation
collapse and develop separation-aware training, improving
high-e USPS robustness from 5.440.6% to 11.0+1.4% at
€=0.30.

The remainder of the paper reviews preliminaries and the
threat model, then presents WB-Softmax, interpretable training
diagnostics, the experimental setup, results, and conclusions.

II. PRELIMINARIES

A. Background

Fuzzy ART [19] extends Adaptive Resonance Theory to
continuous inputs using fuzzy set operations. Given x €
[0, 1]4, complement coding forms I(z) = [z; 1—=x] € [0, 1]?4
so that |I| = d is constant, which helps mitigate category
proliferation due to input-norm variation. Here |v| = ||v||; =

ICode available at: https://github.com/syre-ai/adv-art

S, vi for v € [0,1]™, and thus |[T(z)| = % 2+ 5% (1—
l‘l) =d.

Each category j has a weight vector w; € [0,1]?? that
defines a hyperbox in the coded space. The match function is

A w|
M,(I) = : (1)
’ ]
and the choice function governing competition is
|I N wj|
;1) = ——, 2
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where A is element-wise minimum and |-| denotes the L'
norm. The winner J = argmax;T;(I) is accepted if
M;(I) > p, where vigilance p € [0,1] controls category
granularity (higher p yields finer categories). If vigilance fails,
mismatch reset inhibits J and the search continues; when a
category is accepted, fast learning updates w'7™ = I A 'wf}ld.

Fuzzy ARTMAP [14] couples an input module ART, with
a label module ART} through a map field F°° that associates
input categories with class labels. With map-field vigilance
pab = 1.0, each category maps to exactly one label. When a
prediction error occurs, match tracking raises p, minimally to
force selection (or creation) of a more specific category that
predicts the correct label.

ARTMAP’s winner-take-all selection and piecewise op-
erations complicate direct application of standard gradient-
based white-box attacks; therefore, we use an ART-aligned
differentiable objective (WB-Softmax) for adaptive evaluation
(Section III).

B. Threat Model and Evaluation Protocol

We follow established best practices [3], [6] to formalize
threat models and to distinguish genuine robustness from
gradient masking artifacts [5]. In the white-box setting, the
attacker has full access to model internals (weights {w;},
map field F°°, and hyperparameters). In the black-box setting,
the attacker has no internal access and must rely on transfer
from a surrogate or gradient-free query methods. We assume
the attacker has access to the training distribution and ground-
truth labels, but not ARTMAP internals, and thus trains labeled
surrogates for transfer attacks.

We consider untargeted ¢, attacks in normalized pixel
space [0, 1] with budgets € € {0.05,0.10,...,0.35}, enforcing
Taay € [0,1]%. For gradient-based attacks, FGSM [1] uses a
single step, @,y = clipp ;)( + €sign(V,L)), and PGD [2]
iterates this update with step size n = ¢/4 and projects back
onto the /., e-ball after each step, where £ denotes the attack
loss defined in Section III.

Because ARTMAP includes non-differentiable winner se-
lection and piecewise operations, our primary white-box eval-
uation uses the ART-aligned WB-Softmax PGD objective
(defined in Section III); complementary black-box baselines
include transfer PGD from CNN surrogates (including LRS-
enhanced surrogates [20]); square attack is used as an addi-
tional gradient-free baseline on vanilla models (Table V).



We report clean accuracy, robust accuracy as a function of
€, and the Area Under the Robust Accuracy Curve (AURAC),

AURAC = %/ Acc(e) de, 3)
computed by trapezoidal integration over € € [0.05,0.35],
where Acc(e) denotes robust accuracy on the clean-correct
subset unless stated otherwise.

Following Athalye et al. [5], we apply four sanity checks
adapted for ART: (i) FGSM achieves non-trivial attack success,
(ii) iterative PGD is at least as strong as FGSM, (iii) white-box
attacks match or exceed black-box transfer, and (iv) accuracy
degrades smoothly with increasing e. These checks help rule
out gradient masking and suboptimal attack configurations.

III. WHITE-BOX ATTACKS ON Fuzzy ARTMAP

We introduce WB-Softmax, an ART-aligned differentiable
objective that enables adaptive white-box evaluation despite
ARTMAP’s non-differentiable dynamics.

WB-Softmax via softmax-relaxed prediction loss. ART’s
winner-take-all competition selects the category with highest
choice function J = arg max; T (I), then predicts through the
map field. The argmax has zero gradient almost everywhere,
preventing direct optimization. Our key insight is to replace
the hard winner selection with a differentiable softmax relax-
ation that provides a strong surrogate loss for optimization.
Algorithm 1 summarizes the complete WB-Softmax PGD
procedure used throughout this paper. We use U(—¢,¢€) to
denote element-wise uniform noise in [—¢, €] jz_c z4q(-)
denotes projection onto the /., ball around x, implemented
by coordinate-wise clipping to [x — €, + €].

The WB-Softmax loss computes class probabilities via
softmax attention over category choice values. Let C. denote
the set of categories mapping to class c. We apply softmax
over all category activations and aggregate within each class:

exp(T;/7)

-2 Spexp(Tie/7)’

jeCe

4)

where 7 controls the softmax temperature. The attack loss is
the negative log-likelihood of the true class:

—log(py). ®)

We set 7 = 0.01; lower temperatures concentrate probability
mass on winning categories while retaining gradient signal.
Maximizing this loss pushes probability mass away from the
true class, promoting misclassification. Eq. (4) aligns the attack
objective with ARTMAP’s competition-and-mapping behavior
by converting category-level choice values into class-level
scores consistent with the map field, rather than attacking
an unrelated proxy. This confirms that effective white-box
attacks exist when the objective captures ART’s competition-
and-mapping behavior.

Smooth surrogates and complement coding. WB-Softmax
requires smooth approximations of ART’s non-differentiable
operations. We introduce differentiability only in the aggre-
gation step (softmax over categories), keeping the forward

£WB-Softmax =

Algorithm 1 WB-Softmax PGD Attack

Require: = € [0, 1]¢, label y, budget ¢, steps K, step size n=e/4,
temperature T
@' clipyy ;) (x + U(—¢,¢€))
for £k =1to K do
I+ [z'; 11 — ']
ANw
Ty ¢ it Vi

1:
2:
3:
4
5. Pet Dec, softmax(T'/7); Ve
6.
7
8
9:

> class probabilities
L < —log(py)
g Vgl > autograd (equiv. to Eq. (6))
i @ g caraq(z’ +nsign(g)); @’ « clipg ()
: end for
10: return z’

ARTMAP computations intact (unlike BPDA-style gradient
substitutions [5]). This design keeps the forward computation
faithful to ARTMAP while introducing differentiability only
at the aggregation stage used to construct the white-box
objective.

Given complement coding I(x) =
yields:

[z; 1 — ], the chain rule

vm[’ = VIl:d[/ - vId+1:2dL (6)

Eq. (6) ensures gradients are computed correctly under com-
plement coding, since perturbations in x induce opposite-
signed changes in the second half of I(x).

Black-box transfer attacks. For black-box evaluation, we
train a SimpleCNN surrogate on the same data and generate
adversarial examples using PGD (20 steps, step size €/4).
These transfer to Fuzzy ARTMAP despite architectural dif-
ferences, confirming cross-architecture vulnerability [21]. For
stronger transfer attacks, we impose Lipschitz regularization
on the loss landscape of our SimpleCNN for better trans-
ferability [20]. The LRS surrogate is trained for 10 epochs
(sufficient for strong surrogate accuracy on these datasets)
using Adam (Ir = 107%) with gradient norm regulariza-
tion A = 2500. We use a single value A = 2500 across
all datasets, selected empirically from a brief sweep (A €
{500, 1000, 2000, 2500}), and observed that black-box attack
strength (AURAC) is relatively insensitive to A in this range.
These transfer attacks are strongest on USPS and remain
weaker than WB-Softmax overall, providing complementary
black-box baselines that help rule out gradient masking.

IV. INTERPRETABLE DIAGNOSTICS AND TRAINING RULES

ART exposes its internal state as explicit category geometry
(hyperboxes), which enables a diagnosis-to-rule workflow that
is difficult to realize in black-box models: we (i) monitor
structural pathologies that emerge during adversarial learning,
and (ii) translate them into targeted training rules that intervene
directly on category formation and expansion. We demonstrate
this workflow on USPS, where geometry-based evidence of
separation collapse motivates a separation-aware absorption
rule that improves high-e robustness. Importantly, both the
diagnostics and the training rules operate on the current
category set and do not require replay buffers, preserving the
single-pass streaming setting.



Algorithm 2 Adversarial Training Protocols (Offline vs. On-
line; Standard vs. Selective)

: Offline (standard or selective):
Train on all clean samples {(x;,v:)}
for each (x;,y;) do
Generate x; against fixed model
if standard or f(x;) # y;: train on (x}, y;)

1
2
3
4
5
6:
7: Online (standard or selective):

8:  for each (x;,y;) do

9 Train on (x5, y;)

0 Generate x against current model

1 if standard or f(x;) # y;: train on (x}, y;)

10:
11:

A. Online Structural Monitoring via iCVIs and Geometry
Indicators

Incremental cluster validity indices (iCVIs) are online coun-
terparts of classic cluster-quality measures that can be updated
recursively as samples arrive [22], [23]. Unlike deep neural
networks—where internal representations often require post-
hoc embedding analysis—ART categories are explicit geomet-
ric objects, enabling direct computation of class-conditional
separation/overlap/compactness metrics during training.

In this work, we monitor two geometry indicators that are
especially informative during adversarial training: (i) minimum
separation, defined as the smallest non-overlap margin be-
tween any pair of different-class categories; and (ii) overlap
risk, defined as the maximum normalized intersection between
wrong-class category pairs. Because these indicators depend
only on the current category weights {w;}, they can be
computed online without storing past samples. As shown in
our USPS case study, these indicators reveal failure modes
that may not be visible from accuracy curves or category
counts alone, and they provide actionable signals for designing
targeted training rules.

B. Streaming Adversarial Training Protocols, Failure Modes,
and Targeted Rules

We compare adversarial training protocols along two di-
mensions: when adversarial examples are generated (offline vs.
online) and which adversarial examples are used for updating
(standard vs. selective). In offline training, adversarial exam-
ples are generated against a fixed clean-trained model and then
used in a second pass. In online training, each clean sample
is immediately followed by an adversarial example generated
against the current model state. Standard variants train on all
generated adversarial examples, whereas selective variants up-
date only on adversarial examples that induce misclassification
(f(x') # y). Algorithm 2 summarizes the offline/online and
standard/selective adversarial training protocols. Here, offline
and online variants differ only in whether @’ is generated
against a fixed clean-trained model or the current model state.

Adversarial training can cause category proliferation, cre-
ating ~2x more categories, which increases memory foot-
print and evaluation cost. Intuitively, when an adversarial
example x’ is presented, perturbations may push it outside

TABLE I: Separation Collapse on USPS (p, = 0.9). Cats = number of
categories; Min Sep = minimum separation; Compact = compactness index
(higher is tighter)

Stage Cats Min Sep Compact
Before (clean only) 6,058 0.036 0.994
After (selective adv.) 11,434  0.008 0.998
Change +19x  —-78%  +0.4%

existing hyperboxes, triggering mismatch reset and category
creation rather than absorption. Selective updating mitigates
unnecessary growth by focusing learning on genuinely failing
adversarial examples.

To stabilize learning across attack strengths, we employ
two-stage selective training with progressive e scheduling:
Stage 1 samples € € [0.05,0.15] and Stage 2 extends to
e € [0.15,0.35], using online selective filtering in both stages.
This schedule separates “learning to resist moderate attacks”
from “adapting to stronger attacks,” reducing instability that
can occur when training is exposed immediately to large e.

USPS case study: separation collapse. Geometry monitor-
ing reveals a distinct failure mode under selective adversarial
training: separation collapse. As categories expand to absorb
adversarial examples, they may encroach upon regions associ-
ated with other classes, reducing inter-class margins even when
categories remain locally compact. We quantify this effect via
minimum separation. Table I shows that, on USPS, minimum
separation drops by 78% during selective training, while
compactness remains nearly unchanged. This indicates that
categories remain tight but expand toward wrong-class regions,
and that category count alone is insufficient to characterize
robustness.

Separation-aware training rule. Motivated by separation
collapse, we introduce separation-aware training, which mod-
ifies the absorption decision for adversarial examples. For
each adversarial example ', we (i) identify the best-matching
correct-class category j, (ii) simulate the post-update hyperbox
wi™ = w; AI(zx'), and (iii) evaluate its overlap with wrong-
class categories. If the predicted overlap exceeds a threshold
6, we create a new category instead of absorbing @’ into the
existing one. Overlap is computed as the normalized L' in-
tersection of hyperbox bounds, directly penalizing expansions
that intrude into wrong-class regions. This rule preserves class
separation while still incorporating informative adversarial
samples.

Table II summarizes the high-¢ effect on USPS. At e=0.30,
separation-aware training with #=0.01 achieves 11.0+£1.4%
robust accuracy, compared to 5.440.6% for two-stage selective
training and 2.6+0.9% for standard selective training, indicat-
ing that high-¢ robustness can benefit from explicit geometric
constraints when overlap becomes a dominant failure mode.

Match score inversion and implications for rejection.
Match-score statistics reveal a caveat for rejection-based de-
fenses. In vanilla models, adversarial examples typically yield
lower match scores than clean samples (USPS: 0.987 vs.



TABLE II: USPS High-e¢ Robustness (mean=+std over 3 seeds).

Method Cats @.25 @.30

Selective (on) 115K 4.840.8 2.6+0.9
Two-Stage Sel. 137K 11.7+£1.0  5.440.6
Sep-Aware 12.6K  11.9+04 11.0+14

@.25/@.30 = adversarial accuracy (%) at € = 0.25/0.30. Sep-Aware uses
0 = 0.01 and checks overlap before absorbing adversarial examples.

0.997), suggesting that thresholding match may reject many
adversarial inputs. After selective adversarial training, how-
ever, this relation can invert: adversarial examples can attain
higher match scores than clean samples (USPS: 0.983 vs.
0.968), consistent with absorption of adversarial patterns into
existing categories. Consequently, a match-threshold detector
can fail badly: AUC drops from 0.72 on vanilla to 0.38
after selective training. Rejection thresholds therefore must be
calibrated for the specific trained variant rather than transferred
from a vanilla model.

V. EXPERIMENTAL SETUP

We evaluate on three benchmarks, namely USPS (7,291
train / 2,007 test, 16 x 16), MNIST (60,000 / 10,000, 28 x 28),
and Fashion-MNIST (60,000 / 10,000, 28 x 28). All images
are normalized to [0, 1] and flattened. We use Fuzzy ARTMAP
with o« = 1072, B = 1.0, pap = 1.0. We sweep vigilance
pa € {0.0,0.1,...,0.9} for vanilla models; baseline vulner-
ability results (Figure 1) show p, = 0.5-0.9 for clarity, as
lower vigilance yields poor clean accuracy. Defense methods
are evaluated at p, = 0.9, which achieves the best robustness.
For white-box attacks, we use WB-Softmax with temperature
7 = 0.01 and € € {0.05,...,0.35}. For black-box, we use
PGD transfer from SimpleCNN and LRS-enhanced surrogates.

We compare six defense methods (Table III). Vanilla pro-
vides the no-defense baseline. Adversarial training (AdvTrain)
trains on all adversarial examples, evaluated in offline and on-
line variants. Selective training filters to adversarial examples
that fool the model. Two-stage selective training uses progres-
sive epsilon scheduling (e € [0.05, 0.15] then [0.15, 0.35]) with
selective filtering. Separation-aware training checks overlap
before absorbing adversarial examples. For online variants,
we generate WB-Softmax adversarial examples on-the-fly and
discard them immediately, maintaining single-pass streaming.

All experiments use three training seeds (42, 123, 456) with
a fixed evaluation subset of n=1000 clean-correct test samples,
chosen to keep PGD-20 evaluation tractable on models with up
to 121K categories. Robust accuracy is computed on the subset
of test samples correctly classified at ¢ = 0 (clean-correct
subset). This conditional metric ensures consistent compar-
isons across methods with different clean accuracies, but note
that cross-p comparisons reflect conditional robustness given
correct clean prediction.

We evaluate white-box robustness under WB-Softmax PGD,
our strongest differentiable attack (89—100% success on vanilla
models at ¢ = 0.35). Black-box robustness is evaluated
primarily under CNN-transfer PGD and LRS-transfer PGD;

Square attack is used as an additional black-box baseline for
vanilla models (Table V). All adversarial training uses WB-
Softmax attacks to ensure defenses are evaluated against the
strongest available white-box attacker.

VI. RESULTS AND DISCUSSION

This section establishes baseline vulnerability of vanilla
Fuzzy ARTMAP, compares defenses under WB-Softmax, and
discusses category dynamics and anti-gradient-masking verifi-
cation.

A. Baseline Vulnerability

Figure 1 shows vanilla Fuzzy ARTMAP accuracy versus e
across vigilance levels under both WB-Softmax and black-box
transfer attacks. WB-Softmax PGD achieves attack success
rates exceeding black-box transfer across all datasets, con-
firming that gradients provide useful signal. Higher vigilance
improves robustness under both attack types.

B. Defense Comparison Under WB-Softmax

Table III compares all methods at p = 0.9 under WB-
Softmax attack, and Figure 2 shows accuracy-vs-e curves for
key methods. We report clean accuracy, adversarial accuracy
at €¢=0.30, AURAC, and category count. Separation-aware
training is evaluated as a USPS case study (Table II).

For clarity, Table III reports robustness under the adap-
tive white-box WB-Softmax threat model, whereas Table IV
reports transfer-based black-box robustness. Table IV eval-
uates the same defenses under black-box transfer attacks.
The robustness rankings under the black-box transfer suite
are notably different from white-box evaluation. Offline ad-
versarial training collapses under WB-Softmax, yet achieves
the highest AURAC on USPS (63.8%) and Fashion-MNIST
(82.1%) under transfer attacks. This reversal suggests a mis-
match in offline training: adversarial examples are generated
against a fixed clean model, but the decision boundary shifts
after incremental updates, so the resulting robustness may
not transfer to adaptive white-box attacks on the final model.
Transfer-based black-box attacks are more model-agnostic, so
offline training can still help by learning general perturbation
patterns. This further supports the use of online training, which
generates adversarial examples against the current model state
and better matches the white-box threat model.

Across all three datasets, offline adversarial training de-
grades robustness despite roughly doubling the category count
(Table III). This indicates that perturbations generated against
a fixed clean model are poorly aligned with the final incre-
mentally updated ARTMAP model; the additional categories
appear to memorize stale perturbations rather than improve
robustness against adaptive attacks.

Online adversarial training avoids this fixed-model mis-
match but remains dataset-dependent, improving USPS and
Fashion-MNIST while degrading MNIST. This suggests that
robustness depends not only on generating current-model per-
turbations, but also on which adversarial samples are admitted
and when they are introduced.
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Fig. 1: Baseline vulnerability of vanilla Fuzzy ARTMAP (¢ < 0.35). Top: White-box Softmax PGD (WB-Softmax) attack with temperature 7 = 0.01.
Bottom: Black-box transfer PGD attack.
TABLE III: Defense Comparison under WB-Softmax PGD-20 (p = 0.9). Mean=std over 3 seeds
USPS MNIST Fashion-MNIST

Method Clean @.30 AURAC Cats Clean @.30 AURAC Cats Clean @.30 AURAC Cats
Vanilla 92.3+0.6 0.54+0.1 21.740.2 6K 949+0.2 31.740.6 61.5£0.1 56K 80.7+0.5 094+0.2 24.440.6 57K
AdvTrain (off) 92.4+0.1 0.3+0.1 12.6£04 12K 94.540.1 0.0£0.0 14.840.2 103K 82.2+0.2 1.1+0.2 14.9+0.2 109K
AdvTrain (on) 92.9+04 10.6+1.2 259+0.6 13K 94.1+0.1 21.1+£44 51.240.6 111K 82.8+1.0 20.74+0.5 34.0+0.2 111K
Selective (off) 92.240.0 3.0+£0.9 25.440.7 11K 94.540.0 26.3+£0.6 53.64+0.1 94K 82.4+0.1 153412 35.1£0.5 101K
Selective (on)  92.3+0.8 2.64+0.9 24.7+04 12K 949402 26.7+1.1 53.0+£0.6 95K 81.1+04 17.0£0.8 34.8+0.1 101K
Sep-Aware 925404 11.0£1.4 26.7+0.5 13K 94.2+0.1 25.1£2.3 51.940.2 111K 829409 20.5+£1.0 34.7+£0.5 111K
Two-Stage Sel. 92.1£0.1 5.44+0.6 28.2+£0.2 14K 94.54+0.1 45.8+1.6 64.5+0.7 89K 824+0.1 23.0+1.0 41.3+0.2 121K

@.30 = adversarial accuracy (%) at e=0.30. AURAC (%) = Area Under Robust Accuracy Curve (e € [0.05,0.35]). Cats = category count
(K = thousands). Bold = best per dataset.

Two-stage selective training achieves the highest AURAC
on all three datasets (Table III). On USPS it achieves
28.2+0.2% (+30% over vanilla), on MNIST 64.54+0.7% (+5%
over vanilla, +26% over online AdvTrain), and on Fashion-
MNIST 41.3+0.2% (+69% over vanilla). The progressive
epsilon scheduling allows the model to establish moderate ro-
bustness before facing strong attacks, while selective filtering
ensures training focuses on boundary regions where the model
is vulnerable. Empirically, the two-stage schedule appears
to reduce the instability observed when training is exposed
immediately to high-e attacks, while selective filtering prevents
over-updating on adversarial samples that do not change the
predicted label.

While two-stage training optimizes overall robustness (AU-

RAC), separation-aware training targets high-e performance
by preventing category overlap during adversarial absorp-
tion. On USPS, cluster validity analysis reveals that selective
training can induce separation collapse (Table I). Separation-
aware training achieves 11.04+1.4% at €=0.30, substantially
outperforming two-stage selective (5.4+0.6%) and standard
selective (2.6+0.9%) at this perturbation level (Table II).
On MNIST and Fashion-MNIST, separation-aware training
achieves AURAC of 51.9% and 34.7% respectively, compara-
ble to selective training but without exceeding it—suggesting
that separation constraints provide targeted high-e benefits
rather than broad robustness gains in high-category regimes.
This demonstrates how ART’s interpretable geometry enables
targeted mitigations for specific operating points.



TABLE IV: Defense Comparison under Black-Box Transfer PGD-20 (p = 0.9). Mean=std over 3 seeds

USPS MNIST Fashion-MNIST
Method Clean @.30 AURAC Cats Clean @.30 AURAC Cats Clean @.30 AURAC Cats
Vanilla 92.240.1 9.1+0.3 48.440.2 6K 94.5+0.1 85.84£04 92.1£0.2 56K 82.24+0.2 67.840.5 79.840.3 57K
AdvTrain (off) 92.44+0.2 41.5+1.9 63.840.8 12K 94.5+0.1 81.1£0.6 89.2+0.3 103K 82.2+0.3 72.5+£0.2 82.1+0.1 109K
AdvTrain (on) 92.9+0.5 25.7£1.1 57.3£0.6 13K 94.1+£0.2 79.44+1.6 882+1.0 111K 82.8+£1.2 68.6£1.6 79.9+£09 111K
Selective (off) 92.1+0.1 29.2+0.4 58.3+0.2 11K 94.54+0.0 88.74+1.2 93.34+0.2 94K 82.440.1 67.5+0.2 79.940.2 101K
Selective (on)  92.54+0.2 24.04+0.5 56.3+0.3 12K 94.5+£0.1 89.2+0.3 93.5+0.2 95K 81.7£0.2 68.5+0.4 80.4+0.2 101K
Sep-Aware 92.8+0.5 25.840.3 57.840.3 13K 94.24+0.2 78.0£1.9 87.5£0.7 111K 82.94+1.2 68.3+22 79.7+£1.1 111K
Two-Stage Sel. 92.1£0.1 30.0£0.7 59.4£0.2 14K 94.5+0.0 89.4+0.4 93.7+0.2 89K 824+0.2 69.0£04 80.5+£0.2 121K

Transfer attacks use SimpleCNN surrogate trained on each dataset. @.30 = adversarial accuracy (%) at e=0.30. AURAC (%) = Area
Under Robust Accuracy Curve (e € [0.05,0.35]). Cats = category count (K = thousands). Bold = best per dataset.
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Fig. 2: Defense comparison on Fashion-MNIST under WB-Softmax PGD-20
(p=0.9). Two-stage selective training achieves the highest robust accuracy,
while offline adversarial training collapses below vanilla. Mean over 3 seeds.
Due to space constraints, we plot accuracy—e curves only for Fashion-MNIST;
full tabular results for all datasets are reported in Tables III-IV.

C. Additional Analyses and Verification

Table V compares attack methods on vanilla models at
p = 0.9. WB-Softmax PGD achieves 89-100% attack success
across datasets, exceeding transfer and query-based black-box
baselines, with transfer close on USPS (97-98% vs. 100% at
€=0.35). This confirms that effective white-box attacks exist
when the objective properly aligns with ART’s decision rule.

TABLE V: Attack Strength Comparison (Vanilla Models, p = 0.9, ¢ = 0.35)

Attack USPS MNIST FMNIST
WB-Softmax PGD 100 89 100
BB Transfer PGD 97 18 41
LRS Transfer PGD 98 19 84
Square (query) 64 28 61

Attack success rate (%) on n=1000 clean-correct samples. PGD
uses 20 steps with step size n = ¢/4. Square Attack uses 5000
queries/sample.

All adversarial training variants increase category counts
(Table III). The critical observation is that category growth
alone does not predict robustness. Offline AdvTrain creates
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Fig. 3: Defense comparison on Fashion-MNIST under LRS Transfer PGD-20
(p=0.9). Offline adversarial training achieves highest accuracy under black-
box transfer attacks, reversing its poor white-box performance. Mean over 3
seeds.

the most categories on MNIST (103K) yet achieves the
worst AURAC (14.8%). Two-stage selective training creates
moderate category growth (1.6-2.2x) while achieving the best
robustness, suggesting that how categories are created matters
more than how many.

Table VI verifies genuine robustness through adapted sanity
checks [5]. All four criteria pass on all three datasets: WB-
Softmax PGD outperforms FGSM, WB-Softmax matches or
exceeds black-box transfer, smooth surrogates outperform hard
operations, and accuracy degrades smoothly with e.

TABLE VI: Anti-Gradient-Masking Sanity Checks (p=0.9)

Sanity Check USPS MNIST FMNIST
PGD > FGSM v v v
WB > BB transfer v v v
Smooth > Hard ops v v v
Smooth acc-vs-¢ v v v
Evaluated on vanilla models at e=0.35. WB = WB-Softmax, BB =
black-box.



VII. CONCLUSION

We presented a systematic study of adversarial robustness
in Fuzzy ARTMAP under a true incremental learning setting.
WB-Softmax PGD provides an adaptive white-box attack by
relaxing ART’s winner-take-all competition into a differen-
tiable class-level objective, achieving 89—-100% attack success
on vanilla models.

Our investigation revealed three key findings. First, training
protocol is critical. Offline adversarial training universally
collapses robustness across all datasets despite substantial
category growth, while online training yields inconsistent,
dataset-dependent results. Second, progressive training im-
proves consistency. Two-stage selective training, which grad-
vally increases attack strength while filtering to successful
attacks, achieves the best overall robustness (AURAC) across
all three datasets. Third, ART’s explicit category geometry
enables targeted diagnosis and mitigation; geometry monitor-
ing reveals separation collapse, and separation-aware training
improves high-e robustness on USPS.

Overall, our results highlight that interpretable, prototype-
based incremental learners exhibit distinct robustness behav-
iors from batch-trained deep networks. The WB-Softmax
attack and the training analyses in this work provide a founda-
tion for developing and evaluating adversarial defenses tailored
to ART and other non-differentiable, prototype-based archi-
tectures operating in streaming environments. Future work
will extend these results to larger-scale datasets, additional
modalities, and other ART/ARTMAP variants.
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