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Abstract—The rapid evolution of cyber-attack techniques poses
significant challenges to malicious traffic identification, par-
ticularly under concept drift. Existing drift-aware approaches
largely rely on autoencoder-based reconstruction, whose limited
expressive capacity and generalization hinder the detection of
subtle distributional shifts among diverse malicious traffic types.
To address this limitation, we propose FlowDiff, a drift-aware
framework that leverages class-conditional diffusion-based recon-
struction in a compact feature space. FlowDiff first learns stable
and discriminative compact representations through a Compact
Feature Module (CFM). On top of these representations, a Condi-
tional Diffusion Model (CDM) captures class-conditional feature
distributions and enables drift detection via a loss-adaptive diffu-
sion mechanism. In addition, a lightweight LightGBM classifier
is employed for accurate in-distribution traffic classification.
Extensive experiments on real-world malicious traffic datasets
demonstrate that FlowDiff consistently outperforms state-of-the-
art methods in closed-world classification, drift detection, and
open-world recognition, with particularly significant improve-
ments in detecting previously unseen malicious traffic.

Index Terms—Concept drift, Malicious traffic identification,
Compact feature representation, Diffusion model, LightGBM

I. INTRODUCTION

Polymorphic malware, zero-day exploits, and sophisticated
adversarial behaviors continuously reshape network traffic
patterns, making traditional intrusion detection systems (IDSs)
increasingly inadequate. Most existing solutions, including
rule-based systems and static machine learning models, as-
sume a stationary environment, which rarely holds in real-
world networks and often leads to performance degradation
and missed detections [1].

In practice, concept drift in intrusion detection mainly
appears in two forms: distributional shifts within existing
traffic classes and the emergence of previously unseen traffic
types [2]. This work focuses on the latter, which poses a
fundamental challenge for security systems operating under
open-world conditions.

Existing drift detection approaches for network traffic anal-
ysis can be broadly divided into reconstruction-based methods
[3], which identify unseen patterns through reconstruction
errors, and prototype-based methods [1], [4], which detect
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deviations based on distances to representative class embed-
dings. Despite their differences, these methods often struggle
to capture subtle distributional shifts across diverse malicious
traffic types. Moreover, many frameworks jointly train fea-
ture extraction and classification modules, which entangles
representation learning with classification objectives and may
weaken discriminative capacity even under closed-world con-
ditions. As a result, modern network security systems face two
critical challenges:

o Accurately recognizing known attack types while remain-
ing sensitive to previously unseen threats in open-world
settings.

e Detecting when incoming traffic deviates from known
patterns.

A key observation motivating this work is that diffusion-
based generative models have been shown to provide substan-
tially stronger reconstruction fidelity and distribution modeling
capability than conventional autoencoder-based approaches,
particularly in capturing fine-grained variations and complex
multimodal data distributions [5], [6]. Such properties suggest
that diffusion-based reconstruction can offer a more sensitive
and expressive signal for detecting subtle distributional shifts,
which is crucial for concept drift identification.

Based on this insight, we introduce FlowDiff, a drift-aware
framework that adopts a decoupled architecture integrating
compact feature representation learning with diffusion-based
generative modeling.

Our main contributions are summarized as follows:

e We propose FlowDiff, a drift-aware malicious traffic
detection framework combining compact feature learning,
conditional diffusion modeling, and LightGBM-based
classification.

« We design a Compact Feature Module (CFM) to learn
stable and discriminative embeddings under evolving
traffic distributions.

« We develop a Conditional Diffusion Model (CDM)
with a Loss-Adaptive Diffusion Detection (LADD)
mechanism to detect drifting traffic via reconstruction
dynamics.



e We validate FlowDiff on real-world malicious traffic
datasets, showing superior performance over state-of-the-
art baselines in classification and drift detection.

II. RELATED WORK

A. Closed-World Encrypted Traffic Classification

Encrypted traffic classification is a fundamental task in
network security applications such as intrusion detection.
Existing closed-world approaches assume a fixed and known
set of traffic classes and can be broadly divided into supervised
and unsupervised methods.

a) Supervised Methods: Supervised approaches learn
discriminative representations from labeled encrypted traffic.
Representative methods include FS-Net [7], which models
traffic flows using recurrent encoder—decoder architectures,
and ET-BERT [8], which leverages large-scale pre-training
with transformer models. Lightweight designs have also been
explored, such as CNN-based models with knowledge distilla-
tion [9] and self-attention enhanced recurrent architectures like
BiRNN-SA [10]. While these methods achieve strong perfor-
mance under closed-world assumptions, they rely heavily on
labeled data and are unable to handle previously unseen traffic
classes.

b) Unsupervised Methods: Unsupervised approaches aim
to detect malicious traffic without relying on labeled data,
typically by modeling benign traffic distributions. Prior work
includes contrastive learning-based methods such as Con-
traMTD [11], multiscale autoencoder frameworks like MTCR-
AE [12], reconstruction-based schemes such as unFlowS-
Net [13], and graph autoencoder models including GTAE-
IDS [14]. Although capable of detecting unknown attacks,
these methods generally lack fine-grained classification capa-
bility and are sensitive to evolving traffic patterns.

B. Drift-Aware Encrypted Traffic Analysis

To address concept drift in encrypted traffic analysis, early
studies primarily relied on confidence-based methods, which
assume that drifting or unknown samples yield lower predic-
tion confidence. For example, Zhang et al. [15] and Pathmape-
ruma et al. [16] exploited confidence score distributions to
identify unknown traffic. However, such approaches are fun-
damentally limited by the overconfidence of softmax-based
classifiers.

Reconstruction-based methods detect drift through elevated
reconstruction errors. ZTI [3] identifies unseen flows using
autoencoder reconstruction loss, while ZeroWall [17] models
benign traffic semantics using encoder—decoder architectures.
Prototype-based approaches further model class-level repre-
sentations in latent space. SEEN [18] adopts metric learning
for unknown detection, while CADE [1] and ICE-CP [4] detect
drift based on distances to learned class prototypes. Despite
their effectiveness, both reconstruction- and prototype-based
methods often struggle to capture fine-grained distributional
shifts.

C. Diffusion-Based Approaches in Encrypted Traffic Modeling

Diffusion models have recently been introduced into in-
trusion detection and network security research. Tang et
al. [19] applied diffusion models for rare-class data generation,
while Merzouk et al. [20] explored diffusion-based adversarial
purification. Cai et al. [21] combined denoising diffusion
probabilistic models with attention mechanisms to enhance
intrusion detection performance.

Beyond intrusion detection, diffusion-based techniques have
been applied to other traffic analysis tasks, including Tor
traffic purification [22], mobile traffic prediction [23], and traf-
fic generation via diffusion-based time-series modeling [24].
However, diffusion models have not yet been explored for
concept drift detection in encrypted traffic analysis. This work
addresses this gap by introducing diffusion-based reconstruc-
tion as a drift-sensitive detection mechanism.

III. METHODOLOGY

To effectively detect concept drift in network traffic while
maintaining accurate in-distribution classification, FlowDiff is
designed as a modular framework that integrates representation
learning with generative modeling and classification. Based on
this design principle, the overall architecture of FlowDiff is
illustrated in Figure 1 and consists of three main modules:

« Compact Feature Module (CFM). The CFM extracts
stable and discriminative features from traffic samples,
forming a compact and robust representation space for
downstream tasks.

o Drift Detection Module. Based on the compact features
and the outputs of the diffusion model, this module
detects samples that deviate from the training distribution.

o In-Distribution Sample Classifier. This module predicts
labels for samples identified as in-distribution, leveraging
the learned compact feature representations.

The detailed design and operation of each module are
described in the following subsections.

A. Problem Formulation

Let Dyain = {(xi,9:)}}L, denote the training set, where
z; € RP represents a network flow and y; € {1,...,C}
is the corresponding known malicious class. During testing,
samples may originate either from the same C' known classes
(closed-world setting) or from additional previously unseen
classes (open-world setting).

The objective is to learn a model that (i) accurately classifies
samples from known classes, and (ii) detects samples whose
distributions deviate from the training data. Detected samples
are treated as drifting traffic and assigned to a unified unknown
class.

B. CFM

This module learns compact and discriminative representa-
tions for traffic samples, enabling clear separation of different
classes in the feature space. These representations serve as
the basis for subsequent drift detection and in-distribution
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Fig. 1: Overall framework of FlowDiff.
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Fig. 3: Architecture of
the CFM.

Fig. 2: Effect of the CFM.

classification. An illustration of the effect of the CFM is shown
in Figure 2.

The model is trained using the standard cross-entropy loss,
and its architecture is shown in Figure 3.
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After training, the output of the last hidden layer of the MLP
is taken as the compact feature representation of each traffic
sample. This approach not only enhances inter-class separabil-
ity but also provides high-quality feature inputs for subsequent
drifting sample detection and classification while maintaining
a lightweight model structure. Furthermore, the module is
computationally efficient, making it suitable for training and
deployment on large-scale network traffic datasets.

C. Drift Detection Module

In this section, we explain our approach to detecting OOD
malicious network flows from the following three aspects: 1)
the overall architecture of the CDM; 2) the backbone network
of the CDM ; 3) the drift detection algorithm.

1) Overall Architecture of the CDM: The CDM [6] models
class-conditional distributions of compact feature representa-
tions. Let z; € R? be the compact feature vector from a
pretrained MLP.

a) Forward diffusion: A forward noising process is ap-
plied to z; using a learnable SNR schedule:

Yt = Ymin + (’Ymax - A/min) ta te [07 1]7 (2)
oy = sigmoid(—=;), 3
2h=arz + V1 — age, e~ N(0,1), 4)

where Ymin and ymax are learnable.
b) Noise prediction: Given the noisy feature z! and

class embedding h,, the backbone predicts the noise €9. The
diffusion error, €¢; — €y, is used to detect out-of-distribution
samples via class-specific thresholds.

1Y 2
Acdiff = N Z Hez - éQ(Zztvhya’Yt)H .

i=1

(&)

c¢) Conditional encoding: We define a learnable embed-
ding function that maps discrete class labels y; € {0,...,C —
1} to continuous vectors h, € R?%:

h, = LabelEncoder(y;), LabelEncoder : Z¢ — R'2.

This function converts each class label into a 128-dimensional
embedding used by the diffusion model.

d) Noise prediction: Given the noisy feature z!, class
embedding h,, and SNR parameter -;, the backbone network
predicts the noise component:

¢ = Backbone(z}, hy, Vt), (6)



where the backbone serves as a learnable function mapping
the concatenated inputs to a noise prediction. The model is
trained by minimizing the diffusion loss:

2

; )
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where IV is the number of training samples. The detailed archi-
tecture of the backbone network is described in Section III-C2.

2) Backbone Network of the CDM: The backbone network
is a fully connected U-Net-style architecture designed for one-
dimensional feature vectors. It comprises an input layer, an
encoder, a decoder, and an output layer.

a) Input layer: The network input consists of the noisy
feature vector 2! € R'%®) the SNR parameter 7;, and the
class embedding h, € R'?®. The scalar ; is encoded using
a sinusoidal embedding and projected to 128 dimensions
through a two-layer fully connected network with GELU
activation. The class embedding h, is projected in the same
manner. These representations are concatenated to form the
network input:
= [z}, e, hP] € R%®, (8)

Xin 7

where €} and 1} denote the projected embeddings.

b) Encoder and decoder: The encoder consists of five
fully connected blocks with hidden dimensions decreasing as
4096 — 2048 — 1024 — 512 — 256, while the decoder
mirrors this structure with dimensions increasing as 256 —
512 — 1024 — 2048 — 4096. Each block applies a linear
transformation followed by layer normalization and a GELU
activation. Skip connections are implemented via element-wise
addition between corresponding encoder and decoder layers.

c) Output layer: A final linear projection maps the
decoder output to the original feature dimension, producing
the predicted noise vector ¢y € RP*128 where B denotes the
batch size.

3) Drift Detection Algorithm: We adopt a class-wise, loss-
based strategy for out-of-distribution (OOD) detection using
the trained CFM and CDM. During training, samples are
mapped to the compact feature space and a diffusion recon-
struction loss is computed for each class to estimate class-
specific loss statistics.

For each class ¢, the mean . and standard deviation o,
of diffusion losses are calculated, and a detection threshold
is defined as 7. = u. + ko., where k controls the detection
sensitivity.

At inference time, a test sample is first projected into the
compact feature space and assigned a predicted class y by
the CFM. The corresponding diffusion loss is then computed
using the CDM. Samples whose loss exceeds the class-specific
threshold are identified as OOD; otherwise, they are regarded
as in-distribution. The complete procedure is summarized in
Algorithm 1.

D. In-Distribution Sample Classifier

The compact feature representations learned by the CFM are
used to train a LightGBM classifier for in-distribution network

Algorithm 1: Loss-adaptive Diffusion Detection

Input: Trained CDM and CFM, Training set {(z;,y;)}, Test
sample Test
Output: OOD decision for Ztest
Training:
for each class ¢ do
for each (zi,y;) in c do
‘ 2i CFM(J:Z'), L; CDM(ZZ‘7 Yis t)
end
pe + mean({L;}), oc + std({L;}), Tc < pec + k- oc
end
Testing:
Ztest — CFM(Ztest), ¥ < predict label using CFM,
ctcst < CDM(ZtCSt, y, t) if Ltcst > Ty then
1 | classify as OOD
11 else
2|
13 end

O N A a W N =

classify as in-distribution

traffic recognition. LightGBM is selected for its efficiency and
strong performance on structured feature representations.

By leveraging gradient boosting decision trees, the classifier
effectively models nonlinear feature interactions while main-
taining low computational overhead. As a result, it serves as
a reliable in-distribution classifier within our framework.

IV. EXPERIMENT

A. Experimental Setup

We conduct comparative experiments on the CIC-IDS2018
dataset, which is provided by the Canadian Institute for
Cybersecurity. The original dataset contains 14 categories of
malicious traffic,with the statistics summarized in Table I.
To ensure sufficient data for each category, we discard four
malicious traffic categories whose sample counts are less
than 2000. As a result, our experiments are conducted on 10
malicious traffic categories.

1) Data Preprocessing: Traffic features are extracted using
CICFlowMeter. To prevent potential bias, timestamp and IP
address related fields are removed. Categorical features are
appropriately encoded, and numerical features are normalized.

2) Baseline Methods: We compare the proposed FlowDiff
with several representative approaches:

o DIAI [16]: A confidence-based method for drift detection
that uses a deep neural network to identify in-distribution
samples. Samples with prediction confidence below a
threshold are considered potential drift instances.

o OpenMax [25]: An open-set recognition method that
estimates the probability of a sample belonging to an
unknown class using activation vectors and Extreme
Value Theory (EVT). For network traffic, OpenMax is
adapted by replacing the image-based feature extractor
with a shallow fully connected neural network processing
flow-level statistical features, enabling the identification
of unseen or drifting traffic patterns.

e ZTI [3]: A reconstruction-based method combining clas-
sification and drift detection. A CNN first classifies
network traffic, and an autoencoder measures reconstruc-



TABLE I: Statistics of CIC-IDS2018 traffic categories.

Number | Class Number | Class Number

13,484,708 | DDOS attack-HOIC 686,012 | DDoS attacks-LOIC-HTTP 576,191

DoS attacks-Hulk 461,912 | Bot 286,191 | FTP-BruteForce 193,360
SSH-Bruteforce 187,589 | Infilteration 161,934 | DoS attacks-SlowHTTPTest 139,890
DoS attacks-GoldenEye 41,508 | DoS attacks-Slowloris 10,990 | DDOS attack-LOIC-UDP 1,730
Brute Force-Web 611 | Brute Force-XSS 230 | SQL Injection 87

tion errors, with unusually high errors indicating drifting
samples.

« CADE [1]: A prototype-based method that projects traffic
samples into a latent space via a contrastive autoencoder.
Distances to class centroids determine whether a sample
belongs to known classes or represents drift.

« ICE-CP [4]: A representation-learning approach that in-
tegrates a variational autoencoder with a Class-Perception
detector. It identifies drifting samples based on latent rep-
resentations and distances to class centroids, effectively
distinguishing in-distribution and drifting traffic.

3) Experimental Design: We evaluate the models in three
experimental settings: closed-world classification, drift detec-
tion, and open-world recognition. Following the design of ICE-
CP [4], we configure 1, 2, and 3 OOD classes. For each
OOD configuration in each experiment, three selections of
OOD categories are performed, with the remaining categories
used as in-distribution classes. For every in-distribution class,
10,000 samples are used for training and 1,000 for testing;
each OOD class contributes 200 test samples to simulate the
realistic imbalance where drifting samples are rare. To ensure
the robustness and statistical reliability of results, each model
is trained five times on identical sampled datasets.

4) Evaluation Metrics: To evaluate the performance of all
methods, we consider two types of tasks in our framework:
multi-class traffic classification (closed-world and open-world)
and drift detection. Correspondingly, different evaluation met-
rics are adopted for each task.

For multi-class classification, we report macro-averaged
Precision, Recall, and F1 Score. These metrics treat all classes
equally and are widely used to assess overall classification
performance under class imbalance.

For drift detection, which is formulated as a binary decision
problem between in-distribution and drifting samples, we em-
ploy Normalized Accuracy (NA), False Detection Rate (FD),
and Precision on Drifted Samples (PRED). These metrics
capture complementary aspects of drift detection performance.

a) Normalized Accuracy (NA): Normalized Accuracy
evaluates detection performance on both in-distribution and
drifting samples. Assuming C' training classes and drifted
samples labeled as class C' + 1, NA is defined as

NA =X NAKS+ (1 - X.)AUS, 9
where
Ziczl TP
S (TP, + FN;)

_ T'Poya
TPey1+ FNeyr
(10)

AKS = AUS

Here, AK.S and AUS denote accuracy on in-distribution and
drifting samples, respectively, and A\, = 0.5 balances their
contributions.
b) False Detection Rate (FD): FD measures the propor-
tion of drifting samples incorrectly classified as in-distribution:
FNci . (11)
FNcoy1+TPota
c) Precision on Drifted Samples (PRED): PRED quan-
tifies the proportion of correctly detected drifting samples
among all samples identified as drifting:
TPoy
TPoy1+ FPoyy
In summary, macro-level metrics evaluate overall classifi-
cation capability, while NA, FD, and PRED focus on the
robustness and effectiveness of drift detection. Table II summa-
rizes the adopted metrics and their corresponding experimental
scenarios.
5) Parameter Settings: For our proposed method, we adopt
the AdamW optimizer with a learning rate of 0.0002 and a
batch size of 128.

B. Closed-world Performance Comparison

FD =

PRED = (12)

Table III reports the macro-precision, macro-recall, and
macro-F1 scores of all methods under different numbers of
in-distribution classes. Results are averaged over multiple runs
and reported as mean =+ standard deviation.

To evaluate closed-world classification performance, we
conduct experiments on the original training dataset, where
10% of the data are randomly selected for testing and the
remainder for training. Under the closed-world assumption
(Section III-A), all test samples belong to known classes
observed during training.

As shown in Table III, FlowDiff consistently achieves
the best performance across all class settings, demonstrat-
ing strong discriminative capability in closed-world scenar-
ios. This advantage stems from its compact feature learning
strategy, which reduces intra-class variability and enhances
inter-class separability, combined with a LightGBM classifier
that effectively captures nonlinear feature interactions in low-
dimensional representations.

Most baseline methods exhibit competitive closed-world
performance, while ICE-CP performs noticeably worse. This
degradation is likely due to its joint training of the classi-
fier and autoencoder, which can compromise in-distribution
discrimination. In contrast, methods with decoupled represen-
tation learning and classification, such as FlowDiff, maintain
more stable decision boundaries.



TABLE II: Evaluation Metrics and Experimental Scenarios

Metric Full Name

Experiment Type Purpose

Macro-level Precision
Macro-level Recall

Macro Precision
Macro Recall

Closed/Open World
Closed/Open World

Recognition capability
Coverage capability

Macro F1 Macro-level F1 Score Closed/Open World  Overall performance

NA Normalized Accuracy Drift Detection Overall identification

FD False Detection Rate Drift Detection Drift recall capability

PRED Precision on Drifted Samples  Drift Detection Drift detection precision

TABLE III: Closed-world performance of different methods
9 in-distribution classes 8 in-distribution classes 7 in-distribution classes
Method
Precision Recall F1 Precision Recall F1 Precision Recall F1

DIAI 0.94 +0.007 093+ 0002 09340003 094 +0008 0920003 092+0004 093+0009 091 +0002 091+ 0.003
OpenMax  0.95 + 0.007 092+ 0.002 091 + 0003 094 + 0.009 091 + 0.004 0.90 + 0.006 094 + 0.008 0.90 + 0.002  0.89 + 0.005
ZTI 0.94 + 0012 092+ 0010 092+ 0011 09340016 091 +0.013 090+ 0014 093+ 0011 091 +0.007 090 + 0.010
CADE 095+ 0008 0920001 09140002 0940004 09140001 090+0002 0930009 090+0002 0.89 + 0.004
ICECP  0.84 +£0.028 089+ 0000 085+ 0001 081 +0001 08740000 083 +0001 079+0001 08640000 081+ 0.001
FlowDiff  0.96 + 0.002 0.94 + 0.001 0.94 + 0.001 0.95 + 0.000 0.94 + 0.001 0.93 + 0.001 0.94 + 0.003 0.93 + 0.002 0.93 + 0.002

C. Drift Detection Performance Comparison

We next evaluate the ability of different methods to detect
drifted samples. Table IV summarizes the detection results
under varying numbers of OOD classes.

As shown in Table IV, FlowDiff consistently outperforms
all baselines across all OOD settings. It achieves the highest
NA and PRED scores while maintaining the lowest FD. For
instance, with one OOD class, FlowDiff attains an NA of
0.95 and a PRED of 0.95, with an FD of only 0.04. This
performance remains stable as the number of OOD classes
increases, demonstrating strong robustness to concept drift.

The superior drift detection performance of FlowDiff can
be attributed to its integrated design. The Compact Feature
Module produces highly discriminative embeddings, while the
conditional diffusion model captures class-conditional feature
distributions and amplifies reconstruction discrepancies for
drifted samples. The loss-adaptive thresholding strategy further
enables precise separation between in-distribution and drifting
traffic.

Baseline methods degrade noticeably as drift complexity
increases, whereas FlowDiff maintains robust and superior
performance across all OOD settings.

D. Open-world Recognition Performance Comparison

We evaluate overall recognition performance under the
open-world setting, where OOD samples may appear during
inference. In this setting, all OOD samples are treated as a
single novel class, and the model is expected to both separate
in-distribution and OOD samples and correctly classify in-
distribution traffic. Details of the open-world assumption are
provided in Section III-A.

As shown in Table V, FlowDiff achieves the best per-
formance across all open-world configurations. Its Fl-score
remains stable as the number of OOD classes increases,

demonstrating strong robustness under challenging open-world
conditions. In contrast, baseline methods exhibit lower perfor-
mance and degrade as OOD classes increase, whereas FlowD-
iff maintains consistently strong open-world recognition.

E. Ablation Study

1) Experimental setup: As introduced in Section III, the
CFM, In-Distribution Sample Classifier and CDM are the key
components of FlowDiff designed to handle concept drift.
To evaluate the effectiveness of each component, we conduct
four ablation experiments by removing them individually. The
comparison models used are as follows: (1) the full model
of FlowDiff (Full), (2) FlowDiff without the CFM (w/o R),
(3) FlowDiff without the In-Distribution Sample Classifier
(w/o C) and (4) FlowDiff without the CDM (w/o D). In
this variant, the conditional diffusion module is removed,
and drift detection is directly performed using the feature
representations learned by the CFM. Specifically, a distance-
based detection strategy is adopted, where the drift samples
are identified according to the Euclidean distance between
the feature vector of a sample and the centroid vector of
its predicted class. For clearer comparison and demonstration
of each components contribution, we only report the metrics
from the closed-world classification and drift-sample detection
experiments. The open-world experiment, which reflects the
overall recognition capability of the model, is not included in
this ablation. Moreover, we do not further group the results
by the number of drift categories.

2) Evaluation results: Table VI presents the closed-world
classification and drift detection metrics under different ab-
lation settings. The table reports the average performance
and standard deviation across multiple runs for each method,
highlighting how the removal of each component affects the
respective metrics.



TABLE IV: Dirift detection performance of different methods

Method 1 OOD class 2 00D classes 3 00D classes
NA 1 FD | PRED 71 NA 1 FD | PRED 1 NA 1 FD | PRED 71
DIAI 0.50 +0.042 093 +0.085 0.34 + 0316 048 + 0.045 0.95 + 0.091 0.29 + 0.311 0.49 £+ 0.054 091 £+ 0.106 0.32 £ 0.380
OpenMax  0.63 £+ 0.098 0.60 £ 0.197 0.39 £ 0.343 0.70 £ 0.080 0.46 £ 0.157 0.79 £ 0.213 0.67 £ 0.135 0.28 £ 0.285 0.62 £+ 0.374
ZTI 0.77 £ 0.149 024 +0.243 0.14 = 0.205 0.85 + 0.112 0.12 £ 0.199 0.30 + 0.218 0.79 £ 0.142 0.15 £ 0.142 0.37 £ 0.272
CADE 0.81 £ 0.099 0.24 +0.205 0.20 + 0.087 0.81 + 0.098 0.22 + 0.220 0.37 + 0.159 0.77 £ 0.152 0.28 + 0.317  0.47 £ 0.205
ICE-CP 0.87 £ 0.114 0.15 +0.228 092 +0.082 0.88 + 0.102 0.11 +0.203 0.97 £ 0.042 0.85 £ 0.115 0.15 £ 0.223 0.90 £ 0.189
FlowDiff  0.95 + 0.020 0.04 + 0.038 0.95 + 0.024 0.96 + 0.005 0.01 + 0.011 0.99 + 0.012 0.93 + 0.048 0.06 = 0.091 0.98 + 0.031
Note: Red arrows indicate whether higher (1) or lower (/) values are preferred for each metric.
TABLE V: Open-world performance of different methods
Method 1 OOD class 2 00D classes 3 00D classes
Precision Recall F1 Precision Recall F1 Precision Recall F1
DIAI 0.87 +0.033 0.84 + 0.008 0.84 + 0.013 0.83 + 0.036 0.82 + 0.010 0.80 + 0.017 0.81 £ 0.047 0.79 £ 0.029 0.77 £ 0.022
OpenMax  0.81 + 0.042 0.81 £ 0.040 0.78 £ 0.044 0.83 £ 0.073 0.83 £ 0.045 0.81 + 0.055 0.66 £ 0.304 0.64 £ 0.300 0.58 £ 0.355
ZTI 0.80 + 0.088 0.78 +0.093 0.75 + 0.088 0.85 + 0.078 0.83 + 0.062 0.80 + 0.068 0.78 £ 0.239 0.75 £ 0.211  0.73 £ 0.232
CADE 0.86 + 0.032 0.84 + 0.027 0.82 + 0.027 0.87 + 0.034 0.83 + 0.034 0.81 £ 0.039 0.86 £ 0.040 0.82 £ 0.049 0.80 £ 0.049
ICE-CP 0.84 + 0.010 0.88 +0.023 0.85 + 0.018 0.83 + 0.011 0.88 + 0.023 0.84 + 0.021 0.79 + 0.033 0.85 £+ 0.034 0.81 £ 0.034
FlowDiff  0.96 + 0.004 0.95 + 0.005 0.94 + 0.004 0.95 £+ 0.002 0.94 + 0.001 094 + 0.001 094 + 0.012 093 + 0.015 0.93 £+ 0.014
TABLE VI: Ablation study results of FlowDiff
Closed-world metrics Drift detection mertics
Method
Precision 1 Recall 1 F1 71 NA 1 FD | PRED 71
Full 0.951 &£ 0.005 0.937 £ 0.006 0.934 £ 0.007 0.950 + 0.030 0.036 & 0.057 0.968 £ 0.029
w/o R 0.949 £ 0.006 0.935 &+ 0.007 0.932 £+ 0.007 0.861 £ 0.115 0.206 &= 0.226 0.846 £+ 0.209
w/o C 0.935 + 0.011 0.922 £ 0.009 0.918 + 0.009 - — -
w/o D - - - 0.671 = 0.149 0.513 £ 0.339 0.379 + 0.283

Note:The meanings of the red arrows are consistent with
corresponding metric.

(1) Effect of the CFM. Removing this module (w/o R) leads
to a noticeable degradation in drift detection performance
(e.g., NA drops from 0.950 to 0.861, while FD increases
from 0.036 to 0.206). This demonstrates that compact feature
representation is essential for maintaining the separability
between in-distribution and drift samples. Moreover, a slight
decline in closed-world metrics (e.g., Precision and F1) can
also be observed, indicating that the module not only enhances
drift awareness but also contributes to more stable and discrim-
inative feature spaces for classification.

(2) Effect of the In-Distribution Sample Classifier. When the
In-Distribution Sample Classifier is removed (w/o C), the
closed-world classification performance declines across all
metrics (Precision, Recall, and F1). This component enables
FlowDiff to better distinguish between known categories, en-
suring reliable classification under stable conditions. Without
it, the model struggles to form clear decision boundaries, even
though drift detection remains unaffected.

(3) Effect of the CDM. Eliminating the CDM (w/o D) severely
degrades drift detection performance, with NA dropping to
0.671 and PRED to 0.379. This confirms that the diffusion
mechanism is crucial for modeling the underlying data distri-
bution and capturing fine-grained variations caused by concept
drift. The diffusion process provides probabilistic robustness,

the previous tables.— means this component does not affect the

enabling the system to effectively detect and adapt to evolving
data distributions.

V. DISCUSSION

The proposed FlowDiff framework benefits from a decou-
pled and modular design that separates feature representation
learning, drift detection, and in-distribution classification. This
separation reduces task interference and enables the learning
of compact and discriminative features, contributing to the
strong closed-world classification performance observed in
the experiments. Moreover, the adoption of class-conditional
diffusion modeling provides an expressive characterization of
feature distributions, yielding a sensitive signal for detecting
distributional shifts.

The experimental results indicate that FlowDiff maintains
stable performance across different numbers of in-distribution
classes and drift configurations. This robustness can be at-
tributed to enhanced feature separability and the class-level
loss-adaptive detection strategy. In addition, by excluding
explicit host identifiers and timestamp-related features, the
framework focuses on intrinsic flow-level behaviors, which
improves generalization and reduces overfitting to dataset-
specific artifacts.



From a practical perspective, FlowDiff balances effective-
ness and efficiency through the use of compact feature rep-
resentations, a lightweight classifier, and reduced-dimensional
diffusion modeling. These design choices ensure low compu-
tational overhead and make the framework suitable for real-
world deployment. While the current implementation operates
on aggregated flow-level features, future work may explore
incorporating richer temporal or packet-level information to
further capture complex traffic dynamics.

VI. CONCLUSION

In conclusion, We proposed FlowDiff, a novel framework
for malicious traffic identification and drift detection in both
closed-world and open-world scenarios. FlowDiff combines
compact feature representation learning, CDM for high-fidelity
reconstruction, and a LightGBM classifier for in-distribution
recognition.

Experiments on real-world malicious traffic datasets show
that FlowDiff outperforms existing methods in classification
accuracy and drift detection, particularly for previously unseen
traffic. The framework demonstrates strong robustness and
generalization, making it suitable for dynamic network en-
vironments. In summary, FlowDiff provides an effective, scal-
able solution for real-time monitoring and detection of evolv-
ing malicious traffic, highlighting the potential of diffusion-
based reconstruction in cybersecurity applications.
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