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Abstract—Feature-snooping attacks (FSA) are very powerful
for reverse engineering machine learning models running on
neural processing units (NPUs). While memory encryption is
an effective countermeasure for cloud devices, the increased
data movement causes significant overheads, making it inefficient
for edge devices. We make a crucial observation that features
dominate the off-chip memory accesses in edge NPUs and
propose FeatureFence, which eliminates and compensates for
feature encryption via a regularization approach to protect
against FSA during inference. Our approach creates neuron
pairs in the first layer called couples, and equates weights and
biases of neurons within each couple, thereby making reverse
engineering mathematically impossible beyond the first layer.
During FeatureFence training, the nature of perturbations is
gradually learnt across epochs, leading to graceful recovery of
functional accuracy. When implemented across a wide range of
neural network models mapped to the Eyeriss architecture,
on average, FeatureFence is able to reduce energy overheads by
~ 41% when compared to GuardNN.

Index Terms—Neural Processing Units, Memory Encryption,
Energy-Efficiency, Regularization

I. INTRODUCTION

In recent years, most mobile chip design companies have
been providing neural processing units (NPUs) to accelerate
on-device machine learning (ML) [1]-[5]. Compared to CPUs
and GPUs, NPUs are much faster and more energy-efficient
for edge devices [6], due to their high density of processing
elements (PEs), high resource utilization, and simplified
control structure. However, the superior performance comes at
the expense of increased privacy risks for the models, which
are considered valuable intellectual property (IP) due to the
significant R&D investments required to train them.

Unlike software, the internal layers’ output features
travel back and forth between NPU and the external
memory [7], making on-device models vulnerable to feature
snooping attacks (FSA) [8]. Memory encryption, that
relies on computational hardness of standard cryptographic
primitives is an excellent choice for protection against
FSA on cloud devices [9]. However, the energy overhead
increases significantly for edge devices, where data movement
dominates computation [7]. Table I shows, on average, an
order-of-magnitude increase in off-chip memory accesses for
an edge device (Eyeriss) compared to a cloud device (TPU)
across a wide range of models and dataflows.
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TABLE I
OFF-CHIP MEMORY ACCESSES IN NPUs: WS, RS, IS, AND OS
CORRESPOND TO WEIGHT STATIONARY, ROW STATIONARY, INPUT
STATIONARY, AND OUTPUT STATIONARY DATAFLOWS, RESPECTIVELY. IN
WS/RS, WS IS FOR TPU AND RS FOR EYERISS, RESPECTIVELY.

Model Dataflow TPU Eyeriss Increase
WS/RS | 36,910,320 | 235,779,928 | 6.4x
ResNet-18 IS 37,491,480 | 226,828,557 | 6.1x
0s 33,606,724 | 79,616,060 | 2.4x
WS/RS | 64,612,212 | 465,935,656 | 7.2x
ResNet-34 IS 67,803,572 | 451,934,829 | 6.7x
0s 59,714,296 | 172,766,620 | 2.9x
WS/RS | 72,971,572 | 618,782,192 | 8.5x
ResNet-50 IS 74,077,032 | 584,123,864 | 7.9x
0s 66,700,080 | 299,391,633 | 4.5x
WS/RS | 114,281,300 | 1,141,579,248 | 10x
ResNet-101 IS 121,079,210 | 1,093,367,160 | 9x
0s | 106,129,778 | 580,977,219 | 5.5x
WS/RS | 16,981,112 | 251,629,166 | 14.8x
ViT-B/16 IS 17,084,012 | 247,784,126 | 14.5x
0s 12,206,442 | 190,813,906 | 15.6x
WS/RS | 32,379,872 | 436,581,306 | 13.5x
ViT-L/16 IS 32,494,062 | 430,105,978 | 13.2x
0s 23,519,710 | 330,412,426 | 14.1x
WS/RS | 74,890,680 | 714,509,162 | 9.5x
Swin-T IS 56,692,860 | 699,398,474 | 12.3x
0s 45,326,464 | 445,249,034 | 9.8x
WS/RS | 132,988,945 | 1,379,410, 154 | 10.4x
Swin-$ IS 91,138,266 | 1,362,565,706 | 15x
0s 92,293,344 | 877,076,234 | 9.5x
WS/RS | 173,517,288 | 2,441,671,562 | 14.1x
Swin-B IS 151,397,360 | 2,407, 308,298 | 15.9x
0S | 121,699,306 | 1,764,946,474 | 14.5x
WS/RS | 146,063,433 | 3,233, 955,840 | 22.1x
GPT-2 IS 201,900,202 | 3,235,151,872 | 16x
0s 68,862,000 | 3,218,940, 960 | 46.8x
Since every read/write access necessitates a costly

decryption/encryption operation, respectively, the number of
off-chip memory accesses correlate directly to the energy
overhead. Therefore, it is desirable to evade encryption
wherever possible. Weight encryption is inevitable to protect
the model’s privacy directly. On the other hand, features
leak weight-related information through small-signal analysis
(SSA). In SSA, constraint systems are solved to generate
input queries needed to extract beyond the first layer. These
constraint systems for layer-i (¢ > 1) depend on the weights
and biases of neurons in prior layers, i.e., 1...(i — 1). This
presents the possibility to eliminate feature encryption and
replace that with weight perturbations during training to make
these constraint systems unsolvable.
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Fig. 1. Profiling off-chip memory accesses for various dataflows in Eyeriss.

Weight perturbations were successfully applied in the
past to improve adversarial robustness [10], [11] and close
the generalization gap [|2]-[14] of neural networks. These
works exploit regularization to inject noise in either inputs
or weights to achieve the specific research objective. To
date, no work has exploited regularization to protect model
IPs against FSA. Further, the added weight perturbations
should not affect the model performance during on-device
inference. Finally, features contribute significantly to the
off-chip memory accesses, across various dataflows, as shown
in Figure 1, making feature encryption a major contributor to
the energy overhead. These observations compel us to pose
the following research questions (RQs).

RQ1: Is it possible to eliminate feature encryption and
compensate with regularization of the weight loss landscape
during training to make the constraint systems unsolvable
during inference?

RQ2: Is it possible to achieve maximum drop in adversary’s
reverse engineering accuracy, with minimum drop in the
designer’s model accuracy?

To address these research questions, we propose
FeatureFence, the first defense to protect intermediate
features from leaking weights during inference. In this
context, (a) the designer is the one who trains the model,
and (b) the adversary the one who has access to the
device and resources to snoop the memory bus while the
device is performing inference. The following are the main
contributions of our work:

o For trusted execution on NPUs, we propose replacing
feature encryption with a regularization approach during
training.

o The designer creates neuron pairs in layer-(1) called
couples, and equates weights and biases of both neurons
within each couple, to ensure the constraint systems fail
for layer-(2), and hence naturally for all further layers.

o During FeatureFence training, the nature of perturbation
is gradually learnt across epochs, leading to security
guarantees and recovery of functional accuracy.

o Through empirical evaluation on a wide variety of
neural network workloads mapped to the Eyeriss
architecture, on average, FeatureFence demonstrated a
~ 41% reduction in energy overheads when compared
to GuardNN [Y].

II. RELATED WORK

Existing countermeasures can be categorized into: (a)
passive, and (b) active ones. The passive defenses can
be sub-categorized into watermarking and fingerprinting
methods. While watermarking aims to embed a signature into
the model unique to the model owner, fingerprinting [15],
[16] aims at copyright protection by embedding a signature
unique to the authorized user. Watermarking can be broadly
categorized into white-box [17]-[23] and black-box [24]—-[30],
in terms of the training function. Some techniques
are applicable to both settings [31]-[33]. While mostly,
watermarking is invasive, there are non-invasive alternatives
as well [31]. While passive defenses are attractive because of
their little overheads, they cannot prevent model abuse.

On the contrary, the active defenses are capable of
prevention and can be sub-categorized into trusted execution
environments (TEEs), and shuffling, dummy insertion, and
randomization (SDR) defenses. TEEs provide physical
security through memory encryption and isolation through
access control. The TEEs of NPUs can be at training time [34],
inference time [35]-[45], or both [9], [46]-[49]. In this paper,
we focus on TEEs that aim at protecting confidentiality during
inference through memory encryption [9], [35], [44]-[46],
[48], [50], [51]. The SDR defenses [52], [53] and the sSNPU
architecture [36] aim at confusing the attacker in terms of
memory patterns, and protection of in-memory structures,
respectively, and hence orthogonal to memory encryption.

While NeuroPlug [51] protects against architectural reverse
engineering with memory encryption in place, it does
not consider energy-efficiency. Likewise, SparseLock [48]
improves performance, but does not address energy-efficiency.
While GuardNN [9] demonstrates an energy overhead of
< 3% for a cloud device, the off-chip memory accesses
and hence energy overhead are significantly higher in edge
devices. Our work addresses this important limitation by
retaining weight encryption but eliminating feature encryption
and compensating it with a customized regularization approach
to improve energy-efficiency of edge devices.

III. SYSTEM ARCHITECTURE AND THREAT MODEL

The NPU receives instructions from the host CPU and
the model parameters from an independent weight memory.
Following prior work in NPU memory encryption, we assume
the NPU accelerator, the host CPU, and caches are included in
the Trusted Computing Base (TCB). In contrast, the off-chip



host memory resides outside the TCB [9]. We assume a
strong adversary with full control over the OS or privileged
software and the ability to snoop on off-chip buses. For
each query, the accelerator is configured to execute the
classification task, and the results are snooped on the off-chip
bus using a transitioning trigger (memory read/write [54])
signal. Following prior work [55], we assume the structure
of the network is already known.

IV. THE FEATURE SNOOPING ATTACK (FSA) [8]

Unlike cryptanalytic extraction [55]-[57], where only the
output confidence scores are available, the FSA adversary
also has access to the intermediate layer outputs. Assume the
model f is k-deep and composed of linear transformations
fi given as f = f'o f2 o ...fk Note f' includes
both the linear transformations as well as any following
non-linear transformations, e.g. activation, pooling, etc.
Let the corresponding model be composed as @ =
[}\@1 |®2...|@%|. The feature snooping adversary approaches
the extraction problem iteratively by observing output of
arbitrary intermediate layer-(3), F* = flo f2...0 f/,1 <
1 < k.

Key Observation 1: For ¢ > 1, output of layer-(z) is
directly observable but input to layer-(z) is not directly
controllable. Inputs to layer-() for ¢ > 1, needs to
be indirectly controlled by applying suitable inputs to
layer-(1) and executing until layer-( — 1).

Constraint System (CS) Assisted Query Search for Deeper
Layers'. The feature snooping adversary formulates the query
search to extract weight-(k) of any neuron in layer-(¢) as a
solution F° to the following constraint system [8]:

CS(i-1,k): (WL DTF ™2 > —1xb, '+ 1)
(W )TF ™2 < —1x b i £k @)

F™ =maz(0, W1 F™ 4 b7h,2<m<i—1

3)

where, (a) Equation (1) corresponds to activation of
neuron-(k) in layer-(¢+ — 1) using a large positive 7, (b)
Equation (2) to the deactivation of rest of the neurons
in layer-(z — 1) with a negative v, and (c) Equation (3)
corresponds to input-output relationships of all neurons in
prior layers, i.e., layers 1...(i — 2).

A. Sample Attack Illustration for Deeper Layers

We walk through FSA using a simple 2-deep fully
connected network (FCN) ©® = ®1|®2] trained on the
XOR dataset, with 3 and 2 neurons in the first and second
layers, respectively. To extract wil, selective neuron activation
translates to searching for a query that activates only n} and

'In layer-(z), ny corresponds to neuron-(y), wy . to weight-(z) of
neuron-(y), b2 to the bias value of neuron-(y), wg to the weight vector of

neuron-(y), and W to the layer weight matrix.
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(a) (b)
Fig. 2. Nullifying the feasible region for a constraint system by perturbing
the bias parameter of neuron n%

n% and deactivates n% and nyl) This requires solving CS (1, 1)
as follows:

71)%71 111}_2 —1A>|< i)% +n
Ly, —led, |leyT> | Bh—
—1xwy, —1xwg, b —

B. Broader Applicability

Although more complex models, such as convolutional
neural networks and transformers, use higher-dimensional
filters, more sophisticated activations, and other nonlinearities,
the concept of FSA remains universal.

V. FEATUREFENCE: A TRAINING-STAGE DEFENSE

The satisfiability of the underlying constraint systems is a
prerequisite for the success of FSA. We propose FeatureFence,
a regularization approach based on the theme of neuron
coupling during the training phase, to render the constraint
systems unsatisfiable during inference.

A. Motivation

Figure 2(a) shows the hyperplanes and feasible region for
CS(1,1) discussed above. Let C}, C3, and Ci be the
hyperplanes corresponding to ni, ni, and n}, respectively.
Assuming the designer perturbs the bias parameter value of
neuron nj during training, in such a way as to move the
hyperplane C} to a new position, as shown in Figure 2(b),
rendering the feasible region for this new constraint system to
@. This makes it impossible to extract wi; and w3 ;.

Let L, and L;l be validation losses prior to, and after
perturbation, respectively, at the end of epoch-n. During
training, the values of |L, — L, | were ~ 0.00015, 0.00003,
and 0.000026, for n = 1, 2, and 3, respectively. This indicates
that the impact of perturbation gradually reduces and becomes
negligible with epoch evolution.

Key Observation 2: Weight encryption should be
retained, but feature encryption can be replaced with
weight perturbations during training, to defend against
FSA during inference, with minimal impact on the
model’s accuracy.

\. J

B. Neuron Coupling

The designer injects weight perturbations into layer-(1) to
make it infeasible to solve for layer-(2), effectively rendering
it impossible to extract the remaining layers. The motivational
example discussed above exploited this principle to protect



one of the weights in layer-(2). We generalize this behavior
to multiple weights using the idea of couples.

Lemma 1: Given a constraint system CS(1,k), it is
unsatisfiable if and only if there are at least two constraints in
CS (1, k) that conflict each other.

In Cs(1,k), we make three observations: (a) each
constraint corresponds to a neuron in layer-(1), (b) there
is only one > constraint and rest are ”<” constraints,
and (c) the ”>” constraint corresponds to neuron n,lC Thus,
making weights and biases equal for a pair of neurons in
layer-1, which we call couple, will certainly create a pair of
conflicting constraints when the couple includes neuron n}.
Hence, according to Lemma 1, CS (1, k) is unsatisfiable after

creating a couple in layer-1 that includes neuron nj..

Lemma 2: CS (1,k) is unsatisfiable in the presence of a
couple in layer-1 that includes neuron n;.

Considering the XOR neural network discussed earlier,
without loss of generalization if we pair neurons ni and n} to
form a couple (n%,n%), then both CS (1,1) and CS (1, 2)
transform to the following:

UA}%,l UA’%,Q *1A* B% +n
—lxwy, —lxwiy |[zy]" > lﬁ -
—1*11}51 —1*1?1;)’2 bl —~

Since the first two constraints in this system conflict each
other, both CS (1, 1) and CS (1, 2) are unsatisfiable, leading
to impossibility of extracting for w? |, w3 5, w3, and w3 ,.
The original classifier accuracy is 96.7% and the adversary’s
reverse-engineering accuracy in the presence of couple is
52.3%, which resembled a random XOR classifier that had an
accuracy of 49.9%. Thus, neuron coupling has significantly
thwarted the adversary’s reverse-engineering ability.

Theorem 1: Given a couple (n}l,n}z), CS(1,71) and
CS (1, j2) are both unsatisfiable if the model parameters of

both neurons in the couple are made equal.

Proof Sketch: Given a system of linear constraints, each
constraint represents a hyperplane that divides the real number
space into two half-spaces. The solution to the constraint
system lies in the overlapping region of the half-spaces
defined by all the constraints. Given that the constants in each
constraint correspond to layer-(1) weights and biases, making
weights and biases of neurons njl-l and njl-2 equal will create a
pair of conflicting constraints and thereby making the overlap
equal to @ for both CS (1, 71) and CS (1, j2).

Key Observation 3: Since layer-(¢)’s extraction relies
on layer-(z — 1)’s weights, protecting layer-(2)’s weights
naturally protects weights of all the further layers.

C. Regularization Approach to Create Couples

We train the model fg using standard mini-batch
optimization with early stopping, as summarized in
Algorithm 1. The dataset was divided into training, validation,

Algorithm 1: FeatureFence with early stopping

Input: Model fg; train Dy,,iy; validation Dy,); test
Diest datasets; loss ¢; optimizer O; batch size
B; max epochs Ty,,x; Perturbation factor: «

Result: Best parameters ©*; Performance metric M
on Dy, and Diegy

Initialize: ©* + O; My « —00;

for t < 1 to Ty, do

// TRAIN on Diain

foreach mini-batch (z,y) with size B do

L Update © « O(0, Ve (fo(x), )

// MODEL PERTURBATION
PerturbWeightsCallback(fg, @)
// VALIDATION on Dy
Evaluate M; < M (Dyai; ©)
// EARLY STOPPING
if M; > My, then
L Mypest < My; ©* < ©; Save_Checkpoint(©*)

// PERFORMANCE of fg+ on Dy and Diegt
MY, < M(Dyai; ©*); My < M (Diest; ©%)

val

and test sets (Dirain, Dval, Dtest), for model training, early
stopping, and for the final model performance check,
respectively. In each epoch t, we iterate over mini-batches
(z,y) of size B loaded from Diyain. The gradient of the
loss ¢ was computed for each mini-batch with respect to
the recent parameters O, and updated them via the chosen
optimizer O. This first phase of Algorithm 1 follows the
standard supervised learning loop.

After completing the training for each epoch,
Algorithm 1 makes the key modification to fo using the
PerturbWeightsCallback () function. This perturbs
layer-(1)’s trainable parameters with the perturbation factor
«, which indicates the number of couples. The value « is
designer-configurable, and helps achieve the desired level
of security, with minimal impact on the classifier accuracy.
Adding weight perturbations is followed by a patience-based
early stopping mechanism to prevent overfitting and refine
a single model fg«. This model is well-supported by its
performance on the validation dataset Dy,), and is influenced
by the value of a. Ultimately, we evaluated the performance
M, . of the best model fg« on the test dataset Dyeg.

best

VI. IMPLEMENTATION

This section demonstrates the effectiveness of FeatureFence
in improving energy-efficiency and reducing the adversary’s
reverse engineering accuracy, with little impact on the
model’s functional accuracy. We use the following metrics for
validation on various benchmarks: (a) Designer’s accuracy:
the functional accuracy of the actual model in the field, as
trained by the designer; (b) Reverse-engineering accuracy:
the accuracy of the extracted model by the adversary.
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Fig. 3. Optimization trajectory on the weight loss landscape.

A. Experimental Setup

We used PyTorch in a high-performance computing
(HPC) based multi-GPU training environment with an AMD
EPYC 7513 32-core processor and eight NVIDIA A100 GPUs
with 80GB memory per GPU and using the DataParallel
feature from torch.nn library. We implemented model
perturbations as a custom PerturbWeightsCallback ()
callback routine, which accesses layer-(1) weights and biases
and performs neuron coupling. Leveraging PyTorch’s
flexible API, we seamlessly integrated this callback routine
into the training loop, calling it at the end of each epoch.

B. Optimization Paths on Loss Landscape

To elucidate the neural network’s response to perturbations,
we visualized the weight loss landscape [58] with the
optimization path. We overlaid the corresponding optimization
trajectory from the first epoch until the best model was
found, using early stopping to prevent overfitting and ensure
robustness. Owing to the optimization trajectories lying in
extremely low-dimensional spaces, we utilized the dominant
principal component directions [58] to validate the low
dimensionality and to produce compelling visualizations under
perturbations. The model was evaluated with a non-augmented
transform pipeline and a non-shuffled Datal.oader. Training
and loss landscapes calculations were run with a fixed random
seed to ensure the reproducibility.

Figure 3 shows this visualization for a simple fully
connected network with shape 784-64-32-10 targeting
MNIST, both in the absence and presence of perturbation.
Figure 3(b) suggests that weight perturbation causes significant
gap between L;l and L, for initial values of n, but the
gap gradually closes out. Additionally, a comparison with
Figure 3(a) shows that the gap between o = 8 and o = 0
cases is not significant. This indicates graceful recovery of
functional accuracy with FeatureFence training.
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Fig. 5. FeatureFence for CNNs — ImageNet—-1K.

(c) ResNet50

C. Implementation on Convolutional Neural Networks (CNNs)

Couple Formation. In feedforward networks, a couple
involved pairing two unvisited neurons in layer-(1), injecting
perturbations into their weights and biases, and marking them
as visited. Despite the increase in filter dimensions, the
formulation can be directly extended by replacing the weighted
summation portion of each constraint by a convolution
operation. Moreover, the constraint formulation is always
performed for one of the features in the neuron’s output 2D



TABLE 11
FeatureFence’s DESIGNER ACCURACY (TOP-1) FOR
CNNS WITH CIFAR-10.

Model a=0a=8|a=16|a = 32
ResNet-18 | 93.41 | 93.40 | 93.38 93.54
ResNet-34 | 93.24 | 93.21 | 93.42 93.24
ResNet-50 | 90.45 | 90.43 | 90.37 90.09
ResNet-101| 91.93 | 91.62 | 91.63 91.38

TABLE III

FeatureFence’s DESIGNER ACCURACY FOR CNNS WITH
IMAGENET-1K.

a=20 a=3=_8 a =16 a = 32
Top-1|Top-5|Top-1|Top-5| Top-1| Top-5|Top-1| Top-5
70.19(89.36(70.34[89.42{69.57(89.21{69.67|89.30
ResNet-34 [73.56(91.53|73.44]91.52|73.32|91.47|70.50|89.77
ResNet-50 |75.84(92.75|75.54|92.77|75.86|92.80|75.48|92.59
ResNet-101|77.72|93.83|77.56|93.79|77.45|93.62|74.37|92.11

Note. Matches the original TorchVision’s model accuracies [59] .
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Fig. 6. Reverse-Engineering Accuracy (Top—-1) for CNNs

array. Intuitively, the constraint system formulation can be
extended to the RGB case by replacing the left hand side
in (1), (2), and (3) corresponding to CS (i-1,k) with a
three-dimensional convolution. Another important observation
is that, unlike a fully connected network, a CNN neuron is a
2D array of features, thereby increasing the source of leakage.
Nevertheless, since the formulation is generic, the conflicting
constraints indicate that, for all output pixels, the injected
perturbations will fail the constraint system.

Results. Figures 4 and 5 show the evolution of validation
accuracy after callback, with epochs, in the presence of
FeatureFence for a = 0, 8, 16, 32 cases, for deep CNN models
trained using CIFAR-10, and ImageNet-1K datasets,
respectively. A general observation is that after the callback,
the validation accuracy degrades during the initial epochs for
a # 0. And as epochs progress, the gap systematically reduces
and eventually approaches convergence with the @ = 0 case.
This happens because the backpropagation step following each
callback, gradually learns about the nature of the injected
perturbations. As a result, after the last callback, the security
guarantees discussed earlier will be achieved, with minimal
impact on the designer’s accuracy.

Table II shows the Top-1 final test accuracy achieved
during FeatureFence’s training for the CIFAR-10 dataset,
while Table I1I shows Top—-1 and Top-5 for ImageNet—-1K.
It is worth noting that the impact on the designer’s accuracy is
minimal. Figure 6 shows the adversary’s reverse-engineering
accuracy in the presence of FeatureFence. The o = 0
case corresponds to “no perturbation” scenario and provided
for reference. The significant drops for the a = 32 case

TABLE IV
FeatureFence’s DESIGNER ACCURACY FOR TRANSFORMERS.

Dataset Model a=0 | a=amaz Drop

ViT-B/16 | 98.14 97.94 0.2%
ViT-L/16 | 98.06 98.17 —0.11%

Swin-T 98.02 97.65 0.37%

CTIFAR-10 Swin-S 98.31 98.12 0.19%
Swin-B 98.10 98.28 —0.18%

Swinv2-T | 97.71 97.57 0.14%

Swinv2-s | 98.16 98.04 0.12%

Swinv2-B | 98.46 98.31 0.15%

ViT-B/16 | 87.26 87.17 0.09%

ViT-L/16 | 87.25 87.13 0.12%

Swin-T 87.56 87.36 0.2%

CIFAR-100 Swin-S 89.20 88.80 0.4%
Swin-B 89.18 89.26 —0.08%

Swinv2-T | 87.23 86.78 0.45%
Swinv2-S | 88.85 88.93 —0.08%
SwinV2-B | 88.63 88.77 —0.14%

Avg. - - - 0.12%

demonstrate the effectiveness of our defense.

D. Extension to Transformer Models

The two main considerations when extending FeatureFence
to a transformer model is the choice of layer for perturbing
weights, and adaptation to the activation function.

Layer Selection. The transformer model is built using a rich
collection of positional encoding, attention, feedforward, and
normalization layers. Since we have already established strong
security proofs for couples in the context of feedforward neural
networks, we perturb layer-(1) of the first feedforward in the
stack, although multi-head attention and normalization layers
come ahead in the sequence.

Adapting to GELU and Swish Activations. The major
difference between feedforwards in a transformer, and a
regular fully connected network, is the GELU activation:

GELU(x) =« % (1 +erf (%)) (4)

Unlike ReLU(x), which equals 0, V2 < 0, GELU(x) never
reaches 0. However, it is < 0.001 for ¢ < —4. Thus, for
all practical purposes during SSA, it can be approximated to
0 for © < —4. Hence, the modified constraint system for
CS(i-1,k) adds a —4 on the right hand side of (1), (2),
and (3). Since all hyperplanes shift by the same amount of —4,
forming a couple will create a pair of conflicting constraints for
GELU as well. Likewise, modern LLMs use Swish activation
defined as:

T

TvePe ®

Swish(x) =z - o(Bx) =

where £ is a hyperparameter that controls the function’s shape
and smoothness. Swish can be approximated to 0, when
x < —9, thus the constraint system can be modified similar to
GELU. Hence, theorem 1 is directly applicable here as well.

Results. Table IV shows the final test accuracy achieved
for transformer models during FeatureFence’s training after
early stopping is achieved. Here, a4 x corresponds to the
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TABLE V
GPT-2 LOSS AND PERPLEXITY.

a Loss PPL RE-Loss RE-PPL
0 3.73314 41.81 3.73314 41.81
2048 3.74699 42.39 9.27938 10,714.77

maximum number of possible couples in layer-(1) of the first
feedforward block in the corresponding transformer model.
These strong results demonstrate that our layer selection
strategy is justified. Similar to CNNs, the impact on the
designer’s accuracy is also minimal for the transformer models
as well. Furthermore, we only considered the o = aps 4 x case,
as the drop in designer’s accuracy is negligible even for the
extreme case. Figure 7 shows the reverse-engineering accuracy
in the presence of FeatureFence on various transformer
models targeting both CIFAR-10 and CIFAR-100. There
are significant drops in reverse-engineering accuracy for
o = aprax, with higher drops observed with CIFAR-100,
demonstrating the scalability of our defense.

A GPT-2-style transformer with 159.4M parameters
was trained on an Expanda-extracted Wikipedia XML
dump. Expanda generated the subword vocabulary
(vocab.txt) and tokenized both the training and
held-out  corpora  corpus.train.txt (378.9MB)
and corpus.test.txt (42.1MB). Training was
conducted on a DGX cluster with 8 GPUs using the
DistributedbDataParallel method for both « = 0 and
o = apax. For this GPT-2 model, apax = 2048, because
the feed-forward blocks include 4096 neurons. Figure 8
shows the corresponding loss evolution with iterations for
both « = 0 and o = aprax cases, and the negligible impact
of weight perturbations on the loss. The loss and perplexity
values for « = 0 and o = a4 x cases are shown in Table V.
While the gap between the two cases is negligible for the
designer, it is significant for the adversary.

Savings. The uSystolic-Sim  systolic-array
] was used to compute the energy consumption

Energy
simulator [

TABLE VI
ENERGY SAVINGS OF FeatureFence COMPARED TO GuardNN [9].

Energy Overhead Energy Overhead
Model GuardNN g[y] FeatureFence Model GuardNN g[y] FeatureFence
ResNet18 | 53.38% 5.06% |[viT/L-16| 25.49% 1.68%
ResNet34 | 42.95% 4.72% Swin-T 53.38% 1.48%
ResNet50 34.62% 3.01% Swin-S 70.77% 0.66%
ResNet101| 24.22% 2.8% Swin-B | 46.66% 0.43%
ViT/B-16 | 35.19% 2.33% GPT-2 46.14% 0.62%
TABLE VII
IMPACT ON EPOCH COUNTS FOR CNNS.
Epochs % Increase
Dataset | Model |- = o — o = g —
ResNet18| 42 34 37 42 |[=19%|—12%| 0%
ResNet34| 41 45 45 45 10% | 10% | 10%
CLEARLO | p o onetso| 64 | 64 | 66 | 71 | 0% | 3% | 11%
ResNet101| 170 | 109 | 101 | 109 |—36%|—41%|—36%
ResNet18| 158 [ 164 [ 176 | 173 | 4% | 11% | 10%
ResNet34| 136 | 127 | 127 205 | =7 -7 51%
tmageNet|  sNets0| 146 | 169 | 151 | 175 16‘;/; 3"/;% 20%
ResNet101| 150 | 122 | 112 186 |—19%|—25%| 24%
Avg. - - - - - |—-6.4%|—7.3%[11.3%
TABLE VIII
IMPACT ON EPOCH COUNTS FOR TRANSFORMERS.
CIFAR-10 CIFAR-100
Model a=20 a=apmAax a=20 a=apmAax
# Epochs | # Epochs % Inc. | # Epochs | # Epochs % Inc.
ViT-B/16 23 21 -9% 25 25 0%
ViT-L/16 33 40 21% 17 17 0%
Swin-T 58 38 —34% 63 54 —14%
Swin-S 34 28 —18% 38 38 0%
Swin-B 26 55 112% 45 47 4%
Swinv2-T 70 42 —40% 58 55 —5%
SwinV2-S 29 26 —10% 43 47 9%
SwinV2-B 43 39 —9% 35 45 29%
Avg. 1.6% 2.9%

of on-device inference for a range of AI models when
mapped to the Eyeriss architecture at 32nm node. We
instantiate an energy-efficient AES engine at the same
technology node from [61], which consumes 22 pJ/bit. The
total energy consumed for feature and weight encryptions
are then scaled using the off-chip memory accesses obtained
from uSystolic-Sim [60] and Eyeriss’s bitwidth. Table VI
shows the on-chip energy overhead comparisons for all
the considered CNN and transformer models. On average,
our proposed FeatureFence defense saves ~ 41% energy
overheads when compared to GuardNN [9].

VII. DISCUSSION

Impact on Training Times. Likewise, the impact of
FeatureFence on epoch counts for various CNN and
transformer models is shown in Tables VII and  VIII,
respectively. We noticed an average impact of < 3% across
all the models. Coming to GPT-2, a = 0 and o = aprax
cases completed at 68499 and 61499 iterations, respectively.
This effectively means the training actually completed faster
in the presence of weight perturbation.

Applicability to Cryptanalytic Extraction. Cryptanalytic
extraction [55] looks at the input-output relationship, and in
turn relies on intermediate layers to generate critical points.
FeatureFence ensures that intermediate layers do not leak
information, thereby preventing the output from receiving



useful information from them, making our defense naturally
resistant to cryptanalytic extraction.

Applicability to Physical Side-Channels. Similar to FSA,
for ¢ > 1, physical side-channels also rely on constraint
satisfaction in layer-(¢ — 1) to extract weights in layer-(¢) [62],
making FeatureFence directly useful.

Impact of Quantization. Recent work demonstrates that
requantization-induced errors with quantized models can
themselves suppress FSA, further supporting the elimination
of feature encryption while retaining weight encryption [63].

VIII. CONCLUSION

This paper examines an energy-efficient alternative to
feature encryption to protect cost-sensitive Al models
executing on NPUs from feature-snooping attacks. We

developed FeatureFence,

a regularization approach for

training, that exploits neuron coupling to protect the features
from leaking weights during inference. We demonstrated
security guarantees for couples in the presence of ReLU

activation function and adapted to GELU

and Swish

as well. Validation across a wide range of models and
datasets, demonstrated significant energy savings compared to
GuardNN, low adversary’s reverse-engineering accuracy, and
with little impact on the designer’s accuracy and training times.
This, along with seamless integration with PyTorch, makes
it attractive for real-world adoption.
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