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Abstract—Smart contract vulnerability detection (SCVD) has
attracted increasing attention in both academia and industry.
Pre-trained language models (PLMs) are trained on large-
scale data, have shown strong generalization ability. However,
existing PLMs-based SCVD methods are typically limited to
processing inputs of 512 or 1024 tokens, or lack structural
information, which degrades vulnerability detection performance.
An important question arises: How effective are existing PLMs
when applied to SCVD? In this paper, we introduce a new mul-
timodal feature-based vulnerability detection framework named
MFVD. We utilize segmentation encoding strategy and graph
presentation to tackle the limitations above. MFVD enhances
UniXcoder to process multimodal data—the source code sequence
and the data flow graph—and enables binary classification.
Extensive experiments demonstrate that MFVD outperforms
state-of-the-art methods in recall, precision, and F1 scores, as
well as in the stability of these metrics, achieving 96.14% F1
for reentrancy vulnerabilities and 96.71% F1 for timestamp
dependency vulnerabilities. We also evaluate 11 PLMs on source
code, with results indicating that UniXcoder outperforms the
others in most scenarios.

Index Terms—pre-trained language models, vulnerability de-
tection, smart contracts, multimodal learning.

I. INTRODUCTION

Smart contracts are executable programs deployed on
blockchains and often manage assets of significant economic
value. Due to the immutability of blockchains, vulnerabilities
in deployed contracts cannot be modified, potentially leading
to severe financial losses and systemic risks. For example, in
2016, the well-known DAO attack resulted in the theft of over
$50 million of cryptocurrency and led to a hard fork of the
Ethereum network 1. Therefore, smart contract vulnerability
detection (SCVD) has become the research focus of academia
and industry.

Existing methods for SCVD can be categorized into two
main types, traditional program analysis–based methods and
machine learning & deep learning–based methods. The former
employs traditional program analysis techniques that identify
potential vulnerabilities by simulating contract execution paths
[1], using manually predefined rules [2, 3], or verifying
whether specific security specifications are met [4]. However,
such methods often suffer from path explosion and low
detection efficiency, especially for large and complex smart
contracts. While ContractWard [5] utilizes machine learning
techniques, such as XGBoost, random forest and so on. Recent

* Corresponding author.
1https://en.wikipedia.org/wiki/The DAO

studies adopt deep learning techniques, including graph neural
networks such as DR-GCN and TMP [6], semantic–syntactic
similarity modeling [7] and contrastive learning [8] to improve
vulnerability detection. Peculiar [9] firstly introduced PLM
GraphCodeBERT for reentrancy vulnerability and is based
on crucial data flow graphs. ReVulDL [10] further extended
Peculiar to vulnerability localization. DMT [11] proposes a
cross-modal framework including PLM called BERT to learn
representations source code and bytecode.

Smart contracts typically contain a large amount of code
and complex logic, which increases the difficulty of automated
vulnerability analysis. In Table I, we summarize statistics from
the SmartBugs Wild Dataset (SWD) [12], showing that nearly
10.1% of smart contracts contain 200+ lines of code, while
about 43.3% exceed 512 tokens after tokenization. Pre-trained
language models (PLMs) follow a pre-training and fine-tuning
paradigm and have demonstrated strong generalization ability
in code understanding. However, existing PLM-based methods
still face two major limitations. First, PLMs are limited by
fixed input lengths (512 or 1024 tokens), which leads to code
truncation in long code sequences; Methods such as Peculiar
[9] and DMT [11] do not recognize this issue, leading to the
truncation of long code sequences and the loss of complete
semantic information. Second, some methods like LineVul
[13] treat source code only as token sequences and ignore code
structural information, limiting their ability to capture deeper
program semantics. More comprehensive code representations
in PLMs are more effective for code understanding.

TABLE I: Distribution of smart contracts in [12]

Code lines Tokens

Range
(#lines) #Contracts #Contracts

(%)
Range

(#tokens) #Contracts #Contracts
(%)

1–200 182,902 89.9 1–512 115,429 56.7
200–500 16,624 8.1 512–1024 47,023 23.1
500+ 4,187 2.0 1024+ 41,261 20.2

Total 203,713 100.0 Total 203,713 100.0

In this paper, we propose MFVD, a multimodal frame-
work for SCVD that integrates token sequences and graph-
based representations using the PLM UniXcoder [14]. To
address code truncation, we adopt a segmentation encoding
strategy that splits long token sequences into manageable seg-
ments, whose representations are aggregated into statement-
level embeddings and further fused to preserve whole-program



semantics. To address the loss of structural information,
vulnerability-specific data flow graphs are processed with
graph-guided masks and multi-head attention, enabling PLMs
to learn code data-flow structures effectively. We evaluated
MFVD on two vulnerabilities: reentrancy vulnerability and
timestamp dependency vulnerability and compared with 12 ex-
isting methods. The experimental results indicate that MFVD
outperforms state-of-the-art methods in terms of recall, preci-
sion, and F1 scores. Specifically, the F1 scores achieved are
96.14% for detecting reentrancy vulnerabilities and 96.71%
for detecting timestamp dependency vulnerabilities.

Moreover, with the advancement of PLMs, an important
question arises: How effective are the existing PLMs when
applied to SCVD? Various PLMs have been proposed for
source code understanding. BERT [15] and RoBERTa [16]
treat code as token sequences, while CodeBERT [17] uses
joint pre-training on code and natural language. ELECTRA
[18] adopts a discriminator–generator paradigm, and Graph-
CodeBERT [19] incorporates data flow graph to enhance
structuralmodeling. Recent PLMs including CodeT5 [20],
CodeT5+ [21], LongCoder [22], PLBART [23], and UniX-
coder [14], diverse code-related tasks and long code sequences
by modeling source code, comments, or syntax structures. No
previous research has experimentally compared various PLMs
on SCVD. In this paper, we conduct an empirical evaluation
by comparing with other 10 PLMs in segmentation encoding
strategy.

The main contributions are summarized as follows.
• We propose MFVD, a UniXcoder-based framework fine-

tuned for SCVD, and conduct it through extensive exper-
iments on reentrancy and timestamp dependency vulner-
abilities.

• We solve the code truncation loss of structural infor-
mation issues inherent for PLMs when processing the
source code. MFVD combines sequence representations
and graph representations of source code to enhance code
representation.

• To the best of our knowledge, this study is the first to
empirically compare existing PLMs regarding the SCVD
problem.

II. MFVD METHOD

A. Overview

Figure 1 illustrates the architecture of MFVD, which con-
sists of two modules: a source code processing module and
a graph processing module. To better learn code semantics,
we use UniXcoder to extract feature representations from two
modalities. We adopt two UniXcoder encoders with differ-
ent roles: TE-UXEncoder encodes token-level representations,
while ME-UXEncoder aggregates segment representations in
the segmentation encoding strategy.

Algorithm 1 outlines the pseudo-code for the MFVD
method. The source code processing module (lines 1–2) gener-
ates the feature representation X̂C of sc using the CodeExtrac-
tion() function (detailed in Algorithm 2). The graph processing

module (lines 3–6) processes cgseq and scseq using positional
encoding and graph-guided mask attention to capture data
dependencies within its graph structure, resulting in the feature
representation X̂G. The above description is presented in
Section II-C2. The fused representation X (line 7) is projected
by a linear layer and fed into a Softmax function to produce
the final vulnerability label label (line 8).

The vulnerability detection on MFVD comprises three
stages: data preparation, feature extraction, and vulnerability
detection. In the following, we provide a detailed description
of each stage.

Algorithm 1: MFVD
Input: the source code sequence sc and the graph dfg of a smart

contract, and the length limit len
Output: the label label of this smart contract

1 scseq ← Tokenization(sc);
2 X̂C←CodeExtraction(scseq , len);
3 cgseq ← Tokenization(dfg);
4 cgseq←PositionEncoding(scseq , cgseq);
5 cgseq←MaskedAttention(cgseq);
6 X̂G←TE-UXEncoder(cgseq);
7 X ←Concat(X̂C , X̂G);
8 label←Softmax(Linear(X));

B. Data preparation

We utilize the smart contract dataset from SWD [12] and
ESC [6], as described in Section III-A. The source code
is preprocessed by removing documentation comments and
normalizing blank lines to reduce noise during tokenization
and feature extraction.

We use SC = {s1, s2, ..., sn} to denote source code, where
si ∈ SC represents an element in the code, such as a symbol
or statement. Since the vulnerabilities we study are closely
related to the state variables in the code, to capture the data
and variable dependencies within SC, we adopt a data flow
graph [19]. Specifically, we parse smart contract code into an
AST using Tree-Sitter with Solidity grammar rules 2. Variables
are extracted from identifier nodes in the AST and denoted as
R = {r1, r2, . . . , rk}, typically represented as identifiers in the
leaf nodes. Based on the AST, we construct a data flow graph
G(SC) = (V,E) in which variable ri ∈ R is represented by
node v, and edges e(vi, vj) encode dependency relationships
between variables derived from the AST, which include data-
flow dependencies and computation dependencies.

However, data flow graph contains structural information
irrelevant to vulnerability detection. To address this, we
perform vulnerability-driven graph refinement by retaining
only nodes and edges related to vulnerability-specific variable
keywords. Specifically we focus on call.value which can
lead to reentrancy vulnerability by triggering external contract
callbacks before state updates, and block.timestamp which
can lead to timestamp dependency vulnerability by making
code susceptible to block time manipulation by attackers.
We identify nodes corresponding to these variable keywords

2https://tree-sitter.github.io/tree-sitter



Fig. 1: MFVD architecture

and their directly or indirectly related edges. We denoted the
refined graph as dfg.

Finally, the source code sequence sc and the graph dfg are
transformed to scseq and cgseq via tokenization, respectively.
scseq is the input of the source code sequence processing
module. Additionally, cgseq will be merged with variable
keywords of scseq and used as input for the graph processing
module.

C. MFVD structure

1) UniXcoder-Encoder: As shown in Figure 1, UniXcoder-
Encoder has two variants with identical structures: TE-
UXEncoder and ME-UXEncoder, designed for different data
types. In UniXcoder embedding layer, token sequence with n
tokens will be converted into n numbers of 768-dimensional
vectors, which be represented as X0 in Figure 1. X0 is
then passed through N (set to 6) transformer encoder layers,
generating a context-aware representation XN . For the n-th
layer of the transformer encoder with the input vector Xn−1,
the multi-head self-attention operation produces a vector Xn,
computed as Xn = transformern(X

n−1) for n ∈ [1, N ].
The details are as follows:

Hn = LN
(
MultiAttn(Xn−1) +Xn−1

)
(1)

Xn = LN
(
FFN(Hn) +Hn

)
(2)

where MultiAttn() stands for multi-head self-attention mecha-
nism, FFN() denotes a two-layer feed-forward neural network,
and LN() is a normalization operation.

2) Feature extraction: This section presents a detailed de-
scription of the feature extraction process of the two modules.
Source code sequence feature extraction. In Algorithm 2,
we employ the segmentation encoding strategy (Algorithm
1, line 2) that divides the input token sequence scseq into
multiple segments {seq1, . . . , seqm} according to len. Each
seqi is sequentially passed through TE-UXEncoder to generate

the feature representation XN (line 7). The special sequence
start token cls is used to aggregate the semantic informa-
tion of a segment. We merge all token sequences seqi into
Alltoken (line 10) and apply average pooling over all cls
tokens to obtain a global context vector CLS (line 9,11).
By prepending CLS to Alltoken and applying padding, we
construct the merged representation V ecM (line 12). Then
VectorsEmbedding maps V ecM to V ecS , which is then fed
into ME-UXEncoder to generate the final code representation
X̂C (lines 13-14).

Algorithm 2: CodeExtraction()
Input: Word segment sequence scseq and the length limit len
Output: Feature sequence X̂C

1 if length(scseq) > len then
2 m← ⌈ length(scseq )

len
⌉;

3 Split scseq into m segments {seq1, . . . , seqm};
4 Alltoken← [];
5 CLS ← [];
6 foreach seqi ∈ {seq1, . . . , seqm} do
7 XN ← TE-UXEncoder(seqi);
8 cls← XN [0];
9 Append cls to CLS;

10 Append XN to Alltoken;

11 CLS ← MeanPooling(CLS);
12 V ecM ← Merge(Alltoken,CLS);
13 V ecS ← VectorsEmbedding(V ecM );
14 X̂C ← ME-UXEncoder(V ecS);

15 else
16 X̂C ← TE-UXEncoder(scseq);

Limitations of code truncation. Although segmentation can
handle long code sequences, it may disrupt the integrity
of source code sequence. VectorsEmbedding (line 13) can
address this by transforming discrete token representations
into statement-level representations through the aggregation
of token vectors after segmentation. As shown in Figure
2, we construct a relation matrix L ∈ Rl×t that captures



the relationship between source code statements and tokens,
where l is the number of statements and t is the number of
tokens post-tokenization. If a token in column j belongs to a
statement in row i, then Lij = 1; otherwise, it is 0. The token
vectors V ecM obtained from segmentation encoding form a
vector matrix T ∈ Rt×dh , where dh is the dimensionality of a
single token vector. By performing the matrix multiplication
L×T , we derive the statement-level representations, which es-
sentially average the token vectors contained in each statement.
This results in fine-grained statement vector representations
V ecS .

Fig. 2: VectorsEmbedding

Graph feature extraction. The obtained graph in Section
II-B is represented as I = {[CLS], scseq, [SEP ], V ′, E′},
where V ′ and E′ represent cgseq . [CLS] denotes the start
token, and [SEP ] denotes the separator token. To incorporate
the graph structure into the transformer model, we utilize
the approach described in [9]. (1) Position encoding allows
the PLM to recognize the relative hierarchy or proximity of
variables within the graph, determining whether a variable is
close to a significant node. (2) graph-guided masked attention
captures structural associations between nodes, focusing the
model’s attention on pairs of nodes in the graph that capture
data dependencies, let M ∈ {0, 1}c×c be the mask matrix for
the graph nodes, where c is the number of nodes. The element
Mij in the mask matrix is set to 1 when the node pair (vi, vj)
is connected in the graph, and 0 otherwise. Finally, the graph
processing module outputs the feature vector X̂G of the graph.

D. Vulnerability detection

Finally, we utilize two data modalities for feature repre-
sentation: source code sequence X̂C and graph X̂G . To
combine these features, we propose a feature splicing strategy
that captures both semantic and syntactic aspects. Specifically,
we add a fully connected layer to linearly transform the
fused features, and apply the Sigmoid function to output
the vulnerability prediction probability, thereby achieving the
binary classification of SCVD.

X = Concat(X̂C , X̂G, dim = 1) (3)
Output = Sigmoid(X) (4)

III. EXPERIMENTAL EVALUATION

A. Experimental settings

To evaluate MFVD, we conducted experiments aiming at
addressing the following research questions:

RQ1: How does MFVD compare with state-of-the-art SCVD
methods in terms of detection effectiveness and stability

for reentrancy and timestamp dependency vulnerabili-
ties?

RQ2: How effectively do different PLMs perform for the
SCVD problem?

RQ3: How do different modules affect the detection perfor-
mance?

Datasets. We selected two datasets: the SWD dataset [12],
which contains 47,398 contracts labeled with 1,197 reentrancy
vulnerabilities, and the ESC dataset [6], which contains 40,932
contracts labeled with 4,833 timestamp dependency vulnera-
bilities. We splited each dataset into training, validation, and
test sets using an 80%-10%-10% ratio, and the evaluation
metrics are precision, recall, and F1-score.
Parameter setup. We initialized the model with UniXcoder
pre-trained weights [14]. The model configuration includes 6
layers with 12 attention heads each, and a maximum input
length of 512 tokens. We used the AdamW optimizer with
a learning rate of 2e-5. Batch sizes were set to 4 (training),
32 (validation), and 64 (testing). The model was trained for
5 epochs on SWD and 10 epochs on ESC, and we used the
random seeds 3407, 42, 256, 1229, 2468, and 114514 in our
experiments. All experiments were conducted on a system
with an Intel I7-12700F CPU, 125 GB RAM, and an NVIDIA
GeForce RTX 3080 Ti GPU (12 GB VRAM), running Ubuntu
22.04.4 LTS.

B. Experimental Results

1) Comparisons of baselines: Ror RQ1, we compared
MFVD to 12 existing SCVD methods. Table II summarizes
the results of multiple experimental runs on two types of
vulnerabilities, where the performance is reported in terms
of mean and variance. The results indicate that traditional
methods perform poorly in both detection accuracy and sta-
bility, suggesting that these approaches struggle to effectively
model vulnerable code as the complexity of contract data in-
crease. Compared with existing deep learning–based methods,
MFVD achieves higher detection accuracy on both vulner-
ability types while exhibiting stronger stability. Specifically,
MFVD improves the F1 score over the state-of-the-art methods
by 2.5%–4%. In addition, Table III reports the number of
vulnerabilities detected in the test set, showing that MFVD
is able to identify more real-world vulnerable contracts while
maintaining a high F1 score.

2) Comparisons of PLMs: For RQ2, we compared 11
PLMs in Table IV with segmentation encoding strategy.
UniXcoder performs well on this task, achieving F1 scores
of 92.11% and 94.13% on the reentrancy and timestamp
dependency vulnerability datasets, respectively. Other PLMs
also demonstrate good performance on the vulnerability de-
tection tasks, indicating the general applicability of pre-trained
language models to code-related tasks and further confirming
the stronger generalization ability of the model we selected.

3) Ablation experiments: To address RQ3, we conducted
ablation experiments to evaluate the effectiveness of the two
modules in MFVD. The experimental results are shown in
Table V, where MFVD-WOG and MFVD-WOSC denote



TABLE II: Performance comparison of MFVD against 12
competitors regarding effectiveness and stability. “–” denotes
not applicable.

Methods Reentrancy Timestamp Dependence
Recall

(%)
Precision

(%)
F1
(%)

Recall
(%)

Precision
(%)

F1
(%)

Mythril 62.41±
8.05

45.92±
5.48

51.84±
2.65

40.49±
0.88

50.07±
0.57

44.77±
0.74

Oyente 49.35±
3.61

60.84±
3.32

54.48±
3.74

40.43±
1.63

42.16±
2.43

41.20±
1.14

Securify 53.81±
2.65

53.89±
3.00

52.90±
1.00 – – –

Slither 61.32±
2.83

58.15±
2.24

59.70±
1.00

65.83±
1.04

67.03±
1.45

67.10±
1.79

Smartcheck 71.07±
2.45

76.98±
3.46

73.88±
1.41

36.77±
1.45

40.36±
1.05

38.48±
0.48

DR-GCN 81.28±
2.00

72.77±
1.73

76.75±
1.00

78.64±
0.71

71.82±
0.45

75.07±
0.39

TMP 81.53±
1.73

75.14±
2.24

78.20±
2.00

84.55±
1.34

74.80±
0.65

79.38±
0.43

Peculiar 95.68±
3.16

88.88±
2.83

91.74±
0.28 – – –

ReVulDL 93.37±
1.00

90.25±
1.41

92.32±
0.71

94.45±
1.05

92.07±
1.05

93.21±
0.36

EFEVD 87.28±
2.24

84.33±
1.73

86.74±
0.45

88.66±
0.45

87.45±
1.04

87.99±
0.11

DMT 81.75±
1.41

83.18±
1.00

82.45±
0.63

95.12±
1.83

93.43±
1.05

94.26±
1.14

Clear 73.80±
4.47

81.18±
6.56

78.18±
6.63

64.39±
2.68

78.28±
2.68

70.58±
0.82

MFVD 98.37±
0.22

94.12±
0.55

96.14±
0.32

97.46±
0.24

95.98±
0.83

96.71±
0.44

TABLE III: Performance comparison regarding F1 and the
number of detected vulnerabilities.

Methods Reentrancy Timestamp Dependence
F1(%) Number F1(%) Number

Mythril 51.00 15 45.29 51
Oyente 59.30 21 41.53 43

Securify 53.76 102 – –
Slither 58.74 88 69.72 174

Smartcheck 73.08 27 38.37 36

DR-GCN 76.39 174 75.42 177
TMP 80.40 189 79.52 193

Peculiar 91.83 218 – –
ReVulDL 92.65 225 93.51 239
EFEVD 87.88 201 88.85 226

DMT 86.39 195 94.97 241
Clear 79.07 170 71.29 177

MFVD 96.74 238 97.25 258

TABLE IV: Performance comparison of 11 PLMs.

Models
Reentrancy Timestamp Dependence

Recall
(%)

Precision
(%)

F1
(%)

Recall
(%)

Precision
(%)

F1
(%)

BERT [15] 50.00 49.70 49.85 65.85 86.87 71.52
RoBERTa [16] 50.00 46.53 48.20 51.05 76.61 50.34

LongCoder [22] 52.71 53.64 53.17 61.90 48.59 54.44
ELECTRA [18] 50.00 49.70 49.85 50.00 46.53 48.20

GraphCodeBERT [19] 88.67 92.34 90.32 88.15 94.78 91.15
CodeBERT [17] 89.17 91.59 90.34 90.98 93.83 92.34
CodeBERTa [17] 94.01 88.99 91.43 93.64 93.81 93.73

CodeT5 [20] 93.83 87.41 90.52 94.63 92.20 93.38
CodeT5+ [21] 89.45 92.83 91.06 92.82 93.17 92.29
PLBART [23] 61.81 87.43 67.89 93.25 95.10 94.15

UniXcoder 96.04 88.81 92.11 93.08 95.25 94.13

the variants that remove the graph processing module and
the source code sequence processing module, respectively.
Both variants suffer performance degradation of approximately
2%–4.5% in terms of F1 score. Notably, MFVD-WOG ex-
periences a more significant performance drop than MFVD-
WOSC, indicating that both source code sequences and graph
structures play important roles in capturing vulnerability se-
mantics. Furthermore, Table VI investigates the impact of
removing the segmentation encoding strategy in the source
code sequence processing module, referred to as MFVD-
TSCS. The results show that the F1 score decreases by
6.22% and 6.52% for the two vulnerability detection tasks,
respectively, demonstrating that the segmentation encoding
strategy effectively captures the semantic features of the source
code.

TABLE V: Results of ablation studies on two modules.

Modules
Reentrancy Timestamp Dependence

Recall
(%)

Precision
(%)

F1
(%)

Recall
(%)

Precision
(%)

F1
(%)

MFVD-WOG 96.04 88.81 92.11 93.08 95.25 94.13
MFVD-WOSC 97.86 89.90 93.71 95.10 94.63 94.86

MFVD 98.37 94.12 96.14 97.46 95.98 96.71

TABLE VI: Results of ablation study on segmentation encod-
ing.

Modules
Reentrancy Timestamp Dependence

Recall
(%)

Precision
(%)

F1
(%)

Recall
(%)

Precision
(%)

F1
(%)

MFVD-TSCS 88.20 83.86 85.89 89.42 85.97 87.61
MFVD-WOG 96.04 88.81 92.11 93.08 95.25 94.13

IV. CONCLUSION

This paper investigates the limitations of existing smart
contract vulnerability detection approaches and proposes a
multimodal vulnerability detection framework, MFVD. The
two modules in MFVD are designed to address issues about
the code truncation and the loss of structural information,
respectively, and experimental results fully demonstrate the
effectiveness of the proposed framework. In addition, we
conduct a systematic comparison of 11 PLMs, confirming their
general applicability to code-related tasks.
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