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Abstract—Open Set Recognition (OSR) aims to correctly clas-
sify known classes while detecting unknown samples, relaxing
the closed-set assumption of traditional classification methods,
which presume that both training and testing data contain
samples from the same set of classes. However, most existing
OSR methods operate in centralized settings, which often require
sharing sensitive data. Federated Open Set Recognition (FedOSR)
addresses this by enabling collaborative learning without ex-
changing raw data; however, current FedOSR methods still rely
on sharing client-level statistics (e.g., mean and variance), which
can leak private information. To address this issue, we propose
FedGCR, a privacy-preserving FedOSR framework that trains a
binary classifier for unknown-class detection using noise-added
representations of local data, alongside the main model trained
for known class prediction. Unlike existing methods, FedGCR
avoids sharing any data statistics and transmits only the main
known-class classifier and the binary unknown-detection model
to the server. Experiments on benchmark image classification
datasets show that FedGCR achieves superior unknown-class
detection while maintaining strong performance on known classes
and preserving client data privacy.

Index Terms—Federated learning, open set recognition

I. INTRODUCTION

Deep learning has achieved strong performance across many
domains but relies on large centralized datasets, which are
often impractical due to privacy, security, and regulatory con-
straints, particularly in sensitive areas such as healthcare and
location-based services. These limitations hinder collaborative
model training across organizations.

Federated learning (FL) [1]-[3] addresses this challenge by
enabling clients to collaboratively train a global model without
sharing raw data, exchanging only local model updates. As a
result, FL has been widely adopted in privacy-critical domains
including healthcare [4], finance [5], and IoT [6], [7].

However, most FL. methods operate under a closed-set
assumption, where the model is trained only on predefined
classes. When exposed to unseen classes at inference time,
such models incorrectly force predictions into known cate-
gories, severely limiting their reliability in dynamic real-world
settings.
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Open Set Recognition (OSR) aims to classify known classes
while detecting unknown ones, but existing OSR methods [8]-
[14] are primarily designed for centralized training. Recent
federated OSR (FedOSR) approaches, such as FedOSS [15],
improve unknown detection but require sharing class-level
statistics (e.g., means and variances) with the server, which
introduces non-trivial privacy leakage risks.

To overcome the limitations of existing OSR and Fe-
dOSR methods, we propose FedGCR, a federated open-
set recognition framework that achieves effective unknown-
class detection and accurate known-class prediction while
preserving data privacy. In FedGCR, each client jointly trains
a main classifier for known classes and a separate binary
classifier for known—unknown discrimination, which is trained
on noise-augmented local representations. Specifically, the
local model is split into two parts: Base and Head, where
the Base extracts low-dimensional representations and the
Head performs classification. Unknown detection relies on
Base representations, as feature extractors remain more stable
under distribution shifts than classification layers [16], [17].
To simulate unknown samples, Gaussian noise with varied
labels is added to the representations produced by the Base.
These noise-augmented representations, combined with the
original ones, are used to train the binary classifier. After local
training, both the main models and binary classifiers from all
the clients are sent to the server, where they are aggregated
separately using FedAvg algorithm [1] for model aggregation
to form a global model for known class prediction and a global
binary classifier for unknown detection. During inference, a
test sample is first processed by the global Base and evaluated
by the binary classifier; samples predicted as known are then
passed to the global classifier for final prediction. Extensive
experiments on benchmark datasets demonstrate that FedGCR
outperforms state-of-the-art methods while maintaining strong
privacy guarantees.

Our contributions can be summarized as follows:

¢ We propose FedGCR, a novel federated open-set recog-

nition (FedOSR) framework that addresses the privacy



TABLE I: Comparison of Open Set Recognition (OSR), Federated Learning (FL), and Federated Open Set Recognition

(FedOSR) methods

Category  Method Training Setup  Open-Set Capability Federated Privacy Risk Key Limitation

OSR OpenMax [8] Centralized v (activation-based) X High Assumes centralized data;
weak under domain shift.

OSR PROSER [9] Centralized v (placeholder classes) X High Limited  generalization;
not scalable.

OSR MSCDNet [18]  Centralized v (attention + contrastive) X High Not designed for federated
or privacy-preserving set-
tings.

FL FedAvg [1] Federated X v Low Closed-set assumption
only.

FedOSR FedOSS [15] Federated v (synthetic unknowns) v Medium Client statistics sharing
causes privacy leakage.

Ours FedGCR Federated v (representation-level unknown modeling) v Low Addresses boundary am-

biguity without client
data leakage.

limitations of existing centralized and federated OSR
methods. FedGCR trains a separate binary classifier at
each client for detecting unknown-class samples, along-
side the model for known class prediction.

e To generate samples for unknown-class detection, we
introduce a noise-injection strategy. Gaussian noise is
added to the local data representations extracted using
the base of the client model and combined with the
original representations to train the binary classifier. This
eliminates the need to share any data statistics with the
server, thus preserving client data privacy.

o We evaluate the effectiveness of FedGCR through exten-
sive experiments on multiple benchmark image classifi-
cation datasets.

II. RELATED WORKS

Open Set Recognition (OSR) aims to correctly classify
known classes while detecting previously unseen samples,
but most existing methods are designed for centralized learn-
ing. Representative approaches include OpenMax [8], which
models unknowns using extreme value theory on activation
distributions, and PROSER [9], which introduces placeholder
classes to simulate unknown categories during training. Recent
work such as MSCDNet [18], extends centralized OSR to fine-
grained visual classification using attention-based feature ag-
gregation and contrastive learning to improve known—-unknown
separability. Despite strong performance, these methods as-
sume full data access and do not address privacy or data
heterogeneity, limiting their applicability to decentralized set-
tings (Table I). Federated Learning (FL) addresses privacy
concerns by enabling collaborative training without sharing
raw data [1], with prior work focusing on communication
efficiency, non-IID data, and privacy preservation [19]-[21].
However, most FLL methods operate under a closed-set as-
sumption and fail to detect unknown-classes. Federated Open
Set Recognition (FedOSR) extends FL to open-set scenarios;
for example, FedOSS [15] synthesizes virtual unknowns to
improve unknown detection. Nevertheless, FedOSS relies on
sharing client-level statistics, introducing privacy risks and
additional communication overhead (Table I).

IIT. PROPOSED METHOD

In this section, we describe the problem formulation and
provide a detailed overview of our proposed method.

A. Problem Formulation

In traditional federated learning algorithm, the global model
is trained on distributed data across clients with the assumption
that the test sample contains the samples from same known
classes as the training data. Our objective is to relax this
assumption in federated learning by separately training a
global binary classifier (¢") for detecting unknown-class along
with the main global model x = (0 + ¢) for predicting
known class, where 0 represents the base and ¢ represents
the classifier of the main global model. To achieve this, we
first optimize the local objective F; of each client ¢ as shown
in Eq. 1 to compute the local main model x; = (8; + ¢,),
where ID; is the dataset owned by client 7, £ € ID; and L; is
the loss function for j-th sample.
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Then we train a binary classifier ¢, for unknown-class
detection by optimizing the following objective:
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where, G = Bor U Byg, 0; : D; — Bogr outputs the
representations (Bogr) of the local data (D;), Byg is noise
added representation of Bog, {’ € G and £}, is the binary
classification loss.

Once the local main model and local binary classifier are
trained in each client, server collects them from all the clients
and follows FedAvg [1] to aggregate them separately to form
global main model and the global binary classifier.
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Fig. 1: Overall framework of the proposed FedGCR method.
Each client extracts local representations Bopr from its
data D; using the base encoder ;.. Noise vectors w =
{wi,ws,...,wp} generate auxiliary representations By,
which along with Bor are used to update the local binary
classifier ¢},. The server aggregates client models z;; and
classifiers ¢, to form global parameters x; and ¢}, which

are broadcast back for the next round.

B. Overview of FedGCR

The proposed FedGCR framework is outlined in Algorithm
1. In each communication round ¢, each client ¢ receive
global main model x,_; along with the global binary classifier
¢, _, from the server. Then the main global model is again
updated to x;; using local data and local optimizer. Each client
then trains a binary classifier ¢, to distinguish known from
unknown samples. This binary classifier is trained using noise-
augmented local data representations. The main local model
consists of two parts: one is the base (8;;) for the feature ex-
tractor, and the second is the head (¢,,) for classification. For
unknown-class prediction, we use the Base’s output since it
remains stable across data distributions, while the classification
layers are more sensitive. This is motivated by findings in [16]
and [17]. Unknown samples are simulated by adding Gaussian
noise with varied labels to Base representations, as shown in
Fig 1. These, along with original representations, train the
binary classifier. After local training, both main and binary
models are sent to the server, where they are aggregated via
FedAvg [1] into global main model for known classification
and unknown detection. During inference, an unseen sample
is first processed by the global model’s Base to obtain its
representation, which is then passed to the binary classifier to
determine whether it belongs to a known or unknown-class.
If classified as known, it is subsequently passed to the global

Algorithm 1 FedGCR

1: Imput: x¢: Initial global main model; ¢'65 Initial global binary classifier; K': Number
of clients; T": Total communication rounds; 7),,: Learning rate for main model; 7;:
Learning rate for binary classifier; w: Noise vector.

2: Output: Main global model xr and global binary classifier ¢/..

3:fort =1t T do

4: Local Training:

5: for all client 2 € {1,2,..., K} in parallel do

6.

7

8

Receive x;_1 and ¢;_1 from the server
Compute updated local main model x;+
Obtain representations Bo g of local data D; using base 0;; of x;+

9: Add noise w to get By r (unknown-sample representations)
10: Update binary classifier ¢}, using Bor and By g

11: Send x;; and ¢, to the server

12: end for

13: Server Aggregation:

14: Xt — & Zf;l Xit

15: P e iy Pl

16: end for

Algorithm 2 Get Representations and Add Noise

1: Input: D;: Local data; w = {w1, wa, . ..
model; N: Number of mini-batches.

: Output: Overall original representations Bo r and overall noise-added representa-
tions By r.

:forn =1t N do

Sample mini-batch D;,, C D;

Compute representation 8¢ (D) : Dir, — Born

Add Gaussian noise N'(0, w;) to Bo gy, to obtain By grn

Select w; rotationally from w across mini-batches

: end for

Overall original representations Bor = {Born }
: Overall noise added representations Bx g = {Born }

,wp }: Noise vector; 6;: Base of local

N

A

NeJ

model’s classifier for final prediction.

1) Training main local model: Once a local client receives
the global main model x;_1, it updates it to x;; using local data
D; and the stochastic gradient descent (SGD) optimizer [22]
(with learning rate = 7),;,), by optimizing the objective function
in Equation 1, following a procedure similar to local training in
FedAvg. The main model x;; comprises two components: the
base (0;;), which serves as the feature extractor, and the head
(¢;;), responsible for classification. The base 8;; is further
used to train the binary classifier for unknown-class detection.

2) Training local binary classifier: Once the training of
the local main model x;; is completed, we extract its base
0;; to generate embeddings or representations of the local
data. The local dataset D; is passed through the base 0,
producing outputs Bg g, referred to as the original representa-
tions, which correspond to known classes. To simulate samples
from unknown-classes, we add a set of P Gaussian noises
w = {wy,ws,...,wp} to the original representations Bog.
The original representations are divided into N mini-batches,
and noise from the set w is added in a rotating fashion across
mini-batches to ensure diversity in the noise-injected sam-
ples. This process of generating original and noise-augmented
representations is detailed in Algorithm 2. The noise-added
representations, denoted as B g, are considered as represen-
tative samples for unknown-classes. The binary classifier ¢;_;
received from the server is then updated to ¢/, using both the
original and noise-augmented representations by optimizing
the binary classification objective defined in Equation 2, using
the SGD optimizer (with learning rate = 7;).
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Fig. 2: Inference pipeline: An unseen test sample is processed
through the global base for feature extraction, then classified
by the binary classifier as either known or unknown before
final prediction.

3) Server aggregation: Once main local models {x;;}and
binary classifiers {¢!,} are trained in all the clients, Server
aggregate them separately and compute the global main model
X; = % Zszl x;; and the global binary classifier ¢; =
% Sicy B

4) Inference: During inference (Fig. 2), an unseen sample
is first processed by the global model’s Base to obtain its
representation, which is then passed to the global binary clas-
sifier to determine whether it belongs to a known or unknown-
class. If classified as known, it is subsequently passed to the
global model’s classifier for final prediction. For unknown-
class prediction, we use the representation generated by the
Base of the global model trained for known classes, as the Base
typically remains relatively stable in neural networks, even
when trained on data with diverse distributions. In contrast, the
classification layers are more sensitive to such distributional
changes. This design choice is inspired by the findings in [16]
and [17].

IV. EXPERIMENTS

This section demonstrates our experimental setup, evalua-
tion metrics, and results, along with the datasets, model, and
compared existing methods.

A. Datasets

In our experiments, we use the CIFAR-10, CIFAR-100 and
TinyImageNet datasets [23] [24] for training. These datasets
consist of RGB images of size 3 x 32 x 32, categorized into 10
and 100 classes, respectively, and are widely used benchmarks
in computer vision research. Each dataset contains 50,000
training samples and 10,000 test samples. TinyImageNet is
a more challenging dataset with 200 classes and RGB images
of size 3 x 64 x 64, consisting of 100,000 training images and
10,000 validation images.

For heterogeneous data partitioning across K = 20 clients,
we adopt the widely used Dirichlet distribution-based strategy
following [25], with a Dirichlet concentration parameter of
o = 0.5. We conduct our experiments in two settings for each
dataset.

a) Setting 1: The whole training data is divided into
20 clients. During inference, we use the test data for known
prediction, and for unknown prediction, we use the SVHN
dataset [26].

b) Setting 2: The samples from first 50% of classes of
the training data is divided across K = 20 clients. Evaluation
for known class prediction is done using first 50% classes of
the test data, and evaluation for unknown-class detection is
carried out using the last 50% classes of the test data.

While evaluating for unknown-classes, the label for un-
known samples is converted to 1 for binary classification.

B. Model and Loss Function

We use ResNet-9 [27] as the backbone network for all meth-
ods in federated multi-class image classification on CIFAR-10
and CIFAR-100, employing the categorical cross-entropy loss.
For TinyImageNet, we adopt ResNet-18 as the backbone due
to its higher visual complexity and larger number of classes.
For the binary classifier, we use the final layer of the respective
backbone with two output neurons, trained using the binary
cross-entropy loss.

C. Evaluation Metrics

To evaluate the classification performance of the proposed
FedGCR framework in open-set scenarios, we use test ac-

Number of ¢ dictions
curacy, defined as ——Xo SXEPRECCIOW L on both known and
Number of samples

unknown-class test data.

D. Compared Methods

To validate the effectiveness of our proposed method, we
compare it with existing open-set recognition (OSR) methods,
including SoftMax, OpenMax [8], PROSER [9], and FedOSS
[15], as well as a standard federated learning method, FedProx
[2]. Descriptions of these algorithms are provided in Section I.
For fair comparison, we use federated versions of the Open-
Max, SoftMax, and PROSER algorithms, where local models
are trained using the respective OSR methods, and the global
model is obtained by aggregating local models using FedAvg
[1].

E. Implementation details

For our proposed method, we conducted experiments on
CIFAR-10 and CIFAR-100 datasets with full client partici-
pation with 20 clients. To achieve the best performance, we
used this set of learning rates € {0.1,0.01,0.001,0.0001}
for all the methods. We use two different learning rates for
different training stages, like pretraining and fine-tuning stage.
The Adam optimizer is used in both stages to update the
model parameters. We have experimented on 8 distinct noise
levels {0.1, 0.3, 0.5, 0.7, 0.9, 1.1, 1.3, 1.5} for CIFAR-10,
CIFAR-100, and TinyImageNet datasets. For FedProx we use
proximal term g = 1 to help stabilize client optimization. We
use OpenMax with a Weibull tail set to 30, Weibull alpha set
to 3, and Weibull threshold of 0.9. Additionally, we implement
PROSER with ~ value of 1. Each client is trained for 1
local epoch on CIFAR-10 and 10 local epochs on CIFAR-
100 and TinylmageNet under both Setting 1 and Setting 2
to obtain the reported results. We use 100 federated learning
(FL) communication rounds for CIFAR-10, CIFAR-100, and
200 communication rounds for Tinylmagenet. We pre-train



TABLE II: Comparison of known-class (K), unknown-class (U), and average (Avg) accuracies across datasets and settings.

Method CIFAR-10 CIFAR-100 TinyImageNet
Setting 1 Setting 2 Setting 1 Setting 2 Setting 1 Setting 2

K 18 Avg K 18} Avg K U Avg K 18} Avg K U Avg K U Avg
OpenMax 0.8116 0.4290 0.6203 | 0.8096 0.4290 0.6193 || 0.4652 0.8056 0.6354 |0.4652 0.8145 0.6398 || 0.4877 0.6120 0.5498 | 0.3842 0.7650 0.5746
SoftMax 0.3761 0.9899 0.6830 | 0.8354 0.3598 0.5976 || 0.2558 0.5464 0.4011 |0.4826 0.7712 0.6269 || 0.3951 0.5298 0.4624 | 0.2215 0.6120 0.4167
PROSER 0.8245 0.6756 0.7500 | 0.7620 0.3692 0.5656 || 0.2783 0.9684 0.6233|0.2580 0.9120 0.5850 || 0.3100 0.9226 0.6163 | 0.3577 0.7211 0.5394
FedProx 0.4269 0.0000 0.2134 | 0.5394 0.0000 0.2697 || 0.4379 0.0000 0.2189 | 0.4346 0.0000 0.2173 || 0.3839 0.0000 0.1919 | 0.3019 0.0000 0.1509
FedOSS 0.5621 0.7536 0.6578 | 0.4280 0.7910 0.6095 || 0.5090 0.9631 0.7360 | 0.5090 0.9818 0.7454 || 0.4240 0.9513 0.6876 | 0.4574 0.8313 0.6493
FedGCR (Ours) || 0.7792 0.9960 0.8876 | 0.7544 1.0000 0.8772 || 0.5554 1.0000 0.7777 | 0.4850 0.9862 0.7356 || 0.5066 0.9910 0.7488 | 0.4680 0.8801 0.6740

the model for all the methods using five communication
rounds with FedAvg. For fair comparisons, we use the same
initialization for all the methods by using seed value of 0. Our
experiments are conducted using NVIDIA A100-SXM4-40GB
and Tesla V100-SXM3-32GB GPUs, with CUDA version 12.2
and PyTorch version 2.4.0.

F. Results

1) Comparisons with existing FL methods on CIFAR-
10 dataset: In this section, we present the performance of
various methods on the CIFAR-10 dataset under two settings,
named Setting 1 and Setting 2, to assess the performance
of FedGCR. As shown in Table II, traditional methods like
OpenMax have shown a higher known accuracy (81.16%)
and less unknown accuracy (42.90%) for Setting 1, therefore,
OpenMax shows limitations in balancing known and unknown
accuracy. Although SoftMax achieves high unknown accuracy
in Setting 1 (98.99%), its poor known accuracy leads to
average performance. Similarly, FedProx shows inconsistent
performance where its unknown accuracy drops to zero. While
PROSER performs well under Setting 1, however its unknown
accuracy reduces to 36.92% in Setting 2. FedOSS shows
inconsistent performance, particularly in Setting 2. In contrast,
FedGCR outperforms all other methods across both settings.
FedGCR can achieve highest average accuracies of 88.76% in
Setting 1 and 87.72% in Setting 2.

2) Comparisons with existing FL methods on CIFAR-100
dataset: In Table II, we present a performance comparison
between the proposed FedGCR framework and existing meth-
ods on CIFAR-100 dataset under two different settings with
10 local epochs. In Setting 1, FedGCR achieves the highest
known accuracy of 55.54% and unknown accuracy of 100%,
resulting in an average accuracy of 77.77%. This greatly out-
performs the previous state-of-the-art FedOSS, which achieves
73.60% average accuracy. PROSER performs better in de-
tecting unknown accuracy (96.84%) but struggles in known
class detection (27.83%), resulting in average accuracy of
62.33%. SoftMax and FedProx gives weaker results overall,
with FedProx failing to detect unknown-class. In Setting 2,
FedGCR maintains unknown accuracy of 98.62% but shows
a slight drop in known class accuracy 48.50% gives, average
accuracy of 73.56%, which surpasses all compared baselines
except for FedOSS. Although FedOSS outperforms FedGCR
in this setting with a higher average accuracy of 74.54%,
FedGCR'’s average performance remains competitive and close
to FedOSS while maintaining privacy. Moreover, FedGCR’s

TABLE III: FedGCR performance under different noise gaps
on CIFAR-10 (Setting 1). Reported values are Known (K),

Unknown (U), and Avg accuracies.

Noise Gap First / Last 4 All 8
K U Avg K U Avg
0.8 0.7824  1.0000 0.8912 || 0.7786 0.0120 0.3953
0.4 0.7824 1.0000 0.8912 || 0.7786 0.0206 0.3996
0.2 0.7824  1.0000 0.8912 || 0.7792 0.9860 0.8826
0.05 0.7824 1.0000 0.8912 (| 0.7786 0.0475 0.4130

perfect unknown recognition in Setting 1 and consistent
high performance for both settings highlight its robustness.
Compared with PROSER, OpenMax, and SoftMax, FedGCR
shows considerable improvement in average accuracy, such as
15.44% over PROSER, 14.23% over OpenMax, and 37.66%
over SoftMax in Setting 1.

3) Comparisons with existing FL methods on Tinylm-
ageNet dataset: We further evaluate FedGCR on the chal-
lenging TinyImageNet dataset using a ResNet-18 backbone
with 10 local epochs and 200 global rounds. Due to its larger
class count and higher visual diversity, most baselines show
degraded performance. OpenMax and PROSER exhibit imbal-
anced behavior with high unknown but poor known accuracy
(e.g., PROSER: K = 31.00%, U = 92.26% in Setting 1),
while SoftMax is inconsistent, and FedProx completely fails
at unknown detection. FedOSS improves unknown recognition
via virtual unknown synthesis (U = 95.13% in Setting 1)
but suffers from reduced known accuracy, limiting its average
performance (68.76%). In contrast, FedGCR achieves the best
trade-off, obtaining the highest average accuracy of 74.88% in
Setting 1 and 67.40% in Setting 2, with near-perfect unknown
detection (99.10%) and superior known-class performance.

4) Parameter Sensitivity Analyses: In our experiments, we
evaluate the impact of varying noise levels on the performance
of proposed FedGCR method using the CIFAR-10 dataset
under Setting 1. Specifically, we vary the noise gap from 0.05
to 0.8 and generate sequences of noise values accordingly. The
values for each noise gap were generated using the rule:

x; =x;—1 +noise gap fore=1,2...,7

starting from an initial value of zg 0.1. The index ¢
increases sequentially from 1 to 7 to produce a total of
8 values, including the initial one. As a result, each se-
quence contains progressively increasing noise levels. For
example, with a noise gap of 0.2, the resulting noise sequence



TABLE 1V: Performance of FedGCR on CIFAR-10 under
Setting 1 with varying fractions of client participation.

Fraction of Clients | Known Acc. Unknown Acc. Avg. Acc.
1.0 (All clients) 0.7792 0.9960 0.8876
0.5 (Half clients) 0.7407 1.0000 0.8704

is: [0.1,0.3,0.5,0.7,0.9,1.1,1.3,1.5], and similarly for other
gaps such as 0.05, 0.4, and 0.8. Eight noise values were
generated for each configuration. For each noise gap, we
evaluate model performance under three scenarios: using only
the first four noise levels (lower noise), using all eight noise
levels, and using only the last four noise levels (higher
noise). The detailed results across different noise gaps and
configurations are summarized in Table III, which reports the
known, unknown, and average classification accuracies on the
CIFAR-10 dataset under Setting 1.

5) Effect of Client Participation: Since our goal is accurate
unknown-class detection, we primarily use full client participa-
tion, following FedOSS, and additionally evaluate robustness
under 50% participation. As shown in Table IV on CIFAR-
10 with 20 clients, FedGCR achieves its best performance
with full participation (K = 77.92%, U = 99.60%). When
participation is reduced to 50%, unknown accuracy slightly
improves to 100%, likely due to reduced influence of noisy or
heterogeneous unknown samples during aggregation.

V. CONCLUSIONS AND FUTURE WORK

In this work, we introduce a novel framework called
FedGCR, designed to address unknown-class detection as
well as preserve privacy. Unlike prior methods, which rely
on statistics of local data thereby risking privacy. FedGCR
eliminates this problem by using noise added representation of
the input data and by training a binary classifier for unknown
detection. Extensive experiments on multiple benchmark im-
age classification datasets confirm that FedGCR achieves supe-
rior performance in open-set recognition compared to existing
state-of-the-art methods. In future, we plan to incorporate
open-set recognition in vertical federated learning.
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