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Abstract—Time-Sensitive Networking (TSN) provides deter-
ministic communication, yet the same determinism introduces
failure modes that can mislead learning-based routing. When a
persistent Gate Control List (GCL) misconfiguration occurs at a
port, multiple flows that traverse the faulty port exhibit synchro-
nized delay spikes, so a model-free reinforcement learning (RL)
agent can confuse this fault with stochastic congestion if it relies
only on end-to-end latency, repeatedly switching routes without
resolving the root cause and destabilizing scheduled service. To
address this correlation trap, we propose Protocol Prior-Guided
Reinforcement Learning (PPRL), where we translate protocol
defined determinism into a continuous prior signal. PPRL intro-
duces a Spectral Protocol Prior Module (PPM) that quantifies
cross flow synchronicity via the spectral entropy of a delay
covariance matrix and outputs a Spectral Synchronicity Index.
This spectral evidence constrains Proximal Policy Optimization
(PPO) through an adaptive KL regularized objective that biases
the policy toward a stability prior under strong fault evidence
while naturally reverting to standard PPO updates when the
evidence is diffuse. In ns-3 TSN simulations, PPRL reduces route
switching by 84.1% under GCL faults and maintains scheduling
efficiency comparable to strong baselines.

Index Terms—Time-Sensitive Networking, Reinforcement
Learning, Protocol Priors, Network Routing, Fault Tolerant
Routing

I. INTRODUCTION

TSN provides deterministic low latency communication
guarantees that underpin mission critical systems such as
industrial control and autonomous platforms [1]. Routing in
TSN interacts tightly with time-aware scheduling, which turns
online adaptation into a high dimensional control problem [2],
[3]. Classical formulations such as Integer Linear Program-
ming (ILP) can compute optimal static schedules, yet their
computational cost and limited flexibility make them unsuit-
able when traffic and topology evolve. This gap motivates
learning based strategies, particularly RL for TSN routing [4]—
[6].

A practical obstacle is that an RL agent may learn spurious
correlations from observational signals. High end to end
latency can be caused by path level congestion, yet it can
also arise from a localized GCL misconfiguration. If these
situations are not distinguished, the agent tends to treat latency

as a universal rerouting trigger and repeatedly switches routes.
This decision churning is not only ineffective under persistent
GCL faults, but it can also amplify instability by repeatedly
perturbing co-scheduled flows.

The determinism of TSN also provides an opportunity. Stan-
dards such as IEEE 802.1Qbv prescribe mechanisms under
which a persistent gate schedule error induces aligned delay
spikes across multiple flows that traverse the same faulty
port [7]. Because the queuing bursts are synchronized by the
deterministic schedule, the stochastic delay variations across
flows collapse toward a single dominant spectral dimension,
which yields a low rank structure that is distinct from the
diversified variations induced by stochastic congestion. We
treat this structural signature as a protocol prior and use it
to guide learning rather than attempting to infer a full root
cause model from observational data [8], [9].

Based on this perspective, we propose PPRL. PPRL intro-
duces the PPM to compute a Spectral Synchronicity Index
¢, from the eigen spectrum of delay covariances and uses
this continuous evidence to regularize policy updates through
an adaptive KL penalty that discourages futile path switching
under strong fault evidence while retaining standard PPO
updates when the evidence is diffuse. This work clarifies
a failure mode of symptom driven routing policies in TSN
and provides a lightweight protocol prior mechanism that
links diagnosis to control. Our contributions consist of char-
acterizing the correlation trap induced by deterministic GCL
misconfigurations, designing Spectral PPRL that disentangles
synchronized faults from stochastic congestion, and validat-
ing the resulting robustness in ns-3 TSN simulations across
representative topologies where route switching is reduced by
84.1% under persistent GCL faults while scheduling efficiency
remains competitive.

II. RELATED WORK

A. TSN Scheduling, Routing, and GCL Configuration

TSN achieves deterministic latency by combining time
aware shaping such as IEEE 802.1Qbv with routing and



schedule synthesis for GCLs. A large body of work for-
mulates joint routing and scheduling as ILP problems to
guarantee deadlines [10]-[12]. However, exact optimization
can be expensive when traffic or topology evolves, motivating
scalable approaches for large deployments. Since our fault
model is a GCL misconfiguration, recent work on scalable
GCL scheduling and synthesis provides context on how
schedules are generated and validated in practice. Beyond
ILP formulations, recent work studies practical scheduling
and shaping realizations, including ultra-reliable TAS variants,
multitenancy-aware scheduling, and density-adaptive gate con-
trol configuration [13]-[15]. Simulation and testbed studies
further characterize cyclic shapers and timing perturbations un-
der realistic jitter [16]—[18]. Multi-topology routing techniques
have also been explored to optimize traffic under TSN con-
straints [19], and learning-based dynamic schedule calculation
has recently been investigated with graph-based actor-critic
methods [20]. Importantly, persistent timing faults or attacks
can create periodic delay bursts that affect traversing flows in
a structured pattern, which motivates protocol-grounded fault
signatures [21].

B. Deep Reinforcement Learning for Routing and Traffic En-
gineering

Reinforcement learning has long been studied for adaptive
routing [22]. Machine learning for networking has been sur-
veyed extensively [23]. Recent deep reinforcement learning
has been applied to routing and traffic engineering (TE) in
SDN and WAN settings [24], [25]. To improve robustness
under anomalies, FlexDATE incorporates disturbance aware
objectives in TE instead of reacting only to end to end
delay [26]. For latency critical services, Vitale et al. propose
a multi agent deep reinforcement learning framework for joint
routing and scheduling, providing a contrasting design point to
centralized controllers [27]. In TSN, recent work also explores
richer neural architectures for joint routing and scheduling;
for example, Li et al. combine graph attention with deep
reinforcement learning under vehicular TSN constraints [28].
Nevertheless, many learning-based controllers still rely on
observational performance signals and may struggle to dis-
ambiguate congestion from protocol-level faults when both
manifest as delay spikes.

C. Causal and Prior-Guided Reinforcement Learning for Ro-
bust Control

Causal and prior-guided designs inject structured knowl-
edge or auxiliary reasoning to improve robustness and reduce
reliance on spurious correlations [29]. Causal reinforcement
learning offers a principled way to handle confounding; for
example, Q-Cogni integrates causal structure discovery with
RL to guide learning under confounded observations [30].
While powerful, causal approaches often require learning or
specifying causal models and can be heavy for time critical
networking control loops. Unlike prior works that rely on
heavy causal graph discovery, our work bridges Graph Signal
Processing (GSP) with RL by using the spectral entropy of
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Fig. 1. PPRL framework architecture. The PPM processes network telemetry
and produces a Spectral Synchronicity Index ¢; that augments the policy

input and defines a constraint weight through 1 [¢¢], which regularizes PPO
updates via an adaptive KL penalty.

State Feature  FClavers Value

Flow & Network State

traffic flows as a lightweight and theoretically grounded pro-
tocol prior that regularizes PPO updates through an adaptive
KL penalty.

III. METHOD

This section formalizes PPRL under a TSN control loop. We
describe a robust Markov Decision Process (MDP) formulation
in which an unobservable fault mode drives the transition
dynamics, then we derive the PPM that extracts continuous
evidence from delay covariances, and we finally integrate
this evidence into PPO through an adaptive KL regularized
objective that constrains policy updates when the evidence
indicates a persistent scheduling fault.

A. System Model

We model the TSN as a directed graph G = (V| E),
where V' comprises TSN capable switches and end-hosts, and
FE represents the full-duplex physical links connecting them,
operating under the strict timing constraints of IEEE 802.1Qbv
and IEEE 802.1AS [31]. Time-Sensitive flows f € F are
defined by the tuple (src,dst,p, s, dgeadine), Where src and
dst denote the source and destination nodes, p denotes the
transmission period, s denotes the maximum packet size, and
dgeadiine denotes the strict end to end deadline.

1) GCL and Misconfiguration Model: In IEEE 802.1Qbv,
each egress port is governed by a periodic GCL that opens
and closes priority queues according to a predefined time-
aware schedule. We abstract the gate state of a switch port pair
(S, E) as a binary function gsg[t] € {0,1}, where gsg[t] =1
indicates that the time-sensitive queue is allowed to transmit
and gsp[t] = 0 indicates that transmissions are blocked. When
gse(t] = 0, packets accumulate in the queue; once the gate
reopens, the backlog is drained at line rate, creating a burst of
queuing delay that affects all flows traversing the port.

To model a persistent GCL misconfiguration, we introduce
an unintended closed interval of duration A ¢ that recurs every



scheduling period Ty . Specifically, for a faulty port (S*, E*)
we set

gs+g+[t] =0 if [t mod Tgcl] S [tf,tf-‘rAf], (€))]
and gs«p+[t] = 1 otherwise. Because this closure pattern is
deterministic and localized, all flows passing through the faulty
port experience delay spikes aligned to the same gate schedule,
which yields the cross-flow synchronicity signature leveraged
by the PPM.

2) Centralized Control Loop and Decision Interval: We
consider a centralized controller that periodically collects
network telemetry such as per-port queue occupancy and per-
flow latency measurements and applies routing updates at
a fixed control interval At. This assumption is consistent
with TSN management architectures where a central entity
configures streams and schedules, and it allows us to quantify
both routing performance and end to end control loop overhead
under strict timing budgets.

We formulate the dynamic routing problem as a robust
MDP, where a centralized network controller acts as the agent.
The transition dynamics follow P [si41 | St, at, 2], where z;
denotes an unobservable network mode that distinguishes
persistent gate schedule faults from stochastic congestion. The
state s; at time ¢ must capture sufficient information for
a decision. We use a base state sy = {Snet, Siow}, Where
Snet includes link utilization and queue lengths and sgow
summarizes flow requirements. The PPM computes a Spectral
Synchronicity Index ¢;, which is concatenated with the base
state as a scalar feature and also used to modulate the strength
of policy regularization. The action a; selects the next hop
neighbor. The agent policy 7y is parameterized by 6 and
optimized to maximize the expected cumulative discounted
return, which we denote as J [0)].

J [0} = ]ETNTrg [Z ’YtRperf [3t7 at]] (2)

t=0

where ~ is the discount factor. The performance reward is
Rper[ = Lsuccess — LeQe/ddeadlines where Igyecess 1S a binary
indicator for meeting the deadline and L.s. is the end to
end latency. However, an agent guided solely by Rper faces
the correlation trap [32]. This reward signal is ambiguous
because the high latency induced by a localized GCL fault is
observationally similar to that of path wide congestion, so the
agent can learn an ineffective reactive policy that repeatedly
reroutes under persistent faults, leading to decision churning.

B. Spectral Protocol Prior Extraction

PPRL addresses the correlation trap by coupling PPO [33]
with the PPM that extracts continuous evidence from delay
covariances. Figure 1 illustrates the closed loop, where the
module processes network telemetry and outputs a Spectral
Synchronicity Index denoted as ¢, that summarizes the degree
of cross flow delay synchronization induced by deterministic
gate scheduling.

Algorithm 1 Spectral Protocol Prior Regularized PPO

1: Initialize PPO policy parameters ¢ and value parameters
w

2: Initialize spectral hyperparameters W, /3, o, and ¢q

3: for each training episode do

4:  for each decision step ¢ do

5: Observe network telemetry and construct base state
St = {Sneta Sﬂow}

6: Run the spectral module and compute ¢; using
Eq. (5)
Concatenate ¢, with s; to form the policy input

8: Sample routing action a; ~ mp [ | s;] and apply it to
the TSN

9: Compute Rperr from deadline satisfaction and end to
end latency

10: Store transition [s¢, a¢, Rperf, St+1, Ot]

11:  end for
12:  Update PPO using Eq. (7)
13: end for

1) Delay Covariance Matrix: Let d, € RN denote the vec-
tor of end to end delays measured for the /V flows that traverse
a candidate port at time . Over a sliding window of length
W, we form an observation matrix D; = [di—w+1,...,ds] €
RY*W We compute the empirical covariance matrix as

1
W1 [Dt_ll‘t

%Dtl is the mean delay vector and 1 is an all

= 1D, —p1"] G
where p, =
ones vector.

2) Spectral Synchronicity Index: A persistent GCL mis-
configuration forces traversing flows to experience synchro-
nized queuing bursts, which concentrates covariance energy
in a dominant eigen direction, whereas stochastic congestion
exhibits diverse variations that spread energy across eigen
directions. We compute eigenvalues A1 2 e > Ay >0
of 3;, normalize them as \; = \;/ E and compute
the spectral entropy

j’

N ~ ~
- Z i ln ;. 4)
=1

We then define the Spectral Synchronicity Index as
H
S [ —
In(max(N,2))

Because ¢; measures spectral concentration rather than ab-
solute delay magnitude, it provides a direct signature of
deterministic synchronization.

&)

C. Prior Regularized Policy Optimization

We incorporate spectral evidence as an adaptive regular-
ization to guide policy updates. We introduce a consistency
reference mg.pie that serves as a soft anchor for decision inertia,
favoring the previous action:

Tstable [a | St] =1 [CL = at—l] . (6)
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Fig. 2. Scalability and performance comparison where panel a reports scheduling success rate and panel b reports maximum link utilization versus an

increasing number of network flows.

We then optimize a KL regularized PPO objective

Lepre (0) = E, [£PP0(9) — B (¢¢) Dk (Tsiabe || 770)} (7

Since mypie in Eq. (6) is deterministic, the KL term reduces to
a negative log probability of repeating the previous action. To
avoid numerical issues when 7y [a;—1 | $¢] becomes extremely
small, we compute it with probability clipping:

Dyy (Wstable | 779) = —log (max (7g [a;—1 | 5¢] ,€)) . (8)

We set ¢ = 1078 in all experiments. In Eq. (7), 3 is a
regularization coefficient and 1) [¢:] maps spectral evidence
to a regularization strength. We use

1

) [04] 1+ oxp [—a [6r — do]] ©)
where « controls the steepness of the transition and ¢g denotes
the activation threshold of the spectral evidence, so we set ¢
to 0.5 to establish a balanced boundary that keeps 9 [¢;] close
to zero when ¢, stays well below ¢q and activates smoothly
as synchronized fault evidence emerges. When ¢, is high,
the penalty term increases and the update is biased toward
stability, while when ¢, is low the penalty term vanishes
and the objective reduces to standard PPO, which preserves
adaptation under congestion and uncertainty.

Intuitively, a localized GCL fault induces a concentrated
bottleneck with synchronized cross flow effects at a single
port, which yields a low entropy spectrum and a high ¢,
whereas stochastic congestion yields diversified variations and
a low ¢;. Algorithm 1 summarizes the overall training loop
of PPRL, including how spectral evidence modulates the KL
regularization term during policy optimization.

The KL penalty in Eq. (7) acts as a behavior constraint that
is activated by spectral evidence. When the delay covariance
spectrum is concentrated and ¢; becomes high, the update
is pulled toward the stability prior, which suppresses futile
rerouting under persistent gate faults. Conversely, when the

spectrum is diffuse and ¢; becomes low, the constraint weak-
ens through 1) [¢;] and the optimization reduces to the standard
PPO objective, which preserves adaptation under congestion
and uncertainty.

D. Design Considerations

Robustness is enabled by evidence modulated regularization
that preserves full decision flexibility. When the spectral
evidence is weak or misleading, ¢; becomes low and v [¢]
approaches zero, so the KL penalty in Eq. (7) becomes
negligible and the objective reduces to standard PPO driven by
Ryer. This fallback avoids over commitment under uncertain
evidence while preserving exploration and adaptation.

IV. EXPERIMENTS

We evaluate PPRL through a scalability sweep and fault
oriented stress tests.

A. Experimental Setup

All experiments are conducted within the ns-3 simulation
environment [34], [35]. To assess performance across diverse
network structures, we consider three representative TSN
topologies that include a deterministic line, a redundant ring,
and an unstructured Erdos Renyi random graph. Each topology
is instantiated at a moderate scale with 10-50 nodes and
1 Gbps links to approximate industrial TSN deployments and
enable fair comparison. The environment implements IEEE
802.1Qbv and IEEE 802.1AS, and workloads comprise 30—
150 concurrent TSN flows.

We benchmark PPRL against a diverse set of representative
baselines. These include an ILP formulation that serves as an
optimistic bound for static schedules, the static Shortest Path
First (SPF) algorithm, a standard PPO agent, the specialized
routing algorithm RMRSA [36], and the representative causal
RL baseline Causal Information Prioritization (CIP) [37]. Key
evaluation metrics are scheduling success rate, maximum link
utilization, and average route switch count, where route switch
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Fig. 3. PPRL performance under fault conditions where panel a reports average route switch count and panel b reports scheduling success rate in the

regularization ablation study.

count quantifies decision churning and thus measures re-
silience against the correlation trap. As network load increases,
ILP can run out of memory in our setting, so we report its
results only where feasible.

Unless otherwise stated, we report averaged results for
learning-based methods over multiple random seeds, while
deterministic baselines such as ILP and SPF are evaluated
once per scenario. We keep the policy network and observation
window consistent across learning-based methods, and we
report the additional controller-side overhead explicitly in
Table L.

By default, we set the spectral window size W to 10 and
use § = 1.0, @ = 10, and ¢9 = 0.5. We keep these values
fixed across all scenarios; (3 and « are chosen as stable defaults
supported by the sensitivity sweep in Fig. 4, and ¢g is set to
the sigmoid midpoint.

Our evaluation includes a fault free scalability test with an
increasing network load. We also conduct a fault resilience
study under a fixed load of 90 flows, where we consider
four scenarios that include No Fault, Path Congestion, GCL
Fault, and Mixed Fault. The GCL fault is engineered to create
periodic delays that rerouting cannot eliminate, which directly
probes the agent ability to overcome the correlation trap. For
the main experiments, we use S = 1.0 and a = 10 as stable
defaults suggested by the sensitivity sweep in Fig. 4.

Across the evaluated load regimes, PPRL demonstrates
robust scalability with performance comparable to the special-
ized RMRSA baseline, as shown by the scheduling success
rate and the maximum link utilization in Fig. 2a and Fig. 2b.
Under high load, it yields a 9.2% relative gain in scheduling
success rate over standard PPO, indicating that evidence
modulated regularization stabilizes decisions under transient
latency fluctuations while preserving the ability to adapt when
spectral evidence is diffuse.

As shown in Fig. 3a, PPRL effectively mitigates the correla-
tion trap during GCL faults. PPO and RMRSA, which largely
react to end to end latency, exhibit severe route switching

under persistent GCL misconfiguration, reflecting a failure of
purely associational learning where high delay is spuriously
treated as a routing quality signal. CIP reduces churning
compared with PPO and RMRSA, but it still switches more
than PPRL in the GCL fault and mixed fault scenarios. In
contrast, PPRL leverages the synchronized structure of delay
spikes through ¢; and therefore maintains routing stability
under persistent scheduling faults. Relative to PPO, PPRL
reduces route switching by 84.1% in the GCL fault scenario. In
the mixed fault scenario, PPRL still reduces route switching by
43.0% relative to PPO. Importantly, PPRL does not suppress
adaptation indiscriminately. Under path congestion, its switch
count remains comparable to PPO, RMRSA, and CIP, which
suggests that regularization is selective rather than overly
conservative.

An ablation study in Fig. 3b confirms the benefit of evidence
modulated regularization by comparing Adaptive Regular-
ization against Static Penalty and No Regularization. When
regularization is removed in No Regularization by setting
B to 0, the agent exhibits frequent route switching under
GCL faults and the scheduling success rate drops accordingly.
When a static penalty is applied, stability improves but adap-
tation under congestion can be overly constrained, whereas
Adaptive Regularization retains selectivity by activating only
when spectral evidence strengthens. We further examine the
coefficient sweep in Fig. 4a, where increasing [ suppresses
futile switching and the scheduling success rate peaks around
B = 1.0 before decreasing as the penalty becomes overly
restrictive, so we set 8 = 1.0 in the main experiments as
a stable trade off between decision stability and adaptability.

The sensitivity of the regularizer is governed by the sigmoid
slope « in Eq. (9). Small « yields a gradual mapping from ¢,
to v [¢¢], which can under react to persistent faults, whereas
large « yields a near binary response that can over react to
measurement noise. In Fig. 4b, scheduling success saturates
across a broad range of o, and we therefore use o = 10 as a
stable default.
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TABLE 1
MEASURED PER STEP CONTROL LOOP OVERHEAD.

Method  Diagnosis module cost ~ Policy cost  Total overhead
PPO - 1.0 ms 1.0 ms
PPRL 0.2 ms 1.0 ms 1.2 ms
CIP 50.0 ms 1.0 ms 51.0 ms

1) Runtime Overhead: Table I highlights a trade-off be-
tween accuracy and latency that is particularly acute in TSN.
Time-aware scheduling and routing adaptation operate under
millisecond scale decision intervals in industrial settings [38],
which makes controller-side latency a key constraint rather
than a secondary metric. While causality-aware modeling can
provide grounded disambiguation, its online inference over-
head of 51.0 ms in our representative CIP baseline can exceed
such control-loop budgets. PPRL instead targets a deployable
design point in which spectral evidence is computed from
small covariance matrices, adding only 0.2 ms on top of PPO
inference in our implementation. While Fig. 4 provides con-
trolled guidance for selecting 8 and «, practical deployments
may face load variation and measurement noise that shift
the effective evidence distribution. Simple safeguards such as
smoothing ¢, over a window of size W and limiting the max-
imal regularization weight can reduce boundary oscillations
and prevent unnecessary constraints. We next examine PPM
selectivity under diverse non GCL disturbances to confirm that
regularization activates only when the protocol defined fault
signature is present.

2) Fault Diversity and Selectivity of PPM: To evaluate
whether regularization spuriously activates under non GCL
disturbances, we augment the fault resilience scenario with
stochastic packet loss and per hop jitter. Unlike a determin-
istic GCL misconfiguration, these disturbances do not induce
aligned cross flow delay spikes at a single port and thus yield
a diffuse spectrum with low ¢;. We report the distribution
of ¢, across fault types in Fig. 5, where a dashed line at
¢r = ¢o marks the sigmoid center and we set ¢g to 0.5 in all
experiments. Consistent with the protocol defined nature of
the GCL signature, ¢; remains substantially lower under loss
and jitter than under GCL faults, which keeps v [¢;] small and
preserves adaptation.

These selectivity results also clarify the operational scope

1.004
0.75+
e R e
0.25
0.00
T T T
GCL Fault Stochastic Loss Jitter
Fig. 5. Fault diversity and selectivity of PPM. We compare the spectral

synchronicity index ¢: under GCL faults versus stochastic loss and jitter,
where the dashed line at ¢ = ¢ indicates the sigmoid center and we set
¢o to 0.5.

of the protocol prior exploited by PPM. The spectral signature
is strongest when multiple concurrent flows share the faulty
port, the GCL misconfiguration persists across several deci-
sion intervals, and the controller can reliably observe delay
and queueing signals. In low concurrency regimes or highly
transient disturbances, the evidence can be weak or noisy, and
the regularizer naturally weakens as v [¢;| approaches zero,
which recovers the standard PPO objective without requiring
an explicit ambiguous label. We also note that aligned spikes
may arise from exogenous synchronization at the sources
or strongly periodic workloads, which motivates evidence
modulated regularization rather than hard constraints.

V. CONCLUSION AND FUTURE WORK

This paper presents PPRL, a protocol prior-guided rein-
forcement learning framework for TSN routing that mitigates
the correlation trap between congestion driven latency and
localized GCL misconfiguration. By extracting spectral evi-
dence through delay covariance analysis and regularizing PPO
updates with an adaptive KL penalty, PPRL suppresses futile
route switching while preserving adaptation when evidence is
diffuse. ns-3 experiments show that PPRL reduces misguided
route switching by 84.1% under GCL faults while maintaining
scheduling efficiency comparable to strong baselines.

Our results suggest that protocol prior regularization is most
effective when the fault signature is persistent and observable
across multiple concurrent flows. When concurrency is low or
telemetry is noisy and time misaligned, the spectral evidence
weakens, ¢; becomes low, and v [¢;] naturally reduces the
KL penalty toward zero. In this regime, PPRL falls back to
the standard PPO objective, which preserves adaptability while
avoiding over commitment to a potentially spurious prior.

Future work will extend PPM toward a broader taxonomy
of TSN failures and will study adaptive calibration strategies
for robust operation under load variation. We also plan to
explore distributed controllers and tighter coordination be-
tween routing and scheduling, which are critical for large scale
deployments.
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