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Abstract—Machine learning is widely applied in software en-
gineering tasks, particularly code vulnerability detection, owing
to its ability to automatically identify patterns in data. However,
existing machine-learning-based vulnerability detection methods
exhibit several limitations. Reliance on a single feature type fails
to capture comprehensive code semantics, leading to elevated
false positive and false negative rates. Excessive dependence
on fully automated feature learning overlooks potential inter-
feature relationships, thereby impeding the model’s capacity to
recognize specific vulnerability patterns. Furthermore, the use of
excessively high-dimensional features incurs substantial compu-
tational overhead during large-scale analysis, rendering real-time
detection impractical. To address these shortcomings, we propose
BAVul, a vulnerability detection system based on a bug attention
mechanism. BAVul embeds source code using CodeBert language
model to preserve vulnerability-relevant semantic information in
the sequence. It then reconstructs the Control Flow Graph (CFG),
Abstract Syntax Tree (AST), and Program Dependence Graph
(PDG), and generates embeddings for these graphs via Graph
Attention Network (GAT) to preserve structural information.
During feature fusion, a bug attention mechanism is introduced
to enable weighted integration of graph embeddings, thereby
compensating for the limited modeling of vulnerability patterns
in conventional graph-based approaches. In the detection phase,
a refinement-based dimensionality reduction technique is com-
bined with LightGBM to enhance both efficiency and accuracy.
Compared with conventional machine-learning methods, BAVul
achieves substantial improvements in F1-score and computational
performance.

Index Terms—Machine Learning, Vulnerability, Cross-
Attention, Token, Graph

I. INTRODUCTION

Software vulnerabilities remain one of the primary sources
of cybersecurity risks today. Exploitation of these vulnera-
bilities frequently results in severe consequences, including
massive data breaches, full system compromise, ransomware
attacks, and even disruption of critical infrastructure. Vulner-
ability detection system plays a vital role in software security
[1], which can prevent a series of security incidents [2]. Con-
sequently, interest in more accurate and efficient automated
software vulnerability detection methods has increased [3].

However, existing machine learning-based code vulnera-
bility detection methods still face limitations in feature pro-
cessing [4]–[8]. First, single-feature enhancement approaches
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suffer from semantic limitations and fail to comprehensively
capture diverse vulnerability patterns. Second, multi-feature
fusion methods often ignore dependencies among internal
features, limiting the model’s ability to incorporate contextual
influences during learning. As a result, these methods overlook
potential semantic correlations across different feature repre-
sentations (such as those between source code and program
dependence graphs) and rely solely on basic feature concate-
nation. This leads to feature redundancy, difficulty in capturing
vulnerability-specific patterns, and increased false positive and
false negative rates. Furthermore, the high-dimensional feature
vectors introduced by existing approaches frequently cause
overfitting during training and fail to meet real-time detection
requirements.

To address the aforementioned limitations, we propose
BAVul, a code vulnerability detection system based on a
bug attention mechanism. BAVul integrates sequence-level and
graph-level features to deliver richer semantic information than
existing approaches. In BAVul, CodeBERT first tokenizes and
embeds the source code to produce token-level feature vectors,
the GAT is then applied to embed the three code structural rep-
resentations: CFG, AST, and PDG. The token embedding then
serve as queries in the bug attention mechanism, identifying
important structure information in the graph embeddings and
assigning token related weights to achieve semantic enhance-
ment of vulnerability patterns. Finally, a distance-based feature
dimensionality reduction method processes the fused features,
which are then fed into a LightGBM model for efficient and
accurate vulnerability detection. The main contributions of this
work are as follows:

1) Multi-type Feature Recovery. To address the issue of
insufficient semantic information caused by single-feature
sources, we extract both textual and graph-level features from
the code. Considering the characteristics of text and graph
representations, we use a token embedding module and a graph
embedding module to separately extract semantic information
from the two types of features.

2)Bug Attention-Based Semantic Enhancement. To over-
come the limitation that features cannot leverage information
from other features during the fusion process, we propose bug
attention, a mechanism that uses token embeddings as queries
and graph embeddings as keys and values in a cross-attention
framework. This allows the tokens to semantically reinforce
the graph, capturing richer vulnerability pattern features from



the graph.
3) To mitigate overfitting and excessive computational cost

caused by high-dimensional features, we refine the fused fea-
tures using six distance metrics and then perform vulnerability
detection with LightGBM.

II. BACKGROUND

A. Dynamic Analysis

Dynamic analysis methods typically involve inserting in-
strumentation code into the target program and executing
it. By integrating with existing fuzzing frameworks such as
AFL [9], these methods generate test cases for the target
code. Feedback from the instrumentation is used to iteratively
refine the test cases, thereby enhancing testing efficiency.
Ultimately, test cases that cause crashes are audited to identify
potential security vulnerabilities. However, these approaches
heavily depend on the fuzzing framework’s exploration of
code paths and the program’s internal execution, rendering
them extremely time-consuming. Discovering vulnerabilities
via dynamic analysis often requires several days, making it
inadequate for the escalating demands of code analysis [10],
[11].

B. Static Analysis

According to their underlying principles, static analysis
techniques can be categorized into taint analysis, symbolic
execution, and BCSD-based methods. Taint analysis first
identifies sensitive program points (sinks) and data input
points (sources) in the code. It then tracks taint propagation
from sources to sinks, checking for unsafe paths that may
allow untrusted input to reach sensitive operations [12], [13];
potential vulnerabilities are subsequently confirmed through
manual auditing. Symbolic execution uses constraint solvers to
explore different possible values at sensitive program points,
thereby determining the feasibility of vulnerability-triggering
conditions. BCSD-based methods are primarily divided into
distance-based approaches and machine learning-based ap-
proaches [14], [15]. Distance-based methods identify similar

features between vulnerable code fragments, compute similar-
ity metrics, and apply thresholds to detect potentially vulnera-
ble code. Machine learning-based methods focus on extracting
semantic features—such as textual or structural representations
of code—and leverage model learning capabilities to uncover
latent vulnerability patterns for detection.

Taint analysis and symbolic execution require exhaustive
traversal and processing of a large number of code paths, in-
curring substantial computational time across diverse program
states. Moreover, they suffer from issues such as over-tainting
and path explosion [16], [17], rendering them insufficient for
large-scale analysis demands. In contrast, machine learning-
based methods can automatically extract semantic features
and have thus become the predominant approach for code
vulnerability detection.

III. PROPOSED SYSTEM

The overview of BAVul is showed in Figure. 1. BAVul
comprises three primary stages: token and graph embedding,
bug attention and vulnerability detection. In the first phase, we
introduce two levels of code features. At the token level, we
perform tokenization on the source code to obtain code tokens
and extract semantic features at the code sequence level using
existing pretrained code models. At the graph level, we employ
a graph embedding network to capture semantic features from
three kinds of graph structures.

In the second phase, we propose a Bug Attention module. To
further emphasize vulnerability-relevant patterns in the graph
semantics, we use the token embeddings as queries, the graph
embeddings as keys and values, and compute cross-attention
from tokens to the graph. This yields an enhanced graph
embedding.

In the final phase, to mitigate the overfitting and com-
putational cost during detection caused by excessively high
feature dimensionality, we combine six distance metrics to
refine the features, yielding lower-dimensional representations
with enhanced semantics. We then train a LightGBM classifier
to identify vulnerability sample.
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Fig. 1: BAVul Overview.



A. Embedding

1) Code Embedding: As shown in Figure. 2, the code
embedding process consists of two main stages: tokenization
and vectorization. To obtain code sequence embeddings, we
first perform tokenization on the source code. Common tok-
enization approaches include word-level, character-level, and
subword tokenization. Word-level tokenization suffers from
out-of-vocabulary (OOV) issues, while character-level tok-
enization produces excessively long sequences. Consequently,
neither is suitable for vulnerability detection in code. In this
work, we adopt subword tokenization for processing source
code. WordPiece and Byte Pair Encoding (BPE) are two
widely used subword tokenizers. WordPiece has the draw-
back of generating [UNK] tokens, which may cause loss of
vulnerability-related information. Therefore, we employ BPE
as the tokenization tool. BPE starts from a fixed set of 256
UTF-8 bytes, ensuring complete coverage of any input text.
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Fig. 2: Code Embedding Process.

To convert token sequences into numerical vectors, we adopt
the approach used in CodeBERT [18], which is built on the
RoBERTa [19] architecture. First, each token is mapped to its
corresponding ID in the vocabulary and then transformed into
a dense vector through a learnable token embedding matrix,
these token embeddings are then combined with position
embeddings. The resulting representations are fed into trans-
former layers, where self-attention mechanisms enable each
token to attend to all others, thereby capturing rich contextual
relationships, as illustrated in Figure. 2. Finally, the model
produces the embeddings from the last transformer layer, with
each token encoded as a 768-dimensional vector that integrates
both its local semantics and its global context within the code
snippet.

2) Graph Embedding: To generate robust graph embed-
dings for vulnerability detection, we employ Graph Attention
Networks (GAT) [20] to encode the multi-view structural

representations of the code, specifically its CFG, AST, and
PDG. For each graph, the initial node features are obtained
from the CodeBERT embeddings of the tokens corresponding
to each node.

The computation process is illustrated in Figure. 3. For each
node Ni in the graph, the attention score between Ni and its
neighbor Nj is computed using the following formula.

αij =
exp

(
LeakyReLU

(
a⃗T [Wh⃗i∥Wh⃗j ]

))
∑

k∈Nj
exp

(
LeakyReLU

(
a⃗T [Wh⃗i∥Wh⃗k]

)) (1)

W is the weight matrix applied to the node features, h
denotes the embedding vector of each node, a⃗⊤ is a learnable
attention vector, and LeakyReLU serves as the activation
function.

Finally, the embedding vector h⃗′
i for node Ni is computed

using the following formula.

h⃗′
i =

1

K

K∑
k=1

σ

∑
j∈Ni

αk
ijW

kh⃗j

 (2)

Here, K denotes the number of attention heads, as illus-
trated by the three differently colored edge types in Figure. 3.
To reduce the computational overhead in subsequent feature
processing, we compute the node embedding h⃗′

i by averaging
the outputs across all attention heads rather than concatenating
them.

This multi-graph GAT approach effectively leverages com-
plementary information across control flow (CFG), syntac-
tic hierarchy (AST), and data/control dependencies (PDG),
enabling more discriminative feature learning for identifying
vulnerable code patterns.
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Fig. 3: Graph Attention Networks.

B. Bug Attention

To further enhance the semantic quality of the graph embed-
ding, we propose a cross-attention-based feature fusion mecha-
nism that integrates the previously obtained token embeddings
with the graph embeddings.

In Section III-A, CodeBERT is employed to obtain the
token-level embeddings of the code sequence, denoted as



T ∈ RL×D, where L is the sequence length and D is the em-
bedding dimension (768 in this work). Subsequently, GAT is
applied to three graph representations of the code (CFG, AST,
and PDG) to produce the graph node embeddings G ∈ RN×D,
where N denotes the number of nodes. We then employ
a cross-attention mechanism to construct the bug attention
module, which processes and fuses the two types of features.
As illustrated in Figure. 4, we use the token embeddings as
queries(Q), and the graph embeddings as both keys(K) and
values(V) in a cross-attention mechanism. This computes an
attention weight matrix A that reflects the importance of each
node embedding to every token. The weight matrix A is then
applied to the values to produce semantically enhanced graph
features. Finally, a residual connection fuses these enhanced
graph features with the original token embeddings.
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Fig. 4: The Process of Bug Attention.

Equation 3 describes the computation of A, where
WQ,WK ∈ RD×Dk are learnable projection matrices. The
scaling factor

√
Dk in the denominator stabilizes the gradients

and improves training stability.

A = softmax

(
QWQ(KWK)⊤√

Dk

)
, (3)

H is the output of the cross-attention layer, computed as the
weighted sum of the value vectors (V) and WV ∈ RD×Dv

using the attention weights (A). Its purpose is to produce
semantically enriched representations for the graph nodes by
dynamically aggregating relevant information from the code
sequence, thereby injecting token information and importance
weighting into the original graph structure.

H = A(VWV ), (4)

The semantically enhanced graph embedding H′ is finally
computed via a residual connection. This residual connection
preserves the original code semantics while enabling the
model to incorporate structural information from the graph.
By directly adding the cross-attention output to the initial code
embeddings, the resulting representation effectively retains
both the linguistic and structural features of the code.

H′ = H+Q. (5)

This fusion aligns sequential context with graph nodes,
emphasizing structurally relevant elements informed by the

code’s natural order and semantics. By injecting sequence-
derived attention weights into CFG (control transitions), AST
(syntactic hierarchy), and PDG (data/control dependencies),
the approach yields more discriminative embeddings that bet-
ter capture vulnerability patterns, such as context-dependent
unsafe operations or anomalous data flows, ultimately improv-
ing detection performance in downstream classification tasks.

C. Vulnerability Detection

1) Distance Based Embedding Refine: To enhance the real-
time detection capability of the model, we propose processing
fused embeddings using distance metrics. Specifically, we first
employ Jaccard similarity and Dice similarity to quantify
the overlap in identical elements between the embeddings
of two samples. To further capture sequential similarities,
we introduce Levenshtein ratio and supplement it with Jaro
similarity and Jaro-Winkler similarity to reinforce the semantic
alignment in token order.

2) LightGBM Based Vulnerability Detection: LightGBM
[21], a highly efficient gradient boosting framework developed
by Microsoft, has been increasingly applied in vulnerability
detection due to its superior speed, scalability, and strong
performance on high-dimensional, imbalanced datasets com-
monly encountered in source code analysis. By leveraging
histogram-based splitting, leaf-wise tree growth, and native
support for categorical features, LightGBM effectively models
complex vulnerability patterns extracted from features such as
AST, CFG, PDG, or static code metrics, achieving competitive
accuracy with significantly reduced training time and memory
usage compared to traditional methods like XGBoost. This
makes it particularly suitable for real-time or large-scale
automated vulnerability mining pipelines.

In BAVul, we process vulnerable and non-vulnerable func-
tions to obtain their fused vector representations µ1 and µ2.
The refined embeddings S between these two vectors is then
computed using the aforementioned distance metrics, yielding
N pairs of the form ⟨Si,Labeli⟩, where Labeli ∈ {+1,−1}.
The label is set to +1 if the two samples share the same
vulnerability and to −1 otherwise.

IV. EXPERIMENT SETUP

We aim to address the following research questions (RQs):
• RQ1: What are the optimal hyperparameters of the

model?
• RQ2: Compared to existing deep learning-based ap-

proaches, how much does BAVul improve detection ac-
curacy and efficiency?

• RQ3: Do the individual components of BAVul contribute
to the improvement of detection effectiveness?

A. Datasets

After surveying the existing BigVul [22], CVEFixes [23],
CrossVul [24], and DiverseVul datasets [25], we selected Di-
verseVul as the experimental dataset for this study. DiverseVul
augments, merges, and deduplicates the other three datasets,
making it a more comprehensive and representative collection



for evaluating vulnerability detection performance. The Diver-
seVul dataset comprises source code from 933 projects, covers
155 CWE categories, includes 523,956 functions, and contains
41,377 vulnerable functions.

We apply the method described in Section III to embed
and merge each function code. For a pair of samples sharing
the same vulnerability, their embeddings BAE1 and BAE2

are represented as ⟨BAE1,BAE2,+1⟩, otherwise, they are
represented as ⟨BAE1,BAE2,−1⟩. Dataset was divided into
70% for the training set, 15% for the validation set, and 15%
for the test set.

B. Environment

Our experiments were conducted on a PC equipped with
an i7-10700 CPU and 32 GB of memory. The embeddings
of both code sequences and graphs are implemented using
PyTorch and Transformer modules. The CFG, AST, and PDG
are generated using the Joern tool.

V. EXPERIMENTAL EVALUATION

A. Hyperparameter

To identify the optimal model hyperparameters, we train the
model for 100 epochs and evaluate its AUC on the validation
set every 10 epochs.

Max Length: In CodeBERT, multiple max length options
such as 128, 256, and 512 are available. Our analysis of the
vulnerable functions in DiverseVul shows that 95% of them
have token counts between 200 and 400. Since vulnerability
detection is performed at the function level, we set the maxi-
mum sequence length to 512 tokens when embedding the code
with CodeBERT. This configuration suffices to cover the vast
majority of vulnerable functions while minimizing information
loss from truncation.

Attention Heads: To determine the optimal number of
attention heads for the GAT and bug attention modules, we
evaluated configurations with 1, 2, 4, and 8 heads while
fixing the embedding dimension at 768. Previous studies have
consistently shown that 4 or 8 heads often yield strong clas-
sification performance and computational efficiency in similar
graph-based models. As illustrated in Figure. 5a, the model
achieves the highest vulnerability detection performance when
the number of heads is set to 4. Consequently, we adopt 4
heads for both the GAT and bug attention modules in our
final architecture.

Embedding Size: To determine the optimal embedding
size, we investigated five candidate dimensions: 64, 128, 256,
512, and 768 (with an additional consideration of 1024 for
completeness). For dimensions not equal to 768, a linear
projection layer was appended immediately after CodeBERT
to align the sequence embeddings with the graph embedding
dimension. The vulnerability detection performance under
these configurations is presented in Figure. 5b. the classi-
fier achieves the highest performance when the embedding
dimension matches the original 768 dimensional output of
CodeBERT. This superior result stems from the ability to
fully leverage the pre-trained representations from CodeBERT

without dimensionality reduction, thereby preserving the rich,
original semantic information of the tokens and enabling more
effective semantic enhancement of the graph structure, which
ultimately leads to the best detection performance.

Answer to RQ1:After thorough hyperparameter tun-
ing and evaluation, we determined the optimal values
for the maximum sequence length, embedding dimen-
sion, and number of attention heads. The selected
maximum sequence length of 512 tokens suffices to
encompass the vast majority of vulnerable functions
without incurring substantial information loss from
truncation. Meanwhile, extensive validation confirms
that the selected embedding dimension and head count
yield the highest vulnerability detection performance.

B. Detection Performance comparison

1) Comparision with Other Methods: To evaluate the vul-
nerability detection performance of BAVul, we compare it with
several state-of-the-art(SOTA) deep learning based methods.
The five representative approaches included in this comparison
are VulSeeker [4], FIT [5], VulSim [6], DeepDFA [7], and
AugSliceVul [8]. These methods represent prominent deep
learning techniques that leverage diverse graph representations
and embedding strategies for software vulnerability detection.

• VulSeeker and FIT first convert the program into a
CFG. They then generate semantically enriched repre-
sentations, namely labeled semantic flow grap (LSCFG)
for VulSeeker and 3-level-features attributed control flow
graph(3LACFG) for FIT, by incorporating data and oper-
ation attributes extracted from the CFG. These enhanced
graph representations are subsequently embedded using
natural language processing techniques in combination
with Structure2Vec [26] to capture both code semantics
and structural information. Finally, a siamese network
along with similarity metrics is employed to compute
function similarity and perform vulnerability detection.

• VulSim introduces a vulnerability detection method that
leverages three distinct feature types—semantic, contex-
tual, and syntactic. Each feature type is embedded using
a dedicated model tailored to its dimension. Cosine simi-
larity is then computed between embeddings to reinforce
the feature representations, thereby improving overall
detection performance.

• DeepDFA identifies the structural similarity between the
message passing mechanism of GNN and data flow
propagation along CFG. By injecting variable and data
information extracted from the CFG into the GNN learn-
ing process, DeepDFA enables the model to learn latent
data flow patterns that exist across different programs,
thereby facilitating the detection of potential security
vulnerabilities.

• AugSliceVul constructs an augmented program depen-
dence graph (AUG-PDG) by incorporating five types of
data and operation attributes into the traditional PDG.
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Fig. 5: Impact of Different Hyperparameters

It then applies program slicing techniques to select
vulnerability-relevant patterns and employs a hybrid loss
function to fine-tune the embedding module within Code-
BERT, achieving precise vulnerability detection.

Figure 6 illustrates the performance comparison of
BAVul with aforementioned methods. Clearly, BAVul exhibits
markedly better detection effectiveness. The AUC scores of the
five baseline approaches are 89.22%, 89.44%, 90.2%,92.10%,
and 93.11%, respectively. On average, BAVul surpasses these
methods by 2.87% in AUC.
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Fig. 6: Comparision with Other Works.

The superior performance of BAVul stems from its effective
integration of token level and three types of graph level
semantic information via the bug attention mechanism, which
substantially enriches the resulting graph representations. In

contrast, prior approaches typically focus on enhancing fea-
tures or models derived from a single source, without ad-
equately addressing the fusion of multiple feature types or
their inherent interrelationships. Consequently, BAVul achieves
the highest vulnerability detection performance among the
evaluated methods.

Table I compares the effectiveness and efficiency of BAVul
with the aforementioned baseline methods. VulSeeker and FIT,
relying solely on relatively simplistic control flow graph rep-
resentations, deliver limited detection performance, achieving
f1-scores of 76.32% and 81.22%, respectively. In contrast,
VulSim, DeepDFA, and AugSliceVul integrate representations
from multiple program feature sources and incorporate feature
specific modeling strategies (e.g., DeepDFA’s simulation of
data-flow analysis), resulting in substantially higher detection
performance with f1-scores of 89.36%, 92.82%, and 91.67%,
respectively. BAVul preserves diverse feature types while ex-
plicitly capturing their internal relationships, thereby strength-
ening multi-feature semantic fusion. Detection performance
is further improved through distance-based dimensionality
reduction and LightGBM, yielding highest f1-score of 96.85%
and accuracy of 96.86%.

TABLE I: Comparison with Other Methods

Method Accuracy Precision Recall F1-Score Average Time
VulSeeker 75.99% 75.28% 77.39% 76.32% 0.32min

FIT 81.01% 80.35% 82.11% 81.22% 0.75min
VulSim 89.51% 90.68% 88.08% 89.36% 1min

DeepDFA 92.84% 93.06% 92.58% 92.82% 2min
AugSliceVul 91.74% 92.47% 90.88% 91.67% 3.23min

BAVul 96.86% 97.02% 96.68% 96.85% 1.35min

Regarding efficiency, VulSeeker and FIT leverage simple
siamese networks, resulting in moderate runtime advantages
with average detection times of 0.32 min and 0.75 min,



respectively, their primary overhead stems from program
internal information reconstruction. VulSim benefits from a
rule based feature extraction approach and exhibits average
detection time of 1 min. DeepDFA incurs longer detection
time due to explicit data flow analysis (average 2 min), while
AugSliceVul suffers from substantial overhead introduced by
program slicing (average 3.23 min). BAVul strikes a balanced
trade off between detection performance and computational
efficiency. Its primary computational cost stems from the token
and graph embedding stages, whereas distance computation
and model inference incur negligible overhead, resulting in an
average detection time of 1.35 minutes. Compared to data-
flow analysis and program slicing-based methods (DeepDFA
and AugSliceVul), BAVul demonstrates a clear advantage in
both detection effectiveness and runtime efficiency: it reduces
average detection time by 32.50% compared to DeepDFA
(2 minutes) and by 58.20% compared to AugSliceVul (3.23
minutes).

2) Known Vulnerability Detection: To evaluate BAVul’s
performance on specific vulnerability categories compared
with the aforementioned baselines, we focus on two types
of command injection vulnerabilities (CWE-77 and CWE-
78) and two types of buffer overflow vulnerabilities (CWE-
119 and CWE-120), both of which can cause severe security
consequences. As shown in Figure. 7, BAVul achieves the best
classification performance on the first two vulnerability types.
Across all four categories, BAVul attains detection accuracy
exceeding 93%, with a detection accuracy of 99% for CWE-
77.

When detecting CWE-119 and CWE-120 vulnerabilities,
BAVul achieves slightly lower accuracy than DeepDFA, with
differences of 0.99% and 0.36%, respectively. This can be
attributed to DeepDFA’s explicit modeling of data flow analy-
sis, which provides an advantage in certain vulnerability types
that heavily depend on data propagation patterns. However,
BAVul exhibits significant advantages in detecting the first
two vulnerability types. As evidenced by the results in Table.
I, BAVul also demonstrates superior overall detection perfor-
mance across all datasets. Furthermore, thanks to its feature
fusion and refinement modules, BAVul achieves substantially
lower detection time compared to DeepDFA.

Answer to RQ2:After extensive testing across mul-
tiple baselines, we demonstrate that BAVul leverages
the internal relationships among diverse feature types
to achieve more precise vulnerability detection than ex-
isting approaches. In particular, it effectively identifies
two prevalent vulnerability classes (command injec-
tion and buffer overflow) while substantially reducing
inference latency in the deep learning based vulnera-
bility detection process through feature refinement and
efficient machine learning techniques.
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Fig. 7: Specific Type Vulnerability Detection.

VI. ABLATION STUDY

To evaluate the impact of the proposed bug attention mech-
anism, feature refinement, and the application of bug attention
to different feature types in BAVul, we conducted an ablation
study by isolating individual components, as reported in Table
II. In the baseline configuration without bug attention or
feature refinement, token and three graph embeddings (AST,
CFG, PDG) are simply concatenated and fed into LightGBM
for detection, yielding an F1-score of 92.25%. While this
setup demonstrates the benefits of multi-feature fusion, the
absence of explicit modeling of internal feature relationships
limits overall performance. When bug attention is applied
without feature refinement, the F1-score improves to 95.65%,
approaching the full BAVul performance. However, the lack of
refinement introduces redundancy in the features, leading to
overfitting and a modest degradation relative to the complete
model.

Applying the bug attention mechanism selectively to differ-
ent graph structures reveals that the AST yields the highest f1-
score of 94.85%, followed closely by the PDG with 94.56%.
This superior performance arises from the AST’s compre-
hensive representation of program syntax and semantics, as
well as the PDG’s clear depiction of program dependencies.
In contrast, the CFG primarily captures execution paths and
data dependencies, which are often more complex and highly
entangled. Consequently, the bug attention mechanism cap-
tures these relationships less effectively in the CFG than in
the AST or PDG. Overall, BAVul applies bug attention across

TABLE II: Ablation Study Results

Method Accuracy Precision Recall F1-Score
woRA,woRE 92.38% 93.8% 90.75% 92.25%

withBA,woRE 95.6% 94.68% 96.64% 95.65%
AST+BA+RE 94.86% 95.12% 94.58% 94.85%
CFG+BA+RE 93.31% 94.8% 91.65% 93.2%
PDG+BA+RE 94.62% 95.6% 93.54% 94.56%

BAVul 96.86% 97.02% 96.68% 96.85%



multiple graph representations to capture enriched semantic
information, while feature refinement mitigates overfitting
and reduces inference latency. This combination effectively
integrates the strengths of diverse features, enabling highly
accurate and efficient vulnerability detection.

Answer to RQ3:Ablation studies on the key compo-
nents of BAVul confirm that the bug attention based
semantic enrichment strategy significantly outperforms
a naive feature concatenation approach (fusion-only
baseline). Feature refinement effectively mitigates
overfitting induced by high dimensionality, thereby
improving both detection efficiency and precision.
Furthermore, fusing embeddings from the three graph
types (AST, CFG, and PDG) enables the model to
capture more comprehensive semantic features, ul-
timately yielding the highest vulnerability detection
performance.

VII. CONCLUSION

In this paper, we propose BAVul, a vulnerability detection
system that employs a bug attention mechanism to semanti-
cally enrich graph representations of code. The system first
processes source code using CodeBERT to obtain token level
semantic embeddings. Based on these token semantics, cross
attention is applied to enhance the representations of three
program graph types (AST, CFG, and PDG). Subsequently,
distance based feature refinement and a machine learning
classifier are utilized to perform vulnerability detection, effec-
tively mitigating overfitting and reducing computational over-
head compared to purely deep learning based methods. This
approach substantially outperforms single feature detection
techniques in both effectiveness and efficiency.

Future work will improve feature interpretability and ef-
fectiveness. Sequence and graph features can be strengthened
via heuristic pruning to better capture vulnerability semantics.
To meet the demand for large-scale analysis, we will explore
model lightweighting techniques that maintain accuracy while
enhancing usability and real-time applicability.
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