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Abstract—Trajectory prediction is a critical component for au-
tonomous vehicles (AVs) to execute safe planning. While extensive
work has been done on adversarial attacks against deep learning-
based trajectory prediction models, most approaches generate
adversarial trajectories by adding noise to trajectory points. This
approach often results in unsmooth, or even jagged, trajectories,
which suffer from poor stealthiness and are impractical for real-
world implementation. To address this limitation, we propose
a novel adversarial attack method based on Bézier Curves,
named BC-Attack (Bézier Curves Attack). BC-Attack constructs
adversarial trajectories by searching for control point positions. It
leverages the continuous curvature of Bézier curves to ensure the
generated adversarial trajectory naturally possesses geometric
smoothness, while applying both soft and hard constraints to
limit the offset error, velocity, and acceleration of the adversarial
trajectory, improving its feasibility in the real world. Experiments
on the Apolloscape and nuScenes datasets show that BC-Attack
improves the trajectory prediction error by an average of 210%
compared to normal prediction. Visualization of the trajectories
also demonstrates that the generated adversarial trajectories are
more stealthy and smoother than other attack methods.

Index Terms—Autonomous Driving, Trajectory Prediction,
Bézier Curve.

I. INTRODUCTION

Autonomous driving is a complex system [1], [2] integrating
modules such as environmental perception, behavior planning,
and vehicle control. Trajectory prediction, as a crucial module
between perception and planning, aims to predict the future
trajectories of surrounding traffic participants based on their
historical states, which is essential for the safe operation
of autonomous vehicles. Therefore, numerous deep learning-
based trajectory prediction methods [3]-[6], [19]-[28] have
emerged in recent years, achieving promising results on gen-
eral datasets. However, these data-driven models exhibit sig-
nificant vulnerability to adversarial perturbations. This means
that attackers can manipulate a vehicle to follow an adversarial
trajectory, inducing the trajectory prediction model to output
results that deviate drastically from its intended purpose. This
could lead to dangerous decisions such as sudden braking or
sharp turns by the autonomous vehicle. Therefore, in-depth
research into the adversarial robustness of trajectory prediction
models is of urgent security significance.
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Fig. 1: Trajectory diagram based on Bézier Curve, cy, ...
represents the control points of a Bézier Curve.
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Existing trajectory prediction adversarial attack meth-
ods [7]-[14] primarily focus on addressing two core chal-
lenges. One is the effectiveness of the attack, namely, whether
the attack can successfully interfere with the trajectory predic-
tion model’s prediction of the future intentions of surrounding
vehicles, thereby affecting the autonomous vehicle’s own
future trajectory planning and leading to traffic accidents such
as collisions. The other challenge is the physical realism of the
adversarial trajectory, that is, the adversarial trajectory gener-
ated by the attack method needs to be smooth and continuous
enough, and conform to the laws of vehicle kinematics (such as
continuous speed and acceleration), so that it can be replicated
in the real world by controlling the vehicle.

Nevertheless, very few works can solve both of these
challenges simultaneously. The work [7], [8] that focus on
the effectiveness of attack pays more attention to improving
the prediction error of the trajectory prediction model while
neglecting the smoothness of the trajectory. The resulting
adversarial trajectories exhibit high-frequency jitter and jagged
edges, making them easily detectable and physically unrepro-
ducible. At the same time, the works [9], [11]-[14] dedicated
to practical deployment reconstruct or smooth the trajectory to
satisfy kinematic constraints, achieving sufficient smoothness
but sacrificing attack effectiveness. In short, existing methods
cannot simultaneously solve both problems.

To simultaneously address both of the aforementioned is-
sues, we propose a novel adversarial attack framework named
BC-Attack (Bézier Curves Attack). Instead of generating
adversarial trajectories through point perturbation optimiza-
tion, BC-Attack innovatively uses Bézier Curves [33]-[35].
A Bézier Curve is defined by a set of control points, with



each point on the curve being a weighted combination of
these control points, as shown in Fig. 1. These control points
act like “magnets”, guiding the curve’s direction. Based on
this characteristic, BC-Attack shifts the optimization objective
from discrete trajectory points to control points. By adjusting
the positions of these control points, the target Bézier Curve is
obtained, and points are selected on the curve according to the
time series of historical trajectories to generate the adversarial
trajectory.

Since the Bézier Curve is a smooth polynomial parametric
curve, the adversarial trajectories generated by BC-Attack in-
herit its smoothness, effectively solving the problem of trajec-
tory non-smoothness in traditional point-by-point perturbation
methods. Furthermore, the combination of physical constraints
applied to the trajectory (velocity, acceleration, and control
point amplitude pruning) makes the adversarial trajectory gen-
erated by BC-Attack feasible in the real world. Moreover, we
conducted extensive evaluations of various state-of-the-art pre-
diction models [4]-[6] on two mainstream autonomous driving
datasets, Apolloscape [15] and nuScenes [16]. Experimental
results show that BC-Attack significantly outperforms baseline
methods in inducing prediction models to generate prediction
errors. This indicates that the trajectory generated by BC-
Attack is not only smooth but also has a significant deception
effect, effectively solving two challenges simultaneously.

Our main contributions are summarized as follows:

o We propose a novel adversarial attack framework based
on Bézier Curves. By optimizing control points to con-
struct adversarial trajectories, we ensure that the gener-
ated adversarial trajectories possess naturally continuous
curvature and smoothness.

o We designed a soft-hard constraint strategy, which applies
soft constraints on velocity and acceleration and hard con-
straints on offset range to ensure the physical feasibility
of the trajectory.

« We conducted comprehensive comparative evaluation ex-
periments on three prediction models and two trajectory
datasets. Our method achieves a 210% improvement in
average prediction error compared to the normal case,
and improvements of 2.50% and 0.43% compared to the
two baseline attacks, respectively.

II. RELATED WORKS
A. Trajectory Prediction for Autonomous Driving

In autonomous driving systems, the core objective of tra-
jectory prediction is to predict the future trajectories of sur-
rounding traffic participants (such as vehicles and pedestrians)
based on their historical states. The accuracy of this prediction
is crucial for safe behavioral decisions, obstacle avoidance, and
path planning by autonomous vehicles. In recent years, with
the development of deep learning, numerous data-driven pre-
diction models have emerged. For example, Trajectron++ [4]
employs a spatiotemporal graph structure combined with re-
current neural networks (RNNs) to model the interactions
between agents and their historical dynamics; GRIP [5] utilizes

graph convolutional networks (GCNs) to efficiently capture
spatiotemporal features in traffic scenarios; and FQA [6] pro-
poses a novel fuzzy query attention mechanism combined with
long short-term memory networks (LSTMs) to flexibly model
interactions between agents through continuous-valued fuzzy
decision-making. These models have demonstrated excellent
prediction accuracy in benchmark tests, but the robustness of
these trajectory prediction models against malicious interfer-
ence remains an unresolved safety issue.

B. Adversarial Attacks on Trajectory Prediction

Adversarial attacks aim to mislead deep learning model
outputs by introducing subtle perturbations to inputs. Current
adversarial attacks targeting trajectory prediction primarily fall
into two categories: indirect attacks and direct attacks. Indirect
attacks [17], [18] generate adversarial point clouds by placing
paper near stationary vehicles in the real world, disrupting
autonomous driving perception [29], [30] and tracking mod-
ules [31]. This causes erroneous perception of the vehicle’s
bounding box attributes, leading to inaccurate position lo-
calization and indirectly generating adversarial trajectories to
attack the prediction module. Direct attacks, conversely, intro-
duce perturbations directly into the prediction model’s input
(i.e., historical trajectory data) to generate adversarial trajecto-
ries. While differing in implementation, both attack methods
share the same objective: directly or indirectly compromising
the prediction module through adversarial trajectories.

Current direct attacks face a compatibility challenge be-
tween attack effectiveness and trajectory realism. Early ap-
proaches like Zhang et al. [7]. optimized by adding noise
directly to trajectory points. While this effectively induces
prediction errors, it often generates jagged trajectories vio-
lating kinematic laws, making attacks difficult to reproduce
in real-world scenarios. To address this, some studies [9]-
[12] adopted a two-stage “attack-then-reconstruct” strategy:
first optimizing trajectory points to generate highly effective
adversarial trajectories, then reconstructing them using kine-
matic or continuous curvature models to ensure smoothness.
However, this post-processing step smooths out carefully de-
signed adversarial features, significantly reducing the attack
effectiveness of the final generated trajectories.

III. PROBLEM FORMULATION
A. Trajectory Prediction Task

Trajectory Prediction forecasts the future trajectories of road
agents (vehicles and pedestrians) based on their current and
historical states perceived over 1,5 time steps. Let there be
N agents in the scene. The state of the i-th agent at time step
t is denoted as si € R”, where D is the state dimension (e.g.,
coordinates, velocity, acceleration). We denote the historical
trajectories as input tensor X; = {X! |i=1,..., N}, where
X} = (S}_7,,.11---»5;) represents the sequence of states for
agent 4 at time step ¢. The goal of the prediction model fy(-) is
to generate predicted trajectories Y; = {Y! |i=1,...,N}
for a future horizon of T4 time steps given X; and optional
context I, where Y{ = (s}, ,...,8;, ). In this work, we



focus on deep learning-based predictors trained to minimize
the distance error between Y; and the true future trajectory
F,={Fi|i=1,...,N}, where F: = (f;+17...,ft’+Tpred).

B. Adversarial Attack Model

We consider a white-box attack scenario where the ad-
versary controls a specific target vehicle v, to mislead
the prediction model. The adversary aims to maximize the
prediction error by adding a subtle perturbation § to the
historical trajectory X%, resulting in an adversarial trajectory
Xtar Xtar +§ = (84-1,,.41,---,5). The attack is
formulated as an optimization problem:

vtar tar
m?X Eattack (f0 (Xt 5 I)a Ft ) (1)

where Lgitqcr 1S the loss function that measures the error
between the predicted trajectory Y!*" and the true future
trajectory F{o7,

IV. METHODOLOGY

A. Overview

To address the limitations of existing methods, we propose
BC-Attack, a trajectory prediction adversarial attack frame-
work based on Bézier Curves. The core idea of our method
is to parameterize historical trajectories using the principles
of Bézier Curves, optimize the positions of control points to
obtain the target Bézier Curve, and then extract points on the
curve according to the time series to obtain the adversarial
trajectory. The attack process is described in Alg. 1. BC-
Attack utilizes the mathematical properties of Bézier Curves
to fundamentally guarantee the smoothness of the generated
trajectory.

The attack process specifically includes two stages: (1)
Bézier Curve Parameterization: precalculate the mapping
matrix from trajectory points to control points, solve for
the initial control points from the original trajectory using
a pseudo-inverse method with regularization, and add ran-
dom noise to find the optimal adversarial trajectory over a
wider range, avoiding getting trapped in local optima; (2)
Adversarial Optimization: under hard and soft constraints,
iteratively update the control point perturbation to maximize
the prediction error. We will elaborate on each stage below.

B. Bézier Curve Parameterization

Bézier Curves are parametric curves widely used in com-
puter graphics and path planning, with the core idea of defining
a smooth curve through a small number of control points.
In this method, we leverage Bézier Curves to parameterize
vehicle trajectories, shifting the optimization objective from
discrete trajectory points to control points.

Specifically, an n = K — 1 degree Bézier Curve is defined
by K control points C = [cg,ci,...,cx_1] € REX2
where each control point c; represents a coordinate in the two-
dimensional plane. A point on the curve at parameter 7 € [0, 1]

Algorithm 1 BC-Attack

Input: Original trajectory X!%", prediction model fy, itera-
tions NV, learning rate 7
Output: Adversarial trajectory X%‘”’
: Construct Bernstein basis matrix IM;
: Compute Cypip = (MTM + AI)~1M T Xler;
Cstart = Cingt + €9, where € ~ Z/[(*Uo, UO);
. Initialize AC <+ 0
for i =1to N do
Cadv — Cstart + AC»
Compute X% = MClg,;
Compute loss Liotar = Lattack + Lphys
Update AC < AC — nVacLiotal;
Clip AC into [—¢, €.);
: end for
: return X!%" = M - (C,qr¢ + AC)
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can be expressed as a weighted combination of the control
points:

K-1
p(7) =Y Bin(r)ci ©))
=0

where B; (1) = (})7(1 — 7)"~" is the Bernstein basis
polynomial, serving as the weight coefficient for each control
point. As the parameter 7 varies from O to 1, the curve
smoothly transitions from the starting control point ¢ to the
ending control point cx_;, while the intermediate control
points determine the curvature and direction of the curve
through their “pulling” effect.

To generate an adversarial trajectory with 7,5 discrete time
steps, we normalize the time indices ¢ = 0,1,..., Ty — 1
to 7 = t/(Tops — 1), uniformly distributing them within the
interval [0, 1]. Based on this, we construct the Bernstein basis
matrix M € RTovs K where the element M;; = B; (1)
represents the weight of the i-th control point at the ¢-th time
step. Since the normalized parameters 7, depend only on the
number of time steps 7,5 and control points K, the matrix M
can be precomputed before optimization and remains constant
throughout the process.

By precomputing the basis matrix MM, the trajectory genera-
tion process can be simplified to a single matrix multiplication:

X = MC 3)

where X € R7es*2 denotes the generated trajectory sequence.

Conversely, to parameterize the original trajectory, we need
to solve for the control points C from Eq. 3 given the
original historical trajectory X!?" € RTets*2  Depending on
the relationship between the number of trajectory points Ty
and the number of control points [, this equation may form
an overdetermined system (7,5s > K), a determined system
(Tops = K) or an underdetermined system (71,55 < K). To
handle these three cases uniformly, we employ a regularized
pseudo-inverse method:

Cinit = (MM + AI)~'M " Xlor 4)



where A is a small regularization coefficient (set to 1076
in our experiments) to ensure numerical stability and matrix
invertibility. When T,;; > K, this method is equivalent to the
least squares solution, finding the control points that minimize
the reconstruction error | MC — X! ||2; when T,s < K, this
method yields an exact or approximate solution with a smaller
norm. From a geometric perspective, this step projects the
original trajectory onto the smooth Bézier space, where C;,,;;
represents the optimal approximation of the original trajectory
in the Bézier space.

However, using C;,;; directly as the optimization starting
point may cause the algorithm to converge to a local optimum
near the original trajectory, limiting the attack effectiveness. To
enhance the exploration capability of the optimization process,
we add small random perturbations to the initial control points:

Cstart = Cinit + €o, €y ~ u(_007 UO) (5)

where €y is random noise following a uniform distribution,
and o is a constant controlling the perturbation magnitude.
The selection of this value requires a trade-off between two
aspects: perturbations that are too small may fail to effectively
escape local optima, while perturbations that are too large
may cause the initial trajectory to deviate too far from the
original, affecting the optimization convergence speed. In our
experiments, we set g to 0.1m.

C. Adversarial Optimization

We define a learnable perturbation variable AC € R¥*2,
initialized to zero. At each iteration, the adversarial control
points and the corresponding trajectory are computed as:

Cadv = Cst(M‘t +AC (6)
X" = MCaay (7)

Attack Objective. The goal is to maximize the prediction
error of the victim model fy. The attack loss is defined as:

Tpred

Lattack = —ADE(f(,(Xi‘",I),Fﬁm) = *%

pred i—1

®)

Minimizing L4440 1S equivalent to maximizing the Average
Displacement Error (ADE).

Constraint Strategy. To ensure that the adversarial trajec-

tory is both covert and physically feasible, we employ a two-

stage constraint strategy to achieve this:

1) Control Point Bound (Hard Constraint): Since the
mapping X%‘" = MC,4, is linear, trajectory deviation
can be implicitly constrained by bounding AC, thereby
avoiding adversarial trajectories with excessive pertur-
bations:

AC + clip(AC, —¢, €.) ©)]

where €. is the maximum allowed perturbation for
each control point coordinate (e.g., 0.5m). This clipping
operation is applied after each gradient update.

2) Kinematic Penalty (Soft Constraint):While the control
point bound ensures spatial proximity to the original

> l8eri— £l

TABLE I: Summary of datasets.

Name Scenario  Map  Tops  Tprea  Freq. (Hz)
Apolloscape [15] Urban X 6 6 2
nuScenes [16] Urban v 4 12 2

trajectory, we also need to ensure that the generated
trajectory obeys the physical laws governing vehicle
motion. Specifically, the velocity and acceleration de-
rived from the trajectory must remain within realistic
bounds. A naive approach would be to clip the velocity
and acceleration values directly in the trajectory space.
However, this would break the smooth structure of
the Bézier Curve, reintroducing the very problem we
aimed to solve. Instead, we incorporate the kinematic
constraints as a soft penalty term in the loss function:

Tobs
Lphy = Ao Zmax(o, lve ]l = Vmax )
t=2
Tobs
+ )\a Z maX(07 ||atH - amax)2
t=3

(10)

where v; and a; are the velocity and acceleration at
frame ¢ of the adversarial trajectory, computed from the
adversarial trajectory using finite differences:

vy = St Tt1 ‘Aft—l (11)
gy = 2 YL Xt’t‘l (12)

The coefficients A\, and )\, are positive weighting factors
that control the trade-off between attack effectiveness
and physical plausibility. Larger values of A, and A, im-
pose stricter physical constraints but may reduce attack
strength, while smaller values allow more aggressive
attacks at the cost of potential physical implausibility.
In our experiments, we set A\, = A, = 1.0 as a
balanced default. This soft constraint mechanism allows
the optimizer to naturally find solutions that are both
effective and physically feasible, without the disconti-
nuities introduced by hard clipping.

Total Loss. The total optimization objective is:

Etotal = Lattack + Ephy (13)

Guided by L,tq;, PGD iteratively updates the control point
locations C and ultimately converges on the optimal control
point locations C g, -

V. EXPERIMENTS
A. Experimental Setting

Datasets. We evaluate BC-Attack on two public datasets:
Apolloscape [15], and nuScenes [16]. The dataset character-
istics are summarized in Table I. We select the history length
(Tops) and prediction length (7},.q) following the official



TABLE II: Average prediction error under normal and adver-
sarial attacks

Model Dataset Method ADE FDE LDR

Normal 435 1040  2.4%

uScenes SA-Attack  6.03  13.55  2.5%

Opt-Attack ~ 6.98 1541  2.6%

GRIP BC-Attack ~ 7.91 16.93 3.7%

Normal 1.66 3.18 0.7%

Anolloscane | SA-Attack 3.11 582  4.8%

POTOSCAPE ¢ Attack  6.41  10.88  4.3%

BC-Attack ~ 5.98 1022 5.5%

Normal 420 1004  0.0%

uScenes SA-Attack 5.66  12.53  10.6%

Opt-Attack 6.52 14.17 4.1%

FQA BC-Attack ~ 7.48 15.75 17.5%

Normal 2.04 3.83 0.2%

Apolloscape SA-Attack 2.81 514 39.7%

Opt-Attack 6.73 11.71 20.5%

BC-Attack ~ 6.63  11.08  45.7%

Normal 3.90 1105  19%

uScenes SA-Attack 8.04  19.27  45.0%

Opt-Attack 857  19.94  48.7%

Trai BC-Attack  9.19 21.13  49.8%
rajectr0n++

Normal 1.28 294  0.0%

Apolloscape SA-Attack 3.80 719 35.6%

P P¢ Opt-Attack  7.37  13.71  223%

BC-Attack  7.80 13.19 42.5%

Normal 3.12 6.20 0.9%

Tra ] i SA-Attack 6.72 16.48  26.8%

rajectron++(map)  nuScenes Opt-Attack  8.07  18.63  28.0%

BC-Attack  8.66 19.71  30.6%

recommendations. We randomly select 100 scenarios as test
cases from each dataset.

Models. We evaluated three state-of-the-art trajectory pre-
diction models: GRIP [5], FQA [6], Trajectron++ [4]. Note
that Trajectron++ generates multimodal trajectory predictions
with probabilities, and we selected the highest-probability tra-
jectory as the final prediction. Additionally, Trajectron++ can
incorporate semantic map information as input, which is only
available in nuScenes. Therefore, we evaluated Trajectron++
(w/o map) on all datasets, while Trajectron++ (map) was
evaluated exclusively on nuScenes. For all models, we use of-
ficially released pretrained weights or train with recommended
hyperparameters.

Attack methods. We select two representative attacks as
baselines: the trajectory reconstruction-based attack proposed
by Yin et al. [9] and the perturbation optimization-based attack
proposed by Zhang et al. [7], henceforth referred to as SA-
Attack and Opt-Attack, respectively.

Metrics. We employ two widely used metrics, ADE and
FDE [32], to measure the impact of adversarial attacks on
prediction accuracy, and propose a new metric, LDR, to
evaluate the degree of lane deviation in predicted trajectories:

Average Displacement Error (ADE): Mean {5 distance be-
tween the ground truth and predicted trajectories.

Final Displacement Error (FDE): {5 distance between the
predicted final position and the ground truth final position at
the prediction horizon T},;.¢q.

Lateral Deviation Ratio (LDR): The proportion of predicted
time steps whose lateral deviation from the reference centerline

exceeds half of the lane width (1.85m).

Implementation details. For SA-Attack, Opt-Attack and
our BC-Attack, we adopt PGD-based white-box optimization.
For each scenario, we conduct five independent repeated
experiments and report the result with the best attack per-
formance. The learning rate is set to 0.1 and the maximum
number of iterations is 200. The perturbation bound on control
points is set to 0.5m.

B. Attack Results

Trajectory prediction under attacks. First, we analyzed
the effectiveness of three attack methods for different combina-
tions of models and datasets, and Table II shows the average
prediction error before and after the attack (normal, unper-
turbed). BC-Attack improved the average ADE/FDE of trajec-
tory prediction by 210%/158% compared to normal prediction,
and achieved the highest or second-highest ADE/FDE across
different model and dataset combinations, indicating that BC-
Attack’s attack effect is better than the baseline. In addition,
we used LDR to measure the impact of the attack method
on future predictions. BC-Attack had the highest LDR in all
combinations, meaning that more frames in future predictions
had lateral deviations exceeding the threshold (half the lane
width, 1.85m), which had a greater impact on vehicles on both
sides, potentially causing the victim vehicle to brake suddenly
or swerve, thus leading to traffic accidents. The experimental
results also show that Trajectron-map outperformed Trajectron
before and after the attack, indicating that semantic maps do
indeed significantly improve the accuracy and robustness of
trajectory prediction. Additionally, it can be observed that the
attack metrics for all attacks are better on the nuScenes dataset
than on the Apolloscape dataset. This is because the predicted
trajectory length of the nuScenes dataset is twice that of the
Apolloscape dataset, and the bias of later time frames is greater
than that of earlier frames, thus raising the average value and
resulting in a higher ADE/FDE ratio.

Number of control points. We conducted a systematic
comparative experiment on the number of control points
k € {3,4,5,6,7,8} in the BC-Attack, and the results are
shown in Fig. 2 and Fig. 3.

Overall, as the number of control points k increases, both
ADE and FDE show a slight upward trend. When k& = 8§,
compared to £ = 3, the average ADE improves by approx-
imately 11.0% and the average FDE improves by approxi-
mately 14.4%. This phenomenon is consistent with the basic
properties of Bézier Curves: an increase in the number of
control points means an increase in the curve order, which
theoretically provides richer shape representation and a larger
optimization space. However, due to the relatively short length
of the historical trajectories in this experiment (the observation
lengths for nuScenes and Apolloscape are 4 and 6 time steps,
respectively, see Table 1)), the actual optimizable operational
space” of the curve is limited, therefore the error increase is
not significant.

Notably, the growth magnitude of ADE/FDE for BC-Attack
on the Apolloscape dataset (See Fig. 2) is significantly larger
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than on the nuScenes dataset ((See Fig. 3)). Specifically, on
Apolloscape, when k increases from 3 to 7, GRIP’s ADE
rises from 4.77 to 5.98 (25.4% increase) and FDE rises from
8.05 to 10.22 (27.0% increase); whereas on nuScenes, GRIP’s
ADE rises from 7.30 to 7.91 (8.4% increase) and FDE rises
from 15.82 to 16.93 (7.0% increase). This significant dis-
crepancy can be explained through the matching relationship
between trajectory length and control point quantity: nuScenes
has a historical trajectory length of 4 timesteps, which is
relatively short, limiting the manipulability of control points
on adversarial trajectories. Since each control point exerts a
global influence on the entire trajectory through Bernstein
basis functions, when trajectory points are few, the shape
variation space that control points can “pull” is quite limited.
Experimental data show that on nuScenes, attack effectiveness
approaches saturation at k¥ = 3 or kK = 4 (e.g., GRIP
has an ADE of 7.83 at kK = 4, increasing only to 8.17 at

k = 8 ). Further increasing the number of control points
has minimal impact on trajectory shape modification while
increasing training time.

In contrast, Apolloscape has a historical trajectory length of
6 timesteps, providing more manipulable trajectory points. In
this scenario, increasing the number of control points can more
effectively leverage the shape expressiveness of Bézier Curves.
Experimental results show that most models on Apolloscape
achieve optimal attack performance at k¥ = 7, where the
number of control points approximates the trajectory length,
allowing Bézier Curves to sufficiently fit local trajectory varia-
tions while avoiding over-parameterization. When k continues
to increase to 8, the improvement in attack performance is not
significant (GRIP’s ADE even slightly decreases to 5.59), but
the training time further increases.

This observation reveals an important design principle:
when k is approximately equal to or slightly greater than the
trajectory length T,;,, the Bézier Curve has sufficient degrees
of freedom to capture trajectory details without introducing too
many redundant parameters that would reduce optimization
efficiency.

Regarding LDR, as the number of control points increases,
the LDR of each model on different datasets shows a slight
fluctuation or a slow increase. For example, in the FQA-
Apolloscape combination, the LDR fluctuates from 38.0%
when £ = 3 to 45.7% when k = 7; in the Trajectron++-
nuScenes combination, the LDR slightly increases from 48.2%
to 50.1%. Although the changes in LDR are not as pronounced
as those in ADE/FDE, BC-Attack significantly outperforms the
baseline attack method in all configurations. This suggests that
appropriately increasing the number of control points helps to
amplify the lateral offset in future time steps (a deviation from
the lane centerline exceeding half the lane width of 1.85m)
while maintaining trajectory smoothness, thereby enhancing
the interference effect on the planning and avoidance modules
of the autonomous driving system.

Case study. In Fig. 4, we visualize the adversarial trajec-
tories generated by SA-Attack [9], Opt-Attack [7], and BC-
Attack in two scenarios. We demonstrate that our method can
generate both realistic and effective adversarial trajectories.
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Fig. 4: Visual comparison of adversarial trajectories generated by three attack methods. (a)-(c) represent the trajectories in
Scenario 1, while (d)-(f) represent Scenario 2. The legend in (a) applies to all subfigures.

In scenario 1, our method generates a smooth adversarial
trajectory with small perturbations, causing the predicted tra-
jectory to deviate significantly from the real trajectory. In the
first frame after the attack, the distance between the victim
vehicle and the attacker-controlled vehicle reaches a minimum
of 0.72m. At this distance, the victim vehicle is highly likely to
trigger emergency braking due to the close proximity, leading
to a rear-end collision. SA-Attack reconstructs the trajectory
using a continuous curvature model, which also generates an
effective attack, but the perturbation is too obvious. Opt-Attack
causes relatively small lateral errors and does not threaten
the safety of the victim vehicle, but it successfully misleads
the prediction of the attacker vehicle’s future intentions,
mistaking the realistic gradual deceleration for maintaining
speed. In scenario 2, our method also adapted well to low-
speed conditions, but the predicted trajectory after the attack
showed a significant deviation, predicting a collision with the
victim vehicle between the third and fourth frames. In contrast,
SA-Attack did generate a smooth trajectory, but the offset
was weak, limiting the attack effect. Opt-Attack generated a
jagged adversarial trajectory that was physically impossible to
implement, making it too anomalous and easily detected by
defensive methods.

VI. CONCLUSIONS

This paper proposes a novel adversarial attack method
named BC-Attack (Bézier Curves Attack) to investigate the
security of autonomous driving trajectory prediction models.

We innovatively employ Bézier Curves for parametric mod-
eling of trajectories, shifting the optimization objective from
discrete trajectory points to the control points of the curve.
This approach ensures continuous curvature and smoothness
in the generated adversarial trajectories while maintaining
attack effectiveness. Extensive comparative experiments con-
ducted on nuScenes and Apolloscape datasets across multiple
mainstream trajectory prediction models demonstrate that BC-
Attack increases the average prediction error by 210% com-
pared to normal prediction. Visualization results further vali-
date our method’s capability to generate natural, smooth, and
deceptive adversarial trajectories. This study reveals the vul-
nerability of current trajectory prediction models to adversarial
attacks, providing valuable research insights for enhancing the
safety and robustness of autonomous driving systems.
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