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Abstract—Deep reinforcement learning (DRL) systems have
achieved unprecedented results in recent years. However, even the
best DRL control policies are often vulnerable to state perturba-
tions, which may cause these systems to act unexpectedly, thereby
prohibiting their widespread deployment. Multiple methods have
therefore been put forth to robustify DRL systems during their
training. Albeit promising, these approaches suffer from two main
setbacks: (i) they tend to be extremely expensive and (ii) they are
typically tailored to specific DRL algorithms. To bridge these
gaps, we propose a novel approach to improve the robustness
of DRL systems. Our approach employs recent advances in
abstraction-based training and exploits the induced finite abstract
state space to efficiently compute robustness certificates, which
are incorporated into a certificate-guided robust objective. The
resulting abstract DRL system can then be easily trained using
a novel loss function defined by robustness certificates while still
maintaining high performance. Our approach is unified in that
it fully applies to any DRL training algorithm. We demonstrate
our approach on a wide range of benchmarks. It significantly
outperforms the existing methods, improving the accumulated
rewards by 92.0% on average under various perturbations and
attacks.

Index Terms—robust deep reinforcement learning, state ab-
straction, abstract neural networks, robustness certification

I. INTRODUCTION

Recent years have witnessed the superior performance of
DRL systems in various domains, from self-driving [1], [2] to
robot control [3]-[5], and manufacturing [6]-[8]. However, in
many safety-critical areas (e.g., self-driving), DRL systems still
cannot be fully deployed due to concerns about their reliability
and robustness. Most of the widely-used DRL policies are
often vulnerable to various perturbations [9].

To address these concerns, a plethora of methods have been
put forth recently, attempting to robustify DRL systems using
robust training [10]-[13]. However, these training methods
are not general but tailored for specific DRL algorithms. For
instance, CARRL [14] computes lower bounds on state-action
values and selects actions under worst-case conditions. It is
only compatible with Deep Q-Network policies. Another line of
work considers adversarial training and retraining systems with
random perturbations and adversarial attacks [15]-[18]. These
approaches train systems and adversarial attackers together or
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train systems using calculated redundant adversarial samples,
increasing the computational and sampling complexity during
training.

Recently, training data abstraction has demonstrated its
generality in easy-to-verify DRL system training [19], efficient
sampling in neural episodic control [20] and robust image
classifiers [21]. From Martin’s perspective, symbolic abstraction
of training data can be a promising direction for safe and
secure machine learning [22]. The central idea underlying
these approaches is to abstract the training data and then to
train neural network models on abstract data. However, the
use of training-data abstraction for robust deep reinforcement
learning remains largely unexplored.

To bridge the above gaps, we propose a unified abstraction-
based robust training method for DRL systems. We are inspired
by [23], which introduces an abstraction-layer encoding of
interval-based state abstraction to facilitate reachability analysis
of neural-network-controlled systems. While [23] leverages
this encoding primarily for formal verification, we observe
that the same abstraction mechanism is also a natural fit for
robust training in DRL: by mapping perturbed observations
into shared abstract cells, it promotes decision invariance
under bounded perturbations, and it is compatible with existing
DRL algorithms, including DQN [24], DDPG [25], PPO [26],
A3C [27], SAC [28], etc.

Crucially, in the robust DRL setting we further exploit a
property of state abstraction that has not been used for training:
the abstraction induces a finite abstract state space. This
finiteness allows us to efficiently compute per-state robustness
certificates by reasoning over abstract states that preserve the
same decision, and to incorporate these certificates into a
certificate-guided robust objective, which is an additional
robust loss function for training DRL systems that are verified
to be robust in each training state. As a result, our method
avoids expensive adversarial retraining and remains broadly
compatible with standard DRL algorithms, while explicitly
shaping the learned policy to be robust.

We implement our approach in the prototype SaRor (State-
abstraction-based Robustification) and extensively evaluate it
on various benchmarks, including Mujoco [29], Atari [30],
ProcGen [31], as well as a series of classic control prob-



lems [32]-[34]. We train a range of models with our approach,
combined with normal DRL algorithms [24]-[28] and compare
them with those trained by existing robust training approaches,
e.g., RS-DQN [17], SA-MDP [10], RADIAL [11], and WocaR-
RL [12]. Experimental results show that SARoB outperforms
all competing approaches.

Overall, we make the following three main contributions:

1) We propose a unified abstraction-based robust training
framework that can be plugged into standard DRL
pipelines, enabling robustness-aware optimization while
remaining compatible with a broad family of DRL
algorithms.

2) We exploit the finite abstract state space to compute per-
state robustness certificates efficiently, and incorporate
them into a certificate-guided robust objective for training.

3) We implement a prototype called SARoB and evaluate it
extensively on various DRL applications including Mujoco,
Atari, ProcGen, and classic control problems. SaARos
outperforms the existing approaches with an average
of 92.0% and up to 312.3% improvement in system
robustness.

II. BACKGROUND AND PROBLEM FORMULATION
A. Abstraction-Based Training

In state abstraction, a set of individual system states is
aggregated and represented as an abstract state in domains
such as intervals, octagons, and polyhedra [35]. Al models can
be trained on abstract states. Example models include Interval
Neural Network (INN) [36] and Granular Neural Network
[37]. Jin et al. [19] proposed training and verifying DRL
systems on interval-based abstract states so that the trained
systems can be model-checked to satisfy safety properties.
Tian et al. [23] further leverage abstraction-based training to
facilitate reachability analysis of DNN-controlled systems, by
encoding interval-based state abstraction into the network via
an abstraction layer. Earlier works [38], [39] have shown that
state abstraction effectively trains near-optimal RL systems with
finite state spaces. Oala et al. [40] demonstrated that INNs
can produce fast, theoretically justified uncertainty scores for
DNNs that are easy to interpret. Recently, Li [20] introduced
neural episodic control with interval-based state abstraction,
which is a simple but effective state-abstraction-based episodic
control method with a more comprehensive episodic memory
and a novel state evaluation. All these works show that the DRL
systems trained using state abstraction are faster to validate and
have higher sample efficiency than other existing approaches.
Unlike them, in this paper, we focus on a unified robust
training method for DRL systems through state abstraction and
additional robust loss functions derived from abstract states,
which is something that previous abstraction-based works have
not paid attention to.

B. Robust Deep Reinforcement Learning

Several attempts have been made recently to improve the
robustness of different DRL systems. Liitjens [14] proposed
to compute guaranteed lower bounds on state-action values to

determine the optimal action under a worst-case deviation in
input space for DQN. RADIAL [11] designed adversarial loss
functions by leveraging existing formal verification bounds
w.r.t. neural network robustness to train robust DRL systems
whose action spaces are discrete. SA-MDP [10] studied the
fundamental properties of state-adversarial Markov decision
processes and developed a theoretically principled policy
regularization. WocaR-RL [12] proposed a robust training
framework for DRL that directly estimated and optimized
the worst-case reward of a policy trained by DQN or PPO
under bounded attacks without requiring extra samples. All
these works aim to improve the robustness of DRL systems.
These approaches are restricted to specific DRL algorithms
and cannot be generalized to all existing algorithms.

C. Problem Formulation

A DRL system can be formally modeled as a tuple M =
(S,A,R,p,m,y,S0), where S is a potentially infinite state space,
A is the set of actions, R : § XA XS — R is the reward
function, p : S XA — P(S) is the transition probability function
where P(S) is the set of all probability measures over S,
m:S — P(A) is the learned policy implemented by a DNN,
v € [0, 1] is the discount factor of reward, and Sy C S is the set
of initial states [13]. In this paper, we focus on deterministic
state transitions. That is, given a state s € S and a corresponding
action a € A, the successor state of s is uniquely determined
by some system dynamics f : S XA — S where f refers to
some Dirac measure p(- | s, a).

This deterministic formulation allows us to study robustness
by analyzing the sensitivity of the learned policy to bounded
state perturbations. Intuitively, given a trained system and any
state s, the system is called robust if it can still make the optimal
decision when s is perturbed by up to a bounded magnitude &.
In the following, we consider /,-bounded perturbations on
states with magnitude ¢, i.e, 8° = {6 € R" | ||0ll, < &},
and this formulation can be easily extended to other types
of perturbations. Based on this perturbation model, we next
formalize robustness in terms of the maximum allowable
perturbation that preserves the policy action at a given state.

Definition 1 (Robustness Certificate [41]): Given a DRL
system with policy 7 and a state s, the robustness certificate
of s is the maximum perturbation magnitude £(s), such that
for any perturbation § € 85, the perturbed state § := s + &
has the same action as s according to x, i.e., m(§) = n(s).

According to Definition 1, a larger &(s) implies better
robustness on the given state s [41]. However, it is almost
impossible to directly compute the robustness certificates, not
to mention employing the calculated results to improve the
robustness of DRL systems. The challenging step of calculating
&(s) is to compute all the system states that have the same
action with respect to a trained policy and the given state s.
This step is computationally expensive for continuous-state
systems due to the complexity of hybrid system behaviors [33]
and the inclusion of opaque AI models like DNNs [42]. Thus,
all existing approaches can either calculate only lower bounds
of robustness certificates [41] or are applicable to some specific



types of systems and DNNs, e.g., the proposed approaches
be applicable only to Q-learning algorithms [41] and ReLU
networks [43].

In this work, we train a DRL system using state abstraction
and solve the following problem:

Given a task M trained by any DRL algorithm, our goal
is to calculate and maximize robustness certificate € over
all training states and consequently get a robust DRL
system for M.

III. ABSTRACTION-BASED RoBUST TRAINING

This section presents our robust training method. We first
introduce the key idea of calculating robustness certificates and
then design robustness-defined loss functions by leveraging the
computed certificates.

A. Interval-Based State Abstraction

Definition 2 (State Abstraction [38]): A state abstraction is
a function: ¢ : § — §, that maps each concrete system state
s €S into an abstract state § € S.

Given a set S of concrete states, one key step of training a
DRL system via state abstraction is to construct a discrete and
finite set S of abstract states with a corresponding function ¢ :
S — § that maps each concrete state s in S into an abstract state
$in S [20], [38]. ¢ is thus called a state abstraction function,
and its dual function ¢ : § — 25 is called a concretization
function such that for each § € S, @(85) ={sls €S A ¢(s) =5}

We consider the simplest yet effective state abstraction using
intervals which has achieved remarkable performance [20] and
yields easy-to-verify trained policies [19].

Given an n-dimensional system with a bounded continuous
state space S = [],[L;, U;] where L;, U; € R, a system state
s € S is a vector of n real numbers. We divide the interval
[L;, U;] of each dimension into a finite set of unit intervals.
Concretely, we can discretize and abstract each interval [L;, U;]
into a finite set J; = {[L;, L; + gil,...,[U; — g, U;]} of all the
divided unit intervals. As a consequence, we obtain an abstract-

~

state space S = U?’=1 §/ = I, x...x I,. An abstract state §

is essentially a vector of n unit intervals (I, I,...,I,) with
I, eT;:
y s' - L) s' - L)
§ = [Li+L+lJXgi,Li+L+ZJXgi+gi] (D
1 1
where s = [s!,---, s"] is the concrete state, § = [§!,---, §"] is

the corresponding abstract state, g; is the length of i-th unit
interval and |-] means the round down operator. We assume
every abstract state has the same length of the unit interval
and call it abstraction granularity. The non-uniform case will
be considered as future work.

To implement interval-based state abstraction, we adopt an
abstraction-layer encoding of the abstraction function as a plug-
in wrapper to the policy network, following [23]. Specifically,
we insert an abstraction layer between the input layer and the
first hidden layer so that Abstraction-Layer(s) = ¢(s) is fed
to the remaining network during training and execution. We

denote the resulting DRL system and policy by M, and g,
respectively.

The corresponding abstraction
layer w.r.t. the above interval- 3 !
based abstraction function ¢ is | !
shown in Fig. 2. There are 2n neu- |
rons in the abstraction layer. Their
activation functions are ¢!(x) =
L+ |92 % gi + g 900 = ]
L+ S x g, i = 1, ., .
respectivély. All biases are set 3, i 36
to 0. The weights between any '
neuron s; in the input layer and
the neurons whose activation func-
tions are ¢(-) and ¢!(-) in the
abstraction layer are 1, and O for the others. Finally, the
constructed abstraction layer implements the interval-based
state abstraction function, i.e., § = Abstraction-Layer(s).

Fig. 1: Examples of cal-
culating robustness certifi-
cates.

B. Robustness Certification on Abstract States

According to Definition 1, we can easily and accurately
compute £(s) for any arbitrarily given state s of a DRL system
My. We assume the action determined by the current policy
in s is a, i.e., mg(s) = a. Let S.C S be the subset of abstract
states whose concrete states have the same action a according
to my:

2

Benefiting from the finiteness of abstract state space, S, can
be computed in polynomial time by enumerating each abstract
state § in § and checking if § = ¢(s) A m4(s) = a holds by
picking a concrete state from each abstract state. According to
S « and the concretization function ¢, we can define the subset
of concrete state space whose elements have the same action
a as s has:

S.=1{315€8 A5 =(s) Amy(s) = a).

Sa={sIs €p® ASeS,). (3)

After obtaining S,, we can compute £(s) according to

Definition 1 as follows:
g(s) =max ¢
geR (4)
st.V6e®B®, s+5€8,
where 8% = {6 e R" | [|6]|, < &} and S is the same as that in
Equation (3). We show an illustrative example of computing
robustness certificates for a 2D DRL system trained on interval-
based abstract states in Fig. 1.

Example 1 (Calculating Robustness Certificates):

We show that our method can calculate the robustness
certificates under any /,-perturbation magnitude. Fig. 1 depicts
an illustrative example of calculating £(s) for a 2D DRL system
trained on interval-based abstract states. Let S be the concrete
state space of the system and S = {51,...,389} be an abstract
state space of S w.r.t. the abstraction function ¢. For a given
concrete state s, we assume ¢(s) = § and s has the action a,
by the trained policy of the system. According to Equation (2),
we check each abstract state in § and collect those states whose
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Fig. 2: Robust training via interval-based state abstraction.

action is ay, i.e., §a, ={81,..., 57}. Then, the corresponding S,
is the blue area in the state space. Finally, £(s) with /;-norm
and /,-norm are shown in Fig. 1.

C. Abstraction-Based Robust Training

Following the abstraction-layer encoding in [23], we insert
a fixed abstraction layer between the input layer and the first
hidden layer to implement interval-based state abstraction. This
layer is parameter-free and thus its connections are frozen; the
remaining network parameters are trained with standard DRL
optimization, implemented in mainstream frameworks such as
TensorFlow and PyTorch [44], [45].

With the aid of state abstraction, we perform robust training
for DRL systems by designing robust loss functions using
the calculated €(s). The loss function of our training method
consists of two terms:

LOSS = k-Enominal +(1 - k)Lrobust (5)

where L, ,mina denotes the nominal loss function for standard
DRL algorithms, and L,,p,s; denotes the robust loss which
we design to account for perturbations. k is a hyperparameter
controlling the trade-off between standard performance and
robust performance with values between O and 1. Note that
nominal DRL training algorithms have k = 1 throughout the
full training process.

The design of L, s 1S motivated by maximizing the £(s)
of each state s in the sampled batch, which indicates the policy
should perform well under perturbations:

|batch|
Zs,-ehatch E(si)

Robust training can be achieved by adding robust loss func-
tions, which maximize the robustness certificates over all the
training states. That is, once the training is completed, the value
of the loss function is minimized. According to Equation (6),
the robustness certificates are therefore maximized. A maximal
certificate implies a maximum perturbation magnitude under
which any perturbation does not change the decision of the
trained model, as a robust model is defined according to
Definition 1. We depict the specific robust loss functions for
DQN in Example 2.

Example 2 (Specific Robust Loss for DON): The action
space for DQN is finite, and the action is determined by the
max Q-value. Given the sampled batch (s;, a;, 7, 5}, is-end;),i =
l,---,m, we define y; as follows:

Lrobuxr = (6)

r; is-end; = 1
Yi= ri+ymax Q(s},a’) otherwise
X

)

where Q(-) calculates the Q-value of the (s, a’) pair and vy is
the discount factor. Then, the nominal loss for standard DQN is
Lyominal = % 2 vi—QOCsi, a;))?. Additionally, we can calculate
robustness certificates for each s; in the sampled batch using
Equation (4). Finally, we have:

LOSS = Ez?il[yi - Osi,a)* + —Z,Sf’k)m (8)
m

i=1 &(si)
Then, the abstraction-based network can be trained using this
loss function.

IV. IMPLEMENTATION AND EVALUATION

We have implemented a prototype called SARos and ex-
tensively evaluated its effectiveness on a variety of tasks and
benchmarks. In particular, we experimentally evaluate (i) the
robustness improvement compared with existing robust training
methods, (ii) the compatibility with different DRL algorithms,
(iii) convergence and efficiency, and (iv) the effect of abstraction
granularity.

A. Robustness Comparison on DRL-based Control Systems

We compare our robust training method with the existing
methods, including SAMDP [10], RADIAL [11] and WocaR-
RL [12], on four DRL-based control systems [32]-[34]. We
train systems using the corresponding nominal DRL algorithms
and four robust training algorithms including SaRos, and evalu-
ate their performance under different perturbations and attacks,
including Gaussian noise, PGD attacks and RS attacks [10].

In Table I, we highlight the best performance in each group
of experiments. We can observe that when no perturbations or
attacks are imposed, all training methods can produce DRL
systems with performance close to that of the nominal ones,
as reflected by the accumulated rewards. However, in the case
of perturbing the systems by Gaussian noises, there are 10 out
of 12 cases where the systems trained by our approach still
maintain higher performance than those trained by competing
approaches. Similarly, our approach performs best in 11 out of
12 cases of applying both PGD and RS attacks to the systems.
Additionally, when ACC is perturbed by an RS attack (step=10
and ¢ = 0.15), the performance degradation of the system
trained by our approach is around 0.9, whereas it is 97.1, 34.1,
and 24.1 for the systems trained by nominal DDPG, SAMDP,
and WocaR-RL, respectively.

B. Compatibility with Various DRL Algorithms

Our robust training approach is compatible with various
existing DRL algorithms. We apply our training algorithm to
the image-based DRL tasks using different DRL algorithms
and compare the robustness of our trained models with those
trained by existing robust training methods under different
perturbations and attacks. For fair comparisons, the network
architectures and training hyper-parameters are the same as
those of the compared methods, except that we need to insert
abstraction layers into the networks.

As shown in Table II, there are 10 out of 12 cases where the
systems trained using SARoB-DQN retain the best performance,
when perturbing the systems with different PGD attacks. In



TABLE I: Robustness comparison of state-based control systems under different perturbations.

. G ian Noise PGD attack (step=50)
& Methods w/o perturbation =002 =0.04 =0.06 +=00T +=0.03 +=005
- Nominal 108241 1126+ 12.0 —136.0= 194 1662+ 152 109223 1189 =129 1476103
g SAMDP -106.1+ 5.7 ~1112+6.7 ~121.4 % 10.9 ~156.6+21.1 ~112.8+ 8.4 ~1163+93 ~136.6+ 12.4
g RADIAL ~108.0 + 1.3 ~109.1 + 1.7 ~1233+10.5 ~159.7 +15.9 ~108.5+ 1.3 ~115.9+38 ~131.4+104
s WocaR-RL ~107.2+1.9 ~108.2+22 ~1147+73 ~1434 £ 16.7 -1082+18 ~114.0 8.9 ~131.7£12.3
SaRos ~106.2+2.3 ~106.4 +1.7 ~1124+21 ~1374+638 ~111.6+6.2 ~1138+ 438 ~1253+91
. G ian Noise RS attack (step=50)
Methods w/o perturbation =0.0 =003 o=0.12 =04 +=038 =12
— Nominal 19319 19521 “1229x45 1373114 214787 2338=473 3192+ 1728
= SAMDP ~1183+ 1.1 ~1184+12 ~1188+ 1.3 ~1238+62 ~189.3 + 54.0 -194.3 +48.3 —296.7 + 145.4
WocaR-RL ~117.9 + 1.0 ~118.6 £ 0.9 ~120.8+0.8 ~1225+6.3 ~183.8 +41.6 ~200.2 + 46.2 -319.8 + 153.8
SaRop ~117.7+ 09 -117.7+ 038 -118.0+ 08 ~1224+24 -157.4+31.1 ~190.0 + 45.8 —217.6 + 40.1
. G ian Noise RS attack (step=70)
g Methods w/o perturbation =002 =003 =004 == 00T ==0015 =002
5 Nominal 1012%32 2903 2.7 ~A252x32 4818 =20 106355 T2041x61 2470x62
2 SAMDP —99.8 +3.1 ~101.5+3.8 -109.8 + 3.5 ~159.7+2.9 ~107.8+8.2 -110.0 12.3 ~1583+12.8
& WocaR-RL —973+4.1 -989+47 -1162+5.7 —1474+12.9 ~104.9+ 8.7 -110.6 £ 9.1 —142.8 +27.3
SaRos —963+53 ~100.9 + 7.7 ~110.0 + 10.9 ~1439 + 138 -999+79 -105.4+8.7 ~111.2+19.8
. G ian Noise RS attack (step=10)
Methods w/o perturbation T=01 =02 T=03 5=005 ==01 =015
S Nominal ~1233:23 3429 48.0 3615414 39541007 | -1253+23 TI314x0.1 2204 79.1
= SAMDP 124922 ~254.6+92 2822+ 12.1 ~300.8 + 97.9 ~125.1+2.3 ~1332+11.8 ~159.0 + 38.1
WocaR-RL —124.0+35 —244.8+ 6.0 -2655+7.6 2829+ 1121 | -1249+12 ~1289+ 123 —148.1 +39.1
SaRos ~123.7+2.38 ~1259+4.0 ~1347 +17.0 ~160.2 + 60.4 ~1237+28 -1237+28 ~124.6+3.1
TABLE II: Robustness comparison of image-based Atari games under different PGD attacks.
Environment Attack Method
DQN RS-DQN SA-DQN RADIAL-DQN _ WocaR-DQN SaRos-DQN
w/o Attack 1325557 2387 12376 1.7 13495+ 1.7 1220.0 + 12.0 1350.0 = 10.0
BankHeist PGD Attack (e=1/255) 295+24 190.7 1237.0 £2.0 1349.5 £ 1.7 1220.0 + 12.0 1350.0 = 10.0
PGD Attack (£=3/255) 0.0 £0.0 N/A 1213.0 £2.5 1348.0 + 1.7 1214.0 £7.0 1350.0 = 10.0
PGD Attack (£=5/255) 0.0+0.0 N/A 1130.0 +29.1 1182.5 = 43.3 N/A 1173.3 + 118.7
w/o Attack 33901 32.93 30.0 = 0.0 332:02 312x04 34000
Freeway PGD Attack (£=1/255) 0.0 £0.0 3253 30.0 + 0.0 334402 312+05 34.0+0.0
PGD Attack (£=3/255) 0.0 £0.0 N/A 30.1 0.1 334+0.1 31403 34.0+ 0.0
PGD Attack (£=5/255) 0.0 0.0 N/A 27.65+0.2 29.1+0.2 N/A 29707
w/o Attack 21.0 = 0.0 19.73 21.0 0.0 21.0 = 0.0 21.0+ 0.0 21.0 0.0
Pong PGD Attack (e=1/255) —21.0+0.0 19.73 21.0 + 0.0 21.0 £ 0.0 21.0 + 0.0 21.0 + 0.0
PGD Attack (£=3/255) ~21.0+0.0 N/A 21.0 + 0.0 21.0 £ 0.0 21.0 + 0.0 21.0 + 0.0
PGD Attack (£=5/255) ~20.9+0.1 N/A ~19.8+0.1 21.0+0.0 N/A 21.0+0.0
w/o Attack 43390 £ 973 12106.67 45870 = 1380 44495 + 1165 74156 + 2279 42350 + 1843
RoadRunner PGD Attack (£=1/255) 0.0+0.0 5753.33 44300 = 1753 44445 + 1148 44079 + 2154 42066 + 1182
PGD Attack (£=3/255) 0.0 0.0 N/A 20170 + 1822 39560 + 1621 38720 + 1765 40266 + 1766
PGD Attack (£=5/255) 0.0 0.0 N/A 3350 + 335 23820 + 942 N/A 35350 + 1134

particular, SARoB-DQN achieves up to 9.6 times performance 1000
improvement compared to SA-DQN when the perturbation 800
magnitude becomes large (e = 5/255). B 600 /wﬁ
Table III presents the comparison of SARoB-DDPG and SA- : w0 /
DDPG [10] under different attacks including Critic, Random, . 200 —— SAROB(g=8/256)
MAD, RS, and RS+MAD. In 15 out of 20 cases, the . o
systems trained by SaARoB-DDPG retain the best performance. 0 0000 dobge sedoo antoo 1o0oos
Additionally, for the RS attacks and RS+MAD attacks, the (2) Cartpole Swingup.
systems trained using SARoB-DDPG can maintain the best
robustness for all tasks. 1000
Table IV shows comparisons between our robust training 800
method and RADIAL for A3C and PPO, respectively. In the ,‘2 600
case of perturbing the systems with different PGD attacks, § 400
there are 7 out of 9 cases where the systems trained by our 200 T ceromietermse
approach retain the best performance. In particular, SARoB-A3C 0 -

achieves up to 77.6 times performance improvement compared
to nominal A3C when the perturbation magnitude becomes
large (RoadRunner with & = 5/255).

One interesting observation from the experiments is that
these robust training methods including SARoB can perform
better than nominal algorithms even in non-perturbation settings.
The results suggest that a robust objective can be helpful to
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improve systems’ performance, which is consistent with the

claim of SAMDP [10].



TABLE III: Robustness comparison of Mujoco environments under different attacks.

. Acc lated Reward
Environment Method Wo Attack Critic Random MAD RS RS+MAD
DDPG 19315 + 6375 210.1 2738 16964 + 7527 1951+ 1794 301.8 = 236.1 188.6 = 242.7
Ant SA-DDPG (SGLD) 2204.1 £ 803.6 19825+ 600.1 21434 +6042  2201.7+429.6 201434723  2056.4 +649.6
SA-DDPG (Convex) 225144552 17168 £ 6357 22087+403.5  2091.9+5628  1758.7+637.9  2031.6+666.9
SaRos-DDPG 2167.1+831.9 211086307 21641+801.0 211166604 210322684  2099.0 + 623.3
DDPG 34471+ 5441 22675=1311.7 334276687 2841810102 5904 % 129.8 481511628
Hopper SA-DDPG (SGLD) 3059.6 + 286.5 2875.6 4241 30563 +160.6  30084+289.9  1603.4%6383 15939+ 6344
SA-DDPG (Convex) 3074.9 + 558.4 266327721 305135739  2895.0+718.6  1486.1x713.1  1369.6 = 566.4
SaRos-DDPG 3070.3 = 283.5 281555441 306392435  30109+391.1  16158=637.2  1668.7  696.6
DDPG 46=14 242x49 93:28 286145 205+53 283+42
Reacher SA-DDPG (SGLD) ~5.6£17 ~12440 ~11.8+4.4 ~125+42 ~11.9+42 ~125+42
SA-DDPG (Convex) -53£15 ~11.6+3.5 -9.9£32 ~124%33 ~114%32 ~124+33
SaRos-DDPG -5.8+2.0 ~112+34 -9.8+3.2 -114+35 -10.7+3.1 ~124+35
DDPG 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0 283.8 319.1 843+ 102.7
Inv. Pend SA-DDPG (SGLD) 1000.0 = 0.0 1000.0 + 0.0 1000.0 + 0.0 1000.0 = 0.0 577.2+91.0 498.6 +74.3
- rend SA-DDPG (Convex) 1000.0 + 0.0 1000.0 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0
SaRos-DDPG 1000.0 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0 1000.0 = 0.0
TABLE IV: Robustness comparison of Atari games and TABLE V: Robustness comparisons of MuJoCo tasks trained

ProcGen benchmarks under different PGD attacks.

by SaRos with different abstraction granularities.

C. Convergence and Efficiency Analysis

Figure 3 shows the learning curves of SAC and SaRoB-SAC
under different granularities in four MuJoCo environments,
and each task is trained for one million frames. The solid line
and shaded regions represent the mean and standard deviation,
respectively. As the training progresses, the trends of SAC and
our method are consistent, which means our abstraction-based
robust training does not affect the convergence of algorithms.
A suitable granularity can enable our robust training method
to achieve the same performance as the nominal one under the
same number of training steps.

We use SAR0B-SAC as an example to evaluate its efficiency
on the high-dimensional image-based tasks in MuJoCo environ-
ment. We train these tasks with one million frames on a single
24564MiB GPU using SAC. The training times for Cartpole
Swingup, Finger Spin and Reacher Easy are 4.81, 21.87 and
13.32 hours, respectively. We train the same tasks using SaRos,
and the network architectures, training hyperparameters, and

. Method . SaRoB-SAC
Environment Attack A3C RADIAL-A3C  SiRos-A3C Environment Attack 2 =8/256 2 =16/256 2 =327256
wio Attack | 1109.0+21.4 10365 =234 11933 +205 wjo Attack | 8513 £86 8557 +161  839.9+ 112
BankHeist | £=1/253 11025+49.4 975.0+222 10133+ 1027 0=5/256 |8502+95  8549+161  838.8+23.6
£=3/255 5345+582 949.0+195  965.0=84.8 Cartpole Swingup | 0=10/256 | 8483+8.4  855.0=16.6  835.6+24.3
£=5/255 1150£27.8 7120464 8200 + 60.8 o=15256 |851.5£9.0  853.8+165  831.2+30.6
wio Attack | 21.0£0.0  21.0+0.0 210+ 0.0 0=20/256 |850.0+9.7  852.8+158  825.8+28.2
Pong £=1/255 21000  21.0£0.0 21.0 + 0.0 W/o Attack | 842.8 = 137.2  880.7 £52.2  808.1 = 150.9
£=3/255 210£00  21.0+0.0 21.0 £ 0.0 0=5/256 |841.9+139.5 8754494  809.2+145.6
£=5/255 -17.85+033 21.0:£0.0 21.0 + 0.0 Finger Spin 0=10/256 |844.9+140.9 8803461  810.8+ 146.4
wio Attack | 34420 + 604 34825981 34540 = 596 o=15/256 |835.8+138.9 883.2+437 8064+ 140.2
RoadRunner | £=1/233 31040 £2173 31960933 32650 = 847 0=20/256 |8354+139.3 8787+428  803.6+ 1411
£=3/255 3025317 29920+ 1496 30600 = 1064 wjo Attack | 7284913  7242=115.1 4823795
£=5/255 350 + 93 31545+ 1480 27150 + 1784 0=5/256 |7320£915  726.1£1183 4743520
PPO RADIAL-PPO SARO5-PPO Reacher Easy o=10/256 | 679.6 +121.8 718.6 +58.3 424.8 +104.9
Vo Atack 126095033 26082039 2606 030 0=15/256 | 626.4+464 72301002 4423 +24.1
Eruitbot =125 97535038 2606030 2590 <029 0=20/256 | 622.5+185.6 647.8 £158.6 4053 +76.4
£=3/255 1351+0.39 2587030  2589:031
o= + + + . .
- /s/ ﬁ;ck 22; < 8?2 256'21;0%30 é;‘; l;o‘ol'? other settings are the same as those in SAC except that we need
Coinrun £=1/255 522+016  671£0.15 6.77 + 0.15 to insert an abstraction layer into the networks. The training
£=3/255 358015  6.71+0.15 6.77+0.15 .
6=5/255 3365015 667015 6.69 <015 times of SARoB on these tasks are 5.64, 24.93 and 13.78 hours,
wjo Attack  [422+0.16  385x0.15 3.99+0.15 respectively. SARoB incurs less than 11% training-time overhead
Jumper i;;ggg e e on average due to the computation of robustness certificates in
£=5/255 315015  359+0.15 3.66 +0.15 the loss.

D. Effect of Abstraction Granularity in Robust Training

We evaluate the effect of abstraction granularity by training
the MuJoCo tasks with different granularities and examining
the system performance in terms of accumulated rewards under
different levels of Gaussian perturbations. Table V shows
that when the granularity increases from 8/256 to 16/256,
the robustness of the systems increases with the increase of
abstraction granularities, as shown by the bold rewards in the
table. However, as the abstraction granularity further increases
(32/256), systems’ performance is affected and decreases even
if no perturbations are imposed. That is because some important
information may be lost due to coarse abstraction. The results
show that the abstraction granularity of training data is an
important factor in balancing DRL systems’ performance and
robustness; however, this factor is not considered by existing
robust DRL approaches.

V. CONCLUSION

We presented a unified framework for robust training of
DRL systems through state abstraction and certificate-guided



optimization. Building on an abstraction-layer encoding of
interval-based state abstraction, our approach leverages the
induced finite abstract state space to efficiently compute per-
state decision-robustness certificates and incorporates them into
a certificate-guided robust objective. This design makes the
robustness signal explicit at the abstract-state level and directly
usable during policy optimization. We have implemented a
prototype SaRoB and extensively evaluated it on tasks from
various platforms. The experimental results demonstrate that
SaRoB outperforms existing robust training approaches, and
abstraction granularity is identified as an important factor in
balancing system performance and robustness in DRL. Future
work will extend our certificate-guided robust training to richer
perturbation models and stronger robustness guarantees for
safety-critical DRL applications.
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