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Abstract—Closed-loop adversarial training has emerged as
an effective paradigm for improving the safety of end-to-end
autonomous driving policies. However, existing approaches pri-
marily operate at the environment or observation level, leaving
the robustness of internal representations largely implicit and
poorly understood.

In this paper, we introduce the Feature-Space Robustness Mod-
ule (FRM), a plug-in component that explicitly regularizes latent
representations in actor—critic systems via worst-case bounded
perturbations, without modifying environment dynamics.

We evaluate FRM on a closed-loop driving benchmark with
500 scenarios from the Closed-Loop Adversarial Training for
Safe End-to-End Driving (CAT), averaged over five random seeds.
Critic-side FRM reduces value sensitivity by over 6x, while joint
actor—critic regularization lowers policy divergence by more than
75%. In closed-loop evaluation, FRM achieves comparable crash
rates to CAT but with reduced route completion, indicating a
trade-off between safety and task efficiency. These results reveal
a partial decoupling between value robustness and behavioral
robustness.

Index Terms—Representation Robustness, Behavioral Robust-
ness, Actor-Critic Methods, Feature-Space Regularization, End-
to-End Autonomous Driving.

I. INTRODUCTION

End-to-end driving learns perception, decision-making, and
control in a single model. While such integration enables high
adaptability, it also makes policies sensitive to distributional
shifts and internal perturbations. Existing closed-loop adver-
sarial training methods focus on environment- or observation-
level perturbations and typically do not directly regularize
latent representations.

We investigate whether robustness to environment-level
adversaries ensures stability of latent representations in actor—
critic policies. Motivated by prior work in robust reinforcement
learning [1]-[3], we find that adversarially trained policies
remain sensitive to bounded perturbations in latent feature
space. Such perturbations induce deviations in value estimates
and policy outputs, indicating that robustness to environment-
level disturbances does not ensure stability of internal rep-
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resentations. However, how robustness propagates within the
actor—critic pipeline remains unclear.

We introduce the Feature-Space Robustness Module (FRM),
a plug-in component that regularizes actor and critic networks
through worst-case bounded perturbations in latent feature
space. FRM operates independently of environment dynamics
and enables independent regularization of actor and critic
representations. It can be integrated into existing closed-
loop adversarial training frameworks without modifying the
environment or observation space.

Contributions. The main contributions of this work are
summarized as follows:

e We examine whether closed-loop adversarial training
stabilizes latent representations in actor—critic driving
policies and show that bounded feature perturbations still
destabilize them.

¢ We introduce a feature-space robustness formulation
(FRM) that enforces stability of latent representations
under bounded perturbations without modifying environ-
ment dynamics.

o We disentangle actor and critic regularization and show
that critic-side regularization stabilizes value estimates,
whereas actor-side regularization more directly changes
closed-loop behavior.

o We find that more stable value estimates do not consis-
tently yield better closed-loop behavior in our setting,
suggesting that representation robustness and behavioral
robustness can diverge.

The source code and experimental data are publicly available
at: https://github.com/Lycpro/autonomous. git

II. RELATED WORK

A. Closed-Loop Adversarial Training for Autonomous Driving

Closed-loop adversarial training improves safety by intro-
ducing active adversaries rather than relying on passive data.
Methods like CAT [4] jointly optimize adversarial agents
with the ego policy to reduce collision rates, while others



utilize adversarial scenario generation or adaptive traffic be-
haviors [5], [6]. Recent benchmarks, such as DriveDreamer [7]
and SafeBench [8], further advance evaluation via learned
world models and systematic robustness testing.

Unlike these environment-level approaches, we study ro-
bustness in the internal feature representations of actor—critic
policies, which remains underexplored in prior closed-loop
driving research.

B. Robust Reinforcement Learning

Robust RL aims to ensure reliability under uncertainty.
Early approaches utilized min—-max optimization over un-
certain dynamics or domain randomization [1], [9], [10].
Subsequent works addressed robustness against adversarial
perturbations in action or observation spaces [11], [12].

While recent studies have begun exploring representation-
level uncertainties [12], [13], they typically treat robustness
as a global objective. In contrast, we focus on where robust-
ness is manufactured inside actor—critic systems and how it
propagates to closed-loop behavior in safety-critical tasks.

C. Feature-Space Adversarial

Learning

and Representation-Level

Adpversarial feature learning is well-established in computer
vision for improving network robustness [14]-[16]. Tech-
niques such as latent adversarial perturbations offer efficient
regularization without the high cost of input-level training [17].

In reinforcement learning, however, most methods still
operate on observations or actions, and the impact of feature-
level perturbations on actor—critic dynamics remains under-
explored. Existing studies have not systematically examined
how perturbations in latent representations affect value esti-
mation and policy behavior in closed-loop settings [17].

D. Actor—Critic Robustness and Stability

Actor—critic algorithms such as Twin Delayed Deep De-
terministic Policy Gradient (TD3) [18] and Soft Actor-Critic
(SAC) [19] are central to continuous control, yet critic in-
stability can amplify errors and degrade performance. While
prior work links representation stability to learning perfor-
mance [13], the relationship between value robustness and
closed-loop behavioral robustness remains insufficiently char-
acterized.

III. METHOD
A. Preliminaries

We formulate end-to-end autonomous driving as a
continuous-control reinforcement learning problem. At each
tirnestep t, the agent observes a state s;, executes a continuous
action a;, and receives a scalar reward r;. The policy is
trained using an off-policy actor—critic algorithm, where an
actor network 7y maps states to actions and a critic network
Q4 estimates state—action values.

Both the actor and critic operate on intermediate feature
representations produced by a feature encoder g(-). We denote
the encoded representation as:

f=g(s). (D

ENVIRONMENT-LEVEL ROBUTESS-LAYER
r—w ‘modifies environment dynamics
» = WaymeEn »| N CAT Adversary

observation/state

FEATURE-LEVEL ROBUSTNESS LAYER
Feature-Space Robustness Module(FRM)

A
ACTOR-SIDE FRM(n-sensitive) = i
‘Worst-case Feature Regularization l;’“““’“
(K step.£ o -bounded) -« S“m‘““ —

‘Worst-case Feature Regularization
(K step.£x-bounded)

Perfurbed Feats i Trai
v DECISION & CONTROL LAYER

Actor Network value-based policy optim

action Training-ts

Fig. 1. Overview of the Feature-Space Robustness Module (FRM). Closed-
loop adversarial training introduces external adversaries at the environment
level. FRM instead regularizes internal representations by applying bounded
perturbations in latent feature space. The module operates independently on
the actor and critic during training, generating policy- and value-sensitive
adversarial features. Closed-loop performance depends on how actor-side and
critic-side regularization jointly affect policy updates and value estimates.

The actor and critic are then defined:

a:ﬂ-Q(f)a Q¢:Q¢(faa)' (2)

Recent closed-loop adversarial training methods improve
safety by introducing adversarial agents or perturbations at
the environment level. In this work, we do not modify the
environment-level adversary. Instead, we focus on explicitly
enforcing robustness under bounded feature perturbations in
the latent feature representations used by the actor—critic
policy.

B. Feature-Space Robustness Formulation

We define feature-space robustness as the stability of pol-
icy outputs and value estimates under bounded perturbations
applied directly to the latent feature representation. Given
a feature vector f, we consider worst-case perturbations ¢
constrained by:

[6]loc < €, 3

and analyze the sensitivity of the policy and critic to the
perturbed feature f/ = f + 0.

Unlike observation- or environment-level perturbations,
feature-space perturbations leave sensory inputs and environ-
ment dynamics unchanged and directly test the sensitivity
of the learned representation. This distinction is particularly
important in actor—critic systems, where small perturbations
to internal features can induce large deviations in value esti-
mation and policy outputs, even when the environment remains
unchanged.

The actor and critic are defined as follows. The actor outputs
an action a = 7y ( f), while the critic estimates the state—action

value Q4(f,a).

C. Feature-Space Robustness Module (FRM)

As illustrated in Fig. 1, we introduce FRM, a latent-space
regularization module that applies bounded worst-case pertur-
bations separately to actor and critic representations during



training without changing action execution or environment
dynamics.

Given a module-specific objective Lrrm(f), FRM con-
structs adversarial features by solving the inner maximization
problem:

9 = arg max EFRM(f +0). 4)

ll9]loe <

FRM applies adversarial training directly in latent feature
space. Unlike input-level adversarial training, FRM performs
this optimization directly in latent feature space, enabling
targeted regularization of internal representations.

In practice, the inner maximization is approximated using
projected gradient descent (PGD). Starting from an initial
perturbation 6(9) = 0, FRM iteratively updates:

54D = Ty < (6% +aV pLew(f +65)) . )

where « is the step size and II denotes projection onto the
{o-ball. The resulting adversarial feature is f24 = f 4 §(¥).

D. Critic-Side FRM

For the critic, FRM seeks feature perturbations that maxi-
mize the TD regression loss. Let

y=r1+7Q-(f',mo(f")) (6)
denote the temporal-difference (TD) target, where ¢~ repre-
sents the target critic parameters.

The critic-side FRM objective is defined as the TD regres-
sion loss:
iti 2
mu () = (Qo(fr0) —y)” (7
FRM generates adversarial features by maximizing this loss
under bounded perturbations:
crte = arg, max LEi(f +9). @®)
The critic parameters are then updated by minimizing the
TD loss evaluated on the adversarial features:

min E[(Qu(f2ie @) ~1)°] ©)

This procedure regularizes the critic against worst-case
feature perturbations and reduces the critic’s sensitivity to local
representation shifts.

E. Actor-Side FRM

For the actor, FRM seeks feature perturbations that mini-
mize the critic-estimated value of the current policy. The actor-
side FRM objective is defined as:

Lia(f) = =Qu(f,m0(f))- (10)
Adpversarial features are obtained by solving:
seor = arg max L (f +0). (11)

The actor parameters are then updated by minimizing the
adversarial policy objective:

mln ]E[ Qqs( ;éil\(l)rv o( :élt‘(/)r))]

The actor is optlmlzed using adversarially perturbed fea-
tures, while environment dynamics and executed actions re-
main unchanged.

12)

F. Integration with Closed-Loop Adversarial Training

FRM is applied in addition to existing closed-loop adver-
sarial training mechanisms. The environment-level adversary
is unchanged.

During each training iteration:

1) The environment provides a transition (s, a,r, s’).

2) The state is encoded into a feature representation f =

9(s).

3) FRM generates adversarial features for the actor, the

critic, or both.

4) Actor and critic updates are performed using the corre-

sponding FRM-regularized features.

This design regularizes latent representations without chang-
ing the environment-level adversary. Environment-level adver-
saries perturb external interactions, whereas FRM regularizes
internal feature representations. This separation aligns with
prior robust and distributionally robust formulations that dis-
tinguish uncertainty in dynamics from regularization of the
decision function [2], [3], [20].

G. Actor-Critic Disentanglement

A key property of FRM is that it can regularize the actor and
critic independently. This enables three configurations: actor-
only FRM, critic-only FRM, and joint actor—critic FRM.

This design lets us compare actor-only, critic-only, and joint
FRM to isolate their effects on value estimates and closed-loop
behavior. As shown in our experiments, critic-side FRM plays
a dominant role in stabilizing representation geometry, while
actor-side FRM provides complementary effects on behavioral
stability.

IV. EXPERIMENTAL SETUP
A. Simulator and Scenarios

All experiments are conducted in a closed-loop autonomous
driving simulator built on MetaDrive [21], following the
experimental protocol of CAT [4]. The ego agent is trained
to complete navigation tasks under dynamic and potentially
adversarial traffic, where safety-critical events such as colli-
sions may arise due to stochastic traffic behavior and policy
decision errors.

The training and evaluation scenarios are primarily based
on the 500 traffic scenarios provided by the CAT benchmark.
During experiments, we observed that a small number of
scenarios exhibit unstable execution behaviors in the simulator,
leading to non-deterministic outcomes across runs. To ensure
experimental consistency and reproducibility, we exclude these
scenarios and replace them with two additional challenging
traffic scenarios generated using ScenarioNet [22], following
the same construction and filtering criteria as in CAT. All
methods, including the CAT baseline and all FRM variants,
are trained and evaluated on the same filtered and augmented
scenario set.

The additional scenarios are generated from real-world
traffic data in the Waymo Open Motion Dataset [23] and are
selected to match the difficulty and interaction patterns of the
original CAT scenarios.



B. Observations and Feature Representation

At each timestep, the observation is encoded into a fixed
101-dimensional latent feature vector, following the represen-
tation used in CAT. This latent feature serves as the shared
input to both the actor and critic networks.

The proposed Feature-Space Robustness Module (FRM)
operates directly on this shared latent representation during
training. By perturbing internal features rather than raw ob-
servations or environment dynamics, FRM enables a focused
analysis of representation-level robustness within the actor—
critic pipeline under closed-loop driving interactions.

C. Baselines

We compare our method against the original CAT frame-
work, which applies adversarial perturbations at the observa-
tion level during training.

To ensure a fair comparison, all methods share the same ad-
versarial generator and training protocol as CAT. Our approach
augments CAT with FRM, which introduces additional feature-
space regularization without altering the original adversarial
mechanism.

D. Training Details

All policies are trained using the same actor—critic ar-
chitecture and optimization hyperparameters. FRM generates
adversarial feature perturbations via projected gradient descent
under an /., constraint, with perturbation budget ¢ = 0.05,
step size 0.01, and 3 iterations. Unless otherwise specified,
FRM is applied to both actor and critic during training. All
results are averaged over multiple evaluation episodes and five
random seeds.

All experiments are conducted on a server equipped with an
Intel(R) Xeon(R) Gold 6330 CPU @ 2.00GHz and an NVIDIA
RTX 4090 GPU.

V. EXPERIMENTAL RESULTS
A. Research Questions

To systematically evaluate the proposed method, we orga-
nize our experiments around the following research questions:

RQ1: Does improved representation robustness translate to
improved behavioral robustness in closed-loop settings?

RQ2: How does robustness regularization applied to the
actor and critic individually affect closed-loop driving perfor-
mance?

RQ3: Does feature-space robustness improve representation
stability in actor—critic systems?

B. Main Results

To answer RQ1, we compare closed-loop performance with
the CAT baseline (Fig. 2). Joint actor—critic FRM does not
consistently reduce crash rates relative to CAT but avoids the
large route-completion degradation observed with actor-only
regularization. Critic-only FRM improves representation-level
metrics but does not reduce crash rates.

Route completion decreases across all FRM variants, with
the largest drop under actor-only regularization and the small-
est degradation under joint regularization.

C. Actor—Critic Ablation Study

To answer RQ2, we evaluate actor-only, critic-only, and
joint FRM (Table 1).

Critic-side FRM produces the largest reductions in value
sensitivity and gradient norm (Table II). However, these im-
provements do not reduce crash rates and are associated with
decreased route completion.

Actor-only FRM provides limited robustness gains and
substantially reduces route completion, indicating conserva-
tive policies. Joint actor—critic FRM achieves lower policy
divergence while maintaining similar crash rates with smaller
degradation in route completion.

Value stabilization alone is insufficient in this experimental
setting, while combining it with policy regularization yields
improved performance. [18], [24], [25].

D. Feature-Space Robustness Analysis

To answer RQ3, we quantify robustness under bounded
perturbations [’ = f + J with ||0]|cc < e.
a) Critic sensitivity: Value deviation is defined as:

g = E[|Qs(f.a) = Qu(F',a)ll2]-

Critic-side FRM reduces ||Q(f) — Q(f')|| by more than
6x compared to the CAT baseline (Table II), with similar
reductions in the 95% quantile. This indicates lower sensitivity
of the critic to bounded feature perturbations.

b) Policy sensitivity: Policy divergence is defined as:

A =E[KL(mo(11) | a(11)].

Actor-only FRM increases KL divergence, whereas joint
FRM yields the lowest divergence among the compared vari-
ants (Table II). This is consistent with the degraded closed-
loop performance observed under actor-only regularization.

c) Local smoothness: We define:

Gq =E|[V;Qs(f, a)ll2]

Critic-side FRM significantly reduces gradient norm, indi-
cating improved local smoothness. Joint regularization main-
tains low critic sensitivity and lower policy divergence than
actor-only regularization.

Overall, critic-side regularization primarily reduces value
sensitivity and gradient norm, whereas actor-side regulariza-
tion mainly affects policy divergence. In our experiments,
lower value sensitivity did not consistently translate into lower
crash rates.

13)

(14)

5)

E. Cross-Objective Feature Attacks
We evaluate generalization by constructing actor-targeted
feature perturbations:

max |7 (f + ) — 7 (f)[|3-

16)
ll6]l00 <e (

Fig. 3 reports action deviation and route-completion drop
under varying €. Both critic-only and joint FRM reduce local
action sensitivity compared to CAT.
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Fig. 2. Closed-loop training curves comparing the CAT baseline and FRM variants. The first two rows report crash rates under adversarial and normal
evaluation settings, respectively. The last two rows report route completion rates under adversarial and normal evaluation settings. Solid lines show the mean
metric value over five random seeds, and shaded regions denote standard deviation.

Critic-only FRM achieves the lowest action deviation but
leads to larger drops in route completion. Joint FRM shows
slightly higher local sensitivity but reduces performance degra-
dation in closed-loop evaluation.

In these experiments, lower local action deviation did not
consistently correspond to smaller route-completion drops.
This further supports the observed decoupling between local
robustness and closed-loop performance.

VI. DISCUSSION

Improvements in value-level stability do not consistently
translate into improvements in closed-loop performance in
actor—critic policies. Critic-side FRM significantly reduces
sensitivity to bounded feature perturbations (Table II), yet it
does not reduce crash rates and often leads to decreased route

completion (Fig. 2). Similar discrepancies have been observed
in prior work, where local value improvements fail to translate
into reliable behavior under distributional shift or adversarial
perturbations [1], [26].

A. Why Feature-Space Robustness Matters

Prior work primarily enforces robustness at the observation
or environment level [4], [27]. However, policies trained under
such settings remain sensitive in latent space, as reflected by
increased value deviation and policy divergence (Table II).
Direct feature regularization reduces the sensitivity of value
estimates and policy outputs to bounded latent perturbations
and can complement environment-level adversarial training.



TABLE I
VALUES REPORT MEAN £ STANDARD DEVIATION OF PERFORMANCE DIFFERENCES RELATIVE TO THE CAT BASELINE. NEGATIVE VALUES INDICATE
IMPROVEMENT FOR CRASH RATE (LOWER IS BETTER), WHILE ROUTE COMPLETION VALUES REFLECT PERFORMANCE DEGRADATION (LOWER IS WORSE).
THE BEST RESULTS (LOWEST CRASH RATE AND SMALLEST DEGRADATION IN ROUTE COMPLETION) ARE HIGHLIGHTED IN BOLD.

Method Crash Rate (Adv) |  Crash Rate (Norm) |  Route Completion (Adv) T  Route Completion (Norm) 1
+ Actor FRM +0.006 £ 0.016 +0.031 £0.018 —0.243 £0.074 —0.287 4+ 0.085
+ Critic FRM +0.014 £ 0.051 +0.041 £ 0.025 —0.102 £ 0.060 —0.103 £ 0.045
+ Actor + Critic FRM —0.025 + 0.021 +0.025 + 0.016 —0.067 £ 0.047 —0.081 £ 0.050

TABLE II
FEATURE-LEVEL ROBUSTNESS METRICS UNDER BOUNDED FEATURE PERTURBATIONS (||6]|co < €). VALUES ARE REPORTED AS MEAN £ STANDARD
DEVIATION OVER FIVE RANDOM SEEDS. LOWER IS BETTER FOR ALL METRICS.

Method Mean ||Q(f) — Q(f)ll24 95% Quantile |  Mean KL(7) | Mean [|[V;Ql2 |
CAT (baseline) 13.48 £0.08 23.05 +0.41 4.38 £3.71 0.085 £ 0.004
Actor-FRM 12.05 £ 0.62 20.41 +1.15 7.92+1.24 0.070 £ 0.004
Critic-FRM 2.11+0.17 5.16 +0.28 2.144+0.72 0.018 £ 0.002
Actor + Critic FRM 2.49 +£0.23 5.93 +0.38 0.93+0.39 0.023 £ 0.003
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Fig. 3. Cross-objective feature attack evaluation. (a) Mean action deviation under critic-targeted feature perturbations with varying perturbation budgets €. (b)
Route completion drop under the same perturbations, measured relative to clean evaluation. Results are averaged over five random seeds, with shaded regions

indicating one standard deviation.

B. Effect of Critic-Side Regularization

The ablation study (Table I) shows that critic-side FRM
produces the largest reductions in value sensitivity and gradi-
ent norm (Table II), consistent with prior findings on stable
value estimation [18], [28], [29]. However, this improvement
does not reduce crash rates and is associated with decreased
route completion (Fig. 2). Stabilizing the critic alone does
not improve closed-loop safety metrics and is associated
with degraded route completion, indicating that critic-side
regularization is insufficient without policy-side regularization.

C. Representation Robustness vs. Behavioral Robustness

Feature-level metrics (Table II) measure local sensitivity
to perturbations, while closed-loop metrics (Fig. 2) evaluate
task-level performance (e.g., crash rate and route completion).
Improvements in value deviation and policy divergence do not
correspond to improvements in route completion or crash rate.
Small perturbations in feature space can accumulate over time,
leading to trajectory-level deviations in behavior.

D. Practical Implications

FRM integrates into existing actor—critic pipelines without
modifying policy architectures or simulators [18], [19]. It is
also compatible with environment-level adversarial training
frameworks such as CAT [4]. Joint actor—critic regularization
reduces policy divergence while maintaining similar crash
rates with smaller degradation in route completion (Table I
and Fig. 2).

E. Threats to Validity

The experiments are conducted on a single benchmark based
on MetaDrive, and validation across additional simulators
would strengthen generality. Moreover, feature-level metrics
capture local sensitivity but do not fully explain long-horizon
performance. Establishing a quantitative link between feature-
level sensitivity metrics and long-horizon decision quality
remains an open problem.



VII. CONCLUSION

We conclude that representation robustness and behavioral
robustness are structurally misaligned in standard actor-critic
policies; enforcing value stability alone fails to prevent com-
pounding trajectory errors, necessitating joint regularization
paradigms. These results indicate that representation robust-
ness and behavioral robustness are not aligned, and that stable
closed-loop performance requires joint regularization of actor
and critic components.

Limitations and Future Work. First, our results indicate
that representation-level stability and long-horizon behavioral
performance are not captured by a single objective. One
direction is to design training objectives that explicitly cou-
ple value sensitivity with closed-loop performance metrics.
Second, while FRM bounds worst-case [, latent perturba-
tions, extending this regularization to structured, semantically
meaningful feature shifts (e.g., simulated sensor degradation)
remains a critical step toward real-world deployment. Third,
existing feature-level metrics do not capture the relationship
between local sensitivity and trajectory-level performance.
Developing evaluation metrics that align feature robustness
with closed-loop behavior is a key direction for future work.
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