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Abstract—Encrypted traffic classification is fundamental to
network management and security, yet presents an inherent
challenge: traffic flows comprise heterogeneous feature modal-
ities with divergent statistical properties. Raw packet bytes
exhibit high-dimensional, high-entropy representations encoding
application-level patterns, whereas metadata constitute compact
dense vectors capturing network-level characteristics. Conven-
tional fusion strategies such as simple concatenation may lead
to suboptimal representation learning due to dimensional and
distributional discrepancies. We present EdgeFlow, a hierarchical
Transformer architecture designed to address this multimodal
fusion challenge through Statistical Feature Modulation (Stats-
Mod). Rather than directly combining heterogeneous features in
a shared space, Stats-Mod employs global statistical context to
dynamically calibrate the distribution of local byte-level repre-
sentations via learned affine transformations. This distribution-
level conditioning mechanism facilitates cross-modal informa-
tion integration while maintaining computational efficiency. We
further incorporate Token Compression via vertical pooling to
reduce sequence length, thereby improving inference through-
put. Experimental evaluation across four benchmark datasets
demonstrates that EdgeFlow achieves competitive classification
performance while reducing computational overhead—up to 5×
higher inference throughput and 1.5× lower GPU memory
consumption compared to models of comparable scale.

Index Terms—Encrypted Traffic Classification, Multimodal
Fusion, Statistical Feature Modulation, Hierarchical Trans-
former, Edge Deployment

I. INTRODUCTION

The widespread adoption of TLS 1.3 and end-to-end encryp-
tion has substantially limited the effectiveness of traditional
Deep Packet Inspection (DPI) approaches [1], [2]. Conse-
quently, encrypted traffic classification increasingly relies on
encrypted byte patterns and side-channel metadata (e.g., packet
sizes, inter-arrival times, direction), motivating classifiers that
balance accuracy and computational efficiency for applications
such as QoS provisioning and intrusion detection [3], [4].

*Corresponding author: Min Li

Encrypted traffic flows inherently contain two heteroge-
neous feature modalities: (1) Raw Bytes—high-dimensional
sequences with high entropy encoding application-level pat-
terns [5], [6]; and (2) Metadata Statistics—low-dimensional,
dense vectors capturing network interaction patterns [7], [8].
Direct concatenation of these modalities causes dimensional
disparity (low-dimensional metadata may be marginalized
by high-dimensional byte embeddings) and distribution col-
lision (mixing features with different statistical properties
may degrade representations) [9], [10]. Existing methods face
an accuracy–efficiency–fusion dilemma: sequence-based pre-
trained models [5], [11] achieve strong accuracy but suffer
from quadratic complexity; vision-based models [12], [13]
offer efficient parallelism but may not fully exploit metadata;
multimodal approaches [9] attempt fusion but rely on feature-
level mixing without explicit distribution calibration.

We hypothesize that metadata statistics can more effectively
serve as conditioning signals for byte-level features rather
than being treated as competing input modalities. Drawing on
conditional normalization techniques from the computer vision
literature [14]–[16], we propose Stats-Mod: a mechanism
that uses global statistics to generate affine transformation
parameters for calibrating the distribution of local semantic
features. Based on this insight, we present EdgeFlow, a hi-
erarchical Transformer architecture that integrates Stats-Mod
for distribution-level multimodal fusion and employs Token
Compression via vertical pooling to reduce sequence length
and improve inference throughput.

Our main contributions are summarized as follows:
• We formulate encrypted traffic classification as a mul-

timodal fusion problem, explicitly addressing the di-
mensional and distributional discrepancies between raw
packet bytes and metadata statistics.

• We propose Stats-Mod, a distribution-level conditioning
mechanism that calibrates byte-level feature representa-
tions using metadata-derived affine parameters, enabling
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Fig. 1. The overall architecture of EdgeFlow.

effective cross-modal information integration without fea-
ture space expansion.

• We present EdgeFlow, a lightweight hierarchical Trans-
former that combines Stats-Mod with Token Compres-
sion, achieving competitive or improved accuracy across
diverse classification tasks.

• Comprehensive experiments on four benchmark datasets
demonstrate that EdgeFlow achieves competitive accu-
racy with up to 5× higher inference throughput and 1.5×
lower GPU memory consumption compared to models
of comparable scale, and substantially greater efficiency
gains over larger pre-trained models.

The source code is publicly available at https://github.com/
G034/edgeflow.

II. RELATED WORK

Statistical Fingerprinting. Early approaches relied on
hand-crafted features. Moore et al. [17] pioneered Bayesian
classification using flow statistics, while subsequent works
like AppScanner [7] and FlowPrint [8] utilized packet size
distributions and temporal correlations for fingerprinting. IoT
Sentinel [18] extended this to device identification. Although
computationally efficient, these methods rely heavily on do-
main expertise [19], are vulnerable to traffic shaping [20],

TABLE I
MODEL HYPERPARAMETERS.

Input Architecture

Packets per flow P 5 Embedding dim D 128
Byte matrix size 30× 32 Local Feature Blocks 2
Packet block size 6× 32 Global Agg. Blocks 2
Patch size 2× 2 Attention heads 4
Packet metadata dim 5 MLP ratio 2

and overlook semantic information encoded in encrypted pay-
loads [21].

Deep Learning for Traffic Classification. Deep learn-
ing automates feature extraction. CNNs [13], [22], [23] and
RNNs [24] have shown promise but suffer from limited recep-
tive fields or sequential bottlenecks [2]. Recently, pre-trained
Transformers like ET-BERT [5], [6] and TrafficFormer [11]
established state-of-the-art accuracy. Vision-based methods
like YaTC [12] and FlowMAE [25] leverage masked au-
toencoding. Emerging research also explores large language
models (LLMs) [26] and zero-day detection [27], [28], though
robustness remains a critical challenge [4], [29].

Multimodal Traffic Analysis. Multimodal approaches
combine diverse features. DISTILLER [9] and Lin et al. [10]
jointly process payloads and statistics via separate branches,
while TFE-GNN [30] utilizes traffic graphs for enhanced rep-
resentation. However, these methods typically rely on simple
concatenation or decision-level fusion, ignoring the significant
distributional discrepancies between high-dimensional bytes
and dense metadata.

Conditional Normalization. Techniques like AdaIN [14]
and FiLM [15] enable distribution-level modulation by gener-
ating affine parameters from one modality to calibrate another.
We adapt this principle to traffic classification, employing
metadata statistics to dynamically modulate byte-level fea-
ture distributions, achieving effective cross-modal conditioning
without feature space expansion.

III. METHODOLOGY

We propose EdgeFlow, a novel framework designed for
efficient encrypted traffic classification. Formally, we define
the classification task as modeling a flow composed of two
distinct modalities: high-dimensional Raw Bytes and low-
dimensional Metadata. To effectively integrate these modali-



ties, we introduce Statistical Feature Modulation, a mechanism
devised for distribution-level fusion.

A. Problem Setup and Overview

Let a flow be denoted as F = {pi}Pi=1. Each packet pi is
characterized by: (i) Raw Bytes, represented as a structured
byte matrix Xi that encodes high-dimensional semantic fea-
tures; and (ii) Metadata, represented as a statistical vector si
that captures low-dimensional global context. Table I summa-
rizes the model configuration.

The EdgeFlow architecture comprises four integrated stages
(Fig. 1):

1) Feature Extraction: The byte matrix is partitioned into
patches, while metadata statistics are concurrently en-
coded via a Stats-Encoder.

2) Intra-Packet Encoding: Patch tokens are processed us-
ing Transformer blocks augmented with Stats-Mod for
distribution-level conditioning.

3) Token Compression: A vertical pooling mechanism re-
duces the sequence length of patch tokens prior to flow-
level aggregation.

4) Inter-Packet Aggregation: Cross-packet dependencies
are modeled to derive the final classification decision.

B. Heterogeneous Data Representation

Each packet is represented in two complementary forms to
preserve byte-level semantics while avoiding distortion from
embedding statistics as pixel values.

1) Raw Bytes: Structured Byte Matrix: We formulate the
raw byte representation as a grayscale matrix wherein each
packet is mapped to a fixed-size block (Table I). Our analysis
prioritizes the first 5 packets, as they encapsulate the critical
connection establishment phase—including the TCP three-
way handshake, TLS handshake, and initial application data
exchange [7]. This phase preserves rich protocol fingerprints
before encryption fully masks application semantics. For each
packet, we extract 192 bytes (64 header + 128 payload) to
encompass the complete IP/TCP headers and a sufficient por-
tion of the encrypted payload, thereby balancing information
retention with computational efficiency. Within each block, we
explicitly delineate:

• Header region: Captures protocol fingerprints derived
from IP and transport headers.

• Payload region: Contains high-entropy encrypted content
that encodes application-level patterns.

Zero-padding is applied to handle missing bytes. This struc-
tured layout facilitates specific representation learning for
headers and payloads [12], [25].

2) Metadata Statistical Feature Vector: For each packet, we
extract five discriminative statistics guided by RFC specifica-
tions [31], which identify header fields with high discrimina-
tive power: (1) direction encodes client/server roles; (2) inter-
arrival time (log-normalized) captures temporal patterns; (3)
TTL reflects network topology; (4) IP length and (5) payload
length characterize packet size distributions. These features are

TABLE II
SUMMARY OF BENCHMARK DATASETS.

Dataset Task Flows Classes

CICIOT2022 IoT Device Identification 2,126 9
ISCXVPN2016 Service Type Classification 1,317 6
USTC-TFC2016 Malware Detection 8,348 14
CSTNET-TLS1.3 Website Fingerprinting 46,372 120

TABLE III
TRAINING HYPERPARAMETERS.

Batch size 64 Label smoothing ε 0.1
Learning rate 10−3 Optimizer AdamW
Weight decay 10−2 Scheduler Cosine
Warmup epochs 5 Total epochs 100

derived from standard protocol fields and demonstrate strong
discriminative power with minimal redundancy [7], [8].

C. Model Architecture

EdgeFlow employs a hierarchical Transformer architecture
comprising an Intra-Packet Encoder for local pattern extraction
and an Inter-Packet Encoder for flow-level modeling.

1) Intra-Packet Encoder with Stats-Mod: As shown in
Fig. 1, packets are partitioned into patches and processed
by stacked Local Feature Blocks containing Layer Normal-
ization, Stats-Mod, Multi-Head Self-Attention (MSA), and
MLP layers. Stats-Mod calibrates internal byte representations
using external metadata statistics (e.g., timing, direction) as
conditioning signals. A lightweight Stats-Encoder maps the
metadata vector s to affine parameters (γ, β) to modulate the
intermediate feature map Z:

Stats-Mod(Z, s) = γ(s) · Z − µ(Z)

σ(Z) + δ
+ β(s), (1)

where µ(Z) and σ(Z) are instance statistics. This mechanism
effectively integrates multimodal information at the distribu-
tion level without expanding the feature space.

2) Token Compression: To optimize efficiency, we intro-
duce a Vertical Pooling operator to reduce sequence length.
For a packet token grid T (i), the compressed representation
T̄ (i) is computed by aggregating k vertically adjacent patches:

T̄ (i)
r,c =

1

k

k∑
j=1

T
(i)
(r−1)k+j,c, (2)

With k = 3, this reduces the sequence length by 3× while
preserving the temporal structure encoded in the horizontal
dimension.

3) Inter-Packet Encoder: The compressed tokens from all
P packets are concatenated into a global sequence Z(0)

augmented with packet-level positional embeddings. This se-
quence is processed by Global Aggregation Blocks, which
also utilize Stats-Mod conditioned on global flow statistics
to model cross-packet dependencies. To synthesize the final
flow representation hfinal, we employ Residual Aggregation,



TABLE IV
COMPARISON RESULTS ON CICIOT2022, ISCXVPN2016, USTC-TFC2016, AND CSTNET-TLS1.3.

Method Params CICIOT2022 ISCXVPN2016 USTC-TFC2016 CSTNET-TLS1.3

(M) Acc F1 Acc F1 Acc F1 Acc F1

AppScanner [7] – 76.52% 76.81% 76.93% 74.85% 80.41% 78.53% 70.78% 68.42%
FlowPrint [8] – 56.26% 55.14% 33.76% 17.09% 89.16% 89.82% 27.25% 22.56%
ET-BERT [5] 136.4 87.52% 86.62% 86.21% 85.80% 94.34% 93.12% 81.20% 78.84%
YaTC [12] 1.9 92.33% 90.88% 86.31% 88.15% 96.44% 95.12% 84.07% 81.33%
TFE-GNN [30] 44.3 91.25% 91.32% 87.18% 89.25% 95.56% 96.45% 79.85% 76.92%
TrafficFormer [11] 109.1 91.69% 90.44% 92.07% 91.39% 97.32% 97.85% 83.97% 83.14%

EdgeFlow (Ours) 0.7 92.49% 92.80% 90.39% 89.03% 97.84% 97.90% 84.57% 82.26%

fusing CLS tokens from the input (Cpre) and output (Cpost) of
the global encoder:

hfinal =
1

2P

P∑
i=1

(
c(i)pre + c

(i)
post

)
. (3)

This mechanism acts as a semantic skip connection, preserving
strong local signals while integrating global context for the
final classification.

D. Training Strategy

EdgeFlow is trained end-to-end using label-smoothed cross-
entropy (ε = 0.1). Further training details are provided in
Section IV.

E. Complexity Analysis

Time Complexity. Standard self-attention incurs quadratic
O(L2) cost. EdgeFlow reduces this via token compression
(factor k = 3) to ≈ O((L/k)2), providing a 9× reduction
in attention computation. Furthermore, our hierarchical design
avoids the expensive global attention across all packets, en-
suring scalability.

Parameter Efficiency. EdgeFlow requires only 0.7M pa-
rameters, approximately 2.7× fewer than the lightweight
YaTC [12] (1.9M) and significantly smaller than large pre-
trained models (e.g., ET-BERT’s 136M). The Stats-Mod com-
ponents introduce negligible overhead (∼2K parameters), en-
abling efficient multimodal fusion without heavy parameteri-
zation.

IV. EXPERIMENTS

We evaluate EdgeFlow on four diverse benchmarks span-
ning IoT identification, VPN service classification, malware
detection, and encrypted website fingerprinting.

A. Experimental Setup

Datasets. We utilize four diverse benchmarks summarized
in Table II: CICIOT2022 [32] (IoT identification), IS-
CXVPN2016 [20] (VPN services), USTC-TFC2016 [33] (mal-
ware detection), and CSTNET-TLS1.3 [5] (TLS 1.3 website
fingerprinting).
Preprocessing. We extract flows using bidirectional 5-tuples,
filtering distinct non-traffic protocols (e.g., DNS, ICMP) and

empty payloads. Classes are balanced via downsampling, and
datasets are split 8:1:1 for training, validation, and testing.
Baselines. We compare against statistical approaches App-
Scanner [7] and FlowPrint [8]; pre-trained Transformers ET-
BERT [5] and TrafficFormer [11]; and specialized deep learn-
ing models YaTC [12] and TFE-GNN [30].
Implementation. EdgeFlow is implemented in PyTorch 2.1
using an NVIDIA RTX 3070Ti. We use official codebases for
baselines and fine-tune pre-trained models. Training hyperpa-
rameters are listed in Table III.

B. Main Results

Table IV compares EdgeFlow against state-of-the-art meth-
ods across four benchmark datasets.

As shown in Table IV, EdgeFlow demonstrates compet-
itive or improved performance across the four benchmark
datasets. On USTC-TFC2016 and CICIOT2022, EdgeFlow
achieves the best results among all compared methods. For
CSTNET-TLS1.3 with 120 fine-grained classes, EdgeFlow
obtains the highest accuracy. On ISCXVPN2016, EdgeFlow
exhibits lower performance than TrafficFormer, which may
be attributed to two factors: (1) the relatively small dataset
size (1,317 flows) limits training of lightweight models, and
(2) VPN traffic exhibits more homogeneous byte patterns
that benefit from the richer representations of large pre-
trained models. Notably, EdgeFlow achieves these competitive
results with substantially improved computational efficiency,
as detailed in Section IV-C.

C. Efficiency Analysis

Beyond classification accuracy, we examine inference effi-
ciency (Figures 2 and 3).

Throughput. EdgeFlow exhibits substantially higher infer-
ence throughput compared to baseline methods across varying
batch sizes. Compared to YaTC (1.9M parameters), EdgeFlow
achieves approximately 5× higher throughput at batch size
64. Compared to larger pre-trained models (ET-BERT, Traf-
ficFormer), EdgeFlow achieves up to 10× higher throughput,
attributed to its compact architecture and Token Compression.

Memory. EdgeFlow demonstrates approximately 1.5×
lower GPU memory consumption compared to YaTC, and
up to 7× lower compared to larger pre-trained approaches,
facilitating deployment in resource-constrained environments.
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Scalability. As batch size increases, EdgeFlow’s throughput
scales favorably while larger Transformers plateau due to
memory constraints.

D. Ablation Study

We conduct comprehensive ablation studies to validate each
component of EdgeFlow (Table V).

Stats-Mod vs. Concatenation. Removing Stats-Mod de-
grades performance, particularly on ISCXVPN2016 and CI-
CIOT2022. Simple concatenation yields intermediate results,
suggesting distribution-level modulation offers advantages
over feature-level mixing [14], [15].

Token Compression. Removing compression changes ac-
curacy in a dataset-dependent manner. On CSTNET-TLS1.3,
the uncompressed variant achieves slightly higher F1 (82.73%
vs. 82.26%), suggesting that for pure TLS 1.3 encrypted traffic
with fine-grained classes, preserving full spatial resolution
provides marginal benefits. However, this comes at the cost
of increased inference latency, and compression remains ben-
eficial for efficiency-focused deployments [34].

Hierarchical Design. Flattening packets reduces perfor-
mance on CSTNET-TLS1.3, suggesting the Intra→Inter-

Packet hierarchy better captures flow structure.
Input Modalities. Removing metadata degrades perfor-

mance, particularly on CSTNET-TLS1.3, supporting multi-
modal fusion for robustness [9], [10].

V. CONCLUSION

We proposed EdgeFlow, a hierarchical Transformer that
addresses multimodal traffic fusion via Statistical Feature
Modulation (Stats-Mod). By using metadata to dynamically
calibrate byte-level representations, EdgeFlow facilitates effec-
tive cross-modal integration. Combined with token compres-
sion, it achieves competitive accuracy across four benchmarks
while delivering up to 5× higher throughput and 1.5× lower
memory usage than models of comparable scale.

Limitations and Future Work. EdgeFlow’s reliance on the
first five packets may limit robustness against early-stage
obfuscation or packet loss. Future work will explore online
streaming adaptations, adversarial robustness, and extending
distribution-level conditioning to wider network tasks.

TABLE V
ABLATION STUDY OF EDGEFLOW ON ALL DATASETS.

Variant CICIOT2022 ISCXVPN2016 USTC-TFC2016 CSTNET-TLS1.3

Acc F1 Acc F1 Acc F1 Acc F1

EdgeFlow (Full) 92.49% 92.80% 90.39% 89.03% 97.84% 97.90% 84.57% 82.26%

w/ Concat Metadataa 90.14% 90.36% 90.15% 87.03% 96.65% 96.76% 82.41% 81.25%
w/o Stats-Mod 85.92% 85.92% 79.55% 77.46% 97.72% 97.77% 82.15% 79.57%
w/o Token Compressionb 90.14% 89.80% 88.64% 88.10% 97.25% 97.37% 84.19% 82.73%
w/o Hierarchical 91.08% 91.14% 87.12% 86.72% 97.84% 97.88% 81.42% 78.90%
w/o Metadata 89.67% 89.51% 76.52% 76.53% 97.60% 97.66% 81.82% 79.08%
aReplace Stats-Mod with simple concatenation fusion.
bRemove token compression, keep all 48 patch tokens.
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