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I. INTRODUCTION

Federated Learning (FL) is a decentralized approach to Ma-
chine Learning (ML) where the data used for model training
remains local at data sources such as sensors, CCTV cameras,
or medical equipment. Because FL distributes training across
heterogeneous Edge devices, practitioners must account for
reliability challenges typical of such deployments. These in-
clude degraded data fidelity from faulty sensors, intentional
tampering by compromised participants, and variable network
quality, all of which can undermine the trained model. Un-
stable network connectivity or denial-of-service attacks may
interrupt communication and lead to intermittent FL client
participation or data loss. User errors and intentional manipu-
lation (e.g., data mislabeling) introduce semantic noise, while
malfunctioning or outdated sensors or hardware faults degrade
signal-to-noise ratio (SNR) in data samples and distort local
model updates. In conventional FL with aggregation strategies
such as FedAvg [1], the presence of malicious clients in
collaborative training further exacerbates these issues, because
compromised participants may gain access to global model

@ Available out of the box.
bWhen the attack model and/or its intensity changes over the course of FL
execution.

updates. They can submit poisoned gradients yet continue to
receive updated global models, potentially reconstructing sen-
sitive information from benign contributors [2]. Collectively,
these effects deteriorate model accuracy, hinder convergence
and generalization, ultimately compromising security in FL
applications. Designing of dependable FL requires careful
consideration of these factors and evaluation of its perfor-
mance under realistic conditions. While scientific evaluations
of FL algorithms often rely on curated and pre-processed
benchmarking datasets designed for controlled ML training
and testing, such resources rarely reflect data heterogeneity
and quality variations typical for real-world systems. Thus,
they have limited abilities to research the FL dependability
for further integration in real-world systems.

To address this gap, we introduce InteFL, a domain-agnostic
framework that facilitates the design of dependable applica-
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Fig. 1. InteFL framework enables the specification of FL execution environment parameters, including possible adversarial attacks, and training data quality
variations. Based on the benchmarking results, framework provides the knowledge for FL deployment configuration that yields the highest dependability

tions by providing the FL research platform that simulates
a variety of possible FL execution conditions, including dy-
namically performed adversarial attacks and data quality (DQ)
variations. InteFL extends existing FL tools, such as Flower
[3], that are intended for ML model training in a distributed
manner, with modules that both enhance FL accessibility by
ML researchers and developers, and introduce the function-
ality to research and benchmark dependable FL for further
integration in real-world systems. InfeFL includes experiment
configuration and feedback modules that help researchers to
intuitively specify all parameters of an FL execution, including
expected data modalities and its quality variations, antici-
pated adversarial attacks, and a validation module ensuring
correctness and experiment reproducibility. The analysis of
case study results is further facilitated with the generated
visual snapshots containing all artifacts collected during the
execution. Furthermore, our tool integrates an Al agent that
assists users in designing, verifying, and refining FL execution
configurations through natural-language interaction, reducing
the learning curve necessary to operate with the tool. InteFL
monitors model convergence, anomaly detection performance,
and FL training dynamics, stores this information in a per-
experiment knowledge memory, and applies reasoning via
an LLM agent to generate refined training strategies. This
integration facilitates the discovery of FL parameters that yield
greater performance within the assessed objective, which ulti-

mately benefits the FL research and development community.
Our contributions are as follows:

(1) We present InteFL, a dependability-oriented FL frame-
work that extends existing tools with systematic support for
evaluating interactions between attacks, defenses, and deploy-
ment constraints. Unlike other frameworks that focus primarily
on algorithmic prototyping, InteFL targets researchers and
practitioners designing trustworthy FL systems, enabling con-
trolled simulation of dynamic adversarial behaviors, temporal
DQ variations, heterogeneous client participation, and resource
constraints. By implementing these capabilities atop available
FL backends, the framework bridges the gap between isolated
studies and realistic, deployment-driven evaluation.

(2) We demonstrate how InteFL reduces the effort required
to plan, configure, and execute complex FL experiments by
providing integrated experiment orchestration, attack schedul-
ing, and results visualization. Through representative case
studies and evaluation results, we show how the framework
supports comparative robustness analysis across attack types
and intensities, making it more effective than existing plat-
forms for studying how and under which conditions FL
systems fail or remain resilient.

Finally, (3) We introduce a context-aware Al agent em-
bedded into the framework that further differentiates InteFL
from prior FL tools. The agent translates natural-language
user goals into validated experiment configurations, analyzes



collected metrics and logs, and provides recommendations
for improving FL dependability. This capability lowers the
barrier to entry for non-experts and accelerates experimental
workflows, enabling a broader class of users to conduct
dependable FL research without deep prior expertise.

II. EXISTING TOOLS

In FL research, aspects such as adversarial attacks, data
modalities, the ML task, the number of participating clients,
and the available computational resources influence the secu-
rity and the performance of resulting ML models. Adversarial
attacks can affect both the communication network’s quality
of service and the quality of client-supplied models. The
architecture of the chosen ML model must align with available
computational resources; local client data may be noisy or
corrupted in the case of outdated or malfunctioning sensors.

To counter these vulnerabilities and challenges, numerous
robust aggregation algorithms have been proposed. These
algorithms leverage statistical outlier detection or distance-
based indicators to identify anomalous client updates [9]-[13].
Although many such algorithms render adequate performance
in benchmarking on curated datasets, their behavior depends
critically on a set of tunable hyperparameters, e.g., thresholds,
clipping constants, statistical quantiles, or weighting factors.
They determine trade-offs between robustness and conver-
gence. Because data heterogeneity, model size, and attack
patterns differ across domains, no single parameter setting
generalizes well.

Several open-source FL platforms now exist, including
Flower [3], FedML [4], EasyFL [5], FedEasy [6], ByzFL [7],
and FedSecurity [8], each offering programmatic abstractions
for orchestrating distributed training. However, some of these
tools prioritize algorithm prototyping and scalability bench-
marks over systematic security evaluation, leaving practition-
ers without integrated support for stress-testing deployments
against realistic threat models. Others, while providing a
comprehensive benchmarking suite, employ complicated con-
figuration and setup that complicates their application in the
research community. Flower offers portable simulation across
diverse hardware; FedML focuses on production-grade scaling
and IoT integration; EasyFL minimizes boilerplate through
high-level abstractions; and ByzFL centers on evaluating de-
fenses against Byzantine faults. Despite these strengths, none
unifies adversarial testing, configuration validation, and Al-
guided analysis into a single reproducible pipeline.

III. INTELLIGENT FRAMEWORK FOR ROBUST FEDERATED
LEARNING

A. Al Agent for Research and Development

Our framework provides interfaces for case study design
and execution that are designed to accommodate users with
various levels of experience and knowledge of benchmarking
configuration specifics. Experienced users may craft experi-
ment specifications by hand, retaining granular control over
every parameter while the framework’s schema-based validator
catches inconsistencies before execution begins. Even if an

error is introduced, the validation mechanism prevents the
execution of an invalid case study.

Newcomers benefit from a conversational interface: they
describe their deployment scenario in plain English, and the
system translates this description into a validated JSON con-
figuration via a one-shot LLM prompt augmented with frame-
work documentation and historical examples. Each prompt
bundles the framework’s API reference, excerpts from the
validation schema, a curated set of working configurations, and
any past experiments tied to the requesting user, grounding the
model’s output in project-specific constraints.

Once a case study has been executed, users can analyze the
generated plots and collected metrics either manually through
the UI dashboard or with Al assistance. When the case study
design was produced through the AI agent, InteFL performs
an additional reasoning step after experiment execution. Upon
completion, the agent receives a structured summary of loss
curves, exclusion logs, and timing data alongside the user’s
original objective. It then synthesizes a recommendation, rank-
ing aggregation strategies, flagging parameter sensitivities, and
highlighting trade-offs between robustness and throughput.

B. InteFL Execution Stages

InteFL organizes each study into four phases (Figure 1): (1)
the user specifies a configuration specifying clients, attacks,
and aggregation rules; (2) the Flower backend executes feder-
ated rounds and logs metrics; (3) post-hoc analysis quantifies
defense efficacy; and (4) the system distills actionable deploy-
ment guidance from the collected evidence.

The experiment configuration interface (Figure 1, (1)) de-
fines both the execution environment and ML parameters.
Users encode anticipated operational stresses, e.g., non-IID
partitions, coordinated poisoning, which the framework mate-
rializes as concrete perturbations during training. ML param-
eters encompass FL setup and model training settings. The
robust aggregation algorithm and its hyperparameters can be
selected based on theoretical recommendations for the given
environment, e.g., anticipated anomaly severity. Model archi-
tecture and training parameters, such as local client epochs,
are linked to environment constraints like available compute.
The configuration is then validated by strict logic to prevent
misconfiguration. After configuration, model training executes
in the FL backend (Figure 1, (2)). InteFL uses Flower for
distributed training and collects performance metrics including
training and validation loss and accuracy. The framework
also tracks whether the chosen robust aggregation algorithm
successfully excluded anomalous clients at each round. Upon
completion, all metrics pass to the analysis stage.

During post-experiment analysis (Figure 1, (3)), InteFL
evaluates defense quality through exclusion accuracy, which
estimates how reliably the aggregator identifies compromised
updates, and aggregation time per round. These metrics reveal
whether a strategy acceptably balances security and efficiency,
while evidence of improved learning further validates ro-
bust aggregation. The final phase distills these observations
into actionable guidance: recommended aggregator choices,
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Fig. 2. InteFL generates html report for every executed case study. Report
includes the JSON configuration for reproducibility, plots, CSV files with
collected metrics, and attack snapshots. In Section IV we demonstrate select
artifacts and discuss how they help to design FL applications

hyperparameter sensitivity ranges, and trade-off summaries
informing production deployment (Figure 1, (4)).

C. Ul Dashboard for Experiment Artifacts

InteFL integrates a Ul dashboard that summarizes the results
of case study execution in an accessible html page that is
generated as a separate file for every executed case study.
Artifacts of every experiment include plots, CSV files with all
collected metrics, JSON configuration of the experiment that
allows the reproducibility of the results, and attack snapshots
that provide additional insights into how exactly the attacks
were performed during the execution. The example of the
generated dashboard is demonstrated in Figure 2.

D. Integrated Attack Models

InteFL implements six adversarial attack types organized
into two categories: data poisoning and model poisoning, as
described in Table II. Data Poisoning Attacks modify training
data before local model updates are computed, and include
label flipping, gaussian noise and token replacement. Model
poisoning attacks include weight spiking, gradient scaling and
byzantine perturbation. These attacks can be applied statically
throughout FL execution or dynamically at specified aggrega-
tion rounds, with support for attack stacking where multiple
attack types are performed by the same client simultaneously.

IV. InteFL IN PRACTICE

In this section, we demonstrate how our framework can be
applied to address diverse real-world needs for FL research and
development. In Sections IV-A and IV-B we describe real use-
cases when InteFL was used for FL research and development;
in Section IV-C we demonstrate the example of the interaction
with our tool through the AI agent, as described in Section
II-A.

A. Case Study I: Performance of Robust Aggregations under
Dynamic Attacks with Image Classification Benchmarking
Dataset

In this case study, we aim to determine the FL depend-
ability under dynamic data poisoning attacks, particularly the
ability of the robust aggregations to react to the changing
environment, and the impact on the convergence of the global
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Fig. 3. InteFL generates informative plots that enable visual assessment
of the FL performance. Here we demonstrate the exact PDF generated by
the framework for the dynamics of client removal. Legend specifies the
schedule of attacks, where clients O to 4 performed label flipping and gaussian
noise attacks at select rounds which are also indicated with hatching. Client
exclusion marks illustrate which clients were excluded

model. We utilize the numerical subset of the FEMNIST
benchmarking dataset with IID partition on the image clas-
sification task with CNNs. We configure the FL execution to
perform dynamic data positioning attacks on select clients. The
results generated by InteFL showcase the performance of all
assessed aggregation strategies along with the impact on the
convergence of the resulting ML model. Figure 3 illustrates
the dynamics of the MADE-PI [15] robust aggregation strategy
threshold and client exclusion.

B. Case Study II: Assessment of Robust Aggregation Optimal
Hyperparameters Selection when Operating with GPT-2 LLM
on Medical Texts

In this case study, we demonstrate how InteFL can be em-
ployed to investigate the dependability of robust aggregation
such as MADE-PI under the varied intensity of adversarial
attack. We assess the GPT-2 [30] token classification model
in a federated setting with label flipping attack executed by
the varied proportion of participating clients, and track the
performance of the aggregated ML model. We perform the
label flipping attack in the MedMentions ST21pv dataset
by randomly reassigning named entity recognition labels to
incorrect tags. The results illustrating the degradation of the
performance of the aggregated ML model are demonstrated
in Table IV. The results demonstrate two practical use-cases:
(a) establishing a baseline for ML model performance, (b)
ML model performance improvement when anomalies are not
removed (Apply Removal: X), and when they are attempted
to be removed by the aggregation strategy (Apply Removal:
V). Results suggest that MADE-PI is most effective when the
fraction of malicious clients is small to moderate, where it
removes most attackers with minimal collateral damage. As
the intensity of attack increases, the defense still helps but
cannot render the performance of the resulting ML model
similar to baseline without either missing some attackers or
sacrificing more benign clients.

C. Case Study III: Al-Assisted Experiment Design

This scenario illustrates how practitioners can leverage
InteFL’s Al agent to translate high-level deployment goals
into concrete, benchmarked configurations. We utilize the



TABLE 11

OVERVIEW OF InteFL BENCHMARKING FUNCTIONALITIES FOR EVALUATING FL DEPENDABILITY

Aggregation strategies

ML model performance
metrics

Robust aggregation met-
rics

Attack models ¢ Available datasets

FedAvg, Trimmed Mean /
Median [9], [13], Krum,
Multi-Krum [14], Bulyan,
RFA [12], Trust & Repu-
tation, MADE-PI [15]

Per-client and aggregated
accuracy and loss, classi-
fication Fl-score, compar-
ison of aggregated metrics
across executed strategies

Anomaly detection perfor-
mance (FP, FN, TP, TN and
derivatives), per-client dis-
tance to the centroid, ag-
gregation time

Data poisoning: label flipping,
Gaussian noise with target SNR,
token replacement;

Model poisoning: weight spik-
ing [16], gradient scaling [17],

Image: FEMNIST [18], MedM-
NIST [19], FLAIR [20], ITS [21],
NLST [22]; Text: MedMentions [23],
MedQuad [24], Financial Phrase-
Bank [25], LexGLUE [26], PubMed-

Byzantine perturbation MEDLINE [27]

@ Attacks can be applied either statically during the whole course of FL execution, or dynamically at select aggregation rounds or ranges of aggregation rounds.

Combinations of attacks are supported, too.

TABLE III

DEMONSTRATION OF AN INTERACTION WITH InteFL THROUGH Al AGENT. WITH A HIGH-LEVEL USER DESCRIPTION, InteFL GENERATES A CASE STUDY
PLAN, EXECUTES IT IN THE FL BACKEND, COLLECTS METRICS, AND REASONS BASED ON OBSERVED FL DYNAMICS

Case study generation based on natural-language description and results r

2

Interaction step Purpose in InteFL workflow

User input Al agent reasoning” [28] InteFL conﬁgb

Case study request User provides a natural-language FL scenario de-
scription. If information is missing, InteFL infers
reasonable defaults, possibly, with the provided

documentation.

“We want to deploy FL into a hospital. The facility has older equipment. We plan to collect and label
data locally, however, we have medical college students who can mislabel medical samples, so we'd
like to mitigate these possible mistakes. We'd like to know which robust aggregation we should use
to render the most dependable model.”

Case study configura-
tion

Framework generates an executable case study
configuration (dataset, model, aggregation, clients,
rounds, attack / data quality settings).

Compare Trimmed-Mean, RFA, Multi-Krum, Bulyan, MADE-PI, and Trust&Reputation under persis-
tent label noise (label_flipping) with theoretic thresholds with 30% flip fraction and 20% malicious
clients to identify the most robust aggregation for mislabeling scenarios. Use PneumoniaMNIST (part
of MedMNIST) dataset, 10 clients and 20 aggregation rounds.

Al agent reasoning Agent explains the reasoning for the generated case
study configuration, accounting for the initial user

request.

“ [...] simulating mislabeling (30% label flips) across 10 clients over 20 rounds and evaluating how
well each method maintains accuracy, stability, and sensible client filtering. By running identical
simulations that differ only in the aggregation method, we will generate side-by-side performance
curves and recommend the most dependable strategy for deployment.”

Deployment
recommendation®

After the FL is executed, system interprets exper-
iment metrics and suggests FL configuration that
yields highest dependability.

MADE-PI as the primary choice (highest removal F1 at 96%, stable accuracy and small aggregation
time on CPU), Bulyan as an alternative with good precision at 80%, avoid Trimmed Mean and RFA
due to substantial false-positives that can lead to loss of the clinical training data.

“ Each cell illustrates the reasoning stored in the case study configuration file. The generated configuration is a JSON file that includes all ML, data heterogeneity, and FL parameters,

as shown in Figure 1.

b For readability, we present a natural-language summary of key configuration aspects that best reflect the user request.
¢ Simplified example of interpreting experimental results into a deployment recommendation.

Al agent embedded into our framework to generate case
study design based on user-provided description of the target
deployment environment. Particular parameters of the study
are distilled by underlying LLM based on the framework
documentation and user-provided goal. Finally, the framework-
collected metrics are analyzed by the AI agent to provide
deployment recommendations. The process of the Al-assisted
case-study generation and refinement is demonstrated in Table
111

V. CONCLUSION

Building trustworthy FL systems now demands navigating
a growing landscape of attack vectors, defensive algorithms,
and deployment constraints, yet existing platforms offer little
guidance on how these factors interact in practice. In this work,
we developed and presented InteFL, an accessible framework
for research and development of dependable FL applications
that addresses these challenges. The tool functionalities such
as simulation of dynamic adversarial data and model poison-
ing attacks, experiment configuration assistance and results
visualization enhance the experience when researching and
developing FL applications. By layering dependability-focused

modules atop commodity FL backends, InteFL bridges the
gap between controlled algorithm research and production-
ready deployment. An embedded Al agent lowers the barrier to
entry, guiding newcomers from natural-language requirements
to validated experiment configurations without requiring deep
FL expertise. The evaluation results illustrate the significant
decrease in the time required to plan and execute FL experi-
ments.
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