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Abstract—As information systems become increasingly com-
plex, vulnerability detection has emerged as a critical means of
identifying and mitigating security risks. Artificial intelligence-
driven methods offer unique advantages in terms of automation
and intelligence. However, the training process of current in-
telligent detection models tends to learn shallow patterns from
the training data, overlooking the underlying semantic features
of vulnerabilities. To address this challenge, we propose a novel
vulnerability detection method named CoGRVD, which employs
semantic-sensitive contrastive learning and token-level graph
representation learning to capture critical semantic and struc-
tural features. Specifically, we design semantically equivalent
yet vulnerability-aware code transformation methods that guide
the model to focus on capturing meaningful vulnerability-related
semantics. In addition, we transform the input into a token-level
co-occurrence graph and employ GCNs with residual connection
to effectively capture the long-term dependencies among tokens.
We fuse the semantic and structural features and employ a
classifier for prediction. To evaluate the effectiveness of our pro-
posed method, we conduct extensive experiments on three public
benchmark datasets. The experimental results demonstrate that
CoGRVD outperforms all other baseline methods across all
three datasets. Specifically, on the FFMPeg+Qemu, Reveal, and
Big vul datasets, its F1 scores reached 74.55%, 63.73%, and
90.23%, respectively, showing improvements of 7.61%, 13.16%,
and 40.78% compared to the best baseline methods.

Index Terms—Vulnerability detection, contrastive learning,
graph convolutional Network, code representation.

I. INTRODUCTION

Software vulnerabilities pose a serious threat to information
security and have caused a large number of cyberattacks and
data breaches. With the increasing complexity of software
systems, both the number and diversity of vulnerabilities con-
tinue to grow rapidly. According to the National Vulnerability
Database (NVD), more than 48,000 vulnerabilities were dis-
closed in 2025, over 20% higher than in 2024. Vulnerabilities
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affect a wide range of software domains, including operating
systems, databases, middleware, network devices, and mobile
applications, and their frequent occurrence in critical systems
poses significant risks to the stability of the software and
network ecosystem [1], [2]. Therefore, early vulnerability
detection and remediation are essential for improving software
security and preventing potential attacks [3].

Automated vulnerability detection has gradually shifted
from traditional approaches based on handcrafted rules and
static or dynamic analysis to deep learning–based methods
[4], [5]. Existing studies can be broadly divided into three
categories. Sequence-based methods represent code as token
sequences and learn lexical and contextual patterns [6], [7].
Graph-based methods further model syntactic and semantic
dependencies using program graphs such as AST, CFG, and
CPG, and employ graph neural networks for representation
learning [8]–[10]. More recently, Transformer-based language
models have shown strong performance by enhancing con-
textual modeling and reasoning ability through fine-tuning
[11], [12]. However, several important challenges remain un-
resolved.

First, existing models tend to learn shallow statistical pat-
terns from training data rather than true vulnerability seman-
tics. As a result, they may rely excessively on superficial
cues such as token frequency or simple syntactic forms,
which limits their ability to detect complex vulnerabilities re-
quiring deeper semantic understanding. Second, Transformer-
based methods still face difficulties in modeling long-term
dependencies in source code. Semantically related tokens may
be far apart, making it difficult for the model to capture
critical contextual relations across statements, basic blocks,
and functions, which in turn affects detection performance.

To address these issues, we propose CoGRVD, a novel vul-
nerability detection method that combines semantic-sensitive



Fig. 1. A vulnerable function with Buffer Overflow and Null Dereference
Risks.

contrastive learning with token-level graph representation
learning. Specifically, we design nine semantically equiva-
lent code transformation strategies to generate structurally
diverse samples and use contrastive learning to guide the
model toward vulnerability-relevant semantics, thereby reduc-
ing reliance on superficial patterns. We further construct a
token-level co-occurrence graph and employ residual GCNs
to capture structural dependencies in code. Finally, semantic
and structural features are fused to obtain more discriminative
code representations for vulnerability detection. Experiments
on three benchmark datasets, FFMPeg+Qemu [13], Reveal
[5], and Big vul [14], demonstrate that CoGRVD consistently
outperforms state-of-the-art baselines.

The main contributions of this paper are as follows:
• We propose a semantic-sensitive contrastive learning

method that leverages AST-level semantic-equivalent
transformations to guide the model toward vulnerability
semantics.

• We develop a vulnerability detection framework based
on token-level co-occurrence graphs and residual graph
neural networks to alleviate the long-term dependency
problem in sequence-based methods.

• We conduct extensive experiments on FFMPeg+Qemu,
Reveal, and Big vul, and the results verify the effective-
ness of the proposed method.

II. MOTIVATION

Vulnerabilities are defects in source code that may cause
security risks. As illustrated by the code snippet in Fig. 1
[15], the statement strcpy(hostname, hp− > hname); may
trigger a buffer overflow because hostname is allocated only
64 bytes, whereas hp− > hname may exceed this bound.
Since strcpy performs no bounds checking, excessive data
may overwrite adjacent stack memory.

This example reveals two major challenges for automated
vulnerability detection. First, the vulnerability cannot be de-
termined merely by the occurrence of specific tokens such
as strcpy or a fixed-size array; instead, it depends on the
semantic relation between buffer size, data source, and un-
safe memory operation. However, existing deep-learning-based
methods often serialize code into token sequences and learn
shallow statistical patterns, which may cause semantically
equivalent but structurally different vulnerable code to be
missed, while structurally similar but safe code may be

misclassified. Second, the key evidence of the vulnerability
is distributed across multiple code positions, such as the
declaration char hostname[64], the assignment of external
data, and the later call to strcpy(hostname, hp− > hname).
When these semantically related tokens are far apart in a
long sequence, sequence-based models may fail to capture
such long-term dependencies, thereby weakening detection
performance.

Therefore, effectively learning vulnerability-relevant seman-
tics while modeling long-range structural dependencies re-
mains a critical challenge in automated vulnerability detection.
To address this issue, we adopt a semantics-aware represen-
tation learning approach that combines semantics-preserving
AST transformations with a token-level co-occurrence graph
and residual graph convolution.

III. COGRVD FRAMEWORK

We propose CoGRVD, a novel vulnerability detection
framework illustrated in Fig. 2. It consists of three stages:
code normalization and transformation for contrastive learning,
token-level co-occurrence graph construction with residual
GCN-based structural feature learning, and fusion of semantic
and structural features for SVM-based classification.

A. Code Standardization and Semantic-Equivalent Sample
Generation

We first normalize the source code by removing redundant
information such as extra whitespace, blank lines, and com-
ments, and by replacing user-defined identifiers with generic
tokens while preserving standard library functions and lan-
guage keywords [16]. Based on the normalized code, we
further apply AST-based structural transformations to generate
semantically equivalent yet syntactically diverse samples [17]–
[19]. These transformed variants are paired with the original
samples for contrastive learning, which guides the model to fo-
cus on vulnerability-relevant semantics rather than superficial
surface patterns.

To improve semantic robustness while preserving
vulnerability-relevant behavior, we employ nine semantics-
preserving code transformations. Specifically, vulnerable
function transformation rewrites unsafe calls into alternative
APIs with similar vulnerability semantics, while taint source
transformation changes how untrusted input enters the
program but preserves the taint flow to sensitive operations;
together, these transformations reduce the model’s dependence
on specific API names and encourage it to focus on parameter
constraints, usage contexts, and taint propagation patterns.
Buffer transformation modifies the buffer layout without
changing effective access semantics, forcing the model to
reason about actual bounds and memory accesses rather
than declaration forms. At the expression level, conditional
exchange and arithmetic transformation rewrite logically or
algebraically equivalent expressions, improving robustness
to different boundary-check and arithmetic forms. At the
control-structure level, while–for exchange and switch-to-if
transformation alter loop or branch syntax without changing



Fig. 2. The architecture of CoGRVD.

Fig. 3. Momentum Contrastive Learning framework.

execution semantics, reducing overfitting to specific structural
templates. Finally, at the statement level, insertion of
invalid statements introduces no-op code to simulate benign
obfuscation, and statement sequence adjustment reorders
independent statements while preserving behavior, thereby
discouraging reliance on superficial tokens or canonical
statement order.

B. Semantic-sensitive Contrastive Learning

We adopt the Momentum Contrast framework (MoCo) and
treat the transformed code samples generated in the previous
subsection as positive examples, as illustrated in Fig. 3.
Specifically, the original code snippet x and its semantically
equivalent but syntactically transformed counterpart x+ form
a positive pair (x, x+) ∈ P , while a semantically different
sample x− randomly drawn from the code repository forms a
negative pair (x, x−) ∈ N . These samples are fed into a query
encoder and a momentum encoder based on a Transformer
architecture with RoBERTa-style positional encoding and at-
tention masks to learn code representations [20]. To stabilize
training, the momentum encoder is updated by exponential
moving average, as defined in Eq. (1) [21]. In addition, a
fixed-capacity FIFO negative queue of size K is maintained
to reuse negative samples from previous mini-batches and
improve contrastive learning stability. The model is finally

optimized with the InfoNCE loss [22], [23], which maximizes
the similarity between positive pairs while minimizing that
between negative pairs, as shown in Eq. (2).

θk = mθk + (1−m)θq (1)

Lq,x+,{x−} = − log
s(q, x+)

s(q, x+) +
∑

x− s(q, x−)
(2)

where s(q, x) = exp(q·x/τ), and τ is a temperature parameter.

C. Token-Level Co-occurrence Graph Construction

To address long-term dependencies and capture structured
semantic features, we convert the sequential code input into
a token-level co-occurrence graph. For each code snippet, we
extract all unique tokens as graph nodes, then build edges
using a sliding window: any two tokens appearing in the same
window are connected. Repeated edges are ignored, and the
resulting relationships are encoded as an adjacency matrix
A. Each node is initialized with an embedding generated
by RoBERTa, which is used as the initial node feature for
subsequent graph neural network training [24].As shown in
Fig. 4, the sliding window generates edges among tokens such
as void, sum, and (, when the window size is 3.

D. Structural feature learning

We employ Graph Convolutional Networks (GCNs) to
aggregate neighborhood information and update node repre-
sentations layer by layer. At the (k + 1)-th layer, the node
representation is updated as

h(k+1)
v = ϕ

(∑
u∈Nv

av,uW
(k)h(k)

u

)
, ∀v ∈ V, (3)

where Nv denotes the neighbor set of node v, av,u is the edge
weight, and W (k) is the learnable weight matrix. To improve
training stability, we introduce a residual connection:

H(k+1) = H(k) +GCN(A,H(k)). (4)



Fig. 4. Token-Level Co-occurrence Graph Construction.

After graph convolution, a readout layer is applied to obtain
the graph-level representation. Specifically, node features are
transformed into ev ,

ev = σ
(
wTh(K)

v + b
)
⊙ φ

(
Wh(K)

v + b
)
, (5)

and the final graph embedding is computed by combining sum
pooling and max pooling:

eg = MIX

(∑
v∈V

ev, max
v∈V

ev

)
, (6)

where MIX(·) denotes SUM, MUL, or CONCAT.

E. Feature Fusion and Classification

First, the feature vector z obtained from the first stage is
fused with the feature vector eg obtained from the second
stage. The fusion is performed by vertically concatenating the
two vectors, as shown in the following equation:

xfusion =

[
L
eg

]
. (7)

After the fusion process, the resulting dataset is standard-
ized. The samples are then partitioned into a feature matrix X
and a label vector y, as defined in equation (8):

X =
{
x
(i)
fusion

}N

i=1
, y =

{
y(i)
}N

i=1
. (8)

where N denotes the total number of samples. A Support Vec-
tor Machine (SVM) is then employed to perform classification
on the fused features.

TABLE I
STATISTICS OF THE DATASET USED

Dataset Samples Vul Non-vul Vul Ratio (%)

FFMPeg+Qemu 27318 12460 14858 45.61
Reveal 22734 2240 20494 9.85
Big vul 188636 10900 177736 5.77

IV. EXPERIMENTAL SETUP

A. Datasets

We conduct experiments on three widely used vulnera-
bility detection datasets: FFMPeg+Qemu [13], Reveal [5],
and Big vul [14]. These datasets exhibit clear differences
in scale, class distribution, and construction source, which
provide a comprehensive basis for evaluating the effectiveness

and robustness of the proposed method. FFMPeg+Qemu is
relatively balanced and manually labeled from open-source
C projects, Reveal presents a more realistic yet imbalanced
setting, and Big vul contains large-scale real-world samples
with diverse vulnerability types. The detailed statistics are
summarized in Table I.

B. Evaluation Metrics
To comprehensively evaluate the performance of the pro-

posed model in vulnerability detection, four metrics are used:
Accuracy = TP+TN

TP+TN+FN+FP , Precision = TP
TP+FP , Recall =

TP
TP+FN , and F1 = 2× Precision×Recall

Precision+Recall .

V. EXPERIMENTAL EVALUATION

To evaluate CoGRVD, we conducted experiments based on
five research questions and provided corresponding answers.

A. RQ1: How effective is CoGRVD in software vulnerability
detection and representation?

To evaluate the effectiveness of CoGRVD, we compare it
with representative baselines on three benchmark datasets,
FFMPeg+Qemu, Reveal, and Big vul, as shown in Table II.
Overall, CoGRVD achieves the best and most balanced per-
formance across all datasets, reaching 78.58% Accuracy and
74.55% F1 on FFMPeg+Qemu, 93.55% Accuracy and 63.73%
F1 on Reveal, and 99.07% Accuracy and 98.52% F1 on
Big vul. These results indicate that CoGRVD provides a better
precision–recall trade-off and reduces missed vulnerabilities.
Moreover, the t-SNE visualization in Fig. 5 shows clear
separation between vulnerable and non-vulnerable samples on
all three datasets, suggesting that CoGRVD learns discrimina-
tive vulnerability features consistent with its strong detection
performance.

B. RQ2.Does the integration of learned vulnerability-sensitive
semantic sensitive features and structural features of code
enhance the model’s capability to detect vulnerabilities?

To answer RQ2, we compare CCE, GCE, and CoGRVD on
FFMPeg+Qemu, Reveal, and Big vul, as shown in Table III.
CoGRVD achieves the most balanced performance across all
three datasets, with F1 scores of 74.55% on FFMPeg+Qemu,
63.73% on Reveal, and 90.23% on Big vul, consistently
outperforming CCE and GCE. These results show that fusing
contrastive semantic features with graph-structured informa-
tion yields a better precision–recall balance and improves
vulnerability detection performance.

C. RQ3: How does CoGRVD perform in detecting the most
dangerous Common Weakness Enumerations (CWEs)?

To answer RQ3, we evaluate CoGRVD on the high-severity
CWE category dataset derived from Big vul. As shown in
Table IV, CoGRVD demonstrates clear advantages across
all CWE types, achieving an average accuracy of 96.35%,
with most categories remaining above 96%, which indicates
strong detection capability and robustness for high-risk vulner-
abilities. In contrast, MAGNET attains an average accuracy
of 75.70%. Although it outperforms Devign, Reveal, and
IVDetect, it still lags substantially behind CoGRVD overall.



TABLE II
COMPARISON OF VULNERABILITY DETECTION PERFORMANCE ACROSS BASELINES

Metrics (%)

Dataset
FFMPeg+Qemu Reveal Big vul

Baseline Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score

VulDeePecker 49.61 46.05 32.55 38.14 76.37 21.13 13.10 16.17 81.19 38.44 12.75 19.15
Russell et al. 57.60 54.76 40.72 46.71 68.51 16.21 52.68 24.79 86.85 14.86 26.97 19.17
SySeVR 47.85 46.00 58.81 51.66 74.33 40.07 24.94 30.74 90.10 30.91 12.98 19.34
Devign 56.89 52.50 64.07 57.95 87.49 31.55 18.07 33.91 92.78 30.61 20.98 20.98
Reveal 61.07 55.50 70.70 62.19 81.77 31.55 61.14 41.62 87.14 17.22 22.87 22.87
DeepSeek-Coder-6.7B 59.46 56.42 65.10 60.45 89.93 49.57 25.44 33.62 52.95 48.63 52.95 48.59
StarCoder2-15B 60.55 56.88 65.56 60.91 88.57 40.49 31.11 35.19 52.61 50.87 52.61 49.45
GRACE 59.78 53.94 82.13 65.11 89.73 33.21 61.53 43.13 90.73 32.52 39.08 35.50
AMPLE 62.16 55.64 83.99 66.94 92.71 51.06 46.15 48.48 93.14 29.98 34.58 32.11
MAGNET 63.28 56.27 80.15 66.12 91.60 42.86 61.68 50.57 91.38 22.71 38.92 28.68

CoGRVD 78.58 74.14 86.23 74.55 93.55 62.03 67.91 63.73 98.52 90.99 89.98 90.23

Relative to Best +15.30 +17.26 +2.24 +7.61 +0.84 +10.91 +6.23 +13.16 +5.18 +40.12 +37.03 +40.78

(a) (b) (c)
Fig. 5. Feature space visualization results of CoGRVD on FFMPeg+Qemu datasets.(a) Visualization Results on FFMPeg+Qemu.(b) Visualization Results on
Reveal.(c) Visualization Results on Big vul.

TABLE III
COMPARISON OF THE FUSION METHOD AND SUB-METHODS ON DETECTION PERFORMANCE ACROSS THE THREE DATASETS

Metrics (%)

Dataset
FFMPeg+Qemu Reveal Big vul

Method Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score

Contrastive Code Embedding (CCE) 73.10 68.29 76.52 72.17 87.88 44.57 89.82 59.57 95.25 54.83 93.52 69.13
Graph-based Code Embedding (GCE) 61.79 54.27 76.50 63.50 92.03 66.67 30.70 42.04 95.37 66.01 37.61 47.91

CoGRVD 78.58 74.14 86.23 74.55 93.55 62.03 67.91 63.73 98.52 90.99 89.98 90.23

TABLE IV
ACCURACY OF BASELINES AND COGRVD FOR THE MOST DANGEROUS

CWES

CWE Type Percentage Devign Reveal IVDetect MAGNET CoGRVD

CWE-20 23.48% 42.00 53.58 57.88 75.32 97.88
CWE-22 0.77% 56.86 47.06 48.00 64.00 96.38
CWE-79 1.16% 39.13 65.22 51.43 71.79 89.77
CWE-119 28.61% 43.77 51.23 60.83 77.07 92.83
CWE-125 8.61% 47.14 52.54 61.08 72.86 97.47
CWE-190 3.84% 44.11 52.47 59.20 76.34 97.41
CWE-200 9.02% 44.59 51.18 56.17 76.82 96.70
CWE-416 11.78% 46.67 58.13 61.05 72.97 98.72
CWE-476 5.33% 48.00 49.41 63.22 73.54 97.81
CWE-732 1.64% 34.38 56.25 43.75 76.67 96.96
CWE-787 3.34% 45.37 51.71 56.60 83.19 97.95

Average 44.38 52.26 59.24 75.70 96.35

D. RQ4: How effective is CoGRVD in handling imbalanced
datasets?

To evaluate the robustness of CoGRVD under varying
degrees of class imbalance, subsets with non-vulnerable to
vulnerable sample ratios of 1:1, 2:1, 10:1, and 50:1 were
constructed, and comparative experiments were conducted, as
shown in Fig. 6. The results indicate that, as the imbalance
becomes more severe, accuracy progressively increases from
78.85% to 96.47%, while precision decreases significantly
from 77.86% to 38.75%. Meanwhile, recall remains high
and relatively stable, increasing from 79.89% to 87.32%,
suggesting that the model still covers the majority of vul-
nerable samples. Overall, the F1 score drops from 78.86%



Fig. 6. Results of CoGRVD on Imbalanced Datasets.

to 53.68%, demonstrating that CoGRVD maintains robust
detection stability even in highly imbalanced scenarios.

VI. CONCLUSION

We propose CoGRVD, a vulnerability detection approach
that addresses two key limitations of existing methods: weak
semantic supervision and insufficient long-term dependency
modeling. It combines AST-based semantically equivalent
transformations with contrastive learning to capture vulnerabil-
ity semantics, and employs a token co-occurrence graph with
residual GCNs to model structural information. The resulting
semantic and structural features are fused for SVM-based
classification. Experiments on FFMPeg+Qemu, Reveal, and
Big vul show that CoGRVD consistently outperforms recent
baselines in accuracy, precision, recall, and F1-score.
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